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Abstract: 

Euskadi ta Askatasuna (ETA) translated as Basque Homeland and Freedom, was founded in 1959 

by a group of men from Bilbao, Spain. This organization had an extreme impact on Spanish politics and 

society in Europe and one of the most important factors of ETA’s radical nationalism were women members. 

Basque women were active in all areas of ETA, including the military wing, political party’s trades unions, 

etc. 

After Scotland’s vote against its independence from Britain, it is possible that other separatist 

movements across the globe, from Europe to Asia, to the Middle East, to Africa will start sending signals for 

breaking all borders. The political fights all over the world, Scotland, China, fighting with the Uighurs in 

Xinjiang and Tibet, Iraq, Syria, Turkey, and Iran, started a fire in people’s hearts. Catalonia and the Basque 

Country in Spain and Flanders in Belgium, are considered the most influential regions and similar with the 

political and socioeconomic conditions of Scotland. 

In October 2011, the Basque separatist group ETA announced the cessation of its armed activities, 

but no one will assure that terrorist actions will not happen again. 

 
Key words: terrorism, ETA, Basque country, women, political violence, nationalism. 

 

 

1. Introduction  
 

Despite the global negative effects of 9/11, counterterrorist polices are divergent 

when it comes to Europe and other parts of the world. Terrorist threats faced by Europe 

and China share few similarities. China now faces separatist movements that resort more 

and more to terrorist attacks, while in Europe well known ethnic-separatist terrorist 

organizations, like ETA or IRA, are on the decline. EU’s main concern is now Islamic 

radicalism and political right and left-wing extremism [1].  

Marxist and socialist concepts are the ideology of left-wing terrorists. Left wing 

terrorism began with the terrorist group Narodnaya Volya, from the 19th-century that 

killed in 1881 Alexander II of Russia and advanced the concept of propaganda by the deed 

[2]. In the 19
th

 century, in Western Europe, groups of left and right wing terrorism included 

the West German Red Army Faction (RAF), the Italian Red Brigades, the French Action 

6

http://en.wikipedia.org/wiki/Narodnaya_Volya
http://en.wikipedia.org/wiki/Alexander_II_of_Russia
http://en.wikipedia.org/wiki/Red_Army_Faction
http://en.wikipedia.org/wiki/Action_directe_(armed_group)


THE BASQUE CONFLICTS AND ETA TERRORISM TODAY 

Directe (AD), and the Belgian Communist Combatant Cells (CCC). On September 11, 

2001 hastened ETA’s decline and within months the Spanish government and the 

European Union member states, declared ETA a terrorist organization [3]. 

Centuries ago, Basque was spoken in a much larger area than today, but it has long 

disappeared outside what most call “the Basque Country,” or “Euskal Herria,” an area that 

covers about 8,000 square miles in four Spanish and three French provinces.  

And even many of the three million people who live within that area would dispute 

that they’re part of a unified Basque “country.” The largest and southernmost of the 

Spanish provinces, Nafarroa was for centuries the heart of a kingdom that controlled large 

portions of northern Spain, and today it is a separate autonomous community.  

Another southern Basque province, Araba, has long had close ties with Castile, the 

geographical and political center of Spain, and most of its population does not speak 

Euskara and hasn’t for centuries. Even in the coastal provinces of Bizkaia and Gipuzkoa, 

where one hears the most Basque today, industrialization brought migrants from all corners 

of Spain. Most of them never considered themselves to be Basque. Then there is the most 

obvious separation of all, the Spanish-French border, which has set off the three 

northernmost Basque Provinces since 1512. 

But to many Basque nationalists, these divisions are simply the most recent in many 

thousands of years of obstacles they’ve overcome. An elderly once told that about his 

grandfather, that once took him to a bridge built by Romans in the Basque countryside. 

“The Romans are gone,” the grandfather told, pointing to the bridge. “We’re still here. [4]” 

 

2. The beginnings and journey of ETA    
 

Founded in 1959, on Marxist principles, the group’s leader started his journey with 

the desire of establishing an independent homeland which would encompass the Spanish 

Basque provinces of Guipuzcoa, Alava and Vizcaya; Navarra, an autonomous region; and 

the French territories of Labourd, Basse-Navarre, and Soule [5]. 

ETA’s constructed its bases onto the Basque Nationalist Party (Partido Nacionalista 

Vasco or PNV), founded back in 1894 and activated illegally in Paris, under the fascist 

regime of Francisco Franco. On the 8
th

 of October 1997, ETA was designated by the US 

Government as a Foreign Terrorist Organization and also listed as a terrorist organization 

by Spain and the EU. 

From its origins ETA was considered separate from home and family. The 

organization’s codes of conduct, borrowed from other terrorist groups such as the IRA, 

explained how each activist should give up their personal needs and completely dedicate 

themselves to the organization. 

When it came to gender, Basque nationalism considered women as caregivers and 

those that can preserve the national tradition. Sabino Arana’s nationalist writings mention 

that nationalist men could marry outside the national collective. But, a woman thinking of 

a marriage with a Spanish man was a threat to the purity of the Basque nation. Women 

succeeded in forming a women’s nationalist movement at the beginning of the twentieth 

century, under the name of Emakume Abertzale Batza (EAB). EAB consisted in concepts 

like motherhood, womanhood, nation and family, concepts that helped the individual to 

enter in a new family, culture and society. The creation of women’s groups affiliated with 

Basque Nationalist movements resulted in a number of women from Basque nationalist 

families, extending their activities in public and political spheres. These actions didn’t 

threaten the gender hierarchy within Basque society. 
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Women were present in writings about ETA, during the first two decades, but only 

in relation to family and culture. In the early ’60, women appeared as identity symbols of 

Basque culture as the Zutik newsletter explains in 1961:  

“Against such a general concept of Woman as a pleasant promise, against the ‘Don 

Juan’ mentality, against the concept of the ‘Lady’ – a beautiful and idealized, but 

depersonalized thing – the Basque opposes his transcendental conception of Woman as 

mother and Etxekoandre, Lady of the House.” 

Although men dominated organizations as leaders, the same thing happening in 

ETA in its first decade, three women were sent to trial in Burgos military trial in 1970, and 

by the end of that decade ‘Yoyes’, Dolores Gonzalez Katarain, had become one of the 

leaders in ETA. In July 2009, two women and two men were held responsible by the 

Spanish police forces for planting a car bomb that killed two officers in Mallorca. 

Before hiding, Sorazabal was spokeswoman for ETA prisoners’ rights. She was 

held in Spain and sent to prison in France, because of a number of armed actions. After the 

arrest of Aitor Elizarán Aguilar, one of the most important leaders of ETA, Sorazabal is 

now expected to take the lead. 

ETA’s fifth conference in 1966, led to the organization’s ideologically split into the 

“nationalist wing” (ETA-V) and the “ideologist wing” (ETA-VI). The nationalist wing 

followed the Basque autonomy, but the ideologists preferred the Marxist-Leninist ideas of 

Basque Independence.  

Repeatedly, the Francisco Franco regime tried to dissolve ETA through arrests, 

beatings, assassinations and torture and by the ’70 most of ETA’s leaders were trialed and 

sentenced to prison. In 2002, the political party Batasuna, also ETA’s political wing was 

banned by the Spanish Parliament and its members were charged with providing material 

support to the terrorist group. The ban was upheld until June 2009 and in 2010, parts of 

ETA separated from the political party, becoming an autonomous organization.   

The group chose the name Euskadi ta Askatasuna (ETA) and wrote its founding 

document in July 1959. The organization outlines its main characteristics in a short 

document. The organization wanted to be seen as a patriotic, non-religious, non-political 

group with the goal of “saving the Basque soul” and “the self-determination of our 

homeland’s destiny [6]. 

It was not expected that ETA would become an organization engaged in terrorism 

and violence. ETA activates mainly in the Basque autonomous regions of northern Spain 

and southwestern France, but maintains their presence in Cuba and Venezuela. After 

publicly announcing the cease of fire in 2011, funds become scarce and revolutionary taxes 

were no more collected, even though extortion was one of the major sources of income for 

ETA. 

ETA began with bombings and assassinations, their aims were Spanish government 

officials, businessmen, politicians, judicial figures, security, military forces, but also 

journalists and tourists. The group took responsibility for killing 829 civilians, members of 

the police, since the beginning of a violence campaign in 1968.   

Over the last four decades, ETA has committed numerous attacks the most 

important being the car bombing in Madrid, in February 2005, where more than 20 people 

were wounded. Later, in December 2006, a car exploded and destroyed the parking garage 

at Madrid’s Barajas International Airport. In 2009, it marked its fiftieth anniversary, by a 

series of deadly bombings. 

On December 20, 1973, members of ETA, disguised as electricians working on 

cables, detonated a bomb and disappeared in the chaos that followed. The explosion aimed 

Carrero Blanco’s car. The Spanish Prime Minister, Carrero Blanco was killed, along with 

8



THE BASQUE CONFLICTS AND ETA TERRORISM TODAY 

his driver and his bodyguard. ETA claimed responsibility for the assassination, and 

confirmed it later in a press conference in France. 

The assassination changed Spain’s history, as Carrero Blanco was considered the 

person clever enough to continue Franco’s dictatorship after his death. The throne was 

reclaimed by Prince Juan Carlos de Borbón and Spain’s conversion to a constitutional 

monarchy began. The ETA organization was at its peak and it could have been considered 

by history as a successful resistance movement fighting fascism, but things didn’t stop 

there [7].  

In 2012, numerous arrests took place and those being arrested were members of 

terrorist groups, mainly ETA. At the beginning of the year, on January 25, French police 

arrested Basque Fatherland and Liberty (ETA) member Ernesto Prat Urzainqui, one of 

Spain’s most wanted terrorists [8].  Later, on the 27
th

 of May, Oroitz Gurruchaga Gorgorza, 

the military leader of ETA and his deputy, Xabier Aramburu, were arrested in the 

southwestern French village of Cuana. Their arrests were the result of a joint operation 

between the French Internal Security Service, the Spanish Civil Guard, and the Spanish 

intelligence services. At the end of October, French authorities and the Spanish Civil 

Guard arrested ETA members Izaskun Lesaka Arguelles and Joseba Iturbide Ochoteco. 

Lesaka was one of the three members of ETA’s leadership (“Holy Trinity”) who read 

many of the group’s communiqués in televised statements [9].  

The most important relations that ETA has established over the years are with the 

Irish Republican Army, the Algerian Islamic Group. The Algerian Islamic Group received 

training regarding the production of explosives and guerrilla warfare. Moreover, ETA 

obtained weapons, logistic support and safe houses from Islamic networks in Europe and 

training in Iranian and Lebanese, Libya, Lebanon, and Nicaragua [10].  

In June 2005 the Spanish Parliament began talks about the need of ETA’s 

disarmament. ETA mentioned it was willing to talk but not to disarm, meanwhile 250,000 

people were demonstrating against the government’s negotiations with ETA. 

A "permanent cease-fire" was announced by ETA to take effect on 24
th

 of March 

2006. At that moment, ETA explained that: "The object of this decision is to drive the 

democratic process." Changing his earlier position, Spanish President Jose Luis Rodriguez 

Zapatero decided to start negotiations with ETA in spite of their refusal to disarm. The 

Popular Party, Spain's conservative opposition removed its support for peace talks, 

protesting in June 2006 against the government’s decision. 

Unfortunately, in December 2006, a car bomb exploded at Madrid's international 

airport, killing two men, ETA claimed responsibility for the bombing. A year later, in 

2007, ETA announced another cease-fire but they were suspected of attacking later in the 

summer. Although ETA's power has decreased over the years, security experts inform that 

the separatists can still prove disruptive and deadly [11].  

In 1995, an ETA car bomb was aimed at killing Jose Maria Aznar, then leader of 

the conservative Popular Party, who later served as Spain's prime minister. Another attack 

disrupted by the investigators, was a plot to assassinate King Juan Carlos. Moreover, in 

March 2008, a former city councilman was killed by ETA in northern Spain two days 

before the elections. According to an estimation made by the Spanish government, ETA 

has killed over 800 people and carried out over 1,600 terrorist attacks. Also, ETA has 

consistently targeted Spain's tourist attractions, attacking buses along Costa del Sol. 

According to the newspaper El País, from 1994 to 2003, ETA’s attacks cost the Spanish 

government approximately $11 billion [12].  

After October 2011, a militarily weakened and politically isolated ETA was 

obligated to announce the definitive cessation of arms, but Madrid rejected the 
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announcement after several false ceasefires. Madrid demanded that ETA would disarm and 

disband, but until now, formally that did not happen.  

Since 2007, approximately 500 members of ETA have been arrested, even 12 

arrests in 2013, in France and in Spain. Venezuelan and French security forces helped in 

apprehending an ETA member on September 20 in Venezuela, and on the 8
th

 of October 

another ETA member was caught by the Belgian police. Authority’s estimate that those 

who have not been captured until now, are fewer than 100 and approximately 750 ETA 

members are now held in Spanish and French prisons. David Pla and Iratxe Sorzabal, 

leaders of ETA, were permitted refuge in Norway during the early period of the ceasefire, 

but were expelled after no progress was made in the peace process. 

Between 1975 and 1983, the percentage of ETA women prisoners came to 

approximately 9% as shown in the table below. 

 

Date Prisoners Women % 

November 1975 

January 1976 

July 1980 

1981 

February 1983 

July/August 

1983 

356 

373 

138 

351 

349 

403 

34 

38 

4 

36 

22 

33 

10 

10 

3 

10 

6 

8 

 

Table 1 Number of women ETA prisoners between 1975-1983 

 

3. Conclusion  
 

ETA was formed at the end of the 1950’s by young Basque nationalists who were 

against General Franco's dictatorship. At that moment, Franco responded by imposing a 

state of emergency in parts of the Basque country. After Franco's death in 1975, the group 

did not disappear, and 1980, the most cruel year, when almost 100 people were killed at 

that time when Spain was still considered a young democracy. 

Slowly, Spain’s security forces inhibited ETA's ability to attack and the result was 

that in its last decade of violence no more than five people were killed each year. 

The Basque separatist group Eta took a historic step and handed over weapons and 

bomb-making equipment used in its terror campaign for independence that has claimed 

more than 800 victims over decades. Declarations of former Eta members mentioned that 

the majority of the group's arms were hidden in France, where the old command and 

logistics base was situated. Eight years ago, Spanish media reported that members of ETA 

stole 400 pistols from an arms depot in Vauvert, France. Also, in the past, the group is 

known to have had SA-7 ground-to-air missiles. 
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Abstract:  

Everyday exposure to the Internet and its resources results in a significant change in scholars’ 

approach to learning. It is well known that the new generation of “digital natives” needs new teaching-

learning strategies complementary or opposed to the old/traditional ones that permit learners to communicate 

and collaborate, and even switch the role with their teacher. E-learning is the common frame of this new type 

of transmitting-acquiring information. Providing an open and transparent environment for learners, E-

learning can also ensure an authentic audience when they are to display the results of their work. Web-based 

learning and computer-learning are two of the new means that showed how new technologies make a 

difference in education when properly used.  

The present paper intends to be an example on how teachers could transform Internet materials into 

skill-oriented teaching materials. As a teacher in a military institution I found out that the Internet is an 

endless source of materials that can be used for teaching ESP as students have already oriented their 

education toward a specific field and do concentrate more on language in context than on grammar and 

language structures. Using Internet based materials for enhancing both productive (Speaking and Writing) 

and non-productive (Reading and Listening) skills are always beneficial for students. They use the materials 

teacher provides in their own time, having the opportunity to re-read or listen again for as many times as they 

need in order to fulfill the requirements. The teacher is merely a link between the student and the Internet 

materials as he is the one who chooses them, providing a bridge for the students towards meaningful and 

relevant materials. 

Keywords: e-learning; reading skill; web site; synonym; reading for details; Five-paragraph essay; 

writing skill.   

 

 

1. Introduction  

From day one, the Internet has been considered both a vicious place where people 

transform their personality up to losing their identity, a place where youngsters kill their 

free time up to killing themselves of fatigue, being stuck in endless games, and a beneficial 

source of knowledge. There have been numerous discussions about the relevance of the 

Internet-based sources and I personally agree that the teacher is the first and the ultimate 

judge upon the relevance of such a source. What material to choose, in what way that 

material can provide relevant knowledge and how to convert and adapt a given material 

lies in the hands of the teacher. Even if the Internet is virtually a never-ending spring of 

learning resources, even if in their quest the students may run into materials of different 

degrees of relevance, it is the teacher’s duty to restrain the area of search for special 

knowledge upon the relevancy and types of materials. Relevancy is the engine that drives a 

teacher to pick up certain materials from thousands that are provided by the Internet. How 
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the teacher changes the materials to fulfill the aims of teaching is up to his/her knowledge 

and ars didactica. 

As an ESP teacher I encountered numerous problems in finding relevant materials 

for my military students. There are plenty of grammar exercises and skill-oriented 

activities for general English that students can access in their own time, without the 

guidance of a teacher. When we turn towards ESP, Military English in particular, the role 

of the teacher in accessing the materials is primordial. Specific vocabulary, specific writing 

formats (like different types of reports, letters of introduction, etc), genuine listening 

materials must be worked upon or clarified by the teacher before being given to the 

students as sources of learning.  
 

2. Material Development   

 
The present paper is an example of how web-based learning can be sustained: I 

developed some activities answering ESP requests for my military students. The topic is 

TERRORISM, a subject that is present in our lives more than we would want because of 

the rise of terrorist attacks nowadays. I have chosen to develop my students reading skill 

through specific exercises and, as a natural development, their writing skill, knowing that it 

is the most difficult skill to develop in English, but also the second most needed by military 

personnel deployed in war areas.  
 

2.1         Pre-Reading Activity 

I considered that a pre-reading activity based on visual materials would better 

introduce the students in the topic. 

1. Look at the following pictures. Predict which topic the following reading activity is 

about: 

a. Terrorism tactics  

b. Types of terrorism 

c. Counterterrorism groups 
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2.2    Reading Activity 

After a short discussion about the presented images and the symbols they contain, 

students are invited to go to the following pages 

http://en.wikipedia.org/wiki/Terrorism#Types_of_terrorism and read the articles related to 

Types of terrorism.  
 

2.3    Post-Reading Activities 

Gaining a lot of information on the subject, students are asked to classify it on types 

of terrorism and terrorist groups, and then they are subjected to improving vocabulary 

exercises on the topic.  

1. Complete the draft from the information in the articles: 

 

                                                           TYPES OF TERRORISM 
 

 

 

 

 

 

 

 

                                 

 

 

 

2. Using your general knowledge about terrorist organizations and the types of terrorism 

you read  about, try to match the boxes with the labels below: 

 

Irish Republican Army   

Basque Fatherland and Liberty   

Kurdistan Working Party   

 

Red Army   

Red Brigades   

 

Al-Qaeda   

Hamas   

Aum Shinrikyo   

 

Abu Nidal Organization   
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Palestine Liberation Front   

 

American Nazi Party   

Noua Dreapta   

National Democratic Party   

 

Earth Liberation Front   

Animal Liberation Front   

Earth First!   

  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

3. In the puzzle below there are 12 words related to the concept of terrorism. They are 

written horizontally from left to right or from right to left and vertically. Find them! 

 

v a s a l q a e d a v g s a e z x s 

i n t o l e r a n c e f a s d m s a 

o a h c a r b o m b i n g k c a l b 

l r l s f u k p f s m v g d w n d o 

e c o t e r r o r j a x p f a a f t 

n o t a a o m s i l a d n a v r g a 

c t t r r p r e x t e a s b z c t g 

e i n o i t a d i m i t n i r h u e 

r c h e z b o l l a h w m n n y y k 

 

4. According to your reading, choose the best answer: 

1. Nationalist terrorism is a form of terrorism through which participants attempt 

to ____________________. 

a.  form an independent state 

b.  destroy capitalism 

c.  impose their religion 

 

2. Left-wing terrorism seeks to destroy _____________________. 

a.  illegitimate states 

b.  anarchism 

c.  capitalism 

  

3. Neo-fascist terrorism is also called ______________________. 

a. state terrorism 

 

STATE TERRORISM 

NATIONALIST 

TERRORISM 

   

RIGHT WING 

TERRORISM 

LEFT WING  

TERRORISM 

 

RELIGIOUS 

TERRORISM 

ECO-TERRORISM 
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b. ethnic terrorism 

c. right-wing terrorism 

 

4. The attempts of narcotics traffickers to influence the policies of government, the 

enforcement of the law and the administration of justice is considered to be 

____________________. 

a. domestic terrorism 

b. narcoterrorism 

c. drugs terrorism 

 

5. The term eco-terrorism describes __________________. 

a.  different types of psychic terror 

b.  sabotage, vandalism, intimidation committed in the name of environmentalism 

c.  sabotage, vandalism, intimidation committed in the name of the environment 

 

6. The justification of Anarchist terrorism was that such acts would 

___________________. 

a. make anarchist ideas famous 

b.   influence socio-political events 

c.   minimize immigration 
 

2.4         Pre-Writing Activity 

Students are asked to go to the following links and find out more about how to 

write their own essays: 

http://www.csupomona.edu/~uwc/student/Journey5cp.shtml 

http://www.englishdiscourse.org/5.paragraph.essay.format.html  

For additional information, you may access the following links: 

http://en.wikipedia.org/wiki/Wikipedia:Neutral_point_of_view, 

http://en.wikipedia.org/wiki/Wikipedia:Avoid_weasel_words#Unsupported_attributions, 

http://en.wikipedia.org/wiki/Wikipedia:Avoid_peacock_terms#Puffery. 

 

After reading the materials on the five-paragraph essay, the teacher will write down 

the following features to be kept in mind as guidelines for the students while writing their 

own essays. 

1.  Clarity   

2.  Organization  

3.  Choose words carefully.  

4.  Don't try to cover too many points  

5.  Use words like "First," "Second," "Furthermore," etc.  

6.  Keep the essay moving forward according to a well-developed plan.  

7.  Use precise vocabulary without being too technical for the readers. 

8.  Simplify whenever possible.  

9.  Use reiteration, but avoid repeating with exactly the same words. 

10.  Coherence 

11.  Use motivational appeals, interesting intros, etc., to keep the readers 

interested.  
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2.5        Writing Activity 

 Students are asked to write their own essays on one of the following topics: 

1. The rise of terrorism nowadays 

2. Is the war on terrorism a different concept from the regular war? 

3. War on terrorism = World War III 

4. Biological terrorism, a new concept of terrorism 

5. Ecologism vs. eco-terrorism 

6. Terrorist organizations and their goals 

7. Osama bin Laden - the terror brand 
 

 

3. Conclusion  

Teaching English for Special Purposes using internet sources and materials gives 

the student the impression that he uses a familiar instrument in a new way and pushes the 

teacher to search for materials that have not been used before and create teaching materials 

that are the specific answer for goals to be achieved in different teaching sessions. 

Teaching English for Special Purposes seemed an impossible mission for me years ago, but 

thanks to continuous learning, asiduous work, and training courses, ESP – military branch- 

has given me the most fulfilling satisfactions. 
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Abstract:  

The Romanian Finance Ministry is currently implementing the project "Increasing the Accountability by 

upgrading computer system for reporting financial statements of public institutions (FOREXEBUG)", which 

has the objective of increasing the efficiency of central government and local administrative transparency, by 

providing the public institutions of modern instruments standardized, for reporting and disclosure of financial 

statements for details on the use of public funds in accordance with budgetary classification. 

This instrument will allow automatic generation of summary reports (standard and ad-hoc) based on the data 

collected via electronic reporting of financial statements and will lead to improved budget management by 

reducing reporting burdens related activities and creating the possibility reallocation of time for analysis and 

decision activities in the area.   

 

 
Key words: budgetary system, efficiency, electronic reporting, summary reports 

 

1. Introduction  
Finance Ministry is currently implementing the project "Increasing the 

Accountability by upgrading computer system for reporting financial statements of public 

institutions (FOREXEBUG)", co-financed by the European Social Fund Operational 

Programmed Administrative Capacity Development 2007-2013, which has the objective of 

increasing the efficiency of central government and local administrative transparency by 

providing the public institutions of modern instruments standardized, for reporting and 

disclosure of financial statements for details on the use of public funds in accordance with 

budgetary classification. 

 Through this project, the Ministry of Finance creates simplified forms for reporting 

financial statements by public institutions and functionality of electronic control and 

monitoring legal and budgetary commitments, with direct impact on improving financial 

discipline and prevention of arrears of public institutions. The project will enable the 

provision of reliable information on the use of public funds for the internal use by the 

Ministry of Public Finance, public institutions, other relevant institutions and the public, 

both at the level of detail and strengthened. It will also provide the authorizing officers 

effective budget management, providing real-time information on using the approved 

budget in all public institutions subordinated hierarchically. 
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2. Increasing the accountability by modernizing the information 

system for reporting financial statements of public institutions 

through the FOREXBUG program. 

 
The FOREXBUG system will ensure proper functioning of electronic mechanisms 

for aggregation, centralization, consolidation and reconciliation of financial data reporting 

entity hierarchies, funding sources and other criteria. 

 

 
 

Figure 1 

This instrument will allow automatic generation of summary reports (standard and 

ad-hoc) based on the data collected via electronic reporting of financial statements and will 

lead to improved budget management by reducing reporting burdens related activities and 

creating the possibility reallocation of time for analysis and decision activities in the area.   

 Through this project, the Ministry of Public Finance aims to achieve the following 

objectives: 

1) Monitoring through the Treasury the budgetary and legal commitments. This 

objective is to be achieved by introducing into the computer system, called "FOREXBUG" 

operations of all projects (contacts, orders, administrative documents, etc) to be affected by 

public funds to give each legal commitment or budget, a unique numeric number that will 

be assigned and procurement to the contract or public order. It is worth mentioning that the 

public institution cannot make new budgetary and legal commitments if recorded arrears. 

 However, through the "FOREXBUG" system budget revisions are to be made on 

the budgets of the main credit holder, it will then make changes to the budgets of the loan 

financing. Also by this system are to be made the transfers of budget appropriations and 

transfers of appropriations between authorizing credit holders or between programs. 
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Figure 2 

 

2) Monthly reports on budget execution will be done automatically by the 

"FOREXBUG" system. Starting this year (2014) budgets are public institutions to prepare 

and approve the “lei”. In this form budgets will be submitted Treasuries and entered into 

the system. Payment orders issued will include the IBAN code, budgetary classification to 

specific paragraph and explanation of the budget commitment for which payment is made. 

Therefore, the system will generate daily data on commitments, payments and available to 

each officer.  

OOnnlliinnee  ccrreeddiitt  rreesseerrvvaattiioonn  ooff  

iinniittiiaall  uunnddeerrttaakkiinngg  aanndd  

bbuuddggeett  

VVaalliiddaattiinngg  bbuussiinneessss  ccrreeddiittss  

iinniittiiaallllyy  rreesseerrvveedd    ((aappppooiinntteedd  

ttoo  tthhee  aavvaaiillaabbllee  bbuuddggeett))  

MFP – FOREXEBUG Reported entities  

Online engagement 

application 

AAuuttoommaattiicc  uunnddooiinngg  ooff  iinniittiiaallllyy  

rreesseerrvveedd  ccrreeddiittss  

VVaalliiddaattiinngg  bbuuiissnneessss  ccrreeddiittss  

rreesseerrvveedd  ddeeffiinniittiivveellyy  

((aappppooiinnttiinngg  ttoo  aavvaaiillaabbllee  

bbuuddggeett))  

MFP - TREZOR 

RReesseerrvviinngg  ddeeffiinniittiivvee  oonnlliinnee  

eennggaaggeemmeenntt  aanndd  bbuuddggeettaarryy  

ccrreeddiittss    

RReeppoorrttiinngg  tthhee  eexxeeccuuttiioonn  

ssttaaggee  ooff  tthhee  eennggaaggeemmeennttss  

RReeppoorrttiinngg  tthhee  eenndd  ooff  aann  

eennggaaggeemmeenntt  

MMoonniittoorriizziinngg--rreeppoorrttiinngg  

bbuuddggeettaarryy  eennggaaggeemmeennttss  

VVaalliiddaattiinngg  aanndd  mmoonniittoorriissiinngg  

ppaayymmeennttss  aatt  tthhee  lleevveell  ooff  tthhee  

eennggaaggeemmeennttss  

budget commitments management 

 

Budgetary execution 
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Figure 3 

 

3) The financial statements shall be prepared and submitted by the "FOREXBUG" 

by each credit holders, based on standardized forms, on the same principle by which tax 

returns are submitted to the Ministry of Finance Portal by Form 112. The financial 

statements will be made by completing standardized analytical balances. The financial 

statements will be approved by the financial structures of hierarchical secondary 

authorizing credit holders or the main authorizing credit holder by certified electronic 

signature. 

The system aims at the achievement of the following objectives: 

 The ensuring of electronic machines for aggregation, centralization, consolidation, 

reconciliation of this data on reported hierarchical entities, source of finance and 

other dimensions 

 Increasing the level of trust of collected data with crossed validation with data 

from the system and providing trustful information for intern usage of the MFP, of 

the public institutions, of other institutions and of the public, not only on a detailed 

level, but also consolidation on different levels. 

 Validation of data concerning budgetary execution of income and spending for 

assigning these in the limits of approved budgets and of the actualized programs at 

the level of every public institution. 

 Automatic validation of payments done with the TREZOR system, especially 

when it comes to making budgetary execution situations, to assign these in the 

budgetary limits aproved and of the actualized programs at the level of every 

public institution 

 Increasing administrative transparency: public institutions will use the same report 

system, resulting a data base that will have access to any FOREXBUG user 

 Fast and facile centralization of data and the increase archive capacities for 

detailed financial situations of public institutions with the use of electronic 

archives 

  

RReeaalliizziinngg  ooppeerraattiioonnss  ooff    

ppaayymmeenntt  aanndd  iinnccoommee  ddoonnee  

iinn  tthhee  ttrreeaassuurriieess    

DDaaiillyy  aauuttoommaattiicc  ggeenneerraattiioonn  ooff  

bbuuddggeettaarryy  eexxeeccuuttiioonn  

ssiittuuaattiioonnss  aaggrreeggaatteedd  bbyy  uussiinngg  

tthhee  TTRREEZZOORR  ssyysstteemm  

MFP – FOREXEBUG Reported Entries 

AAddddiittiioonn  aanndd  ttrraannssmmiissssiioonn  

ooff  tthhee  eelleeccttrroonniicc  ffoorrmm  

rreeggaarrddiinngg  EEBB  ooff  ssuummss  

ccoonndduucctteedd  tthhrroouugghh  bbaannkkss  

((DDEEDDoocc))  

PPeerriiooddiicc  ppuubblliiccaattiioonn  ooff  ppuubblliicc  

situations of budgetary 

execution  aaggggrreeggaattiioonn  aanndd  

ccoonnssoolliiddaattiioonn  

  

VVaalliiddaattiioonn  ppuubblliicc  ssiittuuaattiioonnss  

((aanndd  iimmpprroovveemmeenntt,,  wwhheerree  iitt  

iiss  nneeeeddeedd))  
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 The improvement of budgetary management with the reduction of afferent report 

activities and creating the possibility of relocating time to activities in the area of 

analyze and decisions  

 Reducing the number of forms about quarter and annual reports  

 

3. Conclusion   
The FOREXBUG system has a series of advantages, but also drawbacks. Among the 

potential advantages that may be identified, we may mention the following: 
• The system centralizes data from every officer, regardless of rank; 

• Reporting of budget execution will be done by the Treasury and not hierarchical, by the 

principal loan as at present; 

• The data will be validated at least monthly by the credit holder hierarchical; 

• Credit holder access to the database; 

• Data transmission based electronic signature; 

• Reducing the amount of data to be reported by each credit holder; 

• Reduction of working time and related resources as a result of significant reduction of 

data to be summarized and reported. 

As with any other tool, the FOREXBUG system is not a silver bullet, as it is also 

accompanied by a series of disadvantages.  One of the main disadvantages is related to the fact that 

the work in the Ministry of Defense will be hampered by dividing data into two systems, both in 

the FOREXEBUG system and the current system used by military units in the composition of the 

General Directorate of Defense Intelligence reporting system data only up to level FOREXEBUG 

title expenses.  

Also, the difficult correction of errors is another disadvantage (example - if a credit holder 

accidentally enters wrong data in individual budget, the system crashes and error is signaled both 

credit holder who entered the wrong individual budget and of the main credit holder, and the other 

credit holders can not enter data, until the system is unlocked). 

Another disadvantage refers to the delayed update of operations (  if changes are made in 

the individual budgets that day budgetary commitments and payments related to the changes, 

which will be done the next day, because even if the system transmits that the data were sent 

without any error, through the presentation interface, it renders over the night the data entered that 

day ). 

 The project will operate in parallel with the current system of financial reporting, during 

the commissioning of the national reporting and testing operating procedure system in relation to 

public entities until 31 December 2014 and the date of July 1, 2015 reports will be accepted only 

in the system and will not be forwarded in on paper to the Ministry of Finance and upper units. 

 The project implementation will generate the Ministry of Defense a quite large human and 

financial effort, I suggest that the following changes to be made in the implementation of the 

budget to be made aware of the military units in due time. 
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Abstract 

There is no doubt that we are now living in an informational era. Every domain of our daily life is 

full of information, and the tendency is to overwhelming us. In such an environment an organization 

facing with a real challenge when it comes about using information. Moreover, it is not the main issue but 

how the information resources may helps to improve processes, and build a conscious business strategy. 

That is the main reason of present work: to emphasize the role of the information resources within 

organization strategy, and how these resources may be used, for achieving a strategic advantage or goal. 

Therefore, in the first part, the paper presents the concepts of information resources, organization strategy, 

and after that draw the link between them. The conclusion outlines the importance of those resources and a 

briefly consideration regarding military system. 

 
Key words: information resources, organization strategy, management, business strategy. 

 

 

1. Introduction 
Ever since the man becomes aware of himself, he was trying to understand the 

surrounding world, the various phenomena, even to understand his own existence.  

Curiosity is one of the characteristics of human nature. But this curiosity is nothing else 

than gathering information.  

Once with the societal evolution, the organizations becomes lager and more 

complex with continuously need of information, so the scouts were used an later on the 

spies for collect it. But that is also only about gathering information. 

Later on, since 19
th

 century new tools were invented, phone and calculator, and 

the things were changed. In the early age, those tools were separated representing 

different functions, communication and automation. After a few years, those fused in a 

more complex tool- computer, capable of both functions and even more. 

Even from the beginning, those start to be used in the business environment. The 

earlier age was a rush toward information technology development, often motivated by 

data processing. It was characterized by automating routine operations within 

organizations.  

In the 1970s, things were changed and a new term arises within companies: 

management information system. Therefore, new types of applications needed to be 

developed to improve access of decision-makers to useful and timely information. But 

was very difficult because of the organizations structure, which were highly centralized. 

Starting from the late 1980s, personal computers appear, with graphic interface, 

operating systems and many other improvements allowing the users to be more proactive 

in their job. 
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From now on, the next steps were very fast, and new concepts arise such as data 

warehouse, decision support, information resources, and so on.  

In the next figure it can be seen the evolution of information resources. 

 

 
 Era I 

1960s 

Era II 

1970s 

Era III 

1980s 

Era IV 

1990s 

Era V 

2000+ 

Era VI 

2100+ 

Primary role 

of 

information 

technology 

Efficiency 

 

 

Automate  

existing 

paper-based 

 processes 

 

Effectiveness 

 

 

Solve 

problems  

and create  

opportunities 

 

Strategic 

 

 

Increase 

individual 

and group 

effectiveness 

 

Strategic 

 

 

Transform 

industry/ 

organization 

 

Value 

creation 

 

Create 

collaborati

ve 

partner-

ships 

 

Value 

creation 

 

Community 

and social 

business 

 

Justify 

expenditures 

ROI Increasing 

productivity 

and better 

decision 

quality 

Competitive 

position 

Competitive 

position 

Adding 

value 

Creating 

Relation-

ships 

Target of 

systems 

Organization Organization 

/ 

group 

Individual 

manager 

/ 

group 

Business 

processes 

ecosystem 

Customer 

/ 

Supplier 

ecosystem 

Customer 

/  

Employee 

supplier 

ecosystem 

    Table 1. Evolution of Information Resources [5] 

 

As it can be seen in the table, from 1990s, information technology is part of 

business processes and there is something more: the word “strategic”. Further on, will 

see the role of Information Resources in building a strategy of an organization, but first 

we have to understand what Information Resources means. 

 

2. Information versus Information Technology 
Information, for most of the people, is related to computer, in a strong 

mathematical perspective, which cutaway it’s semantic context. Also, many writings 

about information resources, use information and information technology as 

interchangeably notions. For this reason, a distinction should be made: 

Information represents data plus a meaningful context.  

Information technology is consisting of nonhuman resources used for 

processing, storage and communication of information that are organized into a system 

able to perform a set of tasks. Information technology and information should be 

assumed as two different entities having different characteristics. For that reason, it is 

understandable the differences when it comes about their capabilities for creating 

competitive advantage. Every day experience shows that decision-making processes are 

more focused on information technology instead of information. The main reason for 

this is that technology is more tangible and it has to be in place before information could 

be produced.  
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In fact, the reality shows that, in many situations, valuable information could have 

more potential than the technology. A more accurate difference could be made if 

analyzing the following features:  

Visibility: Based on hardware components, technology is more visible than 

information, which is more abstract thing, consisting of symbols, sounds, pictures, or 

only as a cognitive representation. That is why, for people, is easier to figure out what 

technology is comparing to information, which is more difficult to understand. 

Functionality: Since storage, processing or communications are the main 

information technology features, information could not be defined in such a way, at 

all; instead of this, it can be used for different purposes.  

Potential for Evaluation: Because of its hardware defining components, 

information technology can be evaluated as cost, capacity, speed, etc. Also, related to 

“processing”, information technology can provide “value-adding” on the raw material. 

On the other hand, information could not be evaluated in this way, but it can influence 

the human thinking process, in different ways and forms.  

 Speaking of strategic usage of those resources is interesting to see the differences 

in creating competitive advantage. 

A plenty of planning frameworks was already written for identifying 

opportunities mattering needs of storage, communication or processing, so is very easy 

to apply in the case of information technology.  

To plan information usage for competitive advantage is quite difficult because of 

two aspects: 

 Different people value information in different ways. So is mandatory to 

recognize the type and content of information that concern or is valuable 

for stakeholders and organization, select, and provide it to them. In other 

terms, information value is related to user’s needs. 

 Also, information has two sides, like a coin. In a conscious way can be a 

manipulative tool, but also, it can have a self-delusion effect. That is why, 

for an effective usage of information as strategic resource, is 

recommended to pay attention of the characteristics of information, at 

least related to credibility.     

In the end of this chapter, we have to realize that Information Resources is 

consisting from both of those terms, and even more. In other words, the right definition 

is that “Information Resources - the available data, technology, people and processes 

within an organization to be used by the manager to perform business processes and 

tasks” [5]. 

 

3. Organization strategy  
What is an organization strategy? As it is found in many works is “an 

expression of how an organization needs to evolve over time to meet its objectives along 

with a detailed assessment of what needs to be done”[3]. So, it’s obviously a comparison 

between how is the organization at the present time and how needs to be. A sum of 

differences will be noticed, and requirements rise for achieving the goal. 

What is strategy good for? Why is needed, and how can be conceived? 

The organization, as known, should have a reason to exist, and profit is often the 

main reason. Therefore, everyone thinks, bigger the profit better for company. However, 

profit can be gained by increasing the efficiency. On the other hand, the organization 

lives into an environment, is in contact with many other organizations, more than this, is 

in a continuously competition. That means it should be efficient and competitive. 
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In addition, one of the more important reason that make possible a downfall 

strategy is that the decision-makers don’t have a certain answer for vital questions and 

choices like: “Should we diversify our business? Should we expand globally? Is bigger 

really better? How do we achieve our growth targets? How do we compete against new 

aggressive competitors?”[1]. 

Going forward, we will see the main choices that should take into consideration 

when speaking about organization strategy.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
   Fig. 2 Elements of strategy [1] 

 

A company’s goals must reflect its strategy and outline the main circumstances, 

which deeply influence its future. Often called, as level of ambition, represents a target-

for point of organization to be, whatever the dimension is. 

Competitive differentiation means winning in a competitive environment and, 

therefore, the business must serve customers needs better than competitors. 

Customer strategy is related to a market channel, to a certain group of clients, 

named target clients, with specific common characteristics: age, sex, job, geographic 

position, education, etc. 

Geographic strategy means the area of interest suitable for the company to gain 

the competitive advantage, how much the business can be extended on horizontal scale, 

and how active could it be on a certain location, related also to the target clients. 

The bottom of pyramid, client value proposition, is, as the name says, the true 

value of the product, but not only. In present days, service, is also a very important 

feature of the product and it is seen more like a part of it, like an all-inclusive service. 
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Beside this, business line strategy represents the opportunity to make alliances with 

other companies for cover all the aspects related to the product. 

Nevertheless, even if the strategy is already defined, and everything looks perfect, 

there is a sum of factors that could influence the further steps.  

The most important risk is obsolescence of strategy. The environment changing 

rapidly in our days, so you may find that yesterday’s strategy is no longer available for 

today, and even more, is not able to respond for tomorrow’s questions. This is the reason 

to have also, a short-term strategy that can be update in accordance with new pop up 

circumstances.  

Another most common reason in fall down strategy is human inertness means the 

people have tendency to stay on to the comfort of older practices, instead of get into an 

unknown territory. Other tendency, when speak about higher position, is the people want 

to keep their position, their income, even if the company is almost about to collapse. In 

addition, in many companies, the organization has to come before the strategy. Therefor, 

changes when it comes about people is hard to implement, and if happened mostly not 

done well or just partially with no significant results. 

Strategic drift is also a very important dimension and appears because the 

professionals have their own perception about business. In bigger words, it can occur if 

the components of organization are not proper aligned with the organization strategy.  

 

4. The strategic usage of information resources 
Even for those who do not understand the specific terms discussed before, they 

have to realize that in our present time everything happens faster than a few years ago. 

Which is the reason for that? The speed of information flow: communication between 

people became easier due to technological evolution, and even more, there is a plenty of 

channels to relay on when information about certain thing or activity is needed. 

Speaking about an organization, the things are almost the same.  

But, first let’s take a look, from sky level, upon an organization. As we can see 

the business strategy is on very top of all, and represents the mission, the goal. 

Organization strategy consists in its projected form, the human resources policy 

for achieving it, the policy of business processes, and so on. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

             Fig. 2 Strategy’s triangle [5] 
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The business strategy is, in fact, the vision, the long-term arriving point, the 

level of ambition. 

The last, but not least, information resource strategy is, in my opinion, the bind, 

the main tool that makes the bond between organization strategy and business strategy. 

Trough it al the resources are to be used in a proper manner in order to reach the main 

goal. 

Going down, to a helicopter fly height for instance, the picture is more complex 

than at first sight. 

Today, the managers are confronting with a high competitive environment and it 

is no room for errors. Therefore, they must really understand the layers of strategic 

landscape, from different points of view. 

Porter’s five competitive forces model as is shown in fig. 3. 

 

 

 
 

    Fig. 3 Competitive forces [5] 

 

 This model shows not only the main forces, which influence the competitiveness 

of a company, the means to increase it, but also the threats. 

 Threat of new entrance represents the menace of emerging new competitors on 

the market and can be minimized by raising barriers, such as government regulations, 

providing unique feature of product. Information resources can also create a barrier by 

using a unique resource. 

 Bargain power of buyers. Clients have the possibility to influence the 

competitive market. That is why, information resources must be used to create a switch 

cost, which makes less attractive to buy from competitors. 

29



THE STRATEGIC USAGE OF INFORMATION RESOURCES  

 

 Bargain power of suppliers. Suppliers may also influence the profit of company. 

Information resources may be used to achieve a relative dependency of suppliers to 

company, increasing the level of requested resources, for instance. That will lead to 

impossibility of suppliers to drop you down easily. 

  Threat of substitute products is referring also to customers and their willingness 

for substitute. Information resources are able to reduce this risk by introducing 

innovations, or new features for product, even if these make the previous product 

obsolete. 

 Industry competitors. When a company competes within an industry, the level of 

rivalry is high the withdraw costs are expensive, and often the image of company is 

fading in the landscape. In these circumstances, information resources may have the 

solution. By standardizing the information system, organization could respond more 

quickly to a new opportunity. Also, using the information resources creatively, the 

company may became unique and be more visible on the marketplace. 

 The second view of Porter is Alter the value chain. Porter splits the value chain 

in two main categories: primary and support activities (fig. 4). 

 

  
 

    Fig. 4 Value chain model [5] 

 

 As it can be seen, value chain consists in all activities that create, deliver and 

support the product. It is obviously a interdependency between these activities, so each 

of them can alter the outcome. Therefore, the information system has to be well 

implemented on each activity. As the figure says, competition is based on two principles: 

lowering the cost or increasing the value added of product. Lowering the cost is leading 

to efficiency, which can be successful achieved by using information resources, but 

when speak about raising the price, should consider that accurate information from 

outside the company is needed. After words, is about competitors’ prices, or the most 

important one, the customer.  

 This value chain model is applying for one organization, but it could be also 

extended to entire production chain as is depicted in fig. 5. 

 The Resource-Based View regarding the usage of information resources for 

gaining competitive advantage trough supply resources. The model is similar as the 

previous but is more focused on external factors. The winning such way can be done 

using information resources in two directions: 

 Attaining a competitive advantage, and for that valuable and rare 

resources is needed; 
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 Maintaining the gained advantage by protecting the resource from 

imitation, substitution or transfer. 

 

 

 
    Fig. 5 The value system [5] 

 

 Strategic alliances is another way to gain competitive advantage, but this is 

happened on a larger scale and consists in interrelationships between one or more 

companies. Information resources is, by far, the main tool for develop such a relationship 

by sharing information resources, or by facilitating communications and coordination. 

 As every planned action, when using information resources for gaining 

competitive advantage, a risk should be taken. There are some of them 

 Implementing Information System poorly not lead to a desired result; 

 Awakening a sleepy giant- on the market channel a competitor with a 

bigger pocket may be interested in implement an information system, and 

even with better features; 

 Bad timing- sometimes customers are not ready yet to embrace a new 

product with revolutionary features; 

 Failing to deliver what customers want- the company did not reach the 

requirements of the market. 

 Falling out of law- sometimes a big picture is lost because of 

concentration on information system implementation, and breaking the 

law may happened. 

 

5. Conclusion 
The strategy is the eyesight of an organization. To grabble in finding a way to 

the goal is not a desirable method. But, if beside eyesight a car is used to reach the 

arrival point that’s more efficiently. That means to use the technology, and if a GPS is 

added to find the proper path is almost perfect. Only human factor remains to make the 

difference. 

In our days, the decision-makers should be aware of the power of information 

resources, because only through it they can achieve a goal in competitive way. They 

have to invest money in buying and developing new technologies for best results. In 

addition, is not just to have new technology but it has to be spread, standardize all across 

the organization components, and most important, be used timely and properly. We saw 
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in this paper how important is that resource but I want to iterate again, concerning the  

present fast-moving environment, that information resource is a time-saver tool, and as 

we know, time is money. From this point of view, is noticeable that information is 

becoming an invisible inner value component of product. Looking beyond the theoretical 

boundaries it is more obvious that business strategy and information resources strategy 

are more co-creating dimensions, influence each other, in these days. 

I cannot finish my paper without make some considerations about military 

system. Since the computer appears, the face of the war has changed several times. 

Whatever, even in the past the philosophy was almost the same. First hit should be 

planned upon the communications to neutralize the chain of command. 

However, speaking about information resources in the present, beside the 

communication, new terms and features arises such as intranet, data link, or later on 

cyber warrior.  

Therefore, many changes took place inside military system in matter of 

information resources: from satellite survey down to integrated system of defense. 

Without going into details, let us look upon an air base. What means information 

resources, for it? First, to see the alignment of goal and information resources strategy, 

assume that the vision is to be the best in performing its required missions (air defense, 

aerial supremacy, air support missions, etc). 

With those mission in mind, information resources strategy for an air base, 

should aim upon 

 Accurate intelligence support 

 An integrate system of communications between air base components and 

with HQ. 

 Achieving the best or suitable technologies that make de difference in the 

battlefield. 

… and many others. 

 What I want to bring into your attention, related to Information Resources, is a 

thing that amaze me. 

 Data Link capability; 

This capability is a feature of a very high performance military Information 

System which is provided for decision-makers and for combat elements. 

What is good for, and how make the difference? 

Theoretically, this capability integrates small pieces of a big picture and provides 

a comprehensive layer of battlefield in real-time reference. This means, the big picture is 

continuously changing without any other helping actions. 

On the other hand, it creates opportunities for common effort by crossing all the 

categories of combat elements.  
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Fig. 6 Tactical Data Link 
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This is just the beginning but, certainly, the military organization will evolve to take 

advantage of new arising capabilities.  
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Abstract:  

Influencing opponent by manipulative techniques is a concept that finds its roots in ancient historical sources 

and has been proven to be an essential component in planning and conducting military actions.  

Lessons learned from the WW1, WW2, Iraqi and Afghanistan TO shows that manipulative techniques is a 

very powerful weapon when it comes to prepare armed forces for winning the battle using different 

resources, tools and techniques adapted to the specific and characteristics of your opponent. 

The manipulative techniques are not a tool used only by the military planners but you may recognize in many 

others domains as economics, politics, marketing having the same aim, to influence people`s actions in a 

desirable way in order to achieve predicted objectives. 

 
Key words: information, misinformation, media, rumor, control, handling. 

 

1. Introduction  
Among a vast range of actions of diversion as well as psychological designed to 

ignite insecurity, fear, panic and, in this way, resistance to weaken psycho-moral is no 

exception to this rumour. 

It is known that in contemporary world mass-media has become sort of a 

gravitational effect in respect of which places all other segments of the society – the 

economic, political, cultural, ideological, scientific research and, along with them, our 

daily life. 

These correlations meet this extraordinary social phenomenon with morale army 

has a particular importance for rationalization and efficient military body. 

 

2.  Manipulation – nonlethal weapon! 
Scientific Study of rumors is due primarily to U.S. researchers, who in 1942 

founded the Office of War Information (OWI), agency of the U.S. propaganda during the 

WW2, which among others also had the task of control the flow of rumors, even if it meant 

discrediting this phenomenon. 

Researchers working within these agencies have initiated poster campaigns in order 

to prevent leaks of information from citizens, establishing measures to be fulfilled even to 

discourage rumors canvassers. The objectives of those in OWI was focused on maintaining 

public confidence in the media and in official leaders, sending a maximum of information 

on the occurrence of an event, eliminate areas of ignorance (ensuring reception of official 

information) and time management so that no occupation not favor transfer of rumors. 

34



MANIPULATION TECHNICS  

AND ITS EFFECT ON MILITARY GROUPS 

In Romania, as shown from the documents kept in the archives, the first steps in the 

sociological study of rumor transmission in wartime were made based on research 

undertaken by military structures, which identified general and specific topics of rumors, 

diffusion channels, and psychological characteristics of the various vehicle information 

without check. 

 

The rumor is defined as information about an event that has occurred or is about to 

occur, information that wants authentic and novelty, but most often is ambiguous and 

biased, it is often unverifiable, appears circulating in the absence or in parallel with the 

news media transmitted. 

Features of rumor:  

• accented character of information;  

• novelty;  

• mixture of truth and falsehood;  

• tendentious character;  

• correlation of its content with the expectations and fears of individuals;  

•intentional character and dissemination through the anticipation of 

consequences, according to a predefined scenario. 

 

2.1. Media functions. 

The impact of media on the morale of the troops is revealed at the first level of 

analysis, so let see the brief explanation of how the manifestation of mass media functions. 

Information character - refers to the ability to meet the needs of individuals and 

groups, control environment, based on the information they receive, evaluate different 

situations, to predict some trends of events. Information may trigger changes in views, 

behaviors, attitudes even military personnel, which leads to change its moral status. 

Instrumental feature - ads, commercial developments, information about military 

service, employment -based contacts, etc. . - Have immediate utility and guide people in 

their daily activities. 

Prevention function includes what happened, and what might happen. This 

information is greater audience and produce radical attitudinal and behavioral effects 

different from the previous ones (financial forecasts, prevention of illness, unexpected 

events, serious crisis, military threats, terrorist acts , etc. ). Special effects of this type of 

information on community reactions are represented by indifference and nonactivism 

irrational panic. " Irrational " reactions of communities can be created voluntarily by 

certain media using misinformation, distraction and intoxication. Most often such 

techniques is explained by two main reasons: political pressures and technical pressures 

due to increased concentration of media. Classic examples of the use of "occult processes " 

mentioned : American and Iraqi media during the Gulf War , Romanian TV after triggering 

events of 1989. 

The interpretation character of information is achieved by providing the target 

audience, in addition to information, and the meaning or significance of the events 

presented. Expressing views, opinions, viewpoints coherent ordered on events, media 

interpretations deeply affect psychosocial content of military morale, leading to altered 

behavior. Function is fulfilled through indirect forms - selecting and ranking information - 

and direct forms - views of personalities, opinion article, editorial commentary, cartoon, 

documentary programs, media campaigns. 
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Liaison function has a beneficial impact on the evolution of the state of military 

morale. An illustrative example: military media ensure for military personnel information, 

common knowledge, common subjects dialog, which causes a direct access to the goals 

and values of the institution. 

Enlightenment and entertainment functions - contribute positively to mood.  

In conclusion, analysis of the effects of media on military morale can not 

circumvent significant specific issues that manifest with poignancy in this area:  

- Excessive political and ideological messages through media; 

- The increasing tendency of the media to suggest a distorted picture of reality 

based on the principles of conflict and performance. 

 

2.2. Information, misinformation, handling, rumour. 

Information means processing and structuring data on a carrier, meaning event - 

information - to be transmitted to the public through media channels.  

Not to be confused news with event as a percentage of subjectivity can not be 

eliminated in the act of informing. The news story is just a fact of timeliness, accuracy or 

description made with gaps marked a communicable form intended for a wide audience 

through the use of mass distribution. 

Decisively influence the country's political system characteristics and information, 

which can be operated on theoretical distinctions between free information, information 

service directed and public information. 

Free information is the result of the autonomy and independence of the media 

outlets for which information becomes an end in itself. Media institutions evolve in a 

competitive environment as economic enterprises to survive should obtain concessions. 

The public is assigned as a consumer and is granted with many concessions. The owners 

declared independent media institutions are guided by the “sale = value" and promote 

commercial advertising. Unreservedly subordination to the law of profit often produce 

serious distortions regarding information process with exaggerated accents on sensational 

show. 

Information directed is reducing the role of media institutions serving 

unconditional the interests of state authorities or a party. Favorable conditions are created 

to inform the establishment mechanism driven totalitarian state censorship almost total 

control of licenses and broadcasting, licensing journalists, state monopoly over resources, 

ideology press, restrictive legislation. 

Pulic information service is a development priority of the individual-citizen, based 

on premises that a well-informed citizen is a citizen and that people should be advised to 

become responsible. 

By practicing grants, the State reserves the right to use the levers of control over 

media outlets in order to apply their information strategy. It answers such desiderata 

"education through information" and "equal access to information for all," stated the role 

of the public media institutions to ensure democratic functioning of society. Operation 

being guaranteed them by the state, public media outlets are out of the competition, a 

situation that sometimes has serious repercussions on their professional performance. 

 

2.3. Misinformation. 

Fundamentals of misinformation were made in Chinese antiquity (about Century 

BC) by General Sun Tzi, in his book entitled "The Art of War".  

Its postulates were:  
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• supreme art of war consists in beating the enemy without fighting; 

• all the arts of war is based on deception; 

• an enemy state should be held intact; ruin it is inferior policy. 

To do this: 

• have discredited everything that goes wrong in the country side;  

• representatives of the ruling classes of the country effects should be determined to 

undertake illegal actions. Their reputation be undermined by any means and, when 

appropriate, they should be subject to public opprobrium;  

• be spread discord and quarrel between citizens of the country side;  

• Young people should be incited against the elderly; 

• traditions opponents have ridiculed. 

 Misinformation aims to distort objective information, to suppress truthful records 

and replace facts with reality - surrogate. Disinformation is a long-acting, persistent, 

focused and sustained, carried by all media channels and consists of repeating favorite 

themes obsessing and exclusive state authorities.  

Censorship in the context of a totalitarian regime creates the proper misinformation 

that goes hand in hand with indoctrination and toxicity information. Misinformation in 

democratic systems operates simultaneously through multiple media channels, and is even 

favoured, privileged by the free circulation of information. In these circumstances, 

misinformation abdicates totalitarian regimes established formulas and use professional 

tools finesse without evade facts, but influence explanations and interpretation. 

 

2.4. Handling. 

Handling pursues accreditation of false or erroneous elements images by filtering 

biased information by omitting key issues and highlight particulars by decontextualisation 

facts presented. 

To distinguish pseudo-handling (accidental handling) we must find its 

intentionality and to identify its deliberated goals. Handling is subtle, using professional 

means and actions smoothness, without using prohibitions brutal more specific to the 

misinformation. 

Tandem print media - audiovisual media amplifies manipulation force actions, 

among which we distinguish: 

• punctual/focused handling - consisting of single messages (news agency, 

interview, etc.) is available to the producer of the message, which mix truthful testimonies 

(statements, photographs, letters, documents authentic) with fakes hard or impossible to 

verify by the reader, leading him to draw the wrong conclusions;  

• handling (campaign type) is implemented via a media institution, engages 

stakeholders and execution, and application programmer implies a repertoire;  

• global manipulation takes place gradually covering long periods, requires the 

participation of several media outlets that support, complement and confirm each other 

during the broadcasting of directories carefully drafted, revised, updated and permanently 

adapted to situations which have changed. 

Considering that the media is part of the manipulation of public opinion and can be 

identified ways in which the messages are used to maintain , strengthen or change images, 

opinions , attitudes towards certain situations. In between these ways include: 

- Influencing the news source is based on the idea that the use of editorials for 

distorting facts is ideal means to persuade the audience to think or feel the way they want 

reporters; 
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- Influence by selecting stories, regarded as one of the most effective and easy ways 

of handling; 

- Influence by targeting news, which is practiced by a publisher decision what 

material to publish; 

- Influence by placing news, is the technique by which publishers can minimize the 

attention paid events (small emission areas, placement of stories on the back pages) or, 

conversely, increase interest in specific events (larger spaces emission appearances on the 

first page ); 

- Influence by omitting (circumvention) of parts or elements of the news content; 

- Influence by " coincidence " placement news; 

- Influencing titles, which is based on the idea that titles set mood and value system 

of the article; 

- Influencing the choice of words during certain events provides discredit or, 

conversely, the prestige and respect of a person or social group; 

- Influence by selecting photos or images ensures distortion, positive or negative, 

the perception of a phenomenon or social process; 

- Influencing the explanations accompanying the photos or images displayed and 

can significantly affect a person's attitude toward the subject. 

 

2.5. Rumour is a weapon. 

Rumors are most often amid a vacuum of information, lack of credibility and 

relevance of the official information.  

Rumors are characterized by: 

- accented character information;  

- novelty;  

- mixture of truth – lie 

- first determining the acceptance of the second, giving credibility;  

- tendentious character; 

- correlation of its contents to the hopes, fears, expectations of individuals and 

communities;  

- it is intentional, circulated through the anticipation of future consequences, 

according to a predefined scenario. 

Appearance and their movement becomes frequency in the context of deepening 

contradictions between states or groups of states, the political pressure, economic, threat of 

force, the imminence of armed aggression and war.  

As a specific form of communication, especially interpersonal rumor is based on 

some general human psychological characteristics : the desire of people to be as well 

informed look , exceeding official information ; imaginative ability and anticipation, 

tendency to amplify the news items and personal comments ; natural reaction to forward 

information etc. . Reception and retransmission rumor are enhanced content and the 

importance of each individual attaches to the vehicle via its data.  

Therefore, as the spreading rumor suffer some distortion of the information 

contained there in. Thus, as a rumor circulates, it tends to become shorter, more concise, 

easier to understand and to tell. Successive versions contain fewer details and words. 

Rumours credibility depends less on truth or falsity of the information it contains and more 

than the manner in which it is concocted and disseminated.  

Rumor, when used as a weapon to target, with priority dismantle changing moods 

and negative states military warfare. Fits to the type of propaganda actions influence the 
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stimulus released the individual is a message with meaning and significance, the rumor can 

trigger mental conscious manufacturing processes that result in the creation or 

modification of the erosion products of the individual psychic - opinions, beliefs, 

motivations, attitudes - which in turn will lead to the desired behavioral changes to reduces 

combat potential and weakening resistance fighters and population. 

 

3. Conclusion   
Lack of official data lead to the establishment of alternative channels of information to 

individuals to make up the deficit of information in everyday life. This lack of information, 

whether it is programmed (such as totalitarian societies where the state leadership does not want 

public data to be known), whether caused by special events (social crises, economic, political, 

natural disasters, state of war, etc.) leads to finding ways in which members of a community to 

satisfy their thirst for knowledge. 

Therefore, the authorities' efforts both civilian and military to prevent transmission of 

wartime rumors have to be seen in the light of the overall effort that the whole state is involved, an 

effort that could be compromised by sending false news that have the result of discourage and 

panic the population of an entire country/region or its armed body. 

Even if it is well known and widely accepted that mass media is the “watchdog of 

Democracy” at the same time media is one of the powerfull tool in the States` hands used to build 

desired attitude, to influence behaviour of people, and why not to gain acceptance for government 

actions, but everything have to be done in the peoples` interest, their security and welfare.  
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Abstract:   

The paper explores how the capabilities-based approach is reflected by the fiscal construct of the US 

FY 2015 Defense Budget. Briefly tackles with the defense transformation concept, then, in the first part, 

describes the capabilities-based planning methodology, as the  logical embodiment of transformational 

paradygm. First chapter attempts to define the concept of capability, from the identifying process, to the 

palpable, fielded operational instrument. Second part of the paper provides a personal image of the Fiscal 

Year 2015 Defense Budget, from the capabilities-based approach perspective and the relationship with two 

strategic planning documents. 
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1. Introduction 
Defense transformation is a process which, by definition, has no end state. It is a 

continuous adaptation of concepts, organizations, and technologies ultimately aimed to 

achieve superiority across the entire spectrum of defense related areas. In a global security 

environment that shifted from bipolarization, conventional and nuclear military 

competition to aggressive political visions and extremism (under all its manifestations), 

transformation has been perceived as the logical vehicle through which the national 

interests and instruments of power are reshaped in order to meet new challenges. To fulfill 

its adaptive function, the transformational paradigm required an appropriate set of tools 

capable of translating theoretical possibilities into factual commitments, such as concepts, 

methodologies, processes, and means. 

Placed at the core of defense transformation array of concepts, the capabilities-based 

approach takes transformation to the next step, from conceptual development to physical 

capabilities designed to meet specific operational requirements. Future-oriented, the 

capabilities-based approach intends to provide a package of practical means by 

determining capability requirements for the development of joint operating concepts and 

execution of an extensive range of tasks a military force will need to accomplish in order to 

defeat a potentially unpredictable, elusive, and increasingly capable adversary. In essence, 

the capabilities-based approach allowed the defense planning domain to change from the 

former threat-based model to a future capabilities model [1]. 

In the context of considerable budgetary difficulties, an eroded domestic support for 

the global role of America and an increased level of strategic and fiscal uncertainty, 

ensuring the appropriate military capabilities for the US military poses significant 

challenges in identifying and investing the appropriate level of resources.  
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2. Military Capability Concept – the US model 
The US Department of Defense defines capabilities-based planning as “a planning 

methodology that identifies and provides capabilities that the joint warfighter and 

supporting defense entities need to address a range of challenges” [2]. 

The US approach to capabilities-based planning is known as the Capabilities-Based 

Assessment (CBA). It consists of a top-down capability need identification methodology 

that can be depicted in simple terms as a step-by-step analysis process that uses the existing 

guidance (such as DoD Strategic Guidance and Joint Operations Concepts) as initial input, 

in order to sequentially answer the following questions [3]: 

 What are we talking about? 

 How good are we at doing it? 

 What should we do about it? 

In other words, the analysis identifies the problem (the issue, or the need), evaluates 

the current available capacities, and recommends a suitable course of action. 

Conceptually not very far from any other problem-solving algorithm the process is, 

however, complex, interlacing a vast amount of inputs, intermediate products, and 

examination sub-processes. The coherence and effectiveness of CBA is ensured through 

the framework provided by the Joint Capabilities Integration and Development System 

(JCIDS), a construct put in place in 2003 [3] under the authority of the Chairman of the 

Joint Chiefs of Staff (CJCS) with the primary role of supporting him and the Joint 

Requirements Oversight Council (JROC) in “identifying, assessing, and prioritizing joint 

military capability needs” [4]. 

 

 
Fig. 1 – US approach to Capability-Based Planning Process [1]  
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As the diagram from the figure 1 shows, JCIDS also provides the necessary outputs 

for the capability acquisition segment and for the PPBE process as well. Recognizing that 

different capabilities may require different policy approaches, a certain level of procedural 

flexibility has been built into the integrated architecture of the system. 

 

2.1. Defining the concept 

What is a capability? The DoD Directive No. 7045.20 (2008) provides the 

following definition: “The ability to achieve a desired effect under specified standards and 

conditions through a combination of means and ways across doctrine, organization, 

training, materiel, leadership and education, personnel, and facilities (DOTMLPF) to 

perform a set of tasks to execute a specified course of action”[2] 

From processual perspective, the capability represents the embodiment of an 

operational requirement(s) package derived from a transformational concept. It provides a 

field commander - at tactical, operational, or strategic level- with an interdependent cluster 

of physical means, operational concepts, and structural constructs that will allow him to 

execute a mission or task within given parameters. 

In my personal opinion, the key word of the aforementioned definition is “ability”. 

It is not the purpose of this paper to debate semantics, nevertheless, this term (as oppose to 

another one, such as “capacity”) describes best the embedded proactive and decisiveness 

characteristics of a capability. I also consider that “ability” emphasizes the conceptual 

“departure” from the threat-based model. Though we can still associate the capability 

concept to a classical, “force-on-force” set of scenarios, the current approach had also 

incorporated the unpredictable dimension and asymmetric nature of a potential future 

conflict. Moreover, it encompasses an appropriate level of flexibility in order to perform 

under uncertainty. 

A capability is more than a weapon system (even a highly technologically advanced 

one) or a highly trained and well equipped tactical formation. A nuclear-powered attack 

submarine (a “hunter-killer”) can detect and track, or engage and destroy hostile 

submarines or surface ships; also, using high-tech precision munitions (such as cruise 

missiles) it can strike ground targets, deep inside the landmass. Therefore it is capable of 

delivering/applying/achieving a desired effect. It is operated by a highly specialized and 

well trained complement of officers, petty officers, and servicemen (thus meeting the 

personnel criterion), and can navigate undetected underwater basically for an unlimited 

period of time (specified standards and conditions). However, it can be only in one place at 

a given time, the food reserves aboard will eventually be depleted and the submarine itself, 

as a complex piece of machinery, will need at some point to be put on a dry dock for 

scheduled maintenance, repairs, or systems upgrading. Finally, the crew will depend on 

external sources for mission updates and situational awareness.  

Other entities are needed o conduct resupply, perform maintenance and provide 

command and control, entities that belongs to a higher organization such as the Navy. The 

Navy subordinates the Submarine Force as the organizational structure, for which it 

provides doctrinal background and performs operational planning, ensures leadership 

through established chain of command (Submarine Warfare Division), educates and trains 

replacement personnel, and delivers materiel support through depots and shipyards, as 

specialized facilities. 

Taking into account all the above we can conclude that, while one submarine 

represents a highly capable weapon system, the US Navy’s Submarine Force can be 

considered as a capability. 
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The range of the current, projected, and planned capabilities extends across the 

entire operational spectrum, vertically from tactical to strategic level, and horizontally 

through a standardized set of capabilities packages named Joint Capability Areas. 

A capabilities-based force should display the ability to defeat an enemy or manage 

any situation by effectively conducting operations in any type of environment, including 

complex settings, or remote and austere locations. In order to do that, such a force should 

be optimally sized, appropriately shaped, and properly postured. The Army Operating 

Concept (AOC) [5] provides us with an example on how a single Service – The US Army 

in this case - defines and describes its own vision of a future capabilities-based force. 

According with AOC concept, in order to win a future capabilities-based force 

must:  

 Simultaneously approaches the all three levels of war – tactical, operational, and 

strategic – so it can deal with the increased level of uncertainty of the next conflict; 

 Put a potential adversary in the situation of facing multiple dilemmas by implementing 

the newly developed concept named Joint Combined Armed Operation;  

 Provide the field commander with multiple options, that will allow him to fight and win 

across the entire operational spectrum, from large scale combined operations to limited, 

non-kinetic actions; 

 Effectively integrate the potential of multiple partners, in order to ensure the 

“competitive advantage”[5] over any given adversary; 

 Incorporate innovative and evolving dimensions to guarantee continuously adaptability. 

The AOC concept also formulates a set of broadly defined “foundational” 

capabilities which will allow the future force to optimally integrate military, non-military, 

and multinational components. Briefly, these capabilities are [5]: 

 The ability to develop and maintain a high level of situational awareness; 

 The ability to shape the battlespace, engage key players/actors; 

 The ability to provide the appropriate level of security assistance to a potential partner 

or host nation; 

 Maintain institutional agility; 

 Prevent, eliminate, or mitigate the threat of use of WMD and other kinds of high power 

explosives against the force itself, the friendlies, and civilian population; 

 Conduct homeland operations against emerging threats; 

 Guarantee the ability to continuously secure access to critical information and 

communication infrastructure; 

 Educate and train, in order to develop resilient soldiers, adaptive leaders, and robust 

teams; 

 The ability to project forces, develop the situation, and rapidly seize the initiative; 

 Achieve and maintain area security; 

 Achieve unity of effort through effective integration across the entire operational 

spectrum; 

 The ability to conduct effective combined and joint maneuver   in complex 

environment; 

 Maintain strategic agility and freedom of movement and maneuver; 

 The ability to conduct effective target acquisition, fires integration and delivery across 

the spectrum; 

 Visualize the situation and assess the operations to achieve and maintain initiative; 

 Design flexible formations/units for rapid deployment and conduct operations across 

the spectrum. 
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To achieve the abovementioned capabilities, AOC concentrates the technological 

support development into the following areas: 

 Mobile, protected, and accurate firepower platforms; 

 Increased lethality and effects through advanced munitions, platforms, sensors, and 

mission command systems; 

 Logistics optimization by increasing unit self-sufficiency, lower consumption, efficient 

storage, timely and precision resupply; 

 Improved Army aviation effectiveness by exploiting the advantages of VTOL 

technology, and advancements in range, speed, payload and performance; 

 Advanced processing, improved analytic fusion tools, and cyber-attack resistant 

networks; 

 Human performance optimization, and medical sciences advancements; 

 Autonomy-enabled systems, as force multipliers, to maintain “overmatch”. 

 

2.2. Major components 

Attempting to describe the internal construct of any given capability, two major 

areas are immediately coming under attention: the DOTMLPF “model” which provides a 

structural image and the “building blocks” approach that can help us understanding how 

certain capabilities are being put together, especially from resources availability/allocation 

perspective. 

DOTMLPF stands for Doctrine, Organization, Training, Materiel, Leadership and 

Education, Personnel, and Facilities. The Joint Capabilities Development System Manual 

[6] adds Policy as well, and approaches DOTMLPF-P as an analytical component of the 

Capability-Based Assessment (CBA). 

Most of the US military capabilities-related documents describe DOTMLPF in quite 

similar terms [4]. A concise description of the terms may be the following: 

 Doctrine encompasses the set of fundamental principles that generally guides a military 

force’s actions toward a specified objective; 

 Organization depicts the entity (or entities) related to a certain capability, and the 

structural arrangements that enable different components of the entity to systematically 

cooperate towards the established goal, or mission accomplishment; 

 Training includes the whole set of training events, general and mission oriented 

rehearsals,  from the individual to staff and unit level, using the conceptual and 

procedural support of the doctrinal facet; 

 Materiel reflects  the entire set of items or assets, such as vehicles, aircrafts, ships, and 

other types of weapon systems (including their respective spare parts and support 

equipment) necessary to equip and operate the physical  component of the capability; 

 Leadership and Education is related to the appropriate level of professional 

development of the field commander, and the educational process that ensures the 

respective individual professional competence; 

 Personnel indicates the qualified personnel requirement for the proper support of a 

certain capability; 

 Facilities component consists of the real property, such as any physical structure 

(buildings, enclosures, lanes, utility systems) and the respective underlying land related 

to a specific capability. It can either be command and control installations or 

production industrial facilities, as well.  

At the level of armed forces, the DOTMLPF components can be reorganized, as 

major capability components, in four groups: 
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 Force structure, related to the organizational aspects of the force, such as the total 

number of personnel, composition of the armed forces, the number and the nature of 

units belonging to each Service; 

 Modernization, related to the technological posture of the forces; 

 Readiness, which can be regarded as a measurement scale of the individual units  

capability to deliver the expected output, and 

 Sustainability, as a fundamental function in maintaining the established level of 

readiness and the operational tempo toward the achievement of the designated 

objective. 

The “building blocks” approach emphasizes on modularity, as a mean to mitigate 

the effects of uncertainty over the pool of resources. In essence, the building block concept 

suggests that capabilities should be developed at generic level, in order to be properly 

“assembled” according to a specific emerging need. In his 2002 monography on the 

capabilities-based planning Paul K. Davis [7] identifies four types of building blocks: 

 Units, such as ground tactical formation, air wings, or naval groups; 

 Operations, as military activities aimed to accomplish a specific objective; 

 Operational concepts, as the doctrinal guidance needed to conduct operations; 

 Resources in the form of physical means or assets and enabling infrastructure. 

This approach brings upfront few issues: to what level an assembly capability can 

be incorporated in the design of a building block; rapid and flexible assembly may require 

as well some “special tailoring” at both the conceptual level and the physical one; finally, 

regular support structures may fail to provide for the entire organization, once it focuses on 

supporting a low-level building block unit.  

 

2.3. US strategic planning documents  

Fielded capabilities, both current and future are intrinsic tied to the relevant 

Strategic Guidance, mainly through the CBA process. The strategic planning documents 

form a chain that, among other things, provides the bridge between the broad strategic 

level and the more concrete worlds of planning, programming and budgeting while 

providing organizing framework, highlighting priorities, and enabling performance 

standards. 

The National Security Strategy (NSS) states that “to succeed, we must balance 

and integrate all elements of American power and update our national security capacity 

for the 21
st
 century” [8]. Though is the fundamental paper from the national defense 

perspective, the NSS does not contain explicit inputs for the CBA process. 

US National Defense Strategy (NDS): “Meeting the challenges requires better and 

more diverse capabilities in both hard and soft power, and greater flexibility and skill in 

employing them” [9]. The NDS provides concrete guidance for the CBA process: security 

challenges, strategic and operational priorities, and key capabilities. The operational 

context and the detail level are expanded by the National Military Strategy and the Joint 

Concepts (Operating, Functional, and Integrating). In 2012 a new document – the 

Defense Strategic Guidance (DSG) – has been issued. Emphasizing on the 

unpredictability of the future strategic environment, the DSG stresses the necessity of 

maintaining “a broad portfolio of military capabilities that […] offer versatility across the 

range of missions […]” [10]. 

Several other documents, mostly issued at the DoD level, are inducing effects 

throughout CBA process: Unified Command Plan (UCP), Contingency Planning 

Guidance (CPG) and the Quadrennial Defense Review (QDR). The later provides a 

comprehensive review of the DoD performance and may result in significant changes at the 
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strategic level. Related to this paper topic, the 2001 QDR described for the first time the 

concept of capabilities-based approach. 

 

 
Fig. 2 – Relationships of US Key Strategic Documents [3] 

 

3. Military Capabilities as a component of the US Defense Budget 

 
3.1. Section 1 – US Defense Budget structure and composition 

In absolute numbers, Obama Administration requested for the Fiscal Year 2015 a 

total of $560.4 billion to fund Department of Defense. By comparison, the FY2015 budget 

is smaller with 1.7% than the previous year Defense Budget, however consistent with the 

budget caps established by the Budget Control Act (BCA) in 2011. In more details, FY 

2015 consists of $495.6 billion in the base discretionary segment, $6.2 in mandatory 

funding, and approximately $59 billion for the so-called Overseas Contingency Operations. 

 

Fiscal Year 
Defense Base Budget* 

(Billions of Dollars) 

FY 2011 528 

FY 2012 530 

FY 2013 496 

FY 2014 496 

FY 2015 496 

FY 2016 535 

FY 2017 544 

*Rounded numbers 

Fig. 3 – US Defense Budget trend, previous and current QDR [11] 

 

Analyzed against the provisions of 2012 Defense Strategic Guidance and the 2014 

Quadrennial Defense Review projections, the FY2015 Defense Budget appears to be 

insufficient to cover the whole range of defense programs indicated in the mentioned 
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strategic documents, especially from the Future Years Defense Programs (FYDP) 

perspective. The FYDP projection for the next 5 years already exceeds the BCA 

established cap by roughly $116 billion. Moreover, the budget assumes for the next period 

a series of major savings, considered by many analysts unlikely to occur. Additionally, 

there is a significant degree of probability that the acquisition programs will exceed the 

projected costs, as it happened before. In his FY 2015 Defense Budget Analysis Todd 

Harrison [12] concludes that there is a definite gap between the de 2014 QDR defense 

programs and the currently in effect budget caps. In other words, there is an unbalance 

between strategies and resources that can increase the risk posed by the currently under-

resourced programs. 

From the very beginning, the FY 2015 Defense Budget highlights its design 

philosophy of protecting “capabilities that are the most closely aligned to the pillars of the 

defense strategy – defend the homeland, build security globally, and project power and win 

decisively” [13]. In support of the 2014 Quadrennial Defense Review, the budget overview 

lists the following as the key general themes of the fiscal construct: 

 Seek a Balanced Force, related with the choices that have to be made in order to 

achieve a modern force, capable of accomplishing the whole range of missions; 

 Prepare for Prolonged Readiness Challenges, that stresses on the importance of 

maintaining a high level of readiness of the forces, and the effort to be made in 2015 in 

order to restore readiness level affected by the sequestration cuts in FY 2014; 

 Continue to Focus on Institutional Reform, which describes the projected savings areas, 

as aforementioned in this section; 

 Pursue Compensation Changes, that seek to reduce the growing trend in the military 

pay and health care costs; 

 Pursue Investments in Military Capabilities in order to ensure the capabilities needed 

to guarantee the achievement of nation’s security objectives; 

 Opportunity, Growth, and Security Initiative, as a distinct instrument designed to 

outgrowth economic progress and strengthen national security. 

 

3.2. Protect, maintain and modernize the  Military Capabilities 

In recent years, the US Department of Defense decreased the rate of purchases in 

the field of weapons systems and equipment, mostly due to the reduction requirements of 

BCA and the 2013 Bipartisan Budget Act (2013). Using the Opportunity, Growth, and 

Security (OGS) Initiative DoD plans on accelerate the development and the acquisition of   

Upgraded systems, such as unmanned aerial vehicles (UAV), aircrafts, rotary wing assets, 

ground vehicles, and communication systems. OGS Initiative considers both, the purchase 

of available systems, and the modernization programs. 

Improving the DoD facilities is another domain that OGS Initiative helped in 

identifying additional resources for the Sustainment, Restoration, and Modernization 

(SRM) program. However, the FY 2015 base budget provides funding for the near term 

SRM, but not enough for the long-term deterioration. 

After over a decade of war the Joint Force is considered to be currently out of 

balance [13]. The FY 2015 Budget Request was delivered along with the 2014 QDR; 

however an apparent discrepancy has been noted between the two regarding the force level 

reduction, in the sense that the budget does not actually fund the force level specified in the 

2014 QDR [12]. 

Related to the Joint Force, FY2015 states the will of the DoD to take the necessary 

steps to preserve the following capability areas: 

 Cyber capabilities and operations; 

 Missile Defense; 
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 Nuclear Deterrence; 

 Space-based Systems; 

 Precision Strike; 

 Intelligence, Surveillance, and reconnaissance (ISR)Systems; 

 Counter Terrorism and Special Operation. 

Concerning the readiness and modernization the level of funding still poses some 

significant challenges. To address this, the FY 2015 request contains a budget plan for the 

2016-2019 period, with the declared objective of promoting “a smaller-but-more-capable 

ready and modern force”[13]. The budget Overview offers some examples related to the 

low readiness levels, such as 2 out of 43 active duty brigade combat teams (BCT) fully 

operational, or 13 US Air Force combat units grounded for several months. 

 

 
Fig. 4 – DoD proposed Outyear Topline for the Defense Base Budget [13]  

 

3.3. Generating Service and Joint Capabilities 

The FY 2015 request highlights the responsibilities of the Services in achieving the 

operational requirements, each one by performing its own force generation process. These 

processes are different due to the specifics of the capabilities which are to be produced. 

While already in a full process of reorganization, the Army focuses on developing 

quick deployment capabilities, in the same time reducing the overall size of all its 

components. The following key transition initiatives are considered: 

 Army Contingency Force (ACF); 

 Regionally Aligning Forces; 

 Brigade Combat Team Re-organization; 

 Army Aviation Restructure. 

Facing similar challenges, the Navy concentrates on ensuring the forward presence 

through a combination of assets, including oversea bases, temporary or austere 

installations, and partner nations. Related to the force generation process, in 2015 Navy is 

to commit the transit to an “optimized’ Fleet response Plan (O-FRP). 

Unique among the other services, the Marine Corps seeks to maintain its 

expeditionary abilities by fulfilling operational requirements such as the Special Purpose 

Marine Air Ground Task Force (SPMAGTF), specially “tailored” units currently operating 

around the clock in African and European proximities. As far as the technological 

dimension the US Marine Corps remains committed to the Amphibious Combat Vehicle 

program. 

In order to generate Air Force readiness the FY 2015 employs a set of five 

interrelated, non-linear main tools: 

 Flying Hour Program; 

 Weapons System Sustainment; 

 Training Resources Availability; 

 Critical Skills Availability; 

 Deploy-to-dwell. 
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At the same time, the budget maintains on track the major three modernization 

programs: F-35 Joint Strike Fighter, KC-46 Multi-role Tanker, and LRS-B Bomber. 

Despite the more than a decade of combat operations the US Special Operations 

Command still maintains a superior level of readiness, and the FY 2015 is committed to 

keep the trend by supporting the implementation of an enhanced SOF generation model, 

and the Services-provided capabilities. 

Beyond the Services, FY 2015 addresses the investments in the joint readiness, 

especially in capability areas such as combined effects, cyber operations, precision 

application of fires, unmanned aerial vehicles, and intelligence, reconnaissance and 

surveillance. 

The need for large joint training events has been recognized, to develop regional 

expertise and perfect relationship between Services and partners. Understanding US 

partners’ language and culture as a mean to boost the overall effectiveness of the force, 

has been recognized, as well. The FY 2015 is designed to provide assistance to the process 

of increasing the level of language-enabled personnel. 

The FY2015 Defense Budget addresses the specific requirements of the present and 

future logistics capabilities that will support the Joint Force 2020, by enhancing the 

resiliency of the operational bases in the Asia-Pacific and improve critical infrastructure. 

  

3.4. Pursue Investments in Military Capabilities 

Acquisition funding totals $154 billion, including $63.6 billion for Research, 

Development, Test & Evaluation (RDT&E), and 90.4 billion for procurement [12]. 

RDT&E funding covers mainly research, technology and product or system component 

development. Procurement generally deals with the purchase of an already developed 

weapon system, or equipment. The FY 2015 estimates an increasing procurement 

allocation toward 2019, while the RDT&E is to maintain the current level. The next two 

figures depict the FY 2015 numbers related to investments and major acquisition programs. 

 

 

 
$ in billions    

Fig. 5 – FY 2015 Defense Budget Investments including procurement and RDT&E) [13] 
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                                                   $ in billions; Includes RDT&E and procurement 

Fig. 6 – FY 2015 Major Acquisition Programs [13] 

 

A robust ballistic missile defense set of capabilities continues to be a priority, $8.5 

billion being allocated, including $7.5 billion for Missile Defense Agency. In the line with 

Strategic defense Guidance, over $7 billion are allocated to Space Investment Programs 

such as Space Based Infrared System (SBIRS), Global Positioning System (GPS), and 

Evolved Expendable Launch Vehicle (EELV). The Cyberspace Operations capabilities, 

such as the Cyber Mission Forces, are to be fully supported throughout the FY 2015 and 

beyond. Science and Technology, as a mean to invest in and develop new capabilities, 

will focus in specific areas, such as space, electronic warfare, countering weapons of mass 

destruction, cyberspace, and high-speed kinetic strike.  

 

4. Conclusions 
As the RAND strategist Bernard Brodie said over 60 years ago, “no amount of 

defense speeding can ensure one’s absolute security” [12]. The FY 2015 Defense Budget 

seems to be insufficient if compared against the defense programs contained in the 2012 

Strategic Defense Guidance and 2014 Quadrennial Defense Review documents. Mostly, it 
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appears that the budget will not be capable of funding the required force levels. Moreover, 

it assumes that a sizable amount of funds will be secured through a number of savings, 

which is unlikely to occur along the next fiscal cycle. 

However, the US Defense Budget does prove one undisputed truth: the Capability-

Based approach is here to stay. Capabilities, as the product of a mature analytical process, 

are at the very core of the defense spending construct and philosophy, no matter the 

domain, the mission area, the Service, or the priorities. From national level, to the 

operational battle space level, the capabilities-based approach describes the key attributes 

of the projected future US force, such as adaptability, network-based, expeditionary, 

interoperable, tailorable, all of them aimed to  provide the right instruments for defense in a 

world increasingly more volatile, more unpredictable, and more threatening. 

In a period of fiscal austerity, the US top decision makers had to make difficult 

choices in order to reduce force levels, enhance critical capabilities, and modernize the 

forces. 
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Abstract 

Defense projects audit, which is a highly significant issue for a project success, should be considered 

different from standard processes although it includes business management and project management 

processes. In this type of process, financial regularity and legal comformity is perceived as first priority 

however audit is essential at every stage in transparently conducted projects. When the successful defense 

projects are examined it is seen that internal audit becomes more significant than external audit in order to 

ensure efficiency. Furthermore audit readiness emerges as an essential concept. In this study our main aim is 

to examine successful defense projects comparatively and present applicable methods for a successful 

auditing process. 

 
Keywords: Audit, Audit Readiness, Defense Projects, Project Management. 

 

 

1. Introduction 
Project management has been a constant challenge for defense institutions 

throughout the world.  It is a known fact the traditional approaches fail because they 

mainly concentrate on the relationships between two of the three elements of cost, 

performance and schedule. At this point, developing a dynamic model which allows cost, 

performance and schedule to interact and influence one another becomes highly 

significant. Successful implementation of this system leads a more dynamic audit process 

as well. As a result, a defense institution could manage all major projects successfully and 

minimize failure risk at the end of a more dynamic audit process. 

In this study qualitative research methods are used. Legal documents and academic 

publishing related to both defense project management and project audit have been 

examined. Obtained data is analyzed by using the methods of document and discourse 

analyses. It is aimed to present applicable methods for a successful defense auditing 

process. 
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2. Literature Review   
   Project management can be defined as the process and activity of planning, 

organizing, motivating and controlling limited resources and procedures to achieve specific 

goals within estimated time. A project can be defined as “a temporary endeavor designed 

to produce a unique product, service or result with da defined beginning and end, 

undertaken to meet unique goals and objectives” [1]. On the other hand, project audit can 

be defined as an opportunity to uncover issues, concerns and challenges while executing 

the project. It is an important subject because project manager, sponsor and project team 

have an interim view of what needs to be improved to successfully complete the project. 

Also it helps organization to identify potential problems and necessary precautions to be 

taken, what it is to be done so that mistakes would not be repeated on future projects. 

   Project audit is divided as internal and external audit. Internal audit, although 

operating independently from other departments, is a function that reports directly to the 

audit committee. Key functions of internal audit are managing risks in an effective way 

and helping organization to achieve its objectives. The external audit is an independent 

body which resides outside of the auditing organization. The focus is on the financial 

accounts or risks associated with finance and are appointed by the company shareholders. 

The main responsibility of external audit is to perform the annual statutory audit of the 

financial accounts, providing an opinion on whether they are a true and fair reflection of 

the company’s financial position. For defense project experts, main attention should be 

directed to internal/external difference.   

    Main goal of conventional auditing perspective is to analyze financial efficiency 

of organizations. Finding out irregularities include ineffective monitoring, internal control 

deficiencies, stability and complexity of the organizational structures [2]. Financial 

management has its own impact on operations’ weakness and weaknesses not only affect 

the reliability of the department’s financial reports, but also adversely affect a department’s 

ability to assess resource requirements; control costs; ensure basic accountability; 

anticipate future costs and claims on the budget; measure performance; maintain funds 

control; prevent fraud waste, abuse, and mismanagement; and address pressing 

management issues [3]. Management could instead promote the internal review as an 

opportunity to identify strengths and seek improvements, not just fix the problems. Sharing 

responsibility for system maintenance and improvement, which needs training but also 

would help create an involved workforce [4]. Internal audit mainly focuses on compliance 

with the standards and contract requirements. The reason for the deficiency or lack of 

focus to improvement and effectiveness is attributed to the lack of management influence, 

strong influence of traditional corporate culture and lack of knowledge on the potential of 

audit as a predictive tool [5]. It also helps improvement with examine process rather than 

the people. Auditing process should be involved in identifying solutions and their 

implementation. Their participation will increase the positive value of the internal review 

process by solving real problems or finding better ways of doing things for the workforce 

[4]. 

     Important part of internal audit process is quality management which focuses on 

prevention, continuous improvement and customer satisfaction. In order to implement a 

successful process, proactive principles should be adopted. In this way, reactive thinking 
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can be exterminated, defects can be eliminated and problems can be fixed. Also continuous 

improvement is required in production or service quality in timeliness and in costs [4]. 

Internal audit’s task is to support management in unveiling and controlling key risks and, 

moreover, ensure the effectiveness of the internal control system. Thus, the quality of the 

internal audit process is supposed to contribute to the avoidance of critical developments 

and events within the company [6, 7, 8, 9]. 

           The gap between auditing for compliance/conformance and 

effectiveness/performance is not caused by deficient standards, requirements, contracts, or 

processes. It is caused because there is generally a lack of a corporate structure to fix all 

solution to the ineffectiveness of the current internal quality audit process in the aerospace 

defense industry. Management support, auditors’ training and experience, and 

comprehensive audit plans are key factors that organizations must address to have an 

effective internal audit. Most importantly, organizations must understand the capabilities of 

an effective internal auditing program to the overall organizational mission. The new audit 

approach should outline the following initiatives; adding value to the organization’s 

bottom line through continuous process improvement, encouraging participation and 

corroboration by treating the person being audited as customer and encourage positive 

approach in audit reporting, incorporating risk management in audit planning [5]. 

New management strategies need better and proactive process of auditing too. It is 

needed not only to renew process but also transform audit outputs. In order to do that, 

organization should identify strengths, share responsibility, focus on process, make 

recommendations, solve real problems, prioritize findings and drive improvements. 

Internal auditing is for finding and correcting failures before external auditors for failure 

thoughts [4]. Internal audits role have both management theory and business practice 

theory. It is the key element of corporate governance and has a positive impact on efficient 

business practice. Value added factor is one of the most important objective of the internal 

audit function.  Value added factor is revealing problems and complaints or precaution 

measures [10]. Besides that another benefits is eliminating non-valued added activities [5]. 

Organizational goals, strategies and risk can shape the attributes of value-adding internal 

audit [11]. As a result, internal audit should reveal organizations’ strong and supportive 

sides not only shortcomings. Organizational aspects can reflect project process with 

leadership strategy and human-centered perspective.  Moreover, success of defense 

projects increased with value-added strategy.  

There are several factors which were found critically about succession. These are; 

urgency of need, quality of the follow up team, pre project preparation, quality of the 

development team and of its manager, professional growth and continuity, design policy of 

the developing organization, design considerations in the early phases of the development 

cycle and systematic use of methods to control schedule, budget, and performance [12]. 

For instance, one of the largest and most complex organizations in the world, the 

Department of Defense (DoD) faces many challenges in resolving its pervasive and long-

standing financial management and related business operations and systems problems. 

DOD is required by various statutes to improve its financial management processes, 

controls, and systems to ensure that complete, reliable, consistent, and timely information 

is prepared and responsive to the financial information needs of agency management and 
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oversight bodies, and produce audited financial statements. To do that, organization 

focused on improving processes and controls supporting information most often used to 

manage operations, while continuing to work toward achieving financial statement 

auditability. To support these objectives, DOD established two priority focus areas: budget 

information and information pertaining to mission-critical assets [3]. Furthermore, DoD is 

working with the Defense Advanced Research Projects Agency (DARPA) and other 

agencies for greater defense projects. Experiencing of audit in these projects can make 

developing additional plans to increase efficiency and productivity, and to decrease costs 

[13]. 

 

 

3. Conclusion  
It is a well known fact that organizations across the world are increasingly 

undergoing transformation, and it is clear that this trend will continue. And also it is 

obvious that defense institutions are affected by this transformation. Markets are no longer 

constrained by geographic or legal boundaries; which lead us to the fact that companies 

can not only expand globally, but also collaborate within and across organizations and 

initiate successful benchmarking processes. As a result, failure becomes unacceptable. In 

this new environment, ‘agility’ – the ability to move and react flexibly – has emerged as a 

key concept and it is also considered as one of the most significant terms in major scale 

defense projects.  

A well-designed initiation phase is found as the most important factor for project 

success; organizational setup and project structure are not good predictors of project 

success; formal design and planning documents are instrumental in meeting estimated 

project time and budget constraints, as well as to ensure customer satisfaction from the 

end-product.  Design changes during the execution of the project usually depend on the 

customer’s satisfaction, and may contribute little to the improvement of the end-products. 

A defense project manager needs to decide whether it is a single or multi task project, or a 

combined of them. And the other decision problem of success is the arms race. Besides, 

apparent problem with the ability of defense organization to manage its biggest acquisition 

programs according to original schedule and estimated cost does not only emerge from a 

lack of guidance on incorporating risk management plans into overall project plans. 

Improvements should be made particularly in the areas of risk planning for cost and 

schedule. And the greatest obstacle to incorporate and monitor a comprehensive risk 

management plan can be stated as the lack of accountability of contractors. 

On the other hand with the help of project audit, particularly internal audit, lessons 

learnt can be identified that could improve the performance of a project. From this point of 

view, we can say that the earlier internal audit gets involved, the better it becomes. Most 

large-scale projects have a quality plan and a risk management strategy which is generally 

generated in the early stages of the project and understanding of the project’s lifecycle; its 

key benefits and objectives as well as main drivers can be adopted in this way.  

In conclusion, internal audit’s involvement at early stage ensures greater alignment 

of the risk management principles to those of the organization itself. It also allows the 
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organization to establish and confirm its future development in this period of rapid 

transformation. 
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Abstract 

National security depends on accessibility of energy resources according to their type, amount and 

military necessities where they are located. Military institutions, as the guards of national security, have to 

consider limited energy resources and dependence on foreign resources while planning the resources. The 

literature review has shown that the strategic dimension of energy and the security of energy supply are 

constantly emphasized. It is also seen that main emphasis is still on fossil resources as if they are infinite. 

In this study, countries which place major emphasis on energy while planning defense resources and adapt 

innovative methods to develop defense systems and modernization are examined in detail. It is aimed to 

reveal the significance of alternative energy resources and present different methods to ensure energy 

sustainability in DRM. 

Key words: Energy, Resource Planning, Defense Resource Management, National Security. 

 

 

 

1. Introduction  
            Energy is a strategic resource which has different applications related to security, 

economy, geostrategy, operations and environment. The strategic significance of energy 

has been admitted by the countries that consume energy on a big scale. Energy and forms 

of energy consumption affects national security directly as well. National security, depends 

largely on types, amounts and military requirements energy and accessibility of energy 

locations when needed. In addition to this, global energy competition results in tighter 

controlling of these resources and hence, even the smallest security service providing 

organizations are affected negatively. For this reason, diversifying energy resources avoids 

difficulties in crisis times as well as dependence on other countries and regions. 
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     The security of energy is a quite important argument, having no independence in 

terms of energy, is considered as a threat to military, diplomacy and economy of a country. 

The way energy is used, its form and its cost are the determiners of efficiency degree of 

armed forces. Growing dependence on energy and insufficiency of energy resources show 

us the fact that defence resources planning should include energy planning too. In this 

study our main aim is to draw attention to the dependency of fossil fuels within the context 

of national security and discuss the alternative methods to minimize this dependency. It is 

aimed to reveal the significance of alternative energy resources and present different 

methods to ensure energy sustainability in DRM. 

2. Literature Review 
     With the invention of steam and the internal combustion engine, warfare has 

become significantly efficient as armies and navies gained ability to travel great distances 

and use engine powered warships, armored personel carriers, tanks, and fighter aircraft. 

The discovery of oil and its application as a fuel has resulted in a dramatic mechanization 

of armed forces, particularly between World War I and World War II, to power the engines 

of the tanks, transports, and other drivable vehicles.   

 During the modern age of warfare, the use of fossil fuels to power armed vehicles 

has increased and thus the dependence of fossil fuels has created a great risk. In a Deloitte 

study it is found that there has been a increase in the dependence on fossil fuels since 

World War II. With the level of consumption rising dramatically over time, a concern 

about “the dependence on oil derived from foreign sources as well as the economics of 

acquisition” has emerged. As a result, economic power and national security are more 

depended on imported oil. As the dependecy grows, the fundemental stability of the global 

oil market is being affected by inadequate investment in expanded oil production capacity, 

constant geopolitical instability, and rapidly growing demand in emerging market 

economies [1, 2, 3].  

In literature review, it is noticed that USA Defence Department (DoD) is the 

organization which allocates the highest budget for defence planning and puts special 

emphasis on energy issue while planning resources. When its Fiscal Year (FY) 2010 

Report is examined, we see that there are sub-goals which is particularly important for our 

research context. These are: 

 

 “Energy Efficiency: The Department will reduce facility energy intensity by 

%3 each year from FY 2006 through 2015, and by 1.5 % per year from FY 2015 

through 2020. 

 Renewable Energy: DoD will produce or procure 18.3 % off all energy 

consumed within its facilities during FY 2020 from renewable energy sources 

(thermal as well as electrical). 

 Vehicle Fleets: DoD will reduce the use of petroleum products by non-tactical 

vehicle fleets by 2 % annually, relative to FY 2005, for a total 30 % reduction 

by FY 2020.  
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 Landfill Gas: Ten landfill gas capture facilities will become operational by FY 

202 for the production, capture and use of methane from landfills (both these 

owned by DoD as well as through arrangements with landfills owned by other 

parties).” 

In order to ensure both sustainability and an energy resilient resource management 

process, these strategies are embedded in management approaches and best practices: 

sustainable procurement, environmental management systems, high performance 

sustainable buildings, and coordination with regional and local planning [3,4,5].  

Although energy dependency poses a great risk for armed forces and especially 

lessons learned from Operation Iraqi Freedom present us the fact the issue of fuel supply is 

the greatest priority, recent researches generally focus on security of fuel supply with a 

limited point of view as if the resources are infinite. There is  relatively a small number of 

studies which discuss the alternative methods for armed forces to overcome fossil fuels 

dependency. As DoD has declared its mission to be a leader in this field, we chose to 

examine documents published by them.  

When we examine the reports in detail, we see that the U.S. Army accounts for 36 

percent of total DoD facility energy use and thus it has prioritized saving energy on its 

bases and facilities. It is pointed out that military installations hold significant opportunities 

for energy efficiency and renewable energy as a means of cutting costs, emissions and risks 

associated with reliance on traditional energy sources [6, 3]. In this context a 500-

megawatt solar power generation plant at Fort Irwin (California) is established which will 

help power the base and reduce the facility’s vulnerability to power disruptions. The Army 

has named Fort Irwin a “net-zero plus” installation and hopes to end the base’s dependence 

on the public electric grid within a decade [7]. A transition to the use of 4,000 electric 

vehicles during the next three years has been initiated which provides the Army one of the 

world’s largest electric fleets. This will help avoid emitting more than 100,000 tons of 

carbon dioxide and cut the use of liquid fossil fuels by more than 11 million gallons [3]. 

Furthermore, Secretary of the Navy Ray Mabus has indicated that the service would invest 

$550 million in energy-efficiency efforts that would yield $400 million a year in savings 

[8]. 

The Air Force, which is the DoD’s largest energy user (spending $9 billion on 

energy), has created a comprehensive energy program and policy, Air Force Energy Plan 

2010 to reduce energy use. The objective is expresses as “to make energy a consideration 

in all that we do”. The plan focuses on three significant goals; Reduce demand, increase 

supply and change the culture [9, 10,11]. In this context, investments made as well as 

plans/programs and projects run prove we can say that DoD achieves the mission of being 

a leader in this field and can be taken as an example. 

 

3. Conclusion   
In literature, it is seen that energy issue has been dealt only in terms of its strategic 

dimension and supply security and it has not been emphasized in defence resources planning 

process except for Research&Development studies. We can conclude that the US military has 

embraced the strategic and operational imperatives of energy efficiency and the use of alternative 
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energy systems at both facility and operational levels. However, the twin threats of energy 

dependence and climate change are stil recognized by only a small number of armed forces. Even 

U.S. government’s progress on energy management has been most significant at the facilities level 

and it cannot be considered as sufficient in this rapid transformation era. Today’s military leaders 

clearly understand the fact that forward-looking approaches to energy and climate both save lives 

and money and reduce emissions. When we discuss what have been done so far, we can clearly see 

inadequacies as well.  

 Regarding the fact that oil resources have nearly 49 years of lifetime left, armed forces 

should take precautions like the U.S army has done; put an emphasis on other dimensions besides 

energy supply security; embody this issue in resource planning with a comprehensive manner. 

Besides, all the executions in this area should be supported by legal regulations and discussed in 

academic studies.  
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Abstract:  

Information Resources Management (IRM) is a concept that defines information as a major 

corporate resource and it states that it must be managed by using the same principles used to manage other 

assets. IRM is a process that links needs for business information to information system solutions. 

Nevertheless, there is no step-by-step guideline for implementing IRM, and in this paper I’ll pinpoint some 

aspects of how enterprises can use information to empower their people, how a linkage between key data 

and the corporate strategies can influence organizations to gain or not benefits by managing their 

information.   

 

Key words: Information, management, organization performance, performance measurement. 

 
 

Introduction  
“Information is everything…and everywhere. It’s a simple idea: If you want 

people to solve problems in real time, give them real-time information” [1] 

There is an increased interest to find as more precisely the role and purpose of 

information resources management in the government institutions as well as in private 

companies. Long time ago information management was assimilated with paper work or 

records management. From this point of view, the information management purpose was 

considered a necessary evil that was conducted in the background of organizational life. 

Within the last twenty years, however, information management has been importantly 

affected and shaped by innovation in computer and communications technologies. The 

ongoing revolution in micro-processing; the increasing sophistication, ease-to-use, and 

availability of packaged software; and the expansion of networks for voice and data 

communications, all have implications for managers and executives in government. 

Furthermore, the potential impacts extended beyond the ranks of traditional data 

processing (DP) managers to “functional” or “program” managers and senior policy 

executives. Indeed, recent innovations software-those sets of instructions that “tell” the 

computer what to do – are distinguished from past innovations in that they permit the 

extension of computing power into the hands of line personnel directly responsible for 

executing the department’s or agency’s mission. 

 

1. Evolution in Information Resource Management (IRM) 
Information Resource Management (IRM) is a matter of the present. While the 

notion has been around for more than 10 years, recent developments in the field of 
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information processing have shed a new, more imperative and viable light on the concept 

and the philosophy behind it. Interpreted “mot a mot”, IRM implies that information 

should be assimilated as a valuable entity, in non-influenced buy the technology that 

manipulates it. Due to that fact, it is acknowledged as a major organizational resource in 

much the same way as human resources, technology, infrastructure, and capital. 

Therefore, information should receive a proper management approach. Two factors are 

responsible for the increasing of the role of IRM. The concept of knowledge work 

appeared in the 1960's followed by the notion of the "post-industrial society" in the early 

1970's. 

The first attempt to place information and knowledge in an economic context of 

importance to business and administration, and established the theory of information 

economy was made by the Princeton economist Fritz Machlup in 1962. But Adrian 

McDonough – Micro economist - Economics & Business Management is the person that 

understands the primary role of information for the economic performance and said in 

1963: “Treat information as a resource”. In 1973, Marc Uri Porat – Economist - U.S. 

Department of Commerce, defined the U.S. information economy and measured the U.S. 

information economy. Information economics contributed the argument for treating 

information as a resource. These characterizations were popularly described in the 1970's 

as "the information age" and the "information economy" but Information Resources were 

not yet managed. Such phrases acknowledge that information processing has become a 

fundamental component of industrialized nations. Since information handling has become 

such an important component of economies, it is understandable that more attention is 

paid to it, so from here result the need of a theoretical and legal framework related on 

Information Resources Management 

 

1. 1. Driving the need for managing information  

How fast the volume of information is growing?  

This year’s study titled “The digital Universe of Opportunities: Rich data and the 

Increasing Value of the Internet Things” with study and analysis by IDC (International 

Data Corporation), reveals how the growth of wireless technologies; smart devices and 

software-defined business are playing a essential role in blasting the volume of world’s 

data. 

As much as the physical universe is large, the digital universe is also huge– by 

2020 will contain almost as many digital bits as there are stars in the universe. It 

is doubling in amount every two years, and by 2020 the digital universe – the information 

we create and copy annually – will reach 44 zettabytes, or 44 trillion gigabytes. 

 

Fig.1 Digital universe 
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For Perspective: 

 The amount of information in the digital universe would fill a stack of iPad Air 

tablets reaching 2/3 of the way to the moon (157,674 miles/253,704 kilometers). 

By 2020, there will be 6.6 stacks. 

 Today, the average household creates enough data to fill 65 iPhones (32 GB) per 

year. In 2020, this will grow to 318 iPhones. 

 Today, if a byte of data were a gallon of water, in only 10 seconds there would be 

enough data to fill an average house. In 2020, it will only take 2 seconds.[2] 

This phenomenon will present radical new ways of interacting with customers, 

streamlining business cycles, and reducing operational costs, stimulating trillions of 

dollars in opportunity for businesses. Conversely, it presents significant challenges as 

businesses look manage, store and protect the sheer volume and diversity of this data.  

 Do we finally mange to adapt at this fast grow?  

A group of authors generally from the information sciences take a holistic view on 

information management integrating more or less all the aspects discussed above. Though 

there is not a standard term, these approaches are related to as information resources 

management in the following. According to Bergeron (1996), IRM is deeply rooted in the 

following assumptions: identification of information as a resource, an integrative 

management perspective, management of the information life cycle, a connection with 

strategic planning. 

The surroundings information resources give worldwide information about a 

variety of topics. These are frequently considered to be basic data sources, meaning that 

they provide essential facts and knowledge that can be used as a foundation for one's 

research. A few seconds spent in analyzing information resources can save a tremendous 

amount of time and money also when searching in databases and more subject-specific 

resources. 

Information Technology and Communications has begun to be incorporated into 

the environment and objects in current use, and its use is so "friendly" in relation to the 

man, so that it can no longer realize that it uses. A driver at the wheel will be able 

machine misinterpreted and request information on condition of the road and the weather 

patterns, receiving immediately the answer. He will act so without may realize that in this 

way he uses recognition systems and synthesis of voice, a mobile communications system 

connected via the Internet, a global positioning system, etc. 

The Internet, whose development is done using a logarithmic ration, made to be 

born a new world: - CYBERSPACE - which can be accessed, within certain limits, at any 

time and by anyone who has a computer connected to a network. So cyberspace extends 

from the simple PC, possibly also comes with a digital camera to take pictures, up to the 

huge computers of national systems: banking, defense, energy, transport auto, naval or 

air, etc. These enormous sources of information, which could be accessed from any PC 

interconnected in a system, made available to the interested parties a volume of 

information so varied and large, and that the practical use of information accessed cannot 

be even approximated and, as far as possible, be valued. 

In these circumstances when such an enormous wealth can be used, potentially 

bearing, a participant in a system, it is, of course, understood that outside users are used 

to it, so fond of colder illegal or criminal activities, but especially secret services of 

espionage, lead a struggle 24 of 24 hours, in order to retrieve information of public utility 

and especially to penetrate codes and access passwords secret report includes the data 

banks of giants operators or military. 

 

1.2 Information Management in organizations: origins and destinations 
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The organizational factors play a major role in what type of information is to be 

processed and communicated to the decision-makers. These factors include nature of the 

organisation, category of the organisation, structure of the organisation, size of the 

organisation and the management style followed in the organisation. 

Information is the primary tool that will help the management, its products and 

services in the competitive environment. It should be clearly understood that the 

information technology and quality information are not the goals but merely the 

competitive weapons that support the organisations in their activities. Without quality 

information, organisations are operating in a world of uncertainty, and quality 

information could be produced by taking a number of steps and making sure that the 

information generated and presented to the decision-makers is accurate, timely and 

relevant.[3] 

 Along with the other terms which are used to communicate the goals of IRM is 

the term information management. Even if it not used as frequently in information 

management as in records management, it reveals the fact that all information needs to be 

properly managed. In this regard, better attention has been given to strategic planning for 

information systems. Information is perceived not only as a resource but as a means 

throughout an organization can gain strategic advantage in a specific domain. Like a part-

cover with database management, a wide view of corporate data is described by the terms 

information architecture and information engineering. The first represents the enterprise's 

information and the last one is a technique for implementing the resulting data model. 

 

2. The impact of IRM upon organization performance 

 
“Between theory and practice lies performance.”- Michael West 

 

According to Wiktionary.org, one definition for “performance” is the act of 

performing; carrying into execution or action; execution; achievement; accomplishment; 

representation by action; as, the performance of an undertaking of a duty. [4] 

In this regard, just setting out an organization objective will not automatically lead 

to strategy execution. A method to assess whether or not you are actually achieving the 

objectives and advancing towards execution is what’s needed in this case, and that is what 

we can call to be the performance measure. Performance measures it’s defined as 

standards used to evaluate and communicate performance against expected results. 

Performance management consists of a set of management and analytic processes, 

supported by technology, that enable organizations to define strategic goals and then 

measure and manage performance against those goals. Core organization performance 

management processes include financial planning, operational planning, organization 

modeling, consolidation and reporting, analysis, and monitoring of key performance 

indicators linked to the organization strategy. [5]  

The Wiktionary.org definition for “performance” that is most useful in defining 

organizational performance, is the definition given for “performance” in the context of 

computer science: the amount of useful work accomplished by a computer system 

compared to the time and resources used. “Better performance”means more work 

accomplished in shorter time and/or using less resources. It’s an appropriate analogy to 

compare a computer system with an organization; both are systems. The computer system 

is really a system of systems: hardware systems, firmware systems, software systems 

(codified human thought), internal interfaces, and interfaces to other systems. The modern 

organization is also a system of systems: people (social) systems, technology systems, 
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and process systems, with internal interfaces between people, technology, and processes, 

and interfaces to other organizations. 

 
Fig. 2 An organization as a system of systems 

If we accept this premise as logical and sound, there are many ways for an 

organization to improve its performance in most organization vectors, but all of those 

paths to improvement can be related to one of three general categories:  

(1) improve the workers; 

(2) improve process, or  

(3) improve technology. 

Albert Einstein states in this regard „If I had an hour to save the world, I would 

spend 59 minutes defining the problem…and one minute finding solutions.” The key to 

the success of any performance improvement initiative is understanding what to improve 

and why. Business performance management involves consolidation of data from various 

sources, querying, and analysis of the data, and putting the results into practice. [5] 

“Business intelligence (BI) is an umbrella term that includes the applications, 

infrastructure, tools, and best practices that enable access to and analysis of information 

to improve and optimize decisions and performance.” [6] 

“Enterprise Information Management (EIM) is an integrative discipline for 

structuring, describing and governing information assets across organizational and 

technological boundaries to improve efficiency, promote transparency and enable 

business insight.” [6] 

My point of view it’s a little less complicated based on what I’ve learned on MRI 

course: 

Business Intelligence (BI) empowers the right people to receive the right 

information, at the right time, allowing them to make the right business decisions.  

Enterprise Information Management (EIM) provides the stone of foundation 

for the business to operate like a real “intelligent enterprise”.  

Enterprise information Management (including Data Quality Management and 

Data Governance) is the single most important prerequisite to a Business Intelligence 

implementation. 

“Without the proper data, or with too little quality data, any BI implementation 

will fail. Before implementation it is a good idea to do data profiling; this analysis will be 

able to describe the “content, consistency and structure” [7] 

2.1. Civil organizations perspective of IRM 

Information management approach cannot be done without an analysis of digital 

technologies involved in this complex and difficult process of digital society. I started 

from the premise that the development of digital played and plays a key role in affirming a 

new model of the information management, centered on an increase of unprecedented 

access to information and on a nation-wide participation of citizens in the communication 

of the public space. As a result, institutional systems - at national, regional and global - 

66

http://en.wikipedia.org/w/index.php?title=Data_consolidation&action=edit&redlink=1


 

THE IMPACT OF INFORMATION RESOURCES MANAGEMENT 

UPON ORGANIZATION PERFORMANCE  

 
have been the subject of important changes in the field of technology, changes which have 

developed new models of interaction with its own users. 

Information Management has become the starting point of an unprecedented 

technological development, which has led to an increase in the quality information and to 

better cooperation with users, but has also become a place experimentally, in which 

models and innovative instruments have tried and are trying to associate in experiences of 

participation and inclusion. It appears that the technology is not, here, a simple factor 

added, but a condition of qualified private and changing process of public awareness. 

According to a Gartner research, Business Intelligence continues to be the top 

priorities for the CIOs across the globe [8]: 

 
Fig.3 Top CIO’s priorities 

70% of companies employ metrics that lack statistical validity and reliability[9], 
While 95% of companies forecast cash flows, only 14% of cash forecasts are 

accurate[10], so they seams to look for the wrong information. 

According to KPMG International, the execution of business strategy is often 

hampered by a lack of reliable information [10]: 

- Fewer than 10 percent of organizations have successfully used BI to enhance 

their organizational and technological infrastructures. 

- More than 50 percent of business intelligence projects fail to deliver the 

expected benefit. 

- Two thirds of executives feel that the quality of and timely access to data is 

poor and inconsistent.  

- Seven out of ten executives do not get the right information to make business 

decisions.  

Another issue that the organizations encounter is to ensure the accuracy of the 

information reported form a business intelligence system. Integrating information from 

across companies while keeping the quality of data intact “from record to report” has 

revealed a range of problems not previously revealed.  

The executives are now focused on making their BI solutions more reliable by 

through an information management agenda.  
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Fig.4 Area of prioritized spend [11] 

 

Organisations are using an “information agenda” to plan for the future: 

 
Fig.5 Highest data priorities for        

Organizations        [12]    

Information Integration: Managing data 

effectively and being able to rely on its 

precision is now even more decisive to 

businesses due to the fact that the sheer 

volume and types of data an organization 

deal with has grown enormously.  

Information Governance: To create truly 

values via business intelligence, 

organizations must clearly state who 

owns, uses, and produce information 

legally. Such rights of ownership and 

control must contribute to the 

achievement of precise and consistent and 

to permit fair comparison of performance. 

Simplification is a one of the most 

important component of the information 

agenda. “Complexity should not be 

viewed as a burden to be avoided; it 

should be seen as a catalyst and an 

accelerator to create innovation and new 

ways of delivering value” [13]  

There are many benefits to the business at the surface; however a sustainable and 

defined infrastructure and governance framework is required to support the consistent 

delivery of effective Business Intelligence and Performance Management information. 

 

Valued Business Information: Supporting Framework 

 Dashboards, monitoring, insight 

 KPIs, scorecards 

 Real time reporting 

 Data Governance  

 Data Quality 

 Information Integration 

 Reporting and Data Management Platforms  

 Infrastructure – Database, Security, ETL…  

All most all executives within your organization are affected by the quality of your 

organizational data. For industries that process huge amounts of data on a daily basis, 

Data Quality can make or break an organization. Some of the key information 

management challenges faced by organizations are: 
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CEO - receive a multitude of reports with conflicting information so we waste time 

debating which measures are correct instead of making decisions; 

Root Cause: Data Quality, Data Standardization and Master Data Management.  

CFO - can’t get the information needed quickly enough to react to the events and 

changes in the market conditions; 

Root Cause: Data Governance Framework & Organisation Structure, Data Ownership 

and Stewardship and Data Flow Analysis.  

CIO - It is too difficult to obtain all the information they need to make better decisions; 

Root Cause: Data Classification, Data Flow Analysis, Data Mapping and Data 

Modelling.  

CxO - don’t have enough confidence in some of their information to make critical 

decisions 

Root Cause: Data Quality Management and Enterprise Information Strategy. 

Board & Management – running their  business by “gut feel” rather than facts. 

Root Cause: Data Quality Management, Information Integration and Distribution. 

Associates - found that majority of their analyst’s time is spent gathering data instead of 

analyzing and the information to create insights. 

Root Cause:  Data Quality and Data Ownership/Stewardship. 

Customers & Suppliers – can feel that your organization does not understand the full 

breadth of the relationship your customers and suppliers have with you. 

Root Cause: Master Data Management, Data Flow Analysis, Information Lifecycle 

Management and Enterprise Information Strategy.  

 

 Why is information resource management so important for organizations? 

Many organisations fail to effectively manage their data, resulting in greater risks 

to the business and missed opportunities for commercial and competitive advantage.  

 

Effective and innovative data governance and data quality management can help 

organizations to reduce the risks and realise the true potential of organisation's 

information: 

o Improved customer profitability and product coverage through single customer 

view and product insights. 

o Reduce risk (financial and reputational) through improved data quality, control 

and security. 

o Better informed planning based on accurate operational and forecast data 

o Enhanced anti-fraud measures through linking and forensic analysis of 

structured and unstructured data. 

o Auditable regulatory compliance and repeatable decisions on large data-

intensive. 

o Early risk warning systems to continuously monitor and improve operational 

efficiencies and profitability. 

o Technology-enabled-solutions that are tailored to your needs and enables you to 

focus on the most relevant information. 
 

2.2. IRM influence upon a military organization  

The level of ambition of the NATO Alliance and of the EU Member States makes 

it a direct environmental requirement for operational dynamics, with a decisive impact 

upon the concepts of command and control at strategic and operative level. Technological 

developments in the field of communications and information technology have caused the 

emergence of modern concepts made planning focused and aimed at, more than ever, the 
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new approaches, corporate and comprehensive. The modern organizations feel a 

compulsive need for "information, at the right time, in the right place and in a form more 

appropriate". 

Organizations today face daily challenges in efficiently managing an increasing 

amount of information and knowledge. Effective management of this information and 

knowledge can help to increase commanders’ and military personnel’s situational 

awareness, enabling them to make better decisions with a greater understanding of a 

particular context. 

Recent experiences, as well as theoretical approaches in the last few years have 

demonstrated that efficient management of information resources plays an essential role 

in increasing organizational performance. This finding lead, logically, to the conclusion 

that the information and correct management can and must contribute to the development 

and effective organizations in general and, in particular, specific structures of the national 

defense system. 

In general, the purpose of the management activity consists in providing 

information with maximum efficiency and accuracy of the information and data required 

masters, State major and all factors with powers of decision, for a better knowledge of 

economics and efficiency of carrying out tasks assigned to their own units and those in 

current activities carried out in time of peace and war. In fact, efficient and effective 

management of information is a critical factor in obtaining success in all of the areas of 

activity of Romanian army. 

By applying the principles and methods of management information is aimed at: 

• ensure to obtain superiority of environmental information through the use of 

shared network for the collection, processing and dissemination of uninterrupted 

streaming of information and/or the prohibition same skill sets his opponent; 

• ensure efficient use of resources during the performance information on 

missions; 

• ensure identification and preservation information with permanent value. 

By means of the management structure of specialized information, as well as the 

communications and information technology has acted and is acting for carrying out the 

following objectives: 

 carrying-out of a unified information system, which will permit the 

integration and correct interpretation of data that is used in all of the areas 

of activity in Romania's army; 

 establishment of flows and circuits optimal information, as well as 

elimination duplication in data collection, compilation, storage, 

distribution and processing of the data and information; 

 ensure the quality characteristics of information processed and 

disseminated; 

 ensure the aggregated data required the leaders of the army to merits 

decisions; 

 Simplification, reducing the number and the volume information by 

formalize and typing them, for the purpose of diminishing time required 

bodies and administrative activities for the routine and increase of the 

activities of design, coordination, command and control; 

 Develop IT systems performance and premises for generalization 

automatic data processing in the main areas of activity of the army. 

In this respect, in the past few years, efforts to implement an effective 

management of resources, information laid down in a pragmatic way, on the basis of the 

resources available to them, they have been concentrated on:  
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 update and the harmonization of legislative framework, which the present 

shortcomings as regards dealing with information in electronic form on all 

their life cycle; 

 Implementation of the measures and procedures "low-cost" on the 

migration of correspondence in electronic environment, which have had 

the effect: 

-  a significant reduction in the movement of documents in paper format on 

the inside and between structures; 

-  shorten times of movement of information by ensuring access at the same 

time, multiple users to documents; 

- elimination of activities of a binder and lightening the enumeration of 

documents, after their archival storage immediately after the scan; 

-  easy access to information and to the increase in collaborative character in 

working with documents; 

- reduction of costs resulting from the multiplication of paper documents; 

- waiver of use in excess of the solutions fax; 

 create premises for the implementation of future  modern systems of: 

- Management of resources inform-governance; 

- Management of knowledge with collaborative tools. 

The top of the political ladder was the appearance, in July this year, doctrine 

information management within the Romanian army, which introduces new concepts and 

principles of the decree for the organization and planning the process of the actions for 

achieving the ambitions information management in modern military environment and 

which incorporates the best practices which have been validated in contemporary realities 

conditions within NATO, as well as in some of allied forces. 

Further  more, this doctrine introduces functional responsibilities and powers to 

specialists, identified as "managers of information", "managers of electronic records" and 

reaches a target toward which tended natural for many years, namely, formalized concept 

of strategic director for the management of information resources - CIO (Chief 

Information Officer), whose importance has proved to be the ever-increasing, as we have 

been witnessing an increase of the role of which the information and the means of 

information technology more effectively in decision-making, for the purpose of meeting 

the requirements imposed by the war based on the network, and effects-based operations, 

as well as for the provision of information in accordance with strategic objectives and 

vision. 

Comprehensive approach and discrimination effects depend on the analysis and 

understanding of complex situations. Work collaboratively, based on sharing information 

and knowledge in "near real time", provides risk assessment and decision-making, at a 

higher level. Also, quick access to information allows you to zoom in cycle-tempo 

decision-making process. 

 

3. Tendencies in Information Resource Management.  
 I’ve started this paper with a forward word – “information is everything…and 

everywhere” – I’ll complete it with another true “information is power”. In that regard I 

think that the future of IRM is directly influenced by evolution of information 

technologies facing nowadays economic global issues challenges.  

The future success of IRM will increasingly depend upon an organization's ability 

to shift its management focus from the information professionals to end users. The 

objective will be to achieve the benefits of end user computing without losing data 

consistency and integrity that information managers have worked so hard to establish. 
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The information processing domain of the future will be a distributed one, in which the 

technology, the data and operational procedures will, to some degree, be under the control 

of end users. Results of a survey of the management domain of IRM bear this out. 

 

 

Conclusion  
The achievement of IRM represents considerable challenges to management, 

education, and the individual information disciplines. Nevertheless, the environment of 

the future demands the perspective that IRM provides. Until now, the proponents of IRM 

had to sell the concept on its logical merits. The increase in end user computing, however, 

is creating grass roots pressure for change. The traditional "fire fighting" mode of 

information management has no choice but to give way to a framework based upon 

comprehensive planning and effective feedback. The disciplinary focus on single 

technologies has led to information gaps, redundancies and the failure to satisfy the user 

community. An interdisciplinary perspective no longer must be argued from a theoretical 

viewpoint.  

The integration of technologies requires a similar perspective. If evolutionary 

development is accepted as an element of IRM then the efforts of the past decade can be 

viewed as the conceptual phase. The upcoming decade can then be seen as the 

implementation phase. 

Today, IR planning and implementation are receiving immense attention in both 

civilian and military organizations alike, because they touch almost everyone’s lives. IT 

projects are managed for business, financial, academia, government, military and even 

non-profit organizations. 

In my opinion there are five most significant issues for the success of IRM: 

1. Measuring productivity. Better measures are needed in order for IRM 

proponents to demonstrate real benefits because the traditional measures are not 

appropriate in an end user context where the goal is the improvement of 

productivity without hard work involved. 

2. Determining the appropriate mix of control;coordination, and 

decentralization. A equilibrium  must be targeted between worker(individual) 

control of information processing and a level of centralization needed to achieve 

the goals of IRM wich should be aligned to the organization goal. Control 

activity to intervene only in establishing and enforcing hardware and software 

standards and data quality assurance. 

3.  Accountability. Increased user accountability should come with increased 

user control. This is, in fact, one medium for quality assurance in cases where an 

end user downloads data from the corporate central processing unit to a personal 

device for unfair activities. 

4.  Providing appropriate access. The huge amount of resources available for 

information access is both a benefit and a potential risk. The- capability to 

present information in various shape (e.g., graphic vs. textual) and the alternate 

technologies in existence for doing so (e.g., electronic vs. video) requires that 

criteria for assessing the tradeoffs be established. 

5. New management roles. Due to the fact that end users are becoming more 

implicated in information handling tasks traditionally assigned to information 

experts, they will be more and more responsible for moving out the objectives of 

IRM at the operational level. The information manager must therefore place 

increasing emphasis on user education and support. 
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Abstract:  

Change is not something new; it was and is a feature of human existence and history. We all know that 

without change there is no life and people's efforts to obtain better living conditions involves adapting to 

change. The process of adapting to changes that happen in military organization, involves accumulation of 

new knowledge, approach some tasks differently, improving skills, values and attitudes in organizations work 

style or work habits change. 
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               “People do not oppose to change, but the idea of being changed” 

                                     Peter SCHOLTES 

 

1. Introduction  

 
We live a time of change; "Change and Reform" (notes Dumitru Sandu) have 

become keywords of the post-communist societies in Central and Eastern Europe.  

The concept of change, says the "Management consulting. Consultant Management 

Handbook" indicates the existence of a perceptible difference between two situations that 

succeed in time to a person, a team, an organization or in a relationship.  

 

2.  Organizational Change 

 
Organization does not change for the sake of change, but that is part of a wider 

development process and must react to the new changes in the environment, the restriction 

requirements and opportunity that occur in this area.  

Change may cover any aspect or element of an organization. Therefore can be 

considered: 

a. changes the very basis for the establishment of the organization (the force 

structure, the hierarchy, the organization chart, the nature and level of activities, the  

funding sources and operational impact, the structure destination, the enrollment and 

endowment, etc.).  

b. changes in tasks and activities (the destination of forces, the level of training, the 

environment, beneficiaries, etc.). 
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c. changes in the technology used (equipment, materials and energy used, 

technological processes, technology for office);  

d. changes in management structures and processes (internal organization, work 

flow procedures for decision making and control, information systems);  

e. changes in organizational culture (values, traditions, rather informal, influences 

and processes, management style); 

f. changes of personnel (management and staff, competence, attitudes, motivation, 

behavior and efficiency in work); 

g. changes in organizational performance (financial, economic, social, showing how 

the organization fulfills its mission); 

h. changes images military organization has created within the structure to which it 

belongs, or similar military structures. 

 

3.  HUMAN CHANGE 
 

The human dimension of organizational change is fundamental, because people in 

the organization - senior management, technical, economic and at the divisions and 

subunits, as production staff - are those whose behavior ultimately determines what 

organizational changes may be made which will the results. It happens so because the 

organization is actually human systems. People need to understand, to want and be able to 

implement changes that at first sight may appear as being purely structural or 

technological, but that will actually affect, in one way or another. 

In the process of adaptation to organizational change and people need to change 

them, must acquire new knowledge, assimilate more information, tackle new tasks, to 

improve their level of competence and very often change their work habits, values and 

attitudes toward work in organized manner. Changing values and attitudes is essential. 

Perhaps there can be no real change without a change of attitude. 

It is important to recognize that within an organized this requirement relates to 

everyone, starting with its leader. Those who want their subordinates and colleagues to 

change must be ready to analyze and change their own behavior, its own working methods 

and attitudes. This is the golden rule of organizational changes.  

There are four levels of change:  

a. change of knowledge; 

b. changes in attitude;  

c. changes in individual behavior;  

d. changes in organizational or group behavior. 

 

Moving from level 1 to level 4 is done by steps increasing difficulty in performing 

changes, the time needed for changes being also growing.  

It is essential to note that environmental changes affect people in an organization 

change. This is because the environment is not something that begins beyond the "gateway 

organization", but something that permeates the entire organization. People "bring with 

them" when they come to work. Changes that occur in the environment in which, an 

organization can facilitate or impede change among people working in an organization. 

A frequent problem is that of people, who are exposed simultaneously to so much 

change and so much stress, both at work and in their family and social life, that are unable 

to cope and failure occurs. On the other hand, some environmental changes, such as more 

rapid penetration of new communication and information technologies in all the areas of 

human life facilitates more changes to be planned and implemented by the management 

organization. 
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4.  Resistance to change 
 

 The history of humanity shows that, in fact, people are very adaptable and can cope 

changes generally accept it as a natural fact of life. So why change among people becomes 

so difficult in the context of organizational change? Why is the "change" so frightening 

word for many people? 

People resist change and try to avoid changes in the work, working condition, the 

workload, the income of the power they have. This is easy to understand. And still resist, 

even when the proposed changes are neutral or even favorable to subjects. There are 

several reasons for this attitude, but the following seem to be the most important. 

Lack of beliefs that the change is needed. If people are not informed properly and 

explained the purpose of changes, they will consider the current situation as being 

satisfactory, and any effort to change it as useless and annoying. 

Imposed change is felt as unpleasant. In general, people do not like to be treated 

like passive objects. They do not like the changes that are imposed in connection with 

which they can not express any opinion. 

Surprises are not agreed. People do not like to be informed about any changes as 

it prepares; leadership decisions that bring with them significant changes are unpleasant 

surprise if they come.  

Fear of the unknown. Fundamentally, people do not like to live in insecurity and 

may prefer this imperfect situation instead of an unknown and uncertain future. 

People hesitate to tackle unpopular issues. Leaders often try to avoid unpleasant 

reality and unpopular actions, even if they realize that they can not avoid them forever.  

Fear of incapacity and failure. Even if they are convinced of the need for change, 

people are worried about their ability to adapt to change and to maintain and improve the 

quality of activities in a work situation. Some may feel threatened, questioning their own 

ability to make a special effort to learn new methods. 

The practices, customs and realities are disturbed. As a result of organizational 

changes, practices and work habits well established and fully mastered can become 

obsolete, and the relationship familiar may be modified or totally destroyed. This can lead 

to feelings of frustration and considerable dissatisfaction.  

Lack of respect and trust in person who promotes change. People are suspicious 

when it comes to a proposed change in leadership who do not trust or respect, whose 

competence and reasons for change are not known and understood. 

 

 

5. Approaches to change in organizations 
 

5.1. Unplanned change  

 

In any organization is producing natural evolutionary changes. A typical example is 

aging of equipment or people who have both negative aspects of concern (e.g.: the need to 

repair, upgrade and replace equipment or need to replace those leaders who have lost their 

dynamism and enthusiasm) and the positive (technical competence and leadership 

experience gained in years of practice). These changes will occur independently of 

leadership. 
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5.2. Planned change 

 

Planning does not completely eliminate unplanned changes, but helps the 

organization to adequately prepare for some changes that can be anticipated and 

reduce the number of situations in which changes should be made in haste, in an 

atmosphere of panic. Moreover, change planning allows the organization to 

"create" the future.  

Some questions that may be asked when planning change are: 

 What changes occur in the environment? What will be the implications of 

them for our organization?  

 What changes must we do to achieve our goals?  

 What unwanted changes will occur in our organization if we do not take 

early action to prevent them?  

 What kind of change and how we are able to introduce?  

 What kind of change will people accept and support?  

 To implement the change in stages?  

 What will be the relationship between the various changes we intend to do? 

How do we coordinate?  

  What should be our time horizon and implementing program changes? 

The last question is crucial. Both organization and people can sustain only a 

limited amount of change in a given period of time. Therefore, a careful 

programming rhythm changes is one of the main techniques needed to drive change 

and a critical dimension of its planning. 

 

5.3. Imposed change 

 

   Much of the changes in the military organization are imposed as a result of 

appointment. Frequently it generates dissatisfaction and resentment, especially if 

people affected by such changes they think should at least be informed.  

However can not be said, that any imposed change is itself wrong. There are 

measures and administrative regulations in this regard. In general, an attitude 

toward imposed change is much influenced by culture and education, the existence 

or inexistence of alternatives for change, and other factors. 

 

5.4. Participatory change 

 

A participatory process of change is slow, requires more time and is more 

expensive than imposed change, but is regarded as being more durable. In addition, 

participatory change helps leadership to benefit from the experience and creativity 

of subordinates, which is hard to do if the change is imposed.  

There are various levels and forms of participation in the change process, 

depending on the nature and complexity of the changes, maturity, consistency and 

collective motivation and the relationship between management and staff 

organization. 
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6.  Conclusions 
It is of course impossible to give a simple model for achieving organizational 

change in the whole situation. 

Primarily need to harmonize measures and processes change with normal 

management activities and processes of the organization. Some people may be 

required for both the planning and preparation for change and for resolving current 

issues. 

Secondly, management must determine the actual change measures, which 

require guidance and decision on the level and the form of involvement. 

Thirdly, the various processes of change in the organization must be harmonized 

between them. If this may seem easy in a battalion level, certainly is difficult and 

more complex at the structure of forces. 

Leading the change means having to do with its various aspects - technological, 

structural, procedural, human, psychological, political, financial, etc. This is 

perhaps the most fundamental and difficult responsibility of leadership related to 

organizational change, because the change involves specialists who often tries to 

impose their limited views about complex problems and multidisciplinary. 

Also, leading the change involves taking decisions about the use of various 

methods and techniques of approach allowing a good start, working systematically 

defeat resistance, ensuring cooperation from the people and implement real change. 
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subordinates, so as to build excellence. 
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1. Argument 
Operational context  of  the military leadership can be very complex: ambiguous 

situations in themselves, having unpredictable consequences, risk, uncertainty, limited 

access to critical information. Military actions involved in peacekeeping or  life saving  or 

fighting against terrorism involve a very short time extend for decision making,  

incomplete information and consequences of the most serious effects, although  decisions 

made by military leaders are often vital for human  lives. 

Under these conditions, the type of leadership differs significantly from  the  

leadership management in peace conditions, where the environment is predictable, 

structured according to  rules and procedures, which  can be easily controlled.  

Thus, new challenges require to be solved by military leaders: on the one hand, 

motivating the  subordinates, so as not to abandon the mission,  and go on  facing dangers, 

and on the other hand, their effective capacity to manage hazardous and unexpected 

incidents, to assume the risk of solving wrong actions, to face isolation, stress, and 

workload. 

That is why the operational context requires strong character traits, intelligence, 

ability to act quickly and wisely, team spirit, strong will, motivation for success, both in 

terms of stress and pressure, and in situations of relative structuring, when decisions should  

be made after thorough analysis. 

Under these conditions, the vision of the military leader meets the following 

characteristics: strength, direction and action within the cohesive professional group of 

subordinates, thus, enhancing emotional, situational, and cultural awareness. The military 

leader assumes the role to coordinate, negotiate, motivate, integrate, create favorable 

circumstances in which the most responsible subordinates show their capabilities, so as to 

fulfill the mission objectives successfully. 
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   Training, skills development and training necessary to exercise military leadership 

both at individual and group level, constitute a necessity, not rarely vital. 

 

2. The Military Leader, a mentor? 
The concept of mentoring is lost in the mists of time, having its origins into Ancient 

Greece, imagined literary  by the epic poem  "Odyssey", being promoted, after 1970, in the 

USA, in the context of training, hence his description as "an innovation in the American 

management." (Odiorne, 1985). 

Defining Mentoring has proven not to be so easy to achieve as it may seem at first 

glance: in Wikipedia (en.wikipedia.org/wiki/Mentoring), we learn that: "Mentorship is a 

personal developmental relationship in the which the more experienced or more 

knowledgeable person to guide the less experienced helps or less knowledgeable person. 

The person in receipt of mentorship may be referred to as the protégé (male), a protégée 

(female), year apprentice or, in recent years, a mentee. " 

We continue to quote,  from the same source, a definition by Bozeman, B., Feeney, 

MK, (October, 2007): "Mentoring is a process for the informal transmission of knowledge, 

social capital, and the psychosocial support perceived by the recipient as relevant to work, 

career, or professional development; mentoring entails informal communication, usually 

face-to-face and during a sustained period of time, a person who is between perceived to 

have greater relevant knowledge, wisdom, or experience (the mentor) and a person who is 

perceived to have less (the protégé) ". 

Research on mentoring in civilian organizations, especially in business, have 

highlighted a number of benefits both in job performance,  and in the personality shaping 

of employees: high skills, high productivity, satisfaction with the work done, loyalty to the 

employing company, attitudes to build excellence in the profession, a better manageability 

of careers. This determined the military organization to formulate and adapt to their needs 

formal mentoring programmes for military students and young officers at the beginning of 

their military carrers. 

The idea of training, development and education of relevant psychosocial skills, 

which are useful in the naval military leadership, is widely accepted in academic 

environment, being already applied  through  a set of actions both at the curriculum level,  

through the development of transverse and longitudinal disciplines, and in the practice –

action level. 

Consultation and tutoring classes allotted to students, by all teachers, weekly, aim to 

build a partnership relationship with military students, to provide models for study and life.  

 Military students have military tutors. The company and battalion commanders 

share their professional military experience. Those students who, in their final academic 

years, perform very well in learning and training, can become platoon commanders and 

share their experience with their younger colleagues. 

Assigning mentors in formal mentoring programmes implies predetermined 

selection of mentors according to the military procedures, which are task-oriented,  and 

promote the military organization values and  the development of skills consistent with the 

model graduate of the Navy. 

Formal mentoring programmes involve interpersonal relationships based on training 

and support in setting common goals, on the junior students socializing with others in the 

military organizational culture and higher education institution of the Navy. They have 

limited duration in time, during the years of study, depending on the achievement of 

objectives that can be assessed, and measured.  

These are relationships that involve direct psychological involvement, face to face, 

for maximum visibility but relatively low emotional intensity. 
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Often, formal mentoring programmes in the military organization can be associated 

to the coaching, counseling or tutoring programmes. 

The specialty literature presents a number of models that structure interpersonal 

relationships related to mentoring. In 2004, Cindy Buell, compiled a set of patterns for 

mentorship: 

- the "clone" type model in which the mentor imposes a transformation  pattern 

similar to himself, trying to "produce a duplicate copy of him or her self."  

- the model of "growth", similar to family relationships, characterized by "a  parent 

figure, creating a safe, open environment in the which mentee can both learn and try things 

for him-or herself." 

-  the "friendship" model (peer mentoring), which is met when the  two partners 

have almost the same ages, "rather than being involved in a hierarchical relationship."  

- the model of "apprenticeship" which involves "less personal or social aspects ... 

and the professional relationship in the sole focus." 

We believe that these patterns described by the author are only indicative, in 

practice there are no pure models; we can even imagine an eclectic model to distinguish the 

features of each of the above, in different proportions, depending on the personality types 

of the involved. 

In 1995, Aubrey, B., Cohen, P., analyzing the most effective ways of action used by 

mentors from business, published a study, from which we quote: 

"- Accompanying: making a commitment in a caring way, which involves taking 

part in the learning process side-by-side with the learner. 

- Sowing: mentors has often confronted with the difficulty of preparing the learner 

before he or she is ready to change. Sowing is necessary when you know that what you say 

may not be understood or even acceptable to learners at first but will make sense and have 

value to the mentee when the situation requires it. 

- Catalyzing: when change reaches a critical level of pressure, learning can escalate. 

Here the mentor chooses to plunge the learner right into change, provoking a different way 

of thinking, a change in identity or a re-ordering of values. 

- Showing: this is making something understandable, or using your own example to 

demonstrate a skill or activity. You show what you are talking about, you show by your 

own behavior. 

- Harvesting: here the mentor focuses on "picking the ripe fruit": it is usually used 

to create awareness of what was learned by experience and to draw conclusions. The key 

questions here are: "What have you learned?", "How useful is it?". 

As shown in the above analyzes, formal and informal mentoring are often mistaken 

for what they are not, they seem to be non - discriminative, expanding far beyond their 

definition.  

     This review of an assisted mentoring program for military students offers the 

opportunity for comments on informal, spontaneous, traditional mentoring. 

Certainly, many of us have had the chance to meet invaluable people in our field of 

interest, people who have decisively influenced our lives and careers, people who we  carry 

in our heart as models, and who inspire us in times of crisis, helping us to build excellence.  

It is an example of what informal mentoring means, focused on relationships lived 

with great emotional intensity, as a result of informal interactions established between a 

young and a senior disciple of the domain or organization. 

There are different types of relationships: some have an insidious onset, others are 

spontaneous or mutually initiated or initiated mostly by an experienced mentor,  based on 

trust, mutual valorization,  situations open to the expression of ideas and creativity, 

encouraging the development of psychosocial and vocational development. 
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The relationship mentor - student is, by nature, a creative initiative in the area of 

human relations, focusing on learning, progress, career and performance. Professional 

prestige associated with empathy, guidance and protection are the main attributes of the 

mentor. 

Summarizing the roles of the mentor, B.Frey and R.Noller (cited. Nicola, 2004) 

describe:  

- the mentor carries out this task along with other responsibilities; 

- the mentor serves as a "channel of wisdom"; 

- the mentor is a  continuous source of guidance up to the moment when the  

disciple "takes off" as an independent personality. 

The authors demonstrate that an educational environment, certain features of the 

mentor and  the disciple, gender and time factors,  all contribute to the achievement of two 

major functions of the mentoring process: making a successful career and psychosocial 

development. 

Literature is not generous enough with the research on mentoring in the Romanian 

military, so much the less on the personality traits of a military leader as mentor, or 

leadership styles by analogy with interaction styles of the type mentor - student. Therefore, 

we intend to tackle this issue from the perspective of social psychology, able to provide a 

wide range of responses. 

We agree with the systemic - psychosocial approach on the complex issue of 

military leadership and informal mentoring, placing them within the broader phenomenon 

of social influence. We refer to the social-positive, formal influence through which the 

military leader, and the mentor, determine changes in the attitudes and behavior of 

interaction partners. 

Psychosocial mechanisms for achieving military leader and mentor informal 

influence are extremely complex and subtle, the action being carried out at the cognitive, 

affective, motivational subsystem. We are able to better understand the dynamics of this 

influence as we try to define attitudes as predispositions to respond in a certain way to a 

class of objects, actions and social situations. 

Also, attitudes, as the "interface" between personality and socio-professional are the 

safe place for values, knowledge, assimilated cultural traditions, motivations, personal 

experiences, which are structured as a vector generating a general predisposition, relatively 

stable and consistent for a certain behavior, adaptive in relation to objective reality, in 

peacetime, crisis or war. 

Mentoring is usually attributed to teachers who can show empathy, energy and 

confidence, with a desire to equally train young gifted students, the young motivated 

disciples, or confused students, but interested in achieving a successful career. 

In essence, mentoring is a particular case of learning, with rich psychosocial, 

ethical, aesthetic, economic, and personality connotations, as well as historical 

connotations. In the process of mentoring, interaction is performed at a high level, so it can 

be equated to peak learning, as innovative, proactive learning, as opposed to passive, 

learning. 

Mentoring is an active, participatory learning, in which the transfer of knowledge 

from mentor to disciple is achieved by working together, sharing perceptions, 

representations, problem solving experience, imaginative approach, ideals, universal 

human values. This type of learning reaches the deep plan of personality development, 

modeling  it. 

The study of teaching skills (Nicola, 2004, p.42) has identified two personality traits 

of teachers who work within this structure of teaching skills: empathy (psychological 

transposition) and helping orientation (formative availability). 
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However, both empathic implementation, and formative availability are two 

clusters, two important personality factors that describe the informal mentor, which argues 

for similarities in the personality structure of a military leader and mentor, creating the 

explicit framework for explicit manifestation of their activities. 

This why the teacher – the mentor model or the model of the military leader – the 

mentor has an intrinsic motivational incentive function in the personal and vocational self-

realization. 
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Abstract:  

The study aims to analyze the effects derived from the structure and function of the cognitive system under 

conditions of life and work at sea. Equally, we intend to make an inventory of errors that  frequently occur in  

the perception of a leader, on the assumption that any type of behavior aboard ships is governed by the 

perceived facts and not by  the objective ones.  
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1. Argument 
The shipping industry is as beautiful and romanticized in literature as it is 

dangerous, since it is very complex and has deep implications of different natures: 

economic, social, technological, political, etc. All these  require highly trained crew, both  

from the  professional and the  human point of view, able to be competitive in generating 

efficiency.  

      As far back as 1998, Porter defined  the naval domain, by synonimy with the 

marine or maritime domain, as ”a  geographic concentration of companies and institutions 

interconnected in a particular field. In their turn, they comprise industrial branches and 

sub-branches, as well as other important entities”. The author  highlights the importance of 

clusters as interconnected companies, private institutions, local governing, educational 

systems, all sharing  similar objectives. The naval field clusters prove their validity through 

a high-level  formation and training of maritime personnel, to ensure safety and efficiency 

of mission, and ship crew: ship sailors, shipbuilders, port workers and logistics staff. 

 The European Union, operationalising this concept, assigns its main sub-branches: 

port operation activity and related logistics services provided to ships and cargo, water 

transport (maritime and inland waterways), construction and repair of ships, offshore 

activities, and other related activities such as  tourism and leisure.    

  A study conducted by researchers from Cardiff University at the request of the UK 

Government set itself the objective of analyzing the compatibility between professional  

training and work experience of seafarers, on one hand, and existing vacancies, on the 

other hand,  depending on the density of maritime clusters. The research report showed that 

in 2012 there were 132,000 jobs in the inland sector, of which 12% (16,000) were jobs 

where employers prefer former sea-going personnel, and 6.5% (7000) were jobs for which 

maritime employers value experience in the maritime domain.          

 The research report exploit data on clusters in the maritime area of the European 

Union and their economic relevance in terms of value added and employment.  
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This review provides an overview of occupations in the shipping industry for 13 

sectors which correspond to the estimated 5 million jobs, of which 2.8 million jobs are 

allocated to coastal tourism.  

Figure1. and Tablel1. show the number and percentage of jobs for sub-branches of 

shipbuilding industry, for the member states of the European Union. (ECOTEC) 

 Figure 1.a - Added value (percent of GDP), € 186 600 million;  

              b - Total number of employees, 4.78 million people. European average of 

added value relative to the total number of employees € 39,000. 

 

 
 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 1.Total number of employees in the naval sectors (adapted from ECOTEC) 

 

 

Sector Job vacances occupation  % 

Coastal Tourism 2 800 000 56.74 

Fishing 420 000 8.51 

Maritime transport 303 000 6.14 

Naval equipment 287 000 5.82 

Maritime ports 284 000 5.76 

Recreational boating 253 000 5.13 

Military Navy 180 000 3.65 

Shipbuilding 153 000 3.10 

Maritime services 88 000 1.78 

Supply platforms 81 000 1.64 

Wind power 48 000 0.97 

Maritime working 20 000 0.41 

Port operation equipment 17 800 0.36 

 

Total 

 

4 934 800 
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In this socio-economic and geopolitical context, which is  a competitive and ever 

changing one, the extremely complex issue of  psychology of sea-going crews, the  impact 

of multiculturalism on the safety of commercial missions impose paradigms as: experience, 

expertise, skills, i.e. Effective Leadership. 

 

2. Shaping the image of the leader under conditions of life and work on 

board ships 
Research on leadership issues, as a ”universalia” of human behavior, have focused 

especially on the relationship leader – follower, as a social influence relationship, which 

gives us the opportunity to analyze this interaction in systemic, psychosocial, multivalent 

approach.  

In reference to this, the issue of leadership on board ships centers upon changes 

produced in crew behavior, at the psychological level, especially at the intellectual, attitude 

or behavioral-acting levels. 

From this perspective, some representative definitions may better clarify the issue:  

     - "A complex psychosocial phenomenon that involves the activity of individual 

or collective psyche, in such a manner, so as to obtain the desired positive, desired, 

favourable psychosocial effects." (Zlate, 2007).  

- "Leadership is a process and an ability. The leadership process is the use of non 

coercive influence to direct and coordinate activities of members of a group, organized to 

achieve the objectives of the group. As an ability, leadership consists of a set of qualities or 

characteristics of certain people who are perceived by employees as successful individuals 

using this influence. " (Hollander, cited. Zlate, 2007). 

- "Leadership is a process and an ability. The leadership process is the use of non 

coercive influence to direct and coordinate activities of members of a group, organized to 

achieve the objectives of the group. As an ability, leadership consists of a set of qualities or 

characteristics of certain people who are perceived by employees as successful individuals 

using this influence. " (Hollander, cited. Zlate, 2007). 

As a result of a critical analysis of models and definitions of leadership, J.Rost 

(1993) develops his own definition, which adds a number of explanations and arguments:  

- "Leadership is an influence relationship between leaders and their followers who 

intend to produce changes that reflect the development of mutual goals." (J.Rost, 1993). 

 the relationship leader - follower is based on a relational, multidirectional,  

and noncoercive relation. This implies that the relation involves multiple 

interactions or interactions of circular type, not only from the leader to the 

group, but also from the group to the leader, as well as among group 

members through willingly agreed actions. 

 leaders and their followers accomplish leadership together as a two-sided 

relation, while the activism of the subordinates is a power resource in 

achieving  best results in all activities on board. 

 the naval crew being an ad-hoc - built group goes through different stages in  

its formation, in terms of multiculturalism, relationships with the naval   

leader being all the time under the paradigm of intent, and of constructive 

and transformative change. 

 a common  vision of the mission to be accomplished is built; it is controlled 

by national and international procedures and conventions in the maritime 

domain. The common goals are part of wider objective, they are holistic and 

integrated, and they define mutuality. The objectives, on the other hand, are 

usually quite specific, and often more segmented, being given priority in 
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check- lists. "Leadership is more who we are than what we do, it means the 

organization's culture more than its efficiency, it is more about how the 

leaders and their followers are integrated into the community than as they 

satisfy their needs and achieve their desires individually or in groups." 

(Rost, 1993) 

The specific conditions of life and work at sea, the subordinate’s reporting to the  

leader, to the marine environment characteristics on both the technical specifics of the 

activities and the unusual aspects of human problems on board (multiculturalism, 

confessions, communication in English - other than their mother tongue, quick adjustment  

to a new psychosocial climate ...), acquires new meanings. 

The interpersonal perception is built by the perceived facts (and not by the objective 

ones), governing the conduct of the naval crew as a result of the structure and function of 

cognitive systems within specific contextual conditions. Cognitive systems are organized 

according to one’s personal equation; the perceptual selection is consistent with the goals, 

interests, and personal motivations. 

We bring here the question of each individual’s cognitive development, i.e. the 

complexity of their cognition that determines the use of criteria and dimensions which, 

usually, are different in terms of quantity and especially quality (access to tangible vs. 

access to concrete, increased mentalizing…), correlating with the accuracy of   

interpersonal perception and the formation of less dichotomic, and more detailed images. 

Thus, the determinants of cognitive organization are influenced, on the one hand, by the 

external stimuli characteristics (the personality of ship crew leader) and, on the other hand, 

by the factors of the person who perceives (momentary mental states, prior knowledge, set 

of attitudes...). Personal factors, tributary to the interests, the similarity of attitudes and 

values, or to motivations, can lower recognition thresholds to certain stimuli, in the 

absence of adequate psychological background.  

Subsequent to perceptual identification, the interpretation and meaning allow 

distortions that can lead to cognitive - emotional dissonance. In other words, if the facts 

perceived in connection with crew members or leader, are incongruous with its system of 

attitudes, values, interests, motives, a reinterpretation occurs to make everything 

compatible with prior knowledge. 

It is one reason to understand why it is necessary to have thorough knowledge about 

all the subordinates, who are expected to reach performance in their activity on board.  

Motivation plays an important role in the perception of the leader on board, with 

reference to the theory of reasoned perception, because this creates a  progress - oriented 

and selective perception, overestimating or, conversely, underestimating the leader 

according to his  importance in meeting the subordinates’ needs. Thus, a generalized 

phenomenon, an irradiation of personal values, supported by positive or negative emotional 

tones is established. If the leader-follower relationship is a positive preferential 

relationship, it will develop based on shared mutual values. Moreover, the explanatory 

model of cognitive balance expresses the tendency to perceive the system of representative 

values of the leader, coupled with a tendency to harmony and  psychological balance. One 

can concluded that the perception of the leader by subordinates is highly motivated. 

In the perception of the leader during international voyages we can recognize the 

implicit theory on personality, which has its origins in the empirical psychology, of the 

"common sense", at intrapersonal level; the subordinates will capitalize those dimensions 

of the leader’s personality according to the importance that they themselves value more.  

In this case, a set of circumstantial variables comes to the front: emotional 

experiences, irritability, fatigue, age, subordinates personality dimensions (sociability, and 

submissiveness, autonomy ...) 
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3. Errors in the way the leader on board ships is perceived 
A brief analysis of the aforementioned leads us to conclude that the perception of 

the leader by his followers is highly personalized, often occurring errors with consequences 

on performance and psychosocial environment on board.  

We intend to go over a few such errors, especially due to the particular conditions 

on board. 

The ship crew as a small group from a psychosocial perspective has a 

heterogeneous composition, as it is multinational, multi-confessional; in it the multicultural 

socialization involves assimilating, accommodating and integrating unusual elements from 

other cultures, since we know that communication can be done in the English language, 

which is other than their mother tongue. 

 In this particular context, prejudice and cognitive stereotype as part of the group’s 

organization can generate errors in the interpersonal perception. The approach of social 

psychology stereotype contain "stereotyped attitudes", which refer to the declarative 

content of a group’s organization, while the prejudice is the emotional engram attached to 

the stereotype. Prejudice, through its affective, cognitive and conative component, 

generates simplifying abstractions about reality perceived subjectively, building fixed 

representations about the leader or a particular socio-professional group within the domain 

of activity. 

Related to preconceptions, cognitive stereotypes are formed,  based on implicit 

personality theory, being governed by a tendency to over generalize, underestimating or 

over estimating certain personality attributes of the leader in terms of emotional 

detachment. Cognitive stereotype distorts the image of the leader, by overgeneralization, 

polarization of evaluation through dichotomizing, or through negative memory. 

  Another common type of error in the way the leader is perceived is  aimed at the 

fundamental attribution error, explained by social psychology in terms of causal attribution 

("locus of control", Rotter, 1966).  

In terms of risk and uncertainty existing on ships, the need to anticipate provides 

mental consonance, with the illusion of control, emphasizing the importance of the cause to 

the detriment of uncontrollable uncertainty. Subordinates will tend to overestimate the 

factors related to mood at the expense of context, or environment, when it comes to 

evaluate on the leader’s decisions. In other words, a leader of the internal type, who 

assumes responsibility, will be appreciated with sympathy, if he is successful, or if the 

failure consequences are not severe, while an external leader will attribute the failure to 

bad luck or environmental circumstances.  

In general, within sea-going work groups, each crew member needs to be integrated 

into that group, or to receive recognition; here, the self – protection error, or the ego-

defensive error, i.e. the tendency to apply over punitive measures, avoiding censure or 

social undesirability, which in the shipping industry can mean huge financial costs. 

In conclusion, in light of the above, the conclusion is that the quality of 

psychological importance of the human factor on board is of unmost importance; the need 

for constant training, self-awareness and personal optimization, psychosocial skills 

training, interpersonal relations and teamwork should always be in the attention of sea-

going personnel. 
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Abstract: 

The life cycle cost (LCC) concept consists of adding all the costs of activities ( stages ) that occur in 

the life cycle of a produc,from conception to abandonment or withdrawal (disposal) of the product by the 

manufacturer or beneficiary. 

Control costs can become or is a particular problem ( primary ) for those are responsible, here 

entering and military decision makers (when is talking about required products for national defense), 

especially when the allocated resources are limited (both annual budgetary resources, and those that may be 

intended, in their entirety, for a particular type of product) 

Cost analysis is not simply a matter of accounting, becomes a management problem that involves 

many factors responsible, we must concern us both costs that may arise in the future, and those who are 

somehow‚”unexpected”, especially in terms of military capabilities in which the benefit can not measure 

directly (eg income), 

 
Key words: Life Cycle; Life cycle cost;  Reliability; Availability; Maintenance and Maintainability. 

 

1.  Introduction  
The concept based on the cost of the product life cycle or in other words LCC is not 

the recent concept. It was developed in the 60s by DoD (MoD of USA) which was 

controlling the entire process of  life cycle of weapons, the total cost of the R&D, 

investment, O&S and, where applicable and disposal, ie as many stages that generate costs 

often independent among them and related to different laws of evolution. 

Need to apply LCC is given by the following aspects: 

 vision of the entire life cycle provides information about the costs which are  not 

visible in the annual periodization; 

 is impossible to compare a year of a new product with a product in the maturity 

stage, making  impossible to manage the products using traditional instruments; 

 LCC allows this entity or the manufacturer's compliance commitment, throughout 

the lifecycle, providing information about activities and resources; 

 help identify the average cost. 

 

2. Life cycle cost definitions 
Before define what life cycle cost is, we must define the life cycle term. 

In what follows, I will try to see what the life cycle is with the following two 

definitions. 
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"The life cycle includes the following phases: conceptualization, development of 

project ideas, study engineering, process planning, manufacturing, operation, maintenance 

(repair) and withdrawal "[1]. 

Life cycle is "consecutive and interlinked stages of a system-product, from raw 

material acquisition or generation of natural resources to post-use "[2]. 

With previous definitions we can now see and say what life cycle cost means. 

Life cycle cost (LCC) is the sum total of the direct, indirect, recurring, non-recurring, 

and other related costs incurred, or estimated to be incurred in the design, research and 

development (R&D), investment, operation, maintenance, and support of a product over its 

life cycle, i.e. its anticipated useful life span. It is the total cost of the R&D, investment, 

O&S and, where applicable, disposal phases of the life cycle. All relevant costs should be 

included regardless of funding source or management control.  [3]. 

Life cycle cost. The total cost to the tasking activity of acquisition and ownership of 

an item over its life cycle. 

As applicable, it includes the cost of development, acquisition, support, and, 

disposal. [4].  

Life cycle cost is the total cost of ownership of machinery and equipment, including 

its cost of acquisition, operation, maintenance, conversion, and/or decommission (SAE 

1999). 

 

3. Criteria used for military acquisitions and LCC in acquisition 

processes 
In NATO, military specialists conclude that life cycle stages should by divided, 

estimated, and analyzed separately. Through the AAP-48 Life Cycle Stages and Processes 

[5]  there has been adopted ISO 15288 System Engineering – System Life Cycle 

Process[6] for dividing the life cycle stages, as presented in Figure no 1 

 

 
 

Fig.1 Life cycle stages 

Studies of weapons systems and other procurements revealed that the acquisition 

costs were typically smaller than cost of ownership such as the cost of labor and materials 

requirea to operate and mantain the system. 

The goal to reduce life-cycle cost (LCC) through use of concurrent engineering 

duriug the systems acquisition phase. has the potential for generating large returns on 

DoD's and industries investments [7]. 

The techniques of LCC are used to assist the project managers and various levels of 

decision-makers in making the most cost-effective decisions based upon data, which has 

been collected and analyzed in a logical and coherent manner. The data from the LCC 

analysis is used for: 

 Long Term Defense Planning, 

 Comparison of Competing Projects, 

 Comparison of Logistic concepts, 

91



THE IMPORTANCE OF THE LIFE CYCLE COST IN THE 

MILITARY ACQUISITIONS 
 

 Decisions About Replacing Aging Equipment, 

 Selection Between Competing Contractors. 

 

 
Fig.2 Illustrative Program Life Cycle [8] 

In in Figure No 2 is better illustrated what has been presented in Figure No 1 in 

terms of overall costs in the various phases of the life cycle of a product 

Now we can see in general about how it spends for a product in different stages of 

his life from conception to retirement 

Cumulative overall life cycle cost of a product looks like in the following figure 

 

 
  

Fig.3 The life-cycle-cost (LCC) diagram [9] 

 

A series of studies by the Westinghouse Corporation showed the percentage of a 

product's life cycle cost (LCC) that could be affected by decisions made at various points 
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in the defense acquisition cycle. For example, by the time a new product's operational 

scenario has been defined, decisions affecting 20 percent of its LCC have been made. By 

the time a prototype design has been developed, 75 percent of the product's LCC have been 

decided. And, once a product goes into production, only about 10 percent of its LCC 

remains to be influenced.  

Usually the cost of operation, maintenance, and disposal costs exceed all other first 

costs many times over (supporting costs are often 2-20 times greater than the initial 

procurement costs). 

The greatest opportunities to reduce LCC usually occur during the early phases of 

the programme. It follows LCC is used as a decision and optimization criterion in the 

search of the best compromise between time, cost and performance. 

As it can see the maintenance system is one of the important stages in LCC (Life 

Cycle Cost) which can save a lot of financial resources simultaneous with increasing of 

military capabilities and, for this reason, the military leaders must be more concerned about 

it. The expected savings of money are justified. 

LCC may consider non-cost related factors, which may influence decision. These 

factors include political decisions based on socio-economic benefits; safety related 

decisions, which may preclude using certain cost-saving material procedures; and legal 

requirements imposed upon the use or maintenance of a system. 

However it would be these decisions, must keep in mind the cost of each phase of 

the life cycle, and to see costs per phases,  must see the composition of  phases and the 

costs of each of them 

In the following, I used LCC tree vision of two different authors , but large 

differences can  not be observed that there 

 

4. LCC – components ( Life cycle cost tree ) 

Fig.4 Common cost tree for the acquisition and disposal costs [10]  
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Fig.5 Common cost tree for the exploitation costs [10]  

 

Fig.6 Top Level Of LCC Tree [11] 
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Fig.7 Acquisition Cost Tree [11] 

 

Fig.8 Sustaining Cost Tree [11] 
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What I have presented above is given by two different approaches of different 

authors regarding the components of LCC and implicitly the costs on different parts of 

LCC tree 

Anyway I see that things (parts of LCC), and how I should consider the LCC tree 

(any authors have considered), it can be seen these costs relate to many parts and must 

optimize their costs (different branches of the tree), so after the expiration of the life cycle, 

after disposal, to have, if possible at the lowest possible cost 

 

5. The relations between fiability, availability, maintenance and 

maintainability and the importance of these for LCC 
Generally, the life of a product shows like in the following figure. 

 

 
 

Fig.9 Life cycle of a product generally  

 

This figure is called, „The Bathtub Curve” 

The bathtub curve is a probability curve. When we start out, we have a high risk of failure, 

this risk is known as infant mortality. The risk comes down very rapidly. For most of the life of 

any product, there is a low and constant failure rate. At the end of the product life, because, the 

probability of failure increases rapidly we have the wear out phase . 

In what follows I will analyze only the operation and maintenance, the part of 

figure number 7 (Acquisition Cost Tree - Operations & Maintenance) and part of figure 

number 8 (Sustaining Cost Tree – Support & Supply- Maintenance Costs), in agreement 

with the fact that I will refer only to the normal period of the life cycle of a product. 

Maintenance is defined as the set of all technical and organizational actions 

necessary to maintain or restore made a product (system) in a condition to fulfill the 

required function 

From the same frame are part the preventive actions, such as revisions work, 

adjustments, checks and repairs planned, executed in order to avoid future failures  
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Maintainability is a quality of systems and it refers to the period of actual operation, 

ie how operating and maintaining it in working order and is in close contact with 

reliability. 

Synthetic availability is the ability of a product (equipment, systems) to perform the 

function specified in the aspects of reliability, maintainability and  organization of 

maintenance actions at a time or in a specified time interval  

The main objectives of maintainability are: 

- Reduction of unavailability of the system by shortening the duration of 

maintenance; 

- Policy learning and choosing an optimum maintainability; 

- Reduce maintenance costs; 

- Increased reliability and security system to determine a proper maintainability and 

availability.  

The following figure presents the relationships between the various concepts used. 

 

 
 

Fig.10 The relations between fiability (reliability), availability, maintenance and 

maintainability 

 

In the previous figure, there are terms: MTBF –  mean time between failures; 

                                                              MTTR – mean time to repair. 

These terms are specific to the reliability, respectively to the maitainability the 

diagram of the previous figure is important because gives us a picture about of balance 

between the availability and cost, from the point of view of acceptance or not of the cost 

Should be aware that the whole life of a product should be managed, and for this 

requirement, the costs must be well thought 

A similar approach, but this time it refer to a particular product, is that of the 

following figure. 
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Fig.11 Optimal life-cycle cost of military equipment [12]  

I did not take into account the waiting logistics time and the waiting l 

administrative time 

If we want to reduce the costs of failure, implicitly the cost of availability it is 

necessary to reduce the probability of failure. For this reduction, the manufacturer can 

improving the structure, or the beneficiary must intensified the inspection and 

maintenance, which increases the investment costs and the maintenance costs. 

Whatever be the way chosen in the final the cost must be the lowest possible, with 

an exception that I will present further. 

So it is acceptable to increase the cost of maintenance and maintanability if with 

these increasing can be obtained an increase of safety for the people who exploits the 

product. It is a very important point of view, and here is required another discussion about 

how much to increase the safety and how much to increase costs in agreement with this 

gain in security. 
 

6. Conclusion   
The Maintenance System is a very important part in Life Cycle Cost and if this 

system is right managed it can save a resources annually or (not just financial resources).  

In the same time, we can increase the military capabilities reducing Life Cycle Cost 

and, for this reason, the military and the civilian leaders must concerned and also worried 

about it, especially when resources are limited 

The value of LCC concept and the fact that has been validated recommend using 

this concept in non - defense as well as defence industries. 

The principle is simple, it determine not only the acquisition cost but also the costs 

involving operating and maintaining the systenduring its lifetime before deciding to 

acquire or not the system 
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Abstract:  

The main risk factors for the economic security are: the development of subterranean economy; the 

persistence of economic, financial and social problems generated by the extension of transition and the delay 

of structural reforms; the accentuation of corruption phenomena and a lack administration of public 

resources; the inefficient reactions of states´ institutions in front of a stern economic criminality phenomena 

and the reactions of a perturbation of public order and security of the citizens. Foreign economic risk factors 

can be: blocking foreign credits; creation of insolvency; blocking access to sources of raw materials for 

making the national economy; blocking access to modern technologies; reduction of market access; economic 

globalization on a national fund unable to adapt; regionalization of tendentious; appropriate to adapt the 

economy (economic units, enterprises) to European requirements and market requirements; smuggling, illicit 

trafficking in goods, cross-border economic crimes. 

 

Key words: risk, security, globalization,economy, integration. 

 

1. Introduction  
Changes in the international security environment in the last two decades,  

 globalization and increasing interdependence of economies stronger  

countries of the world have led to the emergence of new threats to national security. 

Among multiple types of asymmetric threats, terrorist attacks, there is one  

method of attack with a strong impact on the economy of a country, compared to the  

resources used to plan and execute attacks. The economic impact of  

such terrorist attacks can be quite strong, especially on the short and  

medium environment, generating a series of direct and indirect costs. 

Transformational shifts in our economic, environmental, geopolitical, societal and 

technological systems offer unparalleled opportunities, but the interconnections among 

them also imply enhanced systemic risks. Stakeholders from across business, government 

and civil society face an evolving imperative in understanding and managing emerging 

global risks which, by definition, respect no national boundaries. 

 The 21st century began abruptly and violently, through a political earthquake of 

planetary-scale terrorist attacks of 11 September 2001 which focused on symbolic targets 

for the democratic world and killed almost instantly, thousands of innocent civilians. These 

events were followed quickly by other criminal actions, in many parts of the world, 

triggering a process of deep transformation of the security environment and resulting 

consequences which affect the long-term, in-depth, and the international community.

 According to these critics, scarcity of resources arises out of the relations of 

political economy with mechanisms of access, control, and struggle over resources. Indeed, 

some sociologists and political scientists believe the evidence shows that resource 

abundance has closer ties to environmentally-related violence than scarcity.  
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 Therefore, I consider inequitable access to resources and political oppression, 

rather than environmental scarcity, to be the primary driver of conflict. The reformists also 

worry about the association that arises between environmental security scholarship and the 

military security establishment. 

 

2. General Overview / General Principles 

 
2.1 Definition and types of risk 

In general, political scientists, analysts and theorists from different fields tend to 

offer the same terms: danger, risk, threat, vulnerability, and considered them synonymous. 

I don't always bother confusion, but there are cases-documents and official talks or 

nationalization-the inadequate use of these terms can give rise to erroneous perceptions of 

the parties. To avoid such pitfalls, I believe that the notion of threat ask an author who 

made it, having a goal and an objective. The action is targeted on a topic obviously 

determined. In conclusion, I try to define the concept of threat as a potential, expressed in 

words or gestures, which the author, purpose, goal and target defined. 

The danger is a distress event, a possible serious consequence. The risk is the 

possibility of having to face a danger. The vulnerability is the weak point, sensitivity of 

someone or something. 

The Oxford English Dictionary definition of risk is as follows: ‘a chance or 

possibility of danger, loss, injury or other adverse consequences’ and the definition of at 

risk is ‘exposed to danger’. In this context, risk is used to signify negative consequences. 

However, taking a risk can also result in a positive outcome. A third possibility is that risk 

is related to uncertainty of outcome. For the purposes of this discussion, risk is defined as 

“a condition in which there exists an exposure to adversity.”
1
  

In addition, there is an expectation of what the outcome should look like. 

Therefore, risk is defined here as follows: a condition in which there exists a possibility of 

deviation from a desired outcome that is expected or hoped for. Potential risks that might 

occur in the future are not excluded.  

         According to risk factors represent those elements, situations or conditions, either 

domestic or external, which might affect the security of the country, generating adverse 

effects or affecting the fundamental national interests. 

         Vulnerabilities are defined as states of things, processes or phenomena in the 

domestic life, which diminish the capability of response to existing or potential risks or 

favour their emergence or development. 

Risks can be classified according to the nature of the attributes of the risk, such as 

timescale for impact, and the nature of the impact and/or likely magnitude of the risk. They 

can also be classified according to the timescale of impact after the event occurs. The 

source of the risk can also be used as the basis of classification. In this case, a risk may be 

classified according to its origin, such as counterparty or credit risk. 

A further way of classifying risks is to consider the nature of the impact. Some 

risks can cause detriment to the finances of the organization, whereas others will have an 

impact on the activities or the infrastructure. Further, risks may have an impact on the 

reputation of the organization or on its status and the way it is perceived in the 

marketplace. 

                                                           
1 R. Gallati, “Risk management and capital adequacy” pg 3, McGraw-Hill Companies, 

2003 
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Individual organizations will decide on the risk classification system that suits them 

best, depending on the nature of the organization and its activities. Also, many risk 

management standards and frameworks suggest a specific risk classification system. If the 

organization adopts one of these standards, then it will tend to follow the classification 

system recommended. 

The risk classification system that is selected should be fully relevant to the 

organization concerned. There is no universal classification system that fulfils the 

requirements of all organizations. It is likely that each risk will need to be classified in 

several ways in order to clearly understand its potential impact.  

Risk may have positive or negative outcomes or may simply result in uncertainty. 

Therefore, risks may be considered to be related to an opportunity or a loss or the presence 

of uncertainty for an organization. Every risk has its own characteristics that require 

particular management or analysis. Risks can be divided into three categories: 

 hazard (or pure) risks;  

 control (or uncertainty) risks;  

 opportunity (or speculative) risks. 

There are certain risk events that can only result in negative outcomes. These risks 

are hazard risks or pure risks, and these may be thought of as operational or insurable 

risks. In general, organizations will have a tolerance of hazard risks and these needs to be 

managed within the levels of tolerance of the organization. A good example of a hazard 

risk faced by many organizations is that of theft.  

        Increasingly economic discrepancies, technological intensify discriminatory access to 

education, health and protection of the vital resources of life, to information and 

knowledge, causing serious social crisis. In conditions of globalization, economic and 

social crises are accompanied by identity crises, often generating violence. 
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Fig.1 Risk Reference Matrix
2
 

 

2.2 Definitions and risk factors to national security 

What do we mean by national security? What should we mean? United States, in 

their national security policy of the 1980s, construed national security in classic terms-the 

defense of national territory and welfare against external threats, especially threats of 

military or quasi-military attack. In the post-Cold War 1990s, the field of environmental 

security studies led the Department of Defense, the State Department, NATO, and others to 

redefine U.S. national security interests to embrace threats from environmental degradation 

and chaos in foreign lands leading to migration, disruption of economic activities, and the 

like. Under the influence of this thinking, the official U.S. national security strategy moved 

to preventive security by taking measures "to prevent the conditions for conflict and help to 

create the conditions for peace."
3
 

            Security analysis has clearly moved beyond the traditional focus on inter-state 

conflict and military defense. This shift is a step in the right direction, but this section will 

argue that we need a much broader view of security to truly appreciate both the security 

challenges confronting us and their connection to sustainable development. To begin 

                                                           
2 P. Hopkin, “Fundamentals of risk management”, The Institute of Risk Management, 2010 
3
 Sanford E. Gaines- Sustainable Development and National Security 2006 
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imagining a broader view of national security, we must consider the following two 

questions: (1) security for whom; and (2) security from what risks? 

           Security for whom? In the customary terms of the environmental security dialogue, 

the very term 'national security' implicitly answers that question by identifying the nation 

(or, in current parlance, the 'homeland') as the object to be secured. The term 'nation,' 

however, is at once an abstraction and a construct of a particular configuration of social 

organization that emerged only in recent centuries, so the question of security for whom 

remains relevant. 

          The security of individuals, however, is more than the disaggregation of the 

security of the nation. In the modern world one of the most important goals of national 

governments has become the provision of security for their citizens. The integration of 

economies and cultures that marks the world of the twenty-first century, along with the 

objective ecological integrity of the planet, makes obvious that any one nation's national 

security is considerably bound up with the security of other nations. 

         Finally, a full definition of security must include the notion of future opportunities 

and the ability to exercise national or personal choice to take advantage of such 

opportunities 

In terms of environmental security analysis, opportunity goes hand in hand with access to 

environmental resources. For example, in many respects international law already contains 

the idea of equal access for all nationsto the global commons, which some would argue is 

an "inalienable"right. 

         A broad conception of security, consistent with sustainable development would 

include an extension of a right of access and an equality of opportunity to all essential 

environmental resources and offer opportunities for personal and national development. 

Pursuit of this goal would simultaneously mitigate the social sources of environmental 

violence, which so frequently involve control of or restrictions on access to vital resources. 

         The System of National Security defines the assembly of means, regulations and 

institutions of the Romanian state that play a part in achieving, safeguarding, and asserting 

Romania’s fundamental interests. 

In my opinion, the most important of the challenges, tensions, dangers and even 

economic internal threats affecting the States are: destruction of national economic units; 

economic substance more or less disguised ethnic disputes; corruption; drug distribution 

networks; shadow economy; economic effects of actions and gangs of neighborhood 

networks; shortage of work places; the development of a true savings based inter alia on 

the prostitution networks; organised economic crime; money laundering. 

          In addition, we do not limit the range of risk to circumstances in the external 

environment. Many crises in the economy and the financial services industry happen 

because of problems within organizations.  

         The main risk factors for the economic security are: the development of subterranean 

economy; the persistence of economic, financial and social problems generated by the 

extension of transition and the delay of structural reforms; the accentuation of corruption 

phenomena and a lack administration of public resources; the inefficient reactions of 

states´ institutions in front of a stern economic criminality phenomena and the reactions of 

a perturbation of public order and security of the citizen; to mention the sources and causes 

of a punctual conflicts with effects about diminution or interruption of processes and 

economic activities; the violation of ecologic standards into the functioning of industrial 

objectives; the possibility to produce ecologic disasters, calamities and degradation 

processes of the environment; a lack trust level of citizens in states´ institutions as a result 

of indolence and extreme bureaucracy in administration system; maintaining at a low level 

the information infrastructure and postponing of its realization in accord with standards 
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enforce by the evolution of globalization; the emigration of specialists from different 

important fields, phenomenon which affects the development potential of whole society. 

          A complex economic and social phenomena and it is of the utmost importance and 

tax evasion with which they are faced, and unintended consequences of which seeks to 

limit them as much as possible and eradication will be virtually impossible.  

          Depending on the place of manifestation, the intensity, the methods used, in contrast 

to the economic and fiscal legislation, but also with moral and societal tolerance, fraud 

may take certain forms, such as tax evasion, smuggling, or speculative, specific 

interpretations of certain provisions laid down by law for the purpose of avoiding, or 

avoiding taxation.  

 

2. Economic risks and threats to national security and defense 
            Internally, Romania’s security status today is still characterized by quite enough 

vulnerabilities in almost all areas of the social and economic environment, as well as in the 

natural environment of the Romanian society’s existence. This situation is the direct result 

of the cumulative pressure, over time, of a number of multiple factors – political, 

economic, financial, social, cultural, military, and of different kinds – which have 

influenced the safe environment of the state and citizens, leading to the weakening of the  

moral, material standing, as well as that of spiritual values, on which the civilization of our 

national identity is based.  

          The enlargement of the spectrum of unconventional risks, the diversification of the 

types of crises and conflicts have been generating multiple challenges that require multi-

directional reactions, based on mobility, diversity, coherence and complementarity both 

domestically and internationally. 

       

2.1.   Internal and external risk factors 

        In a market economy state of affairs of the participants is one of risk and 

uncertainty, generated by the competition that ensures progress and national prosperity. 

With all its imperfections, the market is the most efficient mechanism to reliably get 

productivity, production, distribution and consumption. To achieve them, the actors 

eliminate inefficiency. In this way, the insecurity generated by the market games is fertile 

ground for a substantial package of economic threats. They can take different forms. 

However, most of these cannot be considered threats to national security. The severity of 

the threats of an economic nature and the time when they become disruptive factors of 

national security cannot be established in advance by the policy makers.  Political power is 

dependent on the economic status of the state and affects the relationships with other 

partners. The economic decline may be due to both internal causes such as managerial 

incompetence, and external causes such as the emergence of new economic powers rival. 

Historical records provide a endless list of powers on the rise or decline. The political and 

military implications, the relative economic growth of rival powers can be perceived as a 

threat to national security. 

             Another dimension of more recent concern is given by economic threats of internal 

stability in the conditions in which states seek economic strategies based on maximizing 

wealth through an expanded trade. These policies, in time, lead to high levels of 

dependence on trade, to support social structures created on the basis of general prosperity. 

Some countries specialize on the sale of raw materials and are dependent on this activity, 

others become industrial centers and depend on the supply of raw materials and sales 

markets. Threats may arise from a monopoly of resources, a situation that could affect 

national security.  
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           Internal economic risk factors  expected are: internal degradation, inefficient, 

drastic decrease in production or undermining of branches of the national economy; the 

proliferation of underground economy; injury to the strategically important sectors 

(defense industry); insecurity of property; devaluation of national currency; weakening 

banking system or of weakening; the growth of the public debt; excessive borrowing of 

long-term population (increasing over the actual power of consumer credit repayment from 

the population); people's distrust in the banking system; unrealistic and inappropriate 

economic policy circumstances and exigencies of the moment.  

            The most common dangers and economic threats to the rule of law refers to: 

disturbing  the national economy and increasing social insecurity; the massive migration of 

labor toward the countries of Western Europe, with all the consequences that flow from 

here; very large fluctuation of goods, persons and services; the proliferation of 

underground economy; economic and financial crime is high; social insecurity and 

uncertainty. 

          The gas crisis of 2008 due to disagreements with Russia and Ukraine had a strong 

impact on the whole of Europe and determined policy options and change the attitude of 

Ukraine's accession to NATO. We should not rule out the possibility of a split-off of 

Ukraine, divided by the heavily pro-Western vision of the West and the pro-Russian 

inhabitants of the eastern part of the country. The dispute related to the gas distribution 

network of Russia and Belarus, in June of 2010 demonstrates Russia's authority in his area 

of interest and revives supposed resources of regional powers with global pretensions. 

            Resource exhaustion to poor nations, in terms of maintaining high demographic 

growth rates and modest economic growth will cause large inflows, generating new 

sources of tension and conflict, the status of serious danger to stability and global peace. 

There is a direct link between democracy and economic and social development of a 

nation. There can be no democracy developed in a poor country.  

           The development can be found not only between North and South of Europe, 

between rich and poor countries. Such gaps have emerged even within the same state. The 

threats of an economic nature, which have become inadequate policies, risks can lead to 

conflicts not only of an economic nature.  Economic threats may be considered as an attack 

on the security conditions, in which the action is consciously directed to causing material 

losses, pressure on the various institutions and even substantial harm to health and 

longevity of the population of the target state. For example, Romania is, in equal measure, 

the potential target of all threats to the NATO and the EU, noting that they have a direct 

effect on those generated in the vicinity of the geostrategic and geopolitical.  

             Foreign economic risk factors can be: blocking foreign credits; creation of 

insolvency; blocking access to sources of raw materials for making the national economy; 

blocking access to modern technologies; reduction of market access; economic 

globalization on a national fund unable to adapt; regionalization of tendentious; appropriate 

to adapt the economy (economic units, enterprises) to European requirements and market 

requirements; smuggling, illicit trafficking in goods, cross-border economic crimes, s.o. 

              The main sources of these challenges, dangers, risks and threats of an economic 

nature lies in the impossibility of harmonising all the components of your domain, in the 

difficulty of networking components, domestic and international factors, the complex 

realities, with sudden desfăsurări and, therefore, different interests in the chaotic, but also 

the complexity of the sizing and resizing of some economic and social policies, realistic, 

concrete and effective long-term. 

              If we try to win the risks and threats of economic which affects national  security 

we need a strategy of political-economic offensive through the conclusion of treaties as 
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advantageous as part of alliances, which, at the same time ensuring a climate of proactive 

security. 

          From this perspective, as a result of research carried out, I consider the main threats 

that may endanger the fundamental values of democratic architecture of the Romanian 

State and its national interests, but also those arising from its membership of the European 

Community and NATO, are: regional conflicts, international terrorism, proliferation of 

weapons of mass destruction under the control of non-state entities, organized crime etc. 

          A coherent approach is needed, bringing together the energies of the society, to 

channel its resources towards building a high-performing economy, able to eliminate the 

situation of uncertainty and insecurity at the social level. Economic recovery should be 

strengthened through the creation of an attractive business environment and stable and 

proper connection to the major economic and financial flows, trade and technology. 

 

2.2. Considerations regarding the black sea area 

         As a dynamic vector of democratic security, economic stability and prosperity, 

Romania has a fundamental strategic interest in seeing the wider Black Sea area stable, 

democratic and prosperous, tightly connected to the European and Euro-Atlantic structures. 

Subordinated to this interest, the strategic goal of our country is to give an impetus to the 

European and Euro-Atlantic involvement in the region. In this environment, it is 

increasingly evident that the interests and goals of security of states cannot be achieved 

only through international cooperation and solidarity, which will manifest itself in all the 

problematic context-economically, socially, financially-of the world today.  

           The Black Sea region is a main transit area for energy resources and, at the same 

time, an important place of asymmetric risks and hotbed of conflict, impacting greatly on 

the Euro-Atlantic security. Far from being considered a mere buffer or peripheral area, the 

Black Sea Region is a connector of strategic importance, situated on the corridor linking 

the Euro-Atlantic community (as a security provider and energy consumer) with the 

Middle East area – the Caspian region – Central Asia (as an energy provider and security 

consumer). From the energy point of view, the Black Sea region is the main transit area 

and, to a great extent, a source of energy that is consumed in Europe, while the forecasts 

speak of a substantial increase in its importance in the following decades.  

               The Black Sea region is Europe’s richest and, probably, one of the densest parts 

in the world in terms of separatist conflicts, tense situations and disputes. The separatist 

conflicts in eastern Republic of Moldova, in the east and north of Georgia (Abkhazia and 

South Ossetia), in the west of Azerbaijan (Nagorno-Karabakh), in the south of the Russian 

Federation (Chechnya and other republics or autonomous regions in Northern Caucasus), 

and the new disputes over territory or borders between Russia and Ukraine, cause serious 

threats to the security of the region and run the danger that violent confrontations. 

            Maintaining a climate of instability in the sub-regional plan, with negative impact 

on the environment, the economic environment negatively Romania's ability to make 

decisions in a position to approach the economic and financial system characteristic of the 

democratic world.  

                The economic dimension will play a key role in the process of Black Sea 

cooperation. Romania will promote a pragmatic foreign and economic assistance policy 

using the tools provided by the bilateral and multilateral formats in order to take part in the 

economic projects that have a substantial impact on consolidating democracy, security and 

stability. The efforts will be mostly aimed at developing the energy and transport corridors 

able to link, from the economic and commercial point of view, the Black Sea region with 

the states of the Euro-Atlantic community and allow a better use of the potential offered by 
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the sea and river ports in the region, while also protecting the environment and restoring 

the multi-fold functionality of the Danube – Black Sea eco-system.  

          A goal will also be to develop programs to increase the national and regional 

capabilities to monitor and rapidly get involved in order to prevent and counter the security 

risks coming from the maritime area. Support will also be lent to the initiatives aiming to 

improve the regional capability, to respond to crises and spoil asymmetric threats, as well 

as the initiatives to improve the legal framework necessary to build confidence.   

          Crises and violence which were manifested in the vicinity of Romania led to the loss 

of some traditional markets and economic ties, have caused financial losses, have hindered 

the development and promotion of strategies for long-term development, which constituted 

a bulwark in encouraging foreign investors, stressing the internal difficulties. 

           Concluding I could say that Romania action to harmonize and render more efficient 

the institutional processes of cooperation under development, to prevent competition or 

hegemonic temptations and establish a new framework of dialogue and assistance in which 

all the interested democratic states and organizations should take part. In this sense, 

Romania is firmly acting to organize the Black Sea Forum for Dialogue and 

Cooperation – an initiative chiefly aimed at championing democracy and economic 

development, energy security, confidence building, consolidating stability, peace, and 

security. For this purpose, Romania will cooperate closely with the states neighboring the 

Black Sea – Bulgaria, Georgia, the Russian Federation, the Republic of Moldova, Turkey, 

and Ukraine, with the other states located in the close proximity, as well as with other 

member states of the Euro-Atlantic community. 

 

3. Conclusion  
Never in the modern history of humanity there were so many elements of 

uncertainty. Despite a lot of assumptions issued in recent years, few are able to offer 

prospects for what will happen in the long or medium term, and their assumptions to be 

truthful. Increasing values of the components of the new security equation it is apparent 

that we have entered an era of strategic insecurity. 

            The situation is even more complicated as the process of globalization is 

continuing, which means that no one may be considered outside of the game. What are the 

countries most threatened is not hard to guess, but nor the consolidated democracies or the 

great powers cannot be considered as shelter. From this perspective the new security 

threats oblige states members and partner countries of the North Atlantic Alliance to work 

together to defend common values of democracy, security and freedom. 

            The road we have ahead is not easy. To meet the challenges of the 21st century it 

takes political will and significant military and financial efforts on the part of all. 

Furthermore, it requires cooperation and solidarity on the part of all members of the euro-

Atlantic community to protect common values. What we have done in recent years is a 

success, which we propose to strengthen. The process by which Romania has passed that 

was neither easily nor without obstacles is part of an experience, with the value of "lessons 

learned" at the sub region in which we find ourselves and the Alliance as a whole area. 

            A realistic vision of our possibilities and resources forces us to concentrate our 

efforts on those priorities that will decisively influence Romania’s security condition. The 

participation of its citizens and organizations, of the whole society will be decisive for 

sustaining the possibilities of developing this strategy’s objectives. Security and prosperity 

are two objectives with a profound mutual determination and their pursuit requires 

commitment, responsibility and patriotism from every one.  

          Based on the experience accumulated and lessons learned it is necessary that we 

identify and eliminate the blockages, and implement immediately the solutions, which 

108



ECONOMIC RISKS TO NATIONAL SECURITY AND DEFENSE 
 

enable a real economic recovery. We need a coherent approach, which should unite the 

energies of the society, channel its resources to build a performing economy, capable of 

eliminating the feeling of uncertainty and insecurity at the social level. 
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Abstract: 

The latest security trends assumed that conventional warfare between nation-states has been abolished and 

that the military roles have changed. Consequently the strategic planners somehow disregarded the 

importance of national defense heavily relying on NATO support as collective defense. But the events unfold 

in Ukraine point to some realities namely: the power of countries shifts; the status quo is unstable, and that 

Russia has hegemonic ambitions. Having admitted that Romania faces military vulnerabilities there are a 

series of necessary changes and the options identified are: evaluation of the current defense strategy, revisit 

forces’ structure, military technology and forces training improvement. News is that there is a unanimous 

political engagement to increase the defense budget during the following years. With lessons learned from 

years with short funding on defense this money should be spent wisely after a thorough capability 

assessment. 

 
Key words: Romanian military, Ukrainian crises, reform, force training, capabilities improvement, defense 
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1. Introduction 
Once the Cold War ended, there has been an assumption that conventional warfare 

between reasonably developed nation-states had been abolished. Ever since the peer-to-

peer conflict seemed obsolete and it was expected that the new purpose of the military 

would be operations other than war such as peacekeeping, disaster relief or change of 

oppressive regimes, constabulary roles
1
 notwithstanding. Moreover after 9/11, asymmetric 

warfare was rediscovered and many states military start a fight against terrorism for a very 

long time. Under these new circumstances 

Romania, reintegrated
2
 militarily and 

economically, would engage in small scale 

conflicts arguably at her will, however not 

alone but in concert with its allies. 

Once the world presumably entered a 

new era in which what had been previously 

dreaded would now be rare or nonexistent, 

strategic planners assumed we need a different 

military than the one we had, and the evolving 

Romanian Defense Policy that followed this 

reasoning was rarely seen as inappropriate.  

There are two reasons in support of this 

development beside the economic crisis that in 
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fact emerged years later. The first reason is that military planners are always obsessed with 

the war they are fighting. It is only human to see the immediate task as a permanent task. It 

is well known that generals always fight the last war by using the strategies and tactics of 

the past to achieve victory in the present
3
.  And an amendment to this is that generals 

believe the war they are fighting is an enduring war, the culmination of their careers. In 

these conditions it is hard for them to imagine that they will conduct other wars any time 

soon. 

The second reason was that no nation or alliance was in a position to challenge 

NATO militarily, and Romania as part of it. After the Cold War ended, the Warsaw Pact 

dissolved and its counterpart remained in a singularly powerful position. The following 

conclusion of the political decision makers was there is no reason to waste money
4
 

maintaining the armed forces competitive, capable for defending the country. It was 

considered enough to limit the funding entirely for the forces goals assumed in accordance 

with NATO once this alliance assumed our defense. 

 

2. Reality or illusion 
But the events unfold in Ukraine point to some realities. One is that the power is 

deceptive and moreover, shifts. NATO is in a prevailing position, but in time, other 

countries will enhance their power, will form alliances or coalitions and eventually will 

confront it. “No matter how benign a leading power is – and NATO is not uniquely benign 

– other nations will fear it, resent it or want to discredit it for its behavior”
5
. The idea that 

other nation or coalition would not challenge NATO appeared plausible for the past 10 

years since we are partners, but the recent events point that nations can pursue interests that 

are opposed to NATO’s interest and more clearly, pose a peer-to-peer challenge. In this 

regard, it is worthwhile to take into consideration the Russians that have substantially 

increased their military capabilities lately and that their national strategy still pledges for 

hegemonic dominance. 

Another reality that draws attention is the volatility of the status quo. The divergent 

interests between dialogue partners, once looking for consensus and cooperation, can 

easily disband their relationship. Not so long time ago Russia was considered such a 

partner and with the notable exception of the anti-missiles system disagreement, the 

cooperation existed and was considered constructive. Now, unfortunately, the cooperation 

mechanisms with this country such as NATO – Russia Council and BLACKSEAFOR, are 

suspended and it is not foreseeable that they will ever be the same.  

Not the least, this explosive situation will cause each country, especially those 

situated at the NATO eastern frontier, to reconsider their military strategy and capabilities. 

In the case of most European countries defense allocation budgets were continuously 

decreased for the last years and because of the scarce resources the military capabilities 

were diminishing. Under the constraints of the economic crisis the military was obviously 

not a priority. But if we are to use less defense, that would only mean an increased 

exposure to the risks and vulnerabilities characteristic of the contemporary insecure world. 

Ukraine situation reminds to all that peer-to-peer conflict is not inconceivable, and that a 

strategy and defense policy built on the assumptions has little basis in reality. It is more 

plausible now that future crises might well lead to conventional war, nuclear weapons 

notwithstanding. 
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3. Challenges ahead 
Romania has to learn a lesson from the Ukrainian affair and consequently act 

promptly. There are a series of military necessary changes and the options available are: 

(re)assessment of the current defense policy, revisit forces’ structure, military technology 

and forces training improvement
6
. They must be undertaken in the framework of active 

engagement and modern defense, the current NATO Strategic Concept adopted at the 

Lisbon Summit in 2010, which presents three essential core tasks for its members - 

collective defense, crisis management and collective security
7
. 

Looking upon the first option a good reference is the 2013 Defense White Paper
8
, 

the latest analysis of the armed forces status. This document is a milestone for the 

Romanian Government in the endeavor for developing a coherent Defense Policy.  The 

document integrates in a wholly vision the missions, courses of action, and the resources at 

the MoD level presenting the current status and the perspectives for the Romanian Armed 

Forces. In examining this project the Romanian Parliament Defense Committees noted that 

the armed forces are confronting a series of vulnerabilities that can substantially affect 

their capabilities. It was incriminated the legislation that governs military domain as being 

incoherent and improper for its future development
9
. 

Other major documents that entangle the national defense policy are: Military 

Strategy (2000), Armed Forces Transformation Strategy (2007), the National Defense 

Strategy (2008) and the MoD Strategic Plan 2010-2013 (2009). Although institutions are 

reluctant to review fundamental documents, in the wake of events unfolded in Ukraine, the 

extended economical crises and not the least NATO’s new strategic concept (2010), these 

documents and not only, need to be reappraised.  

The military organization has the mission to put in practice the political guidance in 

terms of defense planning but with a legislation assessed as incoherent it is hard to believe 

that resulted products would be better. The Defense Planning is a complex activity with a 

great responsibility and the impact over the Armed Forces is significant
10

. It must reflect in 

a greater extent an agreement between the political forces and as a result it should be 

mandatory for any Government. Once agreed upon it should be followed and minorly 

adjusted in a time horizon of 10 to 15 years. 

The second option is the (re)evaluation of the force structure. Arguably the era of 

massive armies is over and in the light of the modern warfare, lesser, better trained and 

equipped forces are best. It is best to have new capabilities, different from the soviet 

heritage, well trained, and visible especially abroad during exercises, than to have a great 

deal of forces, with outdated equipment, unable to cope the new battle field requirements. 

The current force structure needs a review to meet the challenges related to the new 

security environment. Romania’s NATO membership requires a continuous process of 

assimilation and adaptation to the trends of this organization
11

. To achieve structural 

interoperability an important source is the use of the available information regarding the 

similar structures in the armed forces of the other NATO member states as well as by 

creatively capitalizing on own military tradition. Further, such analysis would allow for 

identifying capabilities improvement and facilitates setting targets for co-operative use of 

forces in the framework of the ongoing defense initiatives
12

. 

Another requisite change is about military technology improvement. The 

objective of this option is the transformation into a better equipped army capable of 

fulfilling national goals concurrently with NATO’s interoperability requirements. The 

present over-reliance on obsolete military technology is misleading. This added to the rigid 
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force structure creates an illusory sense of security that until now kept our awareness 

dormant. 

Most of the NATO’s countries have dramatically reduced their defense 

expenditures in the latest years. NATO’s expectation is that every nation has to spend at 

least 2% of their GDP on defense; however most of the members are spending less than 

that. Romania has reduced its defense budgets from 1.84% (2006) to 1.26% of GDP in 

2012 and slightly increased them to 1.38% in 2013
13

. The apparently already taken 

decision
14

 to increase the defense budget in 2014 is promising. This could be like a breath 

of fresh air for Romanian defense industry, once very much appreciated but ignored and 

dismantled after years of short funding. Money spent for developing and producing all sort 

of military technology would be invested in the same economy and would have a 

multiplying effect.  

Ranges of new technologies, from electronically and mechanically enhanced 

infantryman to state of the art destroyers and fighter aircrafts, are available. In order to 

have access to such capabilities it is important to increase defense budgets but is not 

enough. Money should be spent wisely on target capabilities
15

 apportioned through NATO 

Defense Planning Process – NDPP. As part of the defense initiatives Romanian Armed 

Forces should improve their military technology that brings value to NATO.  

Force training enhancement is also important. The military has always recognized 

the importance of training in accomplishing its missions and training is often seen as 

decisive in combat. Considerable attention is therefore needed to both collective and 

individual training. 

Spending two thirds of defense budget covering the personnel expenses, as the 

execution was during the latest years, only permits bits and pieces for training and 

exercises. With short funding, year after year, the major exercises shrank interfering forces 

instruction. 

Money is not enough and will never be. Yet it exists to some extent and it is 

important to be spent wisely. The best thing that could happen is the recent initiative for 

repositioning of some NATO forces to the Eastern Alliance’s border
16

. The presumed 

result of this action will be more opportunities for multinational training very much an 

incentive for achieving the interoperability goals. There are already allied military forces 

deployed in Romania
17

, and consequently a multitude of exercises in what naval, air and 

land forces trained lately.  

 

4. Conclusion 
The mindset that peer-to-peer conflict has been abolished and that small units’ 

engagements in operations other than war are the new features of warfare prevent the 

political decision makers to consider necessary maintaining armed forces competitive. 

Following a NATO general trend of cutting defense expenditures, in the wake of the 

Ukrainian affair, Romania, facing admitted military vulnerabilities, has to undergo a series 

of actions to address them. 

The military necessary changes presented are neither exhaustive nor in a priority 

order; however they are food for thought regarding challenges ahead if we choose to 

improve the situation. To perform any kind of organizational changes or improvements it 

involves costs and the good news is that for the moment there is a unanimous political 

engagement to increase the defense budget. Nevertheless the new amount won’t be 

sufficient and for this money to come in handy requires a thorough capability assessment 

so that the desired end states would be judiciously prioritized. 
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Abstract: Performance in Defense Resources Management is a condition of the harmonization of the 

politico-military requirements and the results of defense resource allocation in the current international 

political environment, as well as a consequence of the new geo-economic realities caused by relentless 

geopolitical changes. In this context, performance management tends to be a sine-qua-non condition for the 

existence and success of defense resources management. As such, the specific activities of optimum 

allocation of resources get, more and more, the configuration and composition of the specific activities to 

achieve systematic performance. Thus, performance management and defense resources management 

establish commonalities, logical and binding, even defining, links, up to, in some cases, confusion or 

assimilation. 
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Introduction 
A fundamental function of the organization management, planning is explaining the 

functioning of the systems composing the entity. Moreover, this creates mutual causation 

between the organization's objectives and the resources specific to the work processes that 

take place inside. 

Defense planning makes no special note. Its development in the last 15 years in 

Romania highlights the exponential growth of the degree of realism and involvement of the 

political-military decision makers in this matter, through the construction of flexible targets 

and prioritization closely related to the actual level of availability of resources for defense. 

This translates into a good and lasting planning, exclusively oriented towards efficiency 

and effectiveness, in a word, performance. 

This paper aims to identify the connections and interdependencies between 

performance management and defence resource management, allowing the establishment 

of a two way relationship between them that leads to a holistic, easy, smooth and consistent 

interaction. 

 

Defense resource management and performance management in a 

two way relationship 
 

The only constant of the contemporary world is the change in many fields: political, 

social, geopolitical, geo-economic, economic, cultural, military, etc. In our opinion, 

perhaps the most difficult would be the economic field. The instability and its evolution set 

the tone for the changes in the life of humanity, with the highest coercive force and the 

greatest impact on the realities of the present, in comparison with all others. Most countries 
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are trying hard to cope with the pressures and challenges of the XXI century. With 

economic changes, defense is involved in an almost continuous process of review of its 

missions and priorities. 

In this environment, resource management plays a special role in the development 

of defense and, further, in the life of nations, resources and performance management 

principles are applicable at all hierarchical levels in the way ensuring success. The 

American specialist Herman Aguinis stated that: “The strategies are created with the 

participation of managers at all levels. The higher the level of involvement, the more likely 

it is that managers will see the resulting strategies favorably. Once organizational 

strategies are defined, senior management proceeds to meet with department or unit 

managers, who in return solicit input from all people within their units to create unit-level 

mission and vision statements, goals and strategies."
 1

 Consequently, resource management 

techniques and procedures, applied correctly and on time, properly and at all hierarchical 

levels, generate positive results at any level of systems complexity, their absence 

permanently leading to the emergence of problems, which ultimately translate into high 

costs. 

Defense resources management is, par excellence, an integrative function of the 

military organization, covering all aspects of the organization and ultimately affects the 

organization's relations with the external environment. As such, there are situations where 

the organization is forced to change to adapt to the external environment, while in other 

situations resource management is to be adapted to the organization. So "the organization 

needs to adapt constantly if they are to achieve sustained success. An organization’s 

performance management processes are the principal mechanism for assessing the impact 

of change and tuning the business in order to survive and prosper.”
2
 

Invariably, the leadership of any organization seeks to adopt the best ways (in terms 

of human, financial, informational and logistical resources) to achieve their goals, that is 

maximum efficiency and effectiveness under the conditions of limited resources. In other 

words, leadership is constantly seeking performance. From this perspective, efficiency and 

effectiveness, the expected final results of performance management, can be found in the 

same form, in defense resource management. This is a crucial convergence of the two 

types of management. 

It is well known that the management of public institutions is a challenge in the 

current socio-economic conditions where budgets are limited, and the requirement to 

streamline the activities in this area is becoming more acute. The military sector is perhaps 

the most affected, and defense resources management should focus on the application of 

principles and methods used in performance management. Essentially, defense resource 

management is totally different from all other similar activities conducted in other public 

sector organizations, and the private sector. It involves complex and specific activities, 

using long term use equipment with high production and procurement times, requiring 

specialized personnel and relatively long stability in positions. For this large financial 

implications are necessary, in order to ensure an optimal capability / cost ratio, at which 

time performance management models find their application starting with establishing 

optimal goals, flexible, that would best meet the political requirements and continuing with 

the forecast of realistic results and tracking their completion. Therefore, „the resources 

allocation decisions that shape a program budget rely on estimates of future costs and 

performance. Because even the best estimates embody risks that actual costs will be higher 

                                                 
1
 Aguinis, Herman, Performance Management, Pearson Prentice Hall, New Jersey, USA, 2007, p.50. 

2
 Axson, A.J. David,  Best practices in Planning and Performance Management,  from data to decisions, 

second edition, John Wiley & Sons Inc., New Jersey, USA, 2007, p.23. 
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than projected or performance lower, the program budget requires annual adjustment to 

reconcile it with reality.”
3
 

In essence, the identification and application of advanced methods for processing 

policy objectives in public policy is very important, and the transformation should be 

situated above what was initially considered optimum. Thus, performance management in 

defense resources management ensures the compatibility between construction objectives 

and available resources, by creating planning and programming in a unified conception. It 

provides, therefore, the activities to achieve the objectives set through effective 

management, the integrated system of human, material, informational and financial 

resources allocated. 

Simultaneously, there is an increase in the level of involvement and responsibility 

of specialized staff at all levels, in order to meet the programs established by the politico-

military decision makers to optimize use of available resources. In this way, it facilitates 

civilian control over the process of allocation and use of defense resources available to the 

military. Transparency of objectives and mandatory consensus in the approval processes of 

programs, and then of the budget, are mechanisms leading to the strengthening of civilian 

control and accountability in the allocation and use of defense resources. The results will 

invariably show a clear understanding of the final cost of national security in the military 

area, as well as how to achieve military objectives planned, leaving them in achieving 

military capabilities. In other words, it performs the correlation between process inputs 

defense resource management - human resources, informational, logistical and financial - 

with outputs process embodied in military capabilities, ie process efficiency. Moreover, the 

performance management process facilitates defense resource management specific 

alternatives to obtain the same cost assessment capabilities, with possible implications in 

the medium and long arising from the use of resources under various programs, in a word, 

the efficiency of defense resource management. 

In summary, we consider that performance management of defense resources is 

directly proportional to the institution's ability to attract the best resources and use them 

more efficiently and effectively in order to achieve the projected results. Thus, the 

performance of the military, in terms of resource management involves activities which, 

undoubtedly, are taken from performance management, with the same connotations and 

effects. As such, defense resource management needs performance indicators and, 

therefore, it starts with the identification and construction of indicators based on objective / 

policy requirement in the matter. The process of achieving these indicators is continuously 

monitored throughout its deployment, ensuring thus prompt intervention on activities for 

necessary corrections, and in the final process, the fulfillment of indicators is evaluated and 

the basis for the feedback required for the reinitiating of the resource management process 

are determined. We emphasize that the performance indicators of the institution includes 

indicators set for all the components of the military organization, and the systems and 

processes subsequent to the whole process of resource management. 

In direct relation to the above, we think that for a correct quantification of 

performance indicators, it is necessary to identify and adopt or build a cohesive 

measurement tool, which should be based on three defining components: defining accurate 

measuring element, establish a clear measurement system and regulating the use of the 

measurement system. Using a distinct performance measurement tool helps to correct the 

substantiation of decisions on the optimal allocation of resources, especially in the military 

sector. Thus, “measurement is the key driver of improvement activity and this will entail 

                                                 
3
 Vance C., GORDON, Wade P. HINKLE, Best Practices in Defense Resource Management, Document D-

4137, Institute for Defense Analyses, January 2011, USA,  p.V, în http://www.researchgate.net/publication, 

accesat în octombrie 2014. 
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the measurement being feed back to those with the authority to make changes and those 

undertaking the activity being measured.”
4
." In this way, performance management 

provides the necessary tool for defense resource management, useful for determining the 

costs of each activity, and providing the most accurate measurement of the performance 

achieved, the development of an own standards system and ultimately a more accurate 

comparison of the results obtained with the costs during the course of the process, ie 

determining process efficiency. Moreover, in addition to specifying the costs of all the 

specific activities of defense resource management, priorities are specified in its 

development, and the required medium and long term plans and budgets are prepared. All 

these are based on clearly defined objectives, and quantifiable and measurable results, 

determining thus the levels of efficiency and effectiveness of activities and the whole 

process as a whole. 

Following the above, we conclude by highlighting that Performance Management is 

achieved through creating simple relationships between the elements they manage, and 

thus provide the theoretical framework the Defense Resources Management needs to 

successfully fulfill its goals. In this way, top political and military decision, which 

underpins Defense Resource Management, is the basis for the effects materialized in 

national security, national policy priority, in which the allocation of defense resources 

which plays a key role. The result of this is the optimal and timely insurance of the 

resources available to the state, essentially, the efficiency of resource allocation. As such, 

obtaining the latter requires identifying and implementing the appropriate strategies of 

performance management. 

Therefore, the connection that exists between the two types of management, 

is not only obvious, but makes us consider the existence of a causal link between them, the 

application of performance management in defense resources management may be seen as 

the effect of the political-military requirement and the cause of performance in allocation 

of available resources. 

 

Conclusions 
Finally, our scientific approach emphasizes, once again, the close link between 

Performance Management and Defense Resource Management, and even their sequential 

merge. Performance in resource allocation has a strong impact on the military organization 

in all its aspects. Therefore, its proper management leads to reduce waste and the 

considerable improvement of the efficiency of organizational processes. Thus, there is an 

urgent need to use creative approaches on performance of all types of resources, in order to 

reduce costs, while maintaining high standards of efficiency and effectiveness of specific 

processes. 

Therefore, the reason of "being" of Defense Resources Management is 

performance, and its proper management must become the first priority in all matters for 

defense policy makers, both political and military, in order to create and maintain a slim, 

powerful and effective defense sector. 

 

* * * 

This work was possible with the financial support of the Sectoral Operational 

Programme for Human Resources Development 2007-2013, co-financed by the European 

Social Fund, under the project number POSDRU/159/1.5/S/138822 with the title 

“Transnational network of integrated management of intelligent doctoral and 

                                                 
4
 Jackson, Sylvie, Performance management and the Balanced Scorecard, în Managing Defence in a 

Democracy, edited by Laura R. Cleary and Teri McConville, Routledge, New York, USA, 2006, p. 222. 
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Abstract:  

The impact of financial resources plan for acquisition programs needs to be assessed in the medium term and 

even longer because it may be that some equipment needed for getting one capability to have an acquisition 

cost less but their operation throughout the life cycle imposes high costs. These costs gathered with the cost 

of acquisition can exceed the costs during the life cycle of other equipment (wherewith they get the same 

capability) that initially purchase at a higher price but on the same lifetime operating costs were much lower. 

  
Key words: life cycle cost, equipment, estimation, process 

 

1. Introduction 
In the current economic context a thorough analysis of the actual needs and the 

economic implications is necessary in order to meet these requirements. This will allow the 

programming of the financial resources made available in order to be able to purchase and 

operate the capabilities that you can afford. 

Military capability is built on the basis of two fundamental elements: the people and 

equipment needed. In conclusion the military capabilities are inextricably linked to 

essential equipment, which are purchased within the procurement management system for 

defense. Such equipment must be effective, deployable, and able to work in an operational 

environment, reliable, interoperable, maintainable and bearable. 

Before deciding on the purchase of a piece of equipment is required to be rated its 

impact in financial resources plan. This impact shall be determined by estimating the cost 

of equipment life cycle. 

The impact of financial resources plan for acquisition programs needed to be 

assessed in the medium term and even longer because it may be that some equipment 

needed for getting one capability to have an acquisition cost less but their operation 

throughout the life cycle imposes high costs. These costs gathered with the cost of 

acquisition can exceed the costs during the life cycle of other equipment (wherewith they 

get the same capability) that initially purchase at a higher price but on the same lifetime 

operating costs were much lower. 

  

2. The need for cost estimation of equipment life cycle 
Costs of equipment life cycle are determined by the costs associated with the 

acquisition, operating or removal from service of military equipment. These costs with 

integrated logistical support, is an essential component of the concept of NATO systems 

life cycle management. 
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Through the systems life cycle management aims to optimize the capabilities of 

defense considering the performance, cost, quality, operational environment, integrated 

logistic support and physical wear during whole life cycle. 

ILS is the technical and management process through which the needs for financial 

and logistic support of a system are identified throughout its lifecycle, and integrated in the 

content acquisition program. 
The main aim of ILS is to obtain the necessary availability of the system, with a 

minimal cost per life cycle. 
The LCC consists of all direct costs plus indirect costs associated with variable 

stages of life cycle of a system. 
LCC includes exclusively the costs of introducing a new capability and is used as a 

minimum standard for the analysis of alternatives within the acquisition programs.  

In the initial phases of the procurement programs, LCC values are estimated. They 

can be determined exactly only after these costs have been actually recorded as a result of 

development and evaluation activities which correspond to them. This situation is 

characteristic of advanced phases of the programs, in which the activities, especially  of 

operating and support, have a repetitive character, which allows accurate recording of costs 

between two successive phases of the same activities. 

For planning the necessary funds to support the activities, LCC values has to be 

known since the early stages of the programs. Because this, costs are estimated and are not 

known effectively. 

We can meet two intentions to use the estimated LCC value:  

-          as a tool to assist decision in evaluating the feasibility and affordability of a 

program of acquisition; 

-          as a support tool and reference for budgetary planning process. 

As you can see the second intention is for equipments which are already in the 

operating phase. 

In the following we will focus only on the use of estimated LCC value as an 

instrument for deciding whether or not to purchase a product. Analysis of alternatives is 

conducted with total LCC Estimates and the risks associated with potential suppliers. 

To analyze the influences that you may have it is necessary to know the module for 

determining the estimated LCC value or rather components of which it is composed. Only 

in this way we will be able to know in what direction to act in order to improve the 

spending of allocated funds. 

The acquisition of military equipment comprises three phases: the study and 

selection of the concept, technological development, the production, installation and 

support. 

Estimated LCC value corresponding to the first phase is characterized by a greater 

uncertainty, given the fact that in this phase are not known accurately all the costs 

associated with the production and operating military equipment. While the project 

progresses, this estimated is closer to the real value. The LCC is the basic element that can 

assess whether the program is feasible of financially point of view (amount required for all 

programs in funding at some point is less than the amount approved with this destination in 

the budget).  

 

 3. The process of estimating the LCC 
For estimating the LCC is adopting a sequential procedure that takes into account 

the succession in time of the acquisition program phases. Summing these partial estimated 

leads to the final result. 
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For each alternative identified to the implementation of the program should be an 

estimated LCC to allow a global analysis of the cost/efficiency in order to identify and 

adopt optimal version. 

Estimated accuracy for all variants of realization of the program must be 

equal/similar to facilitate a comparison as good between them.  

Definition of cost elements taken into consideration for determining the LCC when 

you analyze a acquisition program is done using a structure divided of the costs (CBS). 

CBS is a cost-sharing structure according to established criteria which may be 

particularized according to specific elements of the program. 

             

4. Detailing the cost breakdown structure  
CBS breaks down a program till the levels of detail on obtaining a useful tool for 

controlling management process. 

By breaking down the program in smaller items are facilitated planning and 

programming of activities and the allocation of resources for its fulfillment. 

 

 
 

Fig. 1 CBS structure for estimate LCC 
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-    the activities required to be undertaken for developing and operating 

system/equipment in the various phases of the program; 

-    resources that support the implementation of one or more activities; 

-   phases of the program. 

Specialist’s recommendations are for the CBS structured depending on the 

subsystems products/equipment. This variant was found in course of time the most viable 

and easier to use.  

In this way CBS can represent as an organizational chart and include on lateral 

branches, activities and resources in a hierarchical order, as shown in the figure above. 

For CBS standardization, in order to facility comparison between estimated LCC 

values obtained for the same type of equipment or for similar equipment, in NATO was 

adopted the standardization name of activities and resources which appears  in CBS. 

In order to estimate the LCC, if it is necessary, we can divide CBS for activities 

and/or resources as in fig. below. 

Example: Removal from service 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. Detailing activities of CBS [2] 

 

5. Basic rules and working assumptions 
In the initial stages of programs the estimated LCC are based on limited 

information. Also technical, management and government policy changes affect cost. To 

compensate, in these situations, the lack of essential information for assessment process, it 

is necessary to formulate both a series of rules that make the connection between the 

information available as well as a number of working hypotheses that offers basic 

prerequisites for building estimated LCC.  

   Global sets of rules and working hypotheses of various programs, may have certain 
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-          The timetable for implementation of the program; 

-          Factors which limit production process. For example: the unstable flow of 
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-          Phase/phase of the program and the timetable for implementation; 
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-          The customer material in case of modernization. 

In the field of program schedule, compliance/overcoming/advancing  has a special 

importance on the final value of estimated LCC value. 

If the management structure of the program imposes cost limits, rules and 

assumptions of work must take them into consideration, being reflected them properly in 

the process of obtaining estimate. 
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For programs that are running at the same time, the basic rules and assumptions of 

work must take into account the same basic economic indicators, since macroeconomic 

context for each programs  is the same. 

Particular basic rules and assumptions of work for each program refer to: 

-          Life cycle stages and operating conception/operational profile; 

-          The conception of carrying out maintenance; 

-          Acquisition strategy; 

-          Industrial base capacity; 

-          Except for the prototype, serial production and spare parts; 

-          Operating and infrastructure support needed; 

-          The availability of the necessary technology. 

 

6. Collecting and processing of data bases 
The main types of data used within the process of estimating the LCC is the data 

about the cost; the program activities and the technical data. The requirement for future 

increments depends, also, on feedback from users and technology maturation. 

Data on costs are usually data on labor costs, materials, various investments and 

profit margins of the different activities. 

Data about program activities influence total costs and may include data from the 

beginning and end of the activities, the delivery dates of components/assemblies important, 

data integration and assembly of important parts of the equipment, amending operational 

profile data,   test and evaluation data. 

Technical data which are needed for an estimated LCC refers to the physical characteristics 

and performance parameters. 

 

7. Ways of estimating the LCC 
Estimated LCC delivers to decider is provided, in essence, a numerical value that is 

framed in a sea of possible values. It is characterized by a certain probability of realization. 

The range of variation of estimated LCC is obtained as a result of taking into 

account the effects of the uncertainties and risks. 

In order to achieve a more exactly estimated LCC, it is calculated for each 

component element of CBS.  

The process of estimating the LCC can use three main methods: estimation by 

analogy, the parametric estimation and estimation based on data design. 

Choice of the method of estimation is done depending on the stage of the life cycle 

in which the program is. 

The estimation by analogy, using the known costs of another program, which shall 

be adjusted to take into account the differences compared to the current program. It applies 

for the initial stages of the program when fewer data are available. Rough estimate of the 

LCC  are obtained, but,  the first interest is to know the size order of estimated value. This 

estimate should be developed at the end of the Program Definition Phase, when there 

should be sufficient architecture and engineering completed to support it. 

The parametric estimation is done by expressing costs according to a set of 

technical, operational or cost parameters. The estimation is done by means of a statistical 

relationship. Apply to estimates of funding lines for building budgets. You can also apply 

for realizing optimization of performance/cost ratio or for prioritizing objectives. 

Estimates based on data design build estimated LCC starting from the CBS 

elements. After estimating the cost of each element of the CBS, these costs add up to 

getting estimated LCC. Apply for estimating production or preparation of the negotiations 

for the acquisition. 
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8. Completion of the estimate of life cycle cost 
To get an estimate of quality, it is necessary that this address to all phases of the 

program and any element of the CBS is not omitted, or, to be taken into account more than 

once (duplicate). Also the rules and working assumptions must be justified and explained. 

Regarding these costs should not be undervalued or overstated. Estimate product 

must also be credible in the sense that it provides cost values in accord with historical data 

and market evolution tendencies of the same range. 

Presenting the results of the process of estimating the LCC  to management 

structure of the program, provides the tools for a decision on the identified development 

opportunities/desired product purchase. 

The results of the process of estimating the LCC should be updated throughout the 

life cycle and a LCC Estimate will be completed to validate the budget in subsequent 

phases of the life cycle. Also, the results are used to create and update the documents 

necessary for carrying out the program of acquisition. 

Among these are: the document with the needs of the mission; the study of the 

concept; operational requirements document; the acquisition program; acquisition strategy 

or plan providing ILS. 

 

9. Conclusion 
The generally objective for acquisition is to balance needs and available capability 

with resources, and to put capability into the hands of the user quickly regulatory and 

statutory requirements. This objective is carried using the most important “tool” which is 

life cycle cost estimate. 
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Abstract 

Military Cohesion or more commonly referred to as Unit Cohesion or Regimentation in few 

countries is defined as "the bonding together of soldiers in such a way as to sustain their will and 

commitment to each other, the unit, and mission accomplishment, despite combat or mission stress"1. 

The cohesion can be broadly classified as Task Cohesion and Social Cohesion, but it is the fine blend of these 

two, which makes the Military Cohesion. It serves as a force multiplier and plays an important role in building 

sense of sacrifice in the unit personnel, which is a vital intangible factor for success in a conflict / combat.     

 

Key words: Unit, military, cohesion, history, leadership, advantages and disadvantages. 

 

1. Introduction.   
The Military Cohesion has long been viewed by the philosophers and military 

thinkers to be an important factor in maintaining the morale of troops during the stresses 

and uncertainties of the combat. Cohesion is said to exist in a unit, if the goals of every 

soldier, group and leaders coincide with each other and with the national aims / objectives. 

Presence of military cohesion may be broadly linked to presence of common traditions / 

culture and national harmony and integration. The military cohesion is not a one way 

traffic, which develops automatically in the troops and thus cannot be taken as for-granted. 

It takes willful efforts by the administration and political government to create an 

environment that gives credibility to the cause and rationale for engaging in the fighting. 

The political and military leadership plays a vital role in the development and sustenance 

(or vice versa) of the military cohesion. The leaders should lead from the front and possess 

charisma, in order to create cohesion. They must be professionally competent and stay with 

the nation and the troops during the hour of the need.  The cohesive militaries fight in a 

much better manner, sustain fewer casualties and can better cope with the uncertainties in 

the fog of war. Though, some may resort to negativities like favoritism and exploitation in 

the garb of cohesion, but it is minimal. It is a well recognized fact that cohesion in a 

military unit is indeed a great asset as it creates the will to fight and prepares the soldiers 

for sacrificing the life for the motherland (if needed).  
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2. Cohesion (Dictionary Meaning and Definition)  
Cohesion is derived

2
 from  Latin word `cohaes` which means 'cleaved together'. 

Dictionary meaning of Cohesion as given on online dictionary is `act or state of cohering, 

uniting, or sticking together`. However, in Physics, the cohesion is defined
3
 as `the 

molecular force between particles within a body or substance that acts to unite them`. 

Generally speaking cohesion refers to unity amongst the group or team members, which 

may be in the form of unity of thoughts / ideas, approach, action, task or goals etc.   

 

3.  Types of Cohesion (As Taken in Science)  
In engineering science, there are generally seven (7) types of cohesion, depending 

on how various components of an entity behave / act. Some of them may not be applicable 

to human beings, but the knowledge of these types may help in understanding the human 

correlation also in some ways. As given by Ian Somerville (1998)
4
, cohesion has following 

seven types:- 

3.1 Coincidental Cohesion  
In this type, various parts of the component are generally not related to each other, 

but they are simply bundled together to form a single component. 

3.2 Logical Association  
In this type, various components performing similar type of functions (e.g. input, 

output, error handling etc) are placed together to form the single component.  

3.3 Temporal Cohesion  
In this type, various components which are started / activated at the same time (e.g. 

at start up / shut down etc) are put together. 

3.4 Procedural Cohesion.  

In this type, various elements of the component (once integrated together) form a 

single (complete) control sequence.  

3.5 Communicational Cohesion 

In this type, various elements of the component use the same input data to operate or 

produce similar / same data as output. 

3.6 Sequential Cohesion 
In this type, the output from one of elements in the component is fed as input data 

for another element. 

3.7 Functional Cohesion 
In this type, all the parts /elements of the component are considered necessary for 

performing a single function. 

 

4.  Broad Categories of Cohesion (Behavioral Approach)    
Cohesion can be broadly categorized as Social Cohesion and Task Cohesion, as 

given by behavioral scientists
5
, which are defined as follows:- 

4.1  Social Cohesion     
This category of cohesions pertains to nature / quality of emotional bonds of the 

friendship e.g., caring, closeness and liking etc. amongst the members of a group. A group 

is said to display high social cohesion, if its members tend to develop liking for each other, 

                                                           
2
 http://www.oxforddictionaries.com/definition/english/cohesion 
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enjoy being in the company of each other, look for ways for spending the social time with 

one another and feel as if they have an emotional bond which attaches them together.  

4.2 Task Cohesion 

This type of cohesion pertains to shared commitments amongst the members of a 

group for achieving the goal, which requires collective efforts from the group. Such a group 

has high task cohesion, if it consists of members who have the common / same goal and 

they are motivated enough for coordinating their efforts as one team for achieving the same 

end.  

5. Levels of Cohesion 
The cohesion can be classified with respect to its various levels

6
 as follows:- 

5.1 Horizontal Cohesion 

This type of cohesion refers to the bond or integration within the same category / 

rank structure of peers / colleagues / same rank soldiers. For example, the parallel cohesion 

existing between NCOs, officers and generals etc within same rank structure. Horizontal 

rank structure is important because it gives rise to trust and confidence between comrades, 

which is vital for combat. One feels that I can rely on my partner / buddy and he or she will 

not betray me at the critical moment. 

5.2 Vertical Cohesion  

This type of cohesion refers to the willingness of the under commands / 

subordinates to follow the commanders / leaders. Mostly it is from down to up, when the 

subordinates have trust in the decisions of their commanders and is considered very 

important for unity of aim. However, its direction may be from up to downwards also, 

when commanders take into account the care, morale and feelings of subordinates for 

making various decisions. Usually, it is two way traffic; both coexist mutually / willingly in 

a cohesive military set up. 

 

6.  Unit / Military Cohesion 
Unit Cohesion or Military Cohesion is a combination of Task and Social Cohesions. 

A  former US Chief of Staff in early 1980s defined it as
7
 "the bonding together of soldiers 

in such a way as to sustain their will and commitment to each other, the unit, and mission 

accomplishment, despite combat or mission stress". Whereas, the dictionary of US Army 

Terms defines
8
 it as  "the result of controlled, interactive forces that lead to solidarity within 

military units, directing the soldiers towards common goals with an express commitment to 

one another and to the unit as a whole". Cohesion is said to exist in a unit
9
, if the basic 

every day goals of individual soldier, everyone in that group and that of unit leaders are 

coinciding / consistent; every one considering his or her basic / primary loyalty for that 

group / unit / entity, so that they train and fight as a single unit, having the will to risk their 

lives for achieving the common objective.   

 

7. History of Military Cohesion 
7.1 Unit cohesion can be traced back

10
 to Clausewitz, who closely linked it to 

the morale
11

 or specifically to 'spirit' of the army, which becomes a decisive factor in any 

                                                           
6
 http://www.slate.com/articles/news_and_politics/explainer/2010/12/whats_unit_cohesion.html 

7
 http://en.wikipedia.org/wiki/Unit_cohesion 

8
 http://cdm16635.contentdm.oclc.org/cdm/ref/collection/p16635coll11/id/1169 

9
 http://www.au.af.mil/au/awc/awcgate/ndu/cohesion/ch01.pdf 
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 http://en.wikipedia.org/wiki/Unit_cohesion 
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combat / engagement. Clausewitz infers that unit cohesion is more to do with morale of the 

unit personnel as a whole and is not the only decisive factor. He further stresses that loss of 

the order and cohesion in the ranks of any unit often would lead to reduction in resistance 

of that unit to fight the enemy which may have fatal consequences.  Sigmund Freud has 

also written about breaking down of cohesion amongst the soldiers which leads 

to panic, loss of morale, insubordination, selfishness (as against the cooperation / selfless) 

and "a gigantic and senseless dread". 

7.2 The sociologists Morris Janowitz also worked in the field of unit cohesion 

along with Edward Shills in 1940s and observed that the policy of frequently rotating the 

soldiers and officers in the Vietnam War was a negative factor for building unit cohesion 

and reduction of morale in the US forces. Having studied various WW-II armies, most of 

the sociologists concluded that ties of comradeship between the small combat units / groups 

serves as a great decisive factor in developing morale, spirit for the organization and 

cohesion. 

7.3 The Korean War in 1950 further attracted interest in the study of human 

element in the wars, as the Chinese People's Liberation Army which was poorly equipped 

was successful to defeat the Western forces to a great extent, especially in the early stages 

of war. The Western forces tried to instill the cohesion through informal means like 

promotion of shared values / hardships, teamwork and discipline. In contrast, the Chinese 

army drilled the cohesion through formal means of integrating the recruits in the units. This 

assimilation / integration process involved forced implementation through surveillance, 

coercive persuasion and political control. They even resorted to temporary abolishing of 

military ranks and physical punishments for creating a congenial environment to build the 

closer relationships / cohesion between the soldiers and officers.
 
These stringent / forced 

methods of assimilation resulted in creation of cohesion and high morale in the Chinese 

army as compared to the Western forces
12

.  Though, very high casualty rates due to non 

availability of modern equipment to Chinese army resulted in a considerable erosion of this 

morale / cohesion by end of the Korean War, because of which the Chinese army was partly 

disintegrated in the spring offensive of May 1951
13

. 

7.4 The psychologists and military thinkers also concluded
14

 in their studies 

done in late 1980s that without regards to the discussion if unit cohesion was an 

actual motivator in a combat or just a stabilizer; it indeed "enhanced fighting power", by 

reducing the "combat inhibitors (stress, fear, isolation)" and promoting the "esprit de corps, 

teamwork and morale.   

 

8.  Indicators of Cohesion 
A nation's potential for nationalism and ultimately for cohesion in its army is 

indicated by the degree to which the following are present
15

:- 

8.1  A large enough population, having sufficient territory. 

8.2 A common and unique history, race and culture. 

8.3 A common language and religion. 

8.4 A nation that has the primary loyalty for the elite or the national values. 

                                                                                                                                                                                 
11

 ibid 
12

  George, Alexander (1967). The Chinese Communist Army in Action: The Korean War and its Aftermath. 

New York, NY: Columbia University Press. 
13

 Roger Kaplan (1987). "Army Unit Cohesion in Vietnam: A Bum Rap" , U.S. Army War College. 
14

 ibid. 
15

 http://www.au.af.mil/au/awc/awcgate/ndu/cohesion/ch01.pdf 
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8.5 An adequate percentage of the population that is aware of the national 

interest / goals and believes in their truthiness’. 

8.6 Additional Cultural Characteristics.  Additional cultural 

characteristics that complement nationalism, motivate soldiers, and contribute to unit 

cohesion are as follows
16

:- 

8.6.1 Building the belief of the soldier that his nation's political system is the best. 

This has to be achieved through indoctrination and socialization. 

8.6.2 Displaying the superiority of the system through various means to strengthen 

the trust; which may be done by portraying the material well-being or prosperity as done by 

the West or by propagating the classless society which is practised by the communist 

nations. 

8.6.3  Protecting the soldiers against the propaganda of the opponents against 

basic values which serve as building blocks for the existence or ideology of that nation, 

such as the anti-communism / socialism or anti-imperialism. 

8.6.4 Promoting the broad norms / cultural values of the society in the soldiers and 

make them operative until the sub-unit or group levels. 

8.6.5 Propagating the pride in the profession of the soldier’s life by creating / 

promoting the manly honor / romanticism through various campaigns aimed at the society. 

8.6.6 Airing of special programs for providing priority and special privileges to 

the soldiers and promoting good things in the society, so that the soldiers develop pride in 

their profession. 

8.6.7 Taking care of the retired / disabled soldiers or the families of the martyred 

soldiers and giving rewards for good performance.  

 

9. Traits of a Leader for Building Cohesive Units 
The command and control of the soldiers is quite complex and difficult, both during 

peace and war.  Leadership is the most crucial player in developing the cohesive units. The 

leaders are required to maintain high level of contact with their subordinates and have good 

informal interaction. Therefore, the leaders must possess following traits
17

 to maintain / 

strengthen unit / military cohesion:- 

9.1 The leaders should be professionally competent and perceived as such by the 

subordinates also for successfully meeting the challenges faced by a unit. 

9.2 Rather than solely considering themselves to be managers, the leaders must 

emphasize on personal aspects too and make an endeavour to maintain positive contacts 

with the soldiers. 

9.3 The leadership is important at all tiers of command, may it be at the sub-

unit, platoon or squad levels. 

9.4 The leader should have the charisma (an ability to survive the tough 

situations with grace and courage) to face tough challenges of failures. The leader must be 

able to integrate and mobilize the soldiers in his / her subordination at bad / demanding 

times.  

9.5 The leaders need to master the art of indoctrinating the soldiers for 

increasing their influence / acceptability. 

9.6 They should take due share of failures and share the hardships along with 

their troops and be present with them at the critical times.  
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9.7 The leaders should have sufficient authority commensurating with their 

responsibities so that they could effectively handle / settle minor issues at their level, which 

would develop the sense of their importance in the eyes of their subordinates.  

9.8 The leaders should be willing to take initiative and use the sources and 

power / influence in various sub-groups. They should have the authority for reward, 

coercing the bad guys and maintain the sense of accountability. 

 

10. Pros and Cons of Military Cohesion 
10.1 Strengths of Military Cohesion 

Following emerge out to be the strengths / merits of Unit / Military Cohesion
18

:- 

10.1.1 Unity    
 The biggest advantage of military cohesiveness is unity, which is a great strength.  

The unit personnel must fight for one single aim, which is to win the combat for their 

motherland; cohesion can play a great role in maintenance of this aim at rough times. 

10.1.2  Willingness to Sacrifice the Life   

The unit cohesion inculcates strong feelings of patriotism and personal bonding with 

one another. The soldiers fight fearlessly and are always to sacrifice their lives for the 

motherland.  

10.1.3 Better Fighting   
At tactical level, sub unit cohesion is the main factor for performance in the combat. 

The researchers have recognized positive linkages in accounts of the many battles fought by 

the German Army in WW – II, the North Vietnamese Army in Vietnam Wars, the Israeli 

Army in Arab-Israel Wars, and the British Army in the Falklands War. 

10.1.4 Fewer Battle Casualties 
Cohesive units develop better team skills and have higher confidence in their 

comrades. Therefore, they fight better in the combat and suffer fewer casualties.   

10.1.5 Less Non Battle Casualties  

Anxiety in the battle field is considerably reduced, if the soldiers have confidence in 

their comrades and trust their leader. This protects the soldiers from most of psychological 

injuries by reducing stress casualties. The cohesion develops a sense of shared belonging, 

which increases the support that the soldiers share with their comrades; resulting in reduced 

stress. The feeling of loneliness is greatly diminished. 

10.1.6 Better Training  
The personnel in the cohesive / stabilized units develop the motivation and 

capability for continuous learning of new skills. The members of a team know that they 

have to be proficient in their skills so that they could deliver hard blow to the enemy. If 

some member of sub group / team is found to be lacking in a specific are of training, the 

comrades provide the necessary guidance and take everyone along for achieving the 

proficiency. 

10.1.7 Strong Integration   
The units which have strong cohesion stay combat capable even after suffering 

losses. The small / sub group cohesion and care for the comrade / buddy compels them to 

continue fighting until last man – last bullet. 

10.1.8 Requirement of Less Administrative Support  

The units which are cohesive require far less administrative support. The personnel 

have high moral and strong social bonds and thus have less psychological / health 
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problems. Moreover, the absentees / desertions are also considerably lower in cohesive 

units. 

10.1.9 Better Family Care / Better Life Quality  

It is basic need of a human being to associate with others for protection, social 

recognition, sharing of resources and for provision of support in case of emergency. The 

cohesive units have better family bonding, which caters for better family care and life 

quality for the families, when the soldiers are gone for the combat.  

10.2 Disadvantages of Strong Unit / Military Cohesion             
Unit / Military Cohesion have few draw backs also, which may arise at few 

instances. Following may be considered as negative consequences of Unit / Military 

Cohesion:- 

10.2.1 Favoritism  
Few personnel of a unit may resort to favoritism for supporting their unit personnel 

in some courses or assigning / posting them at better assignments. Moreover, the popular 

sentiment in a unit / sub group may give rise to disregarding merit for promotion against 

limited vacancies. 

10.2.2 Lack of Creativity 

 The disagreement to the group / team view point may not be tolerated by the group, 

if there exists a strong social cohesion. This may result in lack of creativity and promote 

stereotype solutions to a problem, if the leaders solely rely on unit / group sentiment. 

10.2.3 Too High Social Cohesion – A Recipe for Disaster 
  If the personnel of a unit start giving preference to social cohesion over unit 

cohesion, then there may be give rise to serious problems in a unit. In the extreme cases, it 

may result in insubordination or mutiny against a tough decision. Hence, proper safeguards 

and checks and balances have to be in place.  

 

11.  Conclusion 
Unit or Military Cohesion has been long been present in the military to a varying 

degree, as per the national culture of various armies. The popular term for this is 

regimentation in many countries, especially in Asia. History has proved it at numerous 

instances that numerically inferior armies with strong cohesion and integration have 

defeated numerically superior armies. However, it should be understood that the strong 

cohesion cannot be taken as sole battle winning factor. Cohesion serves as a force 

multiplier in the military and a great battle winning asset. Therefore, the leaders have to 

carefully manage it, especially at the times of stress. However, it needs to be understood 

that a strong cohesion can only be built / developed, if it is put in place after a serious 

thought process and it takes into consideration all related aspects. Moreover, the method 

adopted by one nation / leader for developing cohesion may not work in the same manner 

with other nations, since every nation has different set of values / norms and ideologies. By 

careful management of few draw backs, the leaders must exploit the cohesion to their 

national advantage.  
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Abstract:  

The most used idea in security analyses, especially within its military dimensions, is that of direct 

link between amount of defense spending, military capabilities and the necessity of a cooperative effort. 
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1. Introduction 
The world is facing a long period of austerity because of a global crisis which 

seems to be far from a predictive end. International organizations, with responsibilities in 

the field of security feel the same threats on their budget for defence spending. 

In this context, being a member of the North-Atlantic Treaty Organization and of 

the European Union too, implies both opportunities and obligations for the governments 

of the states as it has to modernize military structures according to the alliance’s 

transformation process and European Defense Agency requirements and to adapt its 

military capabilities according to the new security environment. 

For a better understanding of the impact that defense expenditure has on security, a 

theoretical approach to the issue is necessary. 

 

2. Aspects regarding the current security environment 
In today's world, there is a rather complicated process of reconstruction and 

reconsolidation of entities, between network architecture and an excessively fragmented 

reality, impregnated and distressed with technological, economic and informational gaps, 

by many unresolved issues. The completion and consolidation of national and political 

entities, therefore states, the only ones that can be integrated in an Alliance or a Union, 

such as NATO and the European Union, is not over yet. 

Under these conditions, the evolution of global security confirmed that successful 

actions and stability can only be the result of multidimensional cooperation of the 

international community, by highlighting dialogue within an institutional framework and 
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by activating the decisive role that international organizations play in defining the state of 

security of the world. 

The deterioration of public finances that has resulted from the financial crisis and 

consequent business downturn has had an impact on defense budgets in countries 

worldwide, notably the advanced economies, but especially in Europe. Public finances in 

Europe were in a serious situation even before the financial crisis and economic downturn, 

due to rising social security costs. In these circumstances, the European governments have 

been searching for an appropriate policy mix that would allow them to maintain their 

defense expenditures at a certain level and realize the required military capabilities. To 

enable governments to make the most effective use of their limited budget resources, in 

addition to cutting the number of troops to restrain the growth of personnel costs, there 

have been moves within NATO and the EU to promote the use of international equipment 

standardization and joint development. EU countries have, in fact, been making attempts to 

collaborate in military equipment acquisition through the European Defence Agency. 

Through this kind of multilateral cooperation, the European countries are searching for a 

way to address the host of problems they face in creating the military forces needed to cope 

with the new security environment [1]. 
National security of states can thus be ensured through their integration into 

collective security systems, by connecting domestic security to the external one, as well as 

to regional and international security arrangements. As a trend, projecting stability and 

security at regional and zonal level will depend increasingly on the dynamics of the 

cooperative security framework use as a higher level of collective security, materialized in 

regional security arrangements. 

Today the interconnected security structures and organizations formula has been 

consolidated, the UN, NATO, OSCE and the EU, adopting jointly this type of security; the 

UN decided to start the reform of its basic principles and its organizational structure due to 

the radical change of the system of international relations, just as NATO did, which shifted 

towards a new security concept. Neither OSCE remained unchanged and opted to develop 

new mechanisms to ensure national sub regional, regional and global security, based on 

conflict prevention, an increase in the role of diplomatic instruments and crisis 

management capabilities. 

Therefore, security is growing, in recent years, more and more cooperative, for the 

international security and development policy is the sole responsibility of the UN, which 

relies on the actions of international and/or regional organizations. Given that the number 

of internal conflicts increases, the economic crisis deepens, the austerity policy acquires 

global meanings with an impact on security institutions, terrorist actions continue and 

threats to national security can destabilize an area or region or even world peace, 

international cooperation in the field of security is strongly required. 

By means of the actions of international and regional security and collective 

defence organizations disputes can be resolved peacefully and the national security of 

states can be ensured, by appealing to negotiation, mediation, good offices, inquiries, 

conciliation, arbitration, means which are provided by international regulations and which 

ensure maintaining peace and security. 

The necessity of a cooperative effort seems to be the only option. Why cooperative 

effort? Because its subject as well as object is the effort sharing, and the state of security 

must constitute the starting point of any study in the field, regardless of the level of 

analysis (national, regional or global). The capacity to adapt and to sustain military forces 

in a multinational long term operations is the essential element of NATO strategy and the 
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degree to which security is provided reflects in the security of the group to which the 

individual belongs to. 

Not only the figures are important but the flexibility and determination could play 

an efficint rol in developing and modernizing defence system as a part of the critical 

infrastructure [2]. 

As far as the cooperative effort is considered, the NATO “smart defence” initiative 

and the European “pooling and sharing” program could be good and very effective 

example of sharing the effort and an avoiding of duplicates and sparing of 

resourcesFurthermore, the concept of “Smart Defence” stands for a new approach to the 

process of generating the capabilities necessary to the North-Atlantic Treaty and involves, 

first of all, rethinking the use of Member States defence industries in order to adapt their 

production to the current needs of NATO, to meet the various challenges of the current and 

future security environment. 

At the same time, the future development of the European Union military 

capabilities is closely linked to the implementation of the “Pooling and Sharing” concept, 

by means of which member States can collectively acquire capabilities that could not be 

acquired individually. 

 

3. The cooperation between the European Union and NATO - an 

alternative for a realistic approach 
Pooling & Sharing as a EU concept, refers to Member States-led initiatives and 

projects to increase collaboration on military capabilities can cover the full spectrum of 

capability development from the identification and harmonization of military requirements 

to through-life management and support (including certification and standardization). The 

objective is to support cooperative efforts of EU Member States to develop capabilities. It 

relies on the following principles [3]:  

- Political will and commitment;  

- Cost-effectiveness;  

- Flexibility; 

- Usability; 

- Availability/Security of supply;  

- Complementarily with NATO Smart Defence.  

The most important aim of founding this initiative was to maintain and intensify the 

operational capabilities of each member states based on a better effect, sustainability 

interoperability and cost efficiency as a result. 

 The data [4] shows that the impact of the global crises on defense expenditure, in 

the first two years just after the crisis apparition is quite important. In this  two years 

following the economic crisis, the overall defence expenditure of the 26 member sates 

decreased by almost 4% from a value of € 201.4 billion in 2008 with a signifficant defence 

expenditure decreased to € 194.0 billion in 2009 The decrease between 2009 and 2010 was 

much smaller amounting only to € 0.5 billion (-0,2%). As a result, the September 2010 

meeting of European defence ministers in Ghent provided an serious impulse to European 

defence cooperation under the rubric of Pooling & Sharing. 

Pooling & Sharing need to be based on long time military and political 

commitment and at the level currently, the following programes are focused on 11 main 

initiave as following [5]: 
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- Helicopter Training Programme 

- Maritime Surveillance Networking 

- European Satellite Communication Procurement Cell (ESCPC): 

- Medical Field Hospitals: 

- Air to Air Refuelling: 

- Future Military Satellite Communications 

- Intelligence Surveillance Reconnaissance (ISR): 

- Pilot Training 

- European Transport Hubs: 

- Smart Munitions: 

- Naval Logistics and Training: 

  A comon developing of some key military capabilities and, in the same time, the 

posibility of each army to use it is the fundamental goal for the decision makers in the field 

of defense and security. First steps should be done on interoperability and deployability of 

each country military capabilities in order to focus on the same task in having more forces 

and capabilities available for European Union security iterests. There are some dificulties 

on finding  political arrangements on use of shared capabilities and the necessity of a 

political will, or legal national instruments. 

The world is changing not only groups or social community, but individuals 

implications two. More and more people are involved in activities which has a direct 

impact on regional or global security environment. NATO has been change its Strategic 

Concept, an official document that outlines NATO’s enduring purpose and nature and the 

fundamental security tasks of the Alliance  

On the one hand, the group of experts who draw recommendations for The new 

Strategic Concept also admitted that The new Strategic Concept should recognize that the 

EU’s Treaty of Lisbon is designed, among other purposes, to strengthen Europe’s military 

capabilities and command structures. Allies should welcome this development and use the 

Strategic Concept to affirm NATO’s desire for a truly comprehensive partnership with the 

EU, one that is cost-effective, that is based on the principle of reciprocity and that 

encompasses the entire range of the institutions’ mutual activities[6]. 

On the other hand, NATO secretary general stressed on this subject the fact that 

Smart Defence is about building capabilities together. But we also need to be able to 

operate them together. That is why I have launched the Connected Forces Initiative. It puts 

a premium on training and education, exercises, and better use of technology[7]. 

The development and deployment of defence capabilities is first and foremost a 

national responsibility.  But as technology grows more expensive, and defence budgets are 

under pressure, there are key capabilities which many Allies can only obtain if they work 

together to develop and acquire them[8]. 

NATO has also multinational projects are on the Smart Defence initiative, which 

need to be a new way of cooperation among NATO nations. There are currently 24 Smart 

Defence multinational projects that will deliver improved operational effectiveness, 

economies of scale and connectivity between national forces. 

Nations continue to discuss promising areas for multinational cooperation such as 

logistic cooperation, collaborative training opportunities, and protection of forces. The 

projects are [9]: 

- NATO Universal Armaments Interface. 

- Remotely controlled robots for clearing roadside bombs.  

- Pooling Maritime Patrol Aircraft.  
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- Multinational Cooperation on Munitions (Munitions Life-Cycle Management).  

- Multinational Aviation Training Centre.  

- Pooling & Sharing Multinational Medical Treatment Facilities.  

- Multinational Logistics Partnership for Fuel Handling.  

- Multinational Logistics Partnership - Mine Resistant Ambush Vehicle (MRAP) 

maintenance.  

- Deployable Contract Specialist Group.  

- Multinational Logistics Partnership – Helicopter Maintenance.  

- Immersive Training Environments.  

- Centers of Excellence as Hubs of Education and Training.  

- Computer Information Services (CIS) E-Learning Training Centres Network.  

- Individual Training and Education Programmes.  

- Multinational Joint Headquarters Ulm.  

- Female Leaders in Security and Defence.  

- Joint Logistics Support Group (JLSG HQ).  

- Pooling of Deployable Air Activation Modules (DAAM).  

- Theatre Opening Capability.  

-  Dismantling, Demilitarization and Disposal of Military Equipment.  

- Multinational Military Flight Crew Training.  

- Counter IED – Biometrics 

- Establishment of a Multinational Geospatial Support Group (GSG).  

- Multinational Cyber Defence Capability Development (MNCD2).  

Focused on closing the gaps on the field of military capabilities is a serious concern 

for Alliance leaders. Reducing the amount of military spending for United States required 

to other nations to increase their contribution in order to fill the difference. The Smart 

Defense program cover this fact and the capabilities categories of Smart Defense Projects 

are shown in the bellow diagram. 

 

4.  Defence expenditure –a multi -criteria analysis for EU countries 
Knowing that without considering a model of multi-criteria analysis and evaluation 

indicators, the issue of investment in military capabilities remains dependent on obsolete 

approaches, we considered that this conditioning becomes a relevant methodological 

criterion, especially since in order to substantiate the practical approach of the paper we 

developed a model of multi-criteria analysis of military capabilities, a simple and easy to 

use one. 

According to priori data, imposed criteria or alternatives, the mathematical models 

of decision making can be used in many ways and they are: identification and selection of 

best alternatives; sorting alternatives - from the best to the weakest one; clustering - 

assigning each alternative to a predefined uniform group; and identification of the 

important features for every possible alternative[10].  

The need for a pragmatic approach to military capabilities calls for, in our view, the 

implementation of a multi-criteria analysis method to help decision makers to identify the 

shortcomings and problems that are characteristic to certain components, by capitalizing an 

appropriate response to the characteristics of the security environment, depending on the 

possibilities and options that it may put forward. 

The PROMETHEE method used performs an analysis of the data at criterion level, 

on the one hand, and at the same time conducts an analysis between criteria using both the 
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weights associated with criteria, and statistical measures, such as minimum value, average 

value, maximum value and standard deviation. 

The mathematical model we propose aims to achieve a hierarchy depending on the 

level of performance achieved, analysis performed by using the Visual Promethee 

application, which provides various options to address military capabilities starting from 

determining their level, the place held in a hierarchy or identification of opportunities for 

improvement and optimization.  

We appreciate that, the value of the criteria and agreement upon them remains a 

distinct concern of political decision-makers, but the most important will be, in our view, 

to follow the pragmatic and innovative ways to align national security interests to 

collective ones and to better streamline government expenditure to support them. 

The application is based on European Defence Agency (EDA) which collects 

defence data on an annual basis. The Ministries of Defence of the Agency's 27 

participating Member States (all EU Member States except Denmark) provide the 

data. EDA acts as the custodian of the data and by the end of each year publishes 

the figures of the previous year for all the data to be complete.  

Moreover there are some Benchmarks agreed in November 2007 when the 

Ministerial Steering Board approved four collective benchmarks for investment:  

- Equipment procurement (including R&D/R&T): 20% of total defence spending 

- European collaborative equipment procurement: 35% of total equipment spending 

- Defence Research & Technology: 2% of total defence spending 

- European collaborative defence R&T: 20% of total defence R&T spending 

For our study we will take into account some of the following data [11]: 

- Macroeconomic data: GDP, general government expenditure and population are 

based on data from Eurostat. 

- Total defence expenditure is defined as total Ministry of Defence (MoD) 

expenditure and defence related expenditure from other sources (other Ministries' 

special budgetary lines). 

- Personnel expenditure: all personnel-related expenditure for military and civilian 

personnel, including from non-MoD sources. 

- Infrastructure/construction expenditure: expenditure for all construction of 

fixed military installations necessary for the exercise of command and efficient 

functioning of military forces, including country's share in multinationally funded 

military construction/infrastructure. 

- Investment: defence equipment procurement and R&D (including R&T) 

expenditure. 

- Defence equipment procurement expenditure: expenditure for all major 

equipment categories, that are not included in O&M spending. 

- Defence Research and Development (R&D) expenditure: any R&D programmes 

up to the point where expenditure for production of equipment starts to be incurred. 

R&D includes R&T. 

- Defence Research and Technology (R&T) expenditure: expenditure for basic 

research, applied research and technology demonstration for defence purposes. It is 

a subset of R&D expenditure. 

- Operation and Maintenance (O&M) expenditure: covers O&M (spare parts and 

supplies) of major equipment, other equipment and supplies, and costs related to 

maintaining utilities and infrastructure. 
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- Operations costs: all national expenditure to cover incremental (extra) costs linked 

to deployed operations outside the EU Member States' territory. 

The list conteining performance indicators as criteria used in the following analysis 

could be a simple data base for a scenario which could show the level of  a particular state 

in the field of defence expenditure. 

By a scenario analysis consist of particular figure we can identify the level of 

defence expenditure of a particular country at a specific moment or in comparison with 

another country. 

The content and phases of such a scenario are presented as follows. 

After the current data setting in the Visual Promethee application, these could be 

viewed as the following Figure. 

 

 
 

Fig.1 Defence expenditure for EU countries 

The recorded value for each criteria for Romania according to the official data [12] 

are the following: 

- D1- Defence Expenditure as % of GDP – 1,24 

- P1 - Personnel Expenditure as % of Total Defence Expenditure - 84 

- O1 - Operation and Maintenance Expenditure as % of Total Defence 

Expenditure - 10,50 

- D2 - Defence Investment as % of Total Defence Expenditure - 4,30 

- D3 - Defence Equipment Procurement Expenditure as % of Total Defence 

Expenditure – 4,10 

- D4 - Defence R&D Expenditure as % of Total Defence Expenditure – 0,10 

- D5 - Defence R&T Expenditure as % of Total Defence Expenditure – 0,10 

- I1 - Infrastructure/Construction Expenditure as % of Total Defence Expenditure 

– 1,20 

- O2 - Operations Costs (Deployed) as % of Total Defence Expenditure – 5,30 

Taking into consideration all the selection criteria having the same weight  and  

considering the maximum as an optimal level of preference we could have a hierarchy 
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based on Visual Promethee according Promethee Ranking or Flow Table as is shown in 

Figure 2  

 
 

Fig. 2 The Country Hierarchy by Ranking or Flow Table 

The study reveals that importance index for Malta is -5470, the lowest value, 

alternatively United Kingdom got 0,4487 the highest index.  

In the same way Promethee method put Romania on the place 17 from the total of 

26 EU countries with an index value -01368. The last country with a positive index is Italy 

(place 12) with a index value of 0,0598.   

For every alternative selected using Rainbow analysis option we can see the criteria 

that satisfy the requirements or the other that need to be improved. (Figure 3). 

 
 

Fig. 3  Rainbow analysis 
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As far as Romania is considered, according to the figures, for achieving the average 

level of defence investment it must increase, mainly, the values for I1, D2, D3, D4 and O1 

(Infrastructure/Construction Expenditure ,Defence Investment , Defence Equipment 

Procurement Expenditure , Defence R&D Expenditure and Operation and Maintenance 

Expenditure ).For each country the particular situation can be seen using option  „Action 

profile” (Figure 4) where we can see the domain investment under European average or the 

other for a average positive index D1, P1, D5, O2 (Defence Expenditure, Personnel 

Expenditure,  Defence R&T Expenditure and Operations Costs). 

 
 

Fig. 4  Action profile 

Additionally the application offers the possibility to make a decision based on data 

related to different scenario. 

For example if we take into consideration for Romania  the following scenario: 

- Criteria D1- Defence Expenditure as % of GDP – will increase from 1,24% to 

2% according to NATO requirement) it will be a percentage of approx. 61,29% increase in 

defence expenditure. 

- This percentage could be used to optimize the investment level in other area 

such as: D3 - Defence Equipment Procurement Expenditure,  D4 - Defence R&D 

Expenditure, D5 - Defence R&T Expenditure, I1 - Infrastructure/Construction 

Expenditure or O2 - Operations Costs (Deployed). 

- The new values for tthose criteria will be as following: 

 D3 - Defence Equipment Procurement Expenditure as % of Total Defence 

Expenditure – 6,60 instead of 4,10 
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 D4 - Defence R&D Expenditure as % of Total Defence Expenditure – 0,16 

instead of 0,10 

 D5 - Defence R&T Expenditure as % of Total Defence Expenditure – 0,16 

instead of 0,10 

 I1 - Infrastructure/Construction Expenditure as % of Total Defence 

Expenditure – 1,90 instead of 1,20 

 O2 - Operations Costs (Deployed) as % of Total Defence Expenditure – 

8,50 instead of 5,30 

The new result will change the configuration in the European hierarchy and 

Romania will step up five position from 17 to 12 (Figure 5). 

 
 

Fig. 5  The new hierarchy within the new scenario 

4.Conclusion 

It can be concluded that in this a multi-criteria analysis enable faster choice for the 

decision makers to take a decision in order to increase or decrease investment level in 

different fields of defence according to the current trend within European Union. 

Apart from this, the political leaders could find line of cooperation between states 

which have the same limited budget in order to share or to avoid duplications. 

Besides this, the Visual Promethee application, offer the possibility to choose 

different ratio for weight of any criteria based on the reality according to the capability 

requirement and the application could offer a faster option for the new approach  
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Moreover, the European Union stands for a necessity to maintain Euro-Atlantic 

credibility in the global context specific to the current situation. We consider the adaptation 

and strengthening of the partnership between the two organizations to the new realities 

based on the reconfiguration of a power balance and on the multiplication of risks and the 

challenges of the security environment to be an essential requirement for promoting 

common values and interests of the members of these two organizations. 
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Abstract: 

Defence Resource Management System (DRMS) represents the tool to establish and develop short and 

mid-term planning within the Defence system in Georgia. The paper describes general overview of DRMS 

process and its principles, authority, purpose, organization and responsibilities. This paper explains phases of 

PPBS – planning, programming, budgeting and execution by defining steps, responsible office, and guideline 

documents and explicates roles of  Management Team (MT) and their functions in defence resource 

management process.  
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1. Introduction 
The democratic reforms and the transition to the market economy have changed the 

culture and understanding of the Georgian society related to the public spending - main 

source of which is a tax payer’s money. The whole society as long as is more mature, 

including governmental and non-governmental institutions within their increased capacity are 

requiring more accurate and accessible information and are demanding to hold every 

governmental institution responsible for the public spending. 

 

The Government’s intention related to the transparent, accountable and effective 

allocation of the tax payer’s money will serve as the guiding principles for the Defence 

Resource Policy within the Georgian Ministry of Defence. As long as a demand from the 

society to allocate tax payer’s money, more to social, healthcare and education priorities and 

less on defence of the country puts more responsibility on the Ministry of Defence. 

 

To allocate scarce recourses in a more transparent and effective way the DRMS within 

the Ministry of Defence will be based on the five major principles: 1) Effectiveness - 

effectively and rationally allocate all defence resources, including material, financial and 

human; 2) Efficiency - to achieve maximum productivity with minimum spending of 

Defence Resources; 3) Transparency - accessibility of the information related to spending of 

tax payer’s money for broad public sector and build mutual trust for internal and external 

groups; 4) Accountability - responsibility before the parliament and other agencies like 

General Audit Office for public spending and material resources; 5) Flexibility - to allocate 
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adequate resources and ability to manage defence resources through the program-based 

budget structure
1
. 

Effective and accountable public spending process within the Ministry of Defence of 

Georgia will support rational allocation of Defence resources and development of defence 

capabilities. Concurrently, this process will facilitate the Georgia’s compliance with 

internationally accepted norms and standards that is critical for NATO membership aspiring 

country.  

 

2. Defence Resources Management System 
In an uncertain security environment where the threats have multidimensional 

character, it is critical that other governmental agencies alongside the MoD should be actively 

involved in managing the security risks of the state
2
. In order to support effective and 

transparent public resource allocation throughout the government institutions of the state, on 

regional and local levels, the Government of Georgia introduced the amendments into the 

budget legislature
3
 which reflected the Government’s obligation for transition from 

traditional - organization to program based budget structure.  

The Ministry of Defence’s existing system is compartmentalized and has been in an 

extensive state of development for several years. It has been the subject of a variety of efforts 

to transform it to a western style system that is NATO compatible and complies with 

Georgia’s system of laws and regulations.  

DRMS is based on four distinct but mutually supporting phases. Each phase is 

supported with procedures that support the overall DRMS Policy. Outputs and outcomes 

from these modules are expected to meet end user needs in terms of providing operating 

guidance, data that compares operational results to plans, cause and effect summations that 

influence future actions, predictive analysis for long range planning, and documented 

rationale to assist the senior leader decision making process. These modules are listed and 

defined in the following paragraphs. 

2.1 Planning Phase 

Planning Phase provides MoD and GAF personnel with a directive that defines 

specified and implied tasks consistent with their mission statements. The procedural 

document is called the Defence Planning Guidance (DPG). DPG is issued annually, reviewed 

throughout the year and updated annually. It provides directives in the form of priorities to 

resource the current force in the annual budget and to build a future force extending for three 

future years. Annual results from current force operations will influence future force structure 

and expected capabilities. MoD’s Defence Policy and Planning Department (DPPD) is 

responsible for developing and maintaining this document and is accountable for its actual 

production and distribution.  

 

2.2 Programming Phase  

Programming Phase consists of actions that result in a force capable of carrying out 

Defence’s plans. The output from this module is a collection of capabilities considered 

                                                           
1
 Defence Resources Management Concept 2013 

2
 National Security Concept of Georgia 2011 

3
 Amendments to Budget Code of 2009  
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necessary to respond to expected external and internal threats and challenges. This collection 

of capabilities is called the Georgian Defence Program and provides Georgia with as many 

military capabilities as necessary, subject to expected resource constraints. Building a 

Defence program is a complex process and must follow specific rules related to structure, 

priorities for requirements, and predictive analysis of capabilities associated with risk of 

mission failure. The Defence Program is based on assumptions related to expected threats and 

available resources. The Defence Policy and Planning Department (DPPD) is responsible for 

developing and maintaining the MoD’s Defence Program and accountable for its actual 

production and distribution. 

 

2.3 Budgeting Phase 

Budgeting Phase is the process of allocating expected funds to sustain the current 

force for the next fiscal (calendar) year. This module of the DRMS is governed by the 

Georgian Ministry of Finance laws and regulations. Its’ actions are controlled through the use 

of a specific timeline that defines documentation that is due in a specific format and on 

specific dates. The Financial Management Department (FMD) is responsible and accountable 

for the Defence Budget’s preparation and submission but requires full participation by all 

MoD and General Staff principles. The Defence Budget must maximize current force 

capabilities subject to expected funding. It must also address risk to mission accomplishment 

related to non-funded requirements. The approval authority for the annual budget is the 

Minister of Defence. Approval is supported by recommendations made by the MoD’s 

Management Team (MT) that are documented based on its own operating procedures. 

 

2.4 Execution Phase 

Budget Execution represents the final process in the overall DRMS and is the result of 

the combined efforts of Defence Planners, Programmers, and Budget Personnel to field as 

mission capable force as possible given approved funding. Execution is monitored on a daily 

basis by FMD and reported on quarterly with full reviews and analyses of results of 

operations taking place at the half year mark and at year end. Results from these operational 

and financial reviews and analyses are used to confirm actions performed are consistent with 

plans and that funds spent meet all government legal and regulatory requirements. 

Operational results assist Defence Planners to revise and update the next year’s DPG. 

Financial results provide feedback on the accuracy of performance factors used in the cost 

estimation process. Annual operational and financial results are publicized in the MoD’s 

annual report to provide transparency to the Georgian People that the MoD is a responsible 

user of public funds. 

 

 

3. Conclusion  
The end result of the activities making up the DRMS is a mission capable force 

supporting the goals and objectives of the Government of Georgia
4
. Close staff coordination 

between MoD and General Staff offices is essential to the successful conduct of these 

numerous processes that make up this system. Some activities, that are part of the resource 

management process, are best performed by civilian staff while others require the expertise of 

uniformed personnel. Because of this, mission and functions statements defining staff 

responsibilities and individual position descriptions that define resource management 

responsibilities are essential for this system to work.  

                                                           
4
 Planning, Programming and Budgeting System Guidance 2009 
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Program-based Defence resource management is a highly efficient tool for managing 

Defence transformation while providing for transparency of decision - making, democratic 

control of the armed forces, and accountability of elected officials. It is one of the few 

available tools that enable planners to effectively implement capabilities-based planning and 

to assess the implementation of plans, programs, and budgets. 

The benefits of an efficient and effective security sector are to have peace and 

stability, combined with political and economic freedom, attracts foreign investment, 

boosting economic growth & development. 
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Abstract: 

This paper investigates difficult employees in modern organizations, in general and in defense 

establishments, in particular and reveals the causes and the consequences of their behaviors to the coworkers 

and to the whole organization. Once answers were identified the paper would propose possible management 

tools to use to handle difficult employees. The content of the paper has been designed both from the 

perspective of the employee, as a difficult person and of the management, as the one that must use proper 

tools to handle difficult persons. However, it does not address the issue of difficult leaders, which can be 

itself a separate topic for a paper such as this one. 
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1. Introduction 
It is well known that the overall effectiveness of an organization is directly influenced 

by the attitude of the employees towards work, their motivation and job satisfaction.  

The top management, as well as the direct supervisors ought to constantly consider 

in their day-to-day responsibilities the well-being of their employees, their aspirations and 

personal problems. Job satisfaction can affect an employees’ level of commitment to the 

organization, as well as their behavior. It can also affect their motivation and performance 

level, their willingness to participate in problem solving activities, and the amount of effort 

they put in to perform activities outside their job description. At the same time, all 

organizational resources and facilities will get wasted in absence of motivated employees. 

The primary mission of a manager is to motivate its subordinates for the right types of 

behavior and to facilitate individual and collective performance by creating the necessary 

conditions for their employees to be efficient. Individual and collective performance 

ultimately leads to meeting personal aspirations while satisfying organizational goals. 

To achieve its objectives though any organization needs and seeks to hire the "perfect 

employee", that individual who is intelligent and action-oriented, balanced and energetic, 

motivated, resilient and autonomous, confident and modest, always helpful and affable. 

Anyone may add to this list any other trait that it would help to picture the ideal employee.  

Unfortunately, in every organization there are some employees who are different 

from others. Often, they are hard to get along with and tend to make life miserable for 

everyone. They are anti-establishment, disruptive to the organization and are the source of 

endless complaints and negative or bad behaviors. Working with difficult people like these 

is frustrating and annoying. Besides, as delightful and tempting as this may seem, an 

organization cannot always get rid of these kinds of people, especially the defense ones, 

which are bond to strict termination of employment laws and regulations. It isn’t a very 

practical solution too, since it is required to invest more money to educate and train 
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“replacements”. Needles to say, it is extremely hard to turn troublemakers into loveable 

people. It can theoretically and practically be done, but it takes professional counseling, a 

great deal of time and money. Working with difficult employees is an emotional tug-of-

war experience that is stressful for the management and employee alike. 

 This paper investigates the causes for difficult employees’ problematic behaviors 

and seeks answers to several questions that aroused along the way:  

- What makes them to do what they do?   

- Which are the consequences of their behaviors?  

- What can be done to integrate these individuals into the organization?  

- What is required to create a positive organizational climate that allows for all militaries 

and civilian employees to maintain units readiness and effectiveness, while upholding the 

laws and regulations that establish certain standards of behavior both on and off duty?  

Once answers were identified the paper would propose possible management tools 

to use in defense establishments to handle difficult employees.  

The content of the paper has been designed both from the perspective of the 

employee (as a difficult person) and of the management (as the one that must use proper 

tools to handle difficult persons). However, it does not address the issue of difficult 

leaders, which can be itself a separate topic for a paper such as this one. 

 

2. Difficult employees – an issue for the organization? 
Almost every if not all organizations have at least one difficult employee and some 

have many. While one or two difficult employees can usually be managed easily enough, more 

than that can cause enough disruption to affect the organization and cause all kinds of trouble.  

On the other hand, we must know that conflicts at work are natural and all 

employees can be difficult from time to time because of stress, personal problems or 

external issues. Everyone has bad days and everyone makes mistakes, so it is not 

necessarily required to intervene every time someone does or says something negative at 

work. Most conflicts can be solved by the employees themselves, but the managers at 

whatever level they perform do need to take note and be aware if the problem continues 

and occasionally will have to address some of the issues.  

Like in any other organization problematic employees may also be found in defense 

establishments. Suffice it to say here that a long list of acts of misconducts committed both 

by militaries and civilian employees can be read, every month, in the Defense 

Administrative Newsletter. Commanders must deal with a broad spectrum of misconduct, 

from the most serious cases such as crimes familiar to the civilian society to serious 

military offenses, such as assaults or alcohol-related offenses to minor offenses resulted 

from ignorance, laziness, inattention to instruction, immaturity and difficulty in adjusting 

to the disciplined military life.  

No matter what type of entity we are talking about, it is always the responsibility of 

the management to constantly be aware of the problems in their organization and to find a 

solution to them. For that what they need is to find out what it is that’s causing the 

employees to behave in that way, what’s behind their behavior? Knowing the types of 

employees that present specific management challenges, understanding the root causes for 

problematic behaviors and their consequences will surely help the managers to indentify 

the best ways and tools to handle them.  

From a behavioral point of view I will henceforth present the individual perspective – 

how the employees perceive what kind of behavior is expected from them, the organizational 

perspective - the desirable behavior as outlined in internal documents such as code of 

conduct or other internal regulation policies and the theoretical perspective – sociological, 

anthropological and psychological dimensions brought into discussion by various researches. 
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2.1 Is there a model of the perfect employee? 

Based on the work of Wilson [1] the ideal employees as „those who have 

internalized the organization’s goals and values, and who no longer require rigid control”. 

According to French, Rayner, Rees & Rumbles [2] the ideal „employees are self-starters, 

do not require much supervision, are receptive to learning and change and manage to be 

innovative and creative at the same time”. Katz cited by Zhu [3] studied and identified 

three types of employee primary behaviors that are desirable for an organization: „the 

employee must be attracted to and maintained as an organization member; the employee 

must fulfill specific requirements that meet at least the minimum level of quantity and 

quality of performance in an interdependent way; the employee proves innovative and 

spontaneous behavior in achieving the organizational objectives”. Katz [4] also identified 

three basic administrative skills: technical (knowledge, competency and proficiency) 

human (enables to work with people) and conceptual (work with ideas and concepts). 

Though he recognized these skills for leaders, they can easily be attributed to any 

employee, provided the level of importance of each set of skills is correlated with the level 

that the employee has in the organization.  

The knowledge, skills and abilities employees possess, in addition to the way they 

present those assets to employers, brings us to a concept called „employability”, which 

according to one of the definitions provided by Wikipedia is “the ability to obtain new 

employment if required”. 

University of Kent Careers and Employability Service [5] define the employability 

as "the capability of getting and keeping satisfactory work", whereas The Confederation of 

British Industry, cited by same university defines employability skills as “a set of 

attributes, skills and knowledge that all labor market participants should possess to ensure 

they have the capability of being effective in the workplace – to the benefit of themselves, 

their employer and the wider economy”. The “Employability Skills Map” – Figure 1 – 

“sets out all the main employability skills in a way that shows their relationships to each 

other” and may help new graduates, for example, to find out what career best suits them, 

based on the skills they have. 

Fig.1. Employability Skills Map 

(With the written agreement of the University of Kent, granted by Mr. Bruce Woodcock as of 27.10.2014) 
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As far as the militaries are concerned, Merriam-Webster’s dictionary defines a 

soldier as one who “engages in military service”, a “skilled warrior”, and a “militant leader 

or follower”. Specific occupational or professional competencies, skills and knowledge are 

developed throughout their career in military education and training institutions. The 

armed forces also developed sets of defense organizational values to which everyone must 

adhere to such as courage, integrity, loyalty, initiative etc. Upon their enrolment the future 

militaries must be psychologically, medically and physically fit. 

It must be said that militaries must be capable of performing certain tasks, which 

pertain to fundamental expertise, cognitive, social, change and professional ideology 

competencies, which when combined deliver the appropriate capacities. 

To conclude everyone knows that the perfect employee needs certain skills, 

abilities, knowledge and behaviors. If we are to create a generic profile that incorporates all 

of these, it would be difficult to find the person who could fit the description. Some of the 

skills or abilities come to surface in time, with experience or are shaped inside the 

organization, while the behavior may change along the way depending on various factors 

(norms, attitudes, environment etc.).  

It is my belief that the ideal employee must possess knowledge, skills and abilities 

required by the job they apply for. At the same time, a successful employee must be 

equally “organizational or culture-fit” (understand how things are done in the organization) 

and “job-fit” (know what to do). 

 

2.2 Difficult employee – prospective definitions and types 

Many organizations struggle with difficult employees. To date, with few exceptions, 

the collocation “difficult employee” has been conceptualized in various empirical studies 

which, by and large, use the same set of theories. The definition of a difficult employee 

looks quite simple, doesn’t it? In a nutshell, if someone doesn't perform to expectations, 

they are essentially a problem for the organization.  

However, this is not as clear-cut as it looks like. The term “difficult employee” may 

be misleading. Braham [6] and Grassell [7] use descriptors such as "difficult, Anderson& 

Pulich [8] use "temperamental, Johnson&Indivik [9] use "rebels, criticizers, backstabbers, 

and busybodies", all suggesting that difficult employees range from troublemakers to 

exasperatingly annoying persons.  

Previous discussions on „difficult employees” do not assume that their kind exists 

exclusively at mid management levels or below. Deutschman [10] and Pearson & Porath 

[11] affirm that top-level managers and people in leadership positions may also be equally 

troublesome and become even more disruptive in the organization Thus, as Caborn [12] 

and Kets de Vries [13] mentioned, regardless of hierarchical level, a difficult employee can 

impede the achievement of the organizational objectives, create obstacles to cooperation 

and teamwork, increase stress, and alienate others. 

People themselves are not difficult, but their behaviors may be. Some of these 

behaviors are simply irritating, while others may be disruptive for their organization.   

A problem employee is usually identified by those behaviors that are not productive 

and are against the normal culture of their organization. According to Penny&Spector [14], 

behaviors that are intended to harm the organization and their members are classified as 

counterproductive work behaviors. Pellegrini [15] wrote, “In business (and life), a person’s 

attitude is everything and that attitude is surprisingly contagious”. A persistently negative 

employee will, over time, influence and affect those that work around them with 

potentially destructive results. 

According to Davis [16] a problem employee is someone who consistently acts in a 

way that is not beneficial to the company. It is someone who fails on a daily basis to look 
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for ways to maximize their performance to help the company. They’re basically pushing 

paper around and doing as little as possible to get a paycheck. They are employees who 

exhibit consistent behavior of low engagement, low motivation and poor performance.” 

Sember&Sember [17] define the difficult employee as a “bad apple”, „someone 

who is especially difficult, troublesome or hard to work with”, while Bacal [18] refers to a 

person that slows down work, erodes productivity and creates huge amounts of stress for 

everyone in the workplace. 

Different definitions may be provided hereafter, but in the end one thing is for sure - 

nobody likes or wants to deal with difficult people. However, in certain circumstances, the 

managers do have to handle difficult people. A manager can’t succeed at dealing with 

difficult people unless and until they understand what they are about and how they behave. 

There isn’t a single material out of which difficult people are formed. It would have been 

really nice if there was only one kind of difficult person. Then the managers could simply 

apply “the anti-difficult employee prescription” and problem would be solved. 

Unfortunately difficult employees who deliver poor performance or have poor behavior are 

diverse and the attributes and/or behaviors that classify them are numerous. Most experts 

have identified several kinds of difficult employees. Recognizing them and their ways 

makes it possible for the employers to take action before the difficult employee becomes 

what Bacal [13] calls “a professional difficult person”.  

Professional skills, personality, communication style, temperament, emotional 

stability, motivation are just a few of the many criteria by which experts described different 

types of difficult employee that may be encountered in an organization. Without claiming 

to be exhaustive, here's a look at of the most irritating workplace difficult employees along 

with some of their characteristics. 

 The  Whiners/Complainers 

The Whiner is defined in dictionary.cambridge.org as “a person who complains or 

expresses disappointment or unhappiness repeatedly”. The Complainer is defined in 

urbandictionary.com as “someone who excessively complains yet is well aware of it” and 

in Merriam-Webster as “a person who makes frequent complaints usually about little 

things”. 

- Their mood often changes and they constantly complain about almost everything 

(colleagues, tasks, etc.); some others criticize unduly, unreasonably, just to feel good.  

- “Hunt” the mistakes of their colleagues and find fault in everything. 

- Claim it is their responsibility to complain to set things right, but rarely bring solutions 

to the issues they complain about. 

- Spend a lot of time criticizing everyone and everything. They always find what’s 

wrong with an idea and have reasons why something won’t work. 

- Whiners feel helpless and overwhelmed by an unfair workplace, while complainers are 

not doers. 

- Their standard is perfection, to which no one can measures up to it. 

- At times, their attitude is unacceptable as they interrupt, are loud and forget about good 

manners. 

- Highlight the negative points in everything no matter how good the situation is. 

 The Negaholics.  

The Negaholic is defined in dictionary.com as “a person who thoroughly enjoys a 

negative or pessimistic outlook”. Pincus [19] talks at lengths about this type of employee 

and calls “The No People Skills” “unpredictable negaholics”. 

  Some characteristics that are common among the “Negaholics” are:  

- Rarely want to participate in group activities. 

- Often act selfish and almost never consider what others want. 
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- Often use “I can’t” instead of “I can” and seek out a “lose-lose” situation instead of a 

“win-win” one. They tend to see the empty halt of the glass instead of the full half of it. 

- Rarely come with better ideas, but enjoy reacting to ideas and enthusiasm of others. 

- Don’t take risks and don’t believe that even the projects they are in charge of will ever 

succeed. 

- Make rush wrong decisions (sometime on purpose) and blame others when a project 

fails. 

- They are secretive and avoid communicating with their co-workers or managers. 

 The Passives 

They are also known as Yes-Men or Push-Overs. Merriam-Webster defines The 

Passive as “someone who allows things to happen or who accepts what other people do or 

decide without trying to change anything” and The Yes-Man as “a person who agrees with 

everything that someone says, a person who supports the opinions or ideas of someone else 

in order to earn that person's approval”. Dictionary.cambridge.org defines The Push-Over 

as “someone who is easily persuaded or influenced or defeated”. These employees have the 

following characteristics [20]: 

- Never offer ideas or let someone know where they stand with regard to a particular 

situation.  

- Stay aside and let others to do the work.  

- Agree with everything, say they will do something, but do almost nothing to deliver.  

- Don’t express their concerns directly, but give hints about a problem.  

- Always look busy, when they don’t have enough to do. 

- Check in with the leader even when they know what needs to be done.  

- Avoid decisions and stay away from conflicts. 

 The Procrastinators.  

Freedictionary.com and Vocabulary.com define The Procrastinator as “someone 

who postpones work (especially out of laziness or habitual carelessness)”. 

- Agree to all requests, projects and duties, but they usually fail to follow through.  

- Waste time thinking of excuses and have trouble starting a project. The “I work better 

under pressure” is one of their favorite excuses. 

- Might have messy desks, claiming they are too busy to keep it clean. 

- Push the same papers around, roaming around the office, visiting co-workers and 

whenever deadlines are coming up they often disappear like the “dew in the morning 

sun”. When they finally complete the work, they usually ask for time off to “recover” 

from the stress of finishing a project.  

- Lack focus for lengthy periods of time. 

- Claim to be “perfectionists”, so they keep postponing things. Deadlines come and go 

because they are not "ready” yet. 

 The Bullies [21]  

The Bully is defined in oxforddictionaries.com as “a person who uses strength or 

influence to harm or intimidate those who are weaker” and in dictionary.cambridge.org as 

“someone who hurts or frightens someone who is smaller or less powerful, often forcing 

them to do something that they do not want to do”. 

- Attempt to dominate others at all times by threatening their professional status or 

personal standing. They use a combination of such tactics as psychological, physical 

abuse, inappropriate personal comments, name calling, insults to humiliate or 

intimidate. If defied, they will try to hurt that person with no guilt or shame. 

- Have an antisocial behavior when interacting with others. Sometimes they use 

violence, assault and stalking as extreme forms of bullying others. 

- Talk over others or cut in when not asked or it is not their turn. 
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- Act narcissistically, overbearing belief in their qualities and thinking highly about 

themselves. 

- They are deceptive and spontaneously make things up to fit the needs of the moment. 

- Spread gossip and rumors to deliberately exclude, isolate or marginalize a person. This 

includes withholding necessary information, keeping the target out of the loop, 

ignoring or excluding. 

 The Know-It-All  

According to Dictionary.com “The Know-It-All” is “a person who acts as though 

he or she knows everything and who dismisses the opinions, comments, or suggestions of 

others”. Merriam-Webster definition is: a person who talks and behaves like someone who 

knows everything”. 

- Acts as though he has been everywhere and has experienced everything.  

- Have a solution to every problem and an answer to every question. 

- Not open to new ideas, but has strong opinions delivered though in an obnoxious 

manner. 

- Poor listeners, tend to monopolize discussions; others can be left with the feeling that 

their opinions or ideas haven’t been listened. 

- Some are loud, even aggressive, especially when contradicted. 

- Simply know if an idea works or not, without even considering all the facts. 

 The Employees with Addictions  

Addiction is described on psychologytoday.com as “a condition that results when a 

person ingests a substance (e.g., alcohol, drugs, prescription drugs) or engages in an 

activity (e.g., gambling, sex, shopping) that can be pleasurable but the continued use/act of 

which becomes compulsive and interferes with ordinary life responsibilities, such as work, 

relationships, or health. Users may not be aware that their behavior is out of control and 

causing problems for themselves and others”. The causes are various in natures and it is 

not our objective to get into details in there.  

However, we all know that working conditions such as hazardous or dangerous 

work, shift work, long and/or irregular hours, low pay, job insecurity, lack of job 

satisfaction and workplace events such as downsizing can increase employees’ levels of 

distress [22]. Work stress may lead the employee to alcohol and drug consumption. Family 

or health problems can also affect employees’ morale and ultimately may lead to some 

form of addiction.  

Employees with "vices" display irritability, nervousness and depression. Typical 

symptoms of alcohol or drug addiction include low performance at work, alteration of 

personal appearance, changes in attitude and demeanor, withdrawal from responsibility or 

associate contacts, unusual patterns of behavior or defensive attitude concerning the object 

of addiction [23] frequent absenteeism and increased casual absences, unexplained bruises 

and increased errors in judgment. 

The list may continue with other types of difficult employees (the Overly Sensitive, 

the Power Grabbers, the Dictator etc.), but there are so many of them that it is rather 

difficult to describe all in this paper and even then we may discover a new one sometime 

later. I chose to describe those types of difficult employee that we often encounter in 

various establishments, defense ones not making an exception to this. That doesn’t mean 

that other types are not there. 
 

2.3 Causes for deviant behaviors 

Researchers have given deviant behaviors many different names including 

organizational misbehavior, non-compliant behavior, antisocial behavior, workplace 

deviance, dysfunctional workplace behavior, counterproductive behavior, employee vice, 
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workplace aggression, organizational retaliation behavior, and organization-motivated 

aggression [24]. Although the concepts are very similar, there may still be slight 

differences among them.  

On the other hand the reasons of workplace deviance can be traced to many 

individual, sociological, organizational, and economic causes. Personality, education, 

group influence, frustration, and stress are only but a few examples.  

Deviant behavior takes place when an employee’s behavior changes substantially. 

In this respect, many researchers have made efforts to explain the root causes for deviant 

behaviors.  

One of the most interesting theories is Maslow’s one, explained back in 1943. His 

theory basically tells us that human beings are motivated by unmet needs. Lower needs 

take priority over higher needs and therefore it must be satisfied first. When a need is 

satisfied it no longer motivates the employees and the next more important need takes its 

place. The needs drive human behavior. Maslow's need hierarchy [24] – Figure 2 – 

suggests that unmet needs help explains difficult behavior patterns.  

Fig. 2 – Maslow’s need hierarchy 

The first four levels - physiological, safety, belonging, self-esteem – are called by 

Maslow deficit needs (or D-needs). If someone doesn’t have enough of something, than he 

or she has a deficit and consequently feels the need. Under stressful conditions, or when 

survival is threatened, people can go back to a lower need level. When a person can’t 

express his or her unmet need, they will try to communicate it through behavior. The last 

one - self-actualization needs – is called by Maslow the being needs (or B-needs). If 

someone wants to be self-actualizing, he or she needs to have the lower needs satisfied. 

- Physiological needs are the very basic needs such as air, water, food, shelter, sleep, and 

clothing. When unsatisfied an employee may feel unwell, annoyed, and uncomfortable. 

Their perception about what happens around them may be affected. 

- Safety needs. When physiological needs are satisfied, employees become more and 

more interested in finding stability and protection. If deprived they might manifest 

neurosis and insecurity. The employees look for a stable job security, with a good 

salary. They may also develop a need for structure, discipline, some sort of limits.  

- Belonging needs. When physiological and safety needs are met the employees begin to 

 

Self-actualization 

creativity, problem solving, fulfillment, achieving one’s 

full potential 

Esteem 

self-esteem, confidence, recognition, achievement, 

reputation  

Belonging needs  

friendship , family, connections 

Safety needs  

Stability, protection, employment, health 

Physiological needs  

air, water, food, shelter, sleep, clothing 

Being needs 

Deficit needs 
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feel the need for friends, partners or for a sense of community. If this need is not met, 

then they may become increasing susceptible to solitude or anxiety or may have anti-

social behavior. Employees want to live and belong to groups including work groups 

and teams. At work they also look for good working environment, a good manager or 

supervisor. 

- Esteem needs. Maslow describes two forms of esteem: lower and higher esteem needs. 

Lower form needs are respect from others, for status, fame, glory, recognition, 

attention, reputation, appreciation and dignity. Low self-esteem leads to inferiority 

complex, which may cause many psychological problems. It at extremes, than it may 

also lead to depression. Higher form needs involve the need for self-respect, 

confidence, competence, achievement, independence and freedom. Maslow agreed 

with psychologist Adler's theory according to which self-esteem needs are at the root of 

most psychological problems. 

- Self-actualization needs. Maslow explained that the need for self-actualization refers to 

the desire of the people “to achieve their full potential as human beings”. Self-

actualization needs can barely be satisfied (can we always have justice, for instance?). 

If not satisfied than it may cause feelings on lack of meaning in life, boredom, cynicism 

or alienation. 

Gary [25] identifies the following causes for deviant behaviors (table 1): 

 

Group 

identification  
Interdependence 

Causes of 

difficult 

behavior 

Ambiguity 
Insufficient 

resources 

Personality 

Improper 

working 

conditions 

Interpersonal 

conflicts 

Job-family 

conflict 

Work overload Wrong job fit Exhaustion 
Increased 

responsibility 

Status/Marginality 

Position 

Cultural 

differences 

Power 

difference 

Previous 

experiences 

Table 1 – Causes of difficult behavior 
 

Other theories tell us that different types of deviant behavior are caused by different 

antecedents. Indicating the factors linked to deviant behaviors is a reliable advent to 

controlling the phenomenon [26]. In this respect, similar to Rogojan [27], who cites 

Peterson [24], I am of the opinion that the causes of deviant behaviors fall into three major 

categories: individual, social and interpersonal and organizational causes. 

 Individual causes or factors refer to personality characteristics, such as basic 

tendencies (cognitive capacities, psychological drives, and personality traits), 

characteristics adaptations (attitudes, beliefs, and learned behaviors), self-concept (identity, 

self-esteem), external influences and personal life course. “It is widely believed that some 

people are, by nature, prone to be deviant” [25].When individuals join an organizations 

they already possess some potential predisposition to deviant behaviors. Those individuals’ 

predisposition can be either small or large. In other words the greater the individual’s 

predisposition, the greater is the possibility that he or she will engage in deviant behavior. 

Some personality factors are linked to predisposition. Personality types that are 

emotionally reactive, manipulative, that display out-of-control aggression or those that find 

pleasure in hurting or causing discomfort in others possess more predisposition to engage 

in violent behavior. Personality flaws or mental disorders may also be causes of deviant 

acts. Age, gender, education, religion and low-status or low-rank in the hierarchy are 
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demographic variables that may cause deviant behaviors. 

The way individuals perceive social norms, the influence of work groups and 

supervisors, opportunity, need, and dissimilarity (age, gender, ethnicity etc.) contribute to 

workplace deviance. According to the Social Information Processing Theory “individuals 

use information from their immediate social environments to interpret events, develop 

appropriate attitudes, and understand expectations concerning their behavior and its 

consequences”. From their social environment individuals receive information about what 

is acceptable within the organization. Sometimes they might think that deviant behavior is 

part of organizational culture. 

Organizational causes refer to employees’ behaviors in organizations, which are 

influenced by factors such as organizational goals and objectives, job design, and 

socialization. “Norms and values imposed by organizations can induce, an otherwise moral 

individual, to commit unethical and deviant acts” [28]. Sometimes, organizations offer an 

environment in which individuals can commit deviant behaviors. Individuals who already 

possess a predisposition towards deviant behavior could be stimulated by organizational 

settings to commit such behavior. Pressure and stress in the organization, norms, perceived 

unfair treatment, types of supervision, organizational culture and ethical climates are some 

examples of possible triggers for deviance.  

To summarize, organizational causes of deviant behavior are the result of an 

employee’s “social exchange with the organization”, while interpersonal deviance is the 

consequence of the “social exchange with co-workers”[29]. 

 

2.4 Consequences of deviant behaviors 

The consequences of deviant workplace behavior are critical because they can affect 

all levels of the organizations including decision-making, productivity, and financial costs. 

The work of Robinson, Wang & Kiewitz [30]  talks about three types of coworker 

influences: “direct impact – an employee is the target of coworkers’ deviant behaviors; 

vicarious impact – an employee is impacted by witnessing or learning of coworkers’ 

deviant behaviors; and ambient impact – an employee is impacted by working in an 

environment characterized by collective coworker deviant behavior”. 

- Direct impact.  Coworker deviant behavior often triggers serious negative emotional 

reactions from the target employee. Mistreatment impacts work-related attitudes in a 

predictable way and increase employees’ tendencies to engage in counterproductive 

behavior that may affect in its turn other organizational members.  

- Vicarious impact. An employee may be impacted indirectly by one or more coworkers’ 

dysfunctional behaviors, even though the employee is not the target. Vicarious effects 

result from the employee witnessing the deviant behavior, learning of it through word 

of mouth, or gaining an understanding of it from providing support to those directly 

targeted by difficult employees’ behaviors. Vicarious impact may uniquely impact 

individual employees. 

- Ambient impact reflects the influences of working in a climate that is characterized by 

ongoing deviant behavior by difficult employees. It involves both vicarious impact of 

witnessing and hearing of many ongoing acts from many sources over time and the 

indirect social and affective influences that come from their occurrences in the 

workplace. Ambient impact typically impacts everyone in the workplace. 

In my opinion deviant behavior may have different consequences such as: 

- Organizational deviance. This involves things such as theft, sabotage, lateness, or 

putting little effort into work. 

- Interpersonal deviance. It involves behaviors such as: belittling others, playing pranks 

on others, acting rudely, arguing, and physical aggression. 
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- Tensed working relationships. Effective teamwork relies on team members being able 

to work together easily and freely. Teamwork suffers if team members have to worry 

about enduring a coworker anger, sarcasm, or unreliability. 

- Job dissatisfaction reflects how employees feel about their jobs. If dissatisfied 

employees may engage in counterproductive behaviors such as poor service, 

destructive rumors, theft and sabotage of equipment, turnover absenteeism. 

- Low performance. Employees must be able to focus intensively on a problem or 

process. Difficult behavior draws attention to itself and drive away concentration at 

work. Ultimately, the organization's goals may even be in jeopardy if employees aren't 

as productive as they should be. 

- Stress is one result of having to deal with difficult behavior and difficult co-workers. 

Victims of interpersonal workplace deviance are more likely to suffer from stress 

related problem and show relatively decreased productivity and a high turnover rate. 

- Difficult behaviors produce negative emotions in some individuals who are subject to 

such behavior. 

- Loss of credibility. Employees deserve a safe, harmonious, and calm environment in 

their workplace. When the environment is threatened by difficult behavior, they look to 

their manager to deal with it. Failure to address the behavior may result in loss of 

respect and credibility in their manager or supervisor. 

- Economic costs. “Annual costs to organizations have been estimated to be as high as 

$4.2 billion for workplace violence, $200 billion for employee theft and $400 billion 

for various types of fraudulent behavior” [25]. 

Difficult employees and deviant behaviors are "contagious", so the management 

must take immediate action to remedy the situation. Ignoring these issues may jeopardize 

the entire organization. 

Understanding the causes and the consequences of such behaviors and identifying 

the right tools to handle difficult employees in a firmly and timely manner are crucial to 

the success of an organization, defense ones not making an exception to this.   

 

3. Management tools to use when dealing with difficult employees  
Since difficult employees may affect the overall effectiveness of organizations or 

the unit readiness if we talk about defense establishments commanders, managers or 

supervisors at all levels are not only interested in identifying the causes and the 

consequences of their workplace behavior. It is equally important to them to use the proper 

management tools to inhibit such deviant behavior and handle difficult employees. 

 

3.1  A standardized system 

Grichnik, Bohnen & Turner [31] mention in their work that the standardization 

“provides clear benchmarks that employees are expected to meet in all of their 

responsibilities, is the most effective means of uniformly producing products and 

delivering services at the lowest cost and highest quality. In addition, standardized work is 

advantageous to workers themselves. If chosen with care and concern for employees, 

standards ensure that each task in the workplace is achievable and sustainable as well as 

safe, from both a risk and an ergonomic point of view. Standardized work is a precursor to 

excellence, a catalyst for worker satisfaction, and a critical steppingstone for continuous 

improvement”.  

The advantages of a standardized system are obvious [32]: ensures consistency 

among employees and work process stability, improves quality and productivity without 

added stress, reduces or even eliminates mistakes, increases employee safety and improves 
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cost management, provides a great tool for employee training and visual management – 

managers and supervisors can see when processes are not working normally. 

3.1.1 Internal guidelines and operating procedures 

In an organization the standardized working system is enforced through internal 

written policies, guidelines, protocols, instructions, directives, notices, manuals, codes of 

conduct, standard operating procedures, etc. 

The development and use of such guidelines and procedures reduces variation and 

promotes quality through consistent implementation of a process or procedure within the 

organization, even if there are permanent or temporary personnel changes. It also has the 

benefit of ensuring reduced work effort, along with improved comparability, reliability, 

and legal protection.  

The job description is another important tool used to formally inform the employees 

about their tasks and responsibilities. It also helps the employee find out where he or she 

stands in relation to other employees and clarifies the chain of command within the 

organization. 

A quality management system implemented within the organization can lead to 

better organization of work, empowerment of employees and increased efficiency at all 

levels. 

 In defense establishments the internal guidelines and standard operating procedures 

ensure the processes work smoothly and the flow of information follows a streamlined 

path. They also minimize miscommunication among employees and indicate compliance 

with ministry of defense and governmental requirements. Standard operating procedures 

improve efficiency and adaptability across the force and foster the development and 

sustainment of a high state of readiness and proficiency among militaries, civilian 

employees and units throughout the organization. It also reduces operational turbulence 

and confusion between them when reassigned or when force tailoring occurs. 

 

3.1.2  “The right person in the right place at the right moment” 

Ideally the goal of any organization is to put the right employee in the right place at 

the right time. To complete the “picture” I will add to this “with the right skills”. 

If a person is not in the right place than he or she will surely experience job 

dissatisfaction and we all know that an unhappy worker is an inefficient worker. High 

personnel turnover is a clear indicator of job dissatisfaction. It is therefore necessary that 

employees' issues are taken seriously into consideration and their problems are discussed in 

early stages to find the right solutions, before they turn into difficult persons. 

In defense establishments it is not always easy to apply this tool for various reasons: 

there are no empty billets or with the right specifications in terms of rank, skills or 

qualifications; the available posts are in other units or garrisons and the employee are not 

willing to move, most of the time, on social grounds or simply because they don’t want to 

change the workplace; sometimes the raters and the senior raters give high ratings such as 

“very good” even though the employee’s performance is below standards and that is 

eventually used by employees to defend their posting even though he or she neither has the 

skills nor is the right person for that job. 

 

3.1.3 Performance evaluation 

Performance evaluation is a complex process that requires a good knowledge of the 

role of each employee in the organization and a thorough analysis of those professional and 

personal aspects that adds value to the organization.  

Performance evaluation process should be characterized by simplicity and 

objectivity. The assignment of clear objectives and responsibilities, along with periodic 

161



MANAGEMENT TOOLS TO HANDLE DIFFICULT EMPLOYEES IN 

DEFENCE ESTABLISHMENTS 

performance discussions and counseling, let employees know what is going to be rated and 

the standard of performance they must meet to be satisfactory at work. In essence, the 

evaluation is undertaken to improve performance, assess training, development needs and 

future potential, establish channels of communications, meet psychological needs, know 

how well the employee performs and identify corrective actions for the next evaluation 

period. 

In defense establishment this process must be continuous and systematic in order to 

allow the commanders and supervisors to integrate the planning and execution of 

organizational work with performance appraisal, awards, promotion and other 

compensation systems. 

 

3.1.4 Motivation tools 

To establish effective motivation systems, the managers must be able to identify the 

needs of employees in their organization and the factors that generate satisfaction or 

dissatisfaction for them at work. They also need to identify the right tools they should use 

to motivate subordinates.  

There are two basic motivation tools - external and internal. The external ones deal 

with physical or benefits and incentives (monetary, child care, pay raise, company car and 

telephone, sales commission, performance-based bonuses etc.). The internal ones focus on 

meeting a psychological or personality need of the employees. This may be done by 

empowering employees to make at least basic decisions or by encouraging them to be 

creative and innovative. Recognition for a job well-done, applause or on-the-spot praise are 

also internal motivators. Many organizations, especially in the private sector, focus on 

external motivators, but I do believe that addressing internal motivators is equally 

important, especially in times of economic crises or when external motivators become less 

effective. 

Both types of motivators are used in defense establishment throughout the world. In 

the Romanian defense establishments the Military Status Law no 80/1995 provides for 

both external and internal motivators: 

- For acts of heroism, courage and dedication in the execution of assignments and for 

outstanding achievements while performing their duties, officers, warrant officers and 

NCOs may be awarded medals and titles of honor.  

- For length of service and outstanding results the militaries are given medals and 

awards.  

- For outstanding performance of their militaries may be granted moral and material 

rewards. 

- Active or reserve officers, warrant officers and NCOs that distinguish themselves in the 

execution of their duties, commit acts of heroism and exceptional acts of courage may 

be promoted in the next rank below the zone. 

Similar motivators are provided in separate laws for civilians and other ranks.  

 

3.1.5 Disciplinary actions. 

Employees might be tempted to engage in deviant workplace behavior because their 

behavior either cannot be observed or because they know they won’t face any 

consequences. In most instances of behavioral problems, managers and supervisors may 

need to take a progressive approach to discipline – from letter of reprimand to termination 

of employment.  

On the other hand, managers must know that the purpose of discipline is to correct 

rather than to punish. Disciplinary actions against an employee should be taken when other 

management tools failed to correct the problems. When it becomes necessary to take 
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disciplinary actions they must be justified and procedurally carried out in a fair manner. 

“Similar violations should be punished the same way. No employee should be preferred 

over another. In addition, severity of punishment should correspond to the severity of the 

violation” [33].The manager must clearly inform the employee as to the source of 

dissatisfaction. In certain circumstances the employee may be given the opportunity to 

correct the problem, by making suggestions about areas to improve and, if necessary, about 

how to improve.  

When it is obvious that a progressive disciplinary approach has failed and that the 

necessary change in behavior has not been achieved, the managers may decide to 

terminate the employee. 

Different laws and disciplinary regulations provide for sanctions that may be 

applied to military and civilian employees. For instance in the Romanian defense 

establishments the Military Status Law no 80/1995 provides for the following sanctions: 

warning notice; letter of reprimand; demotion in post; delay of promotion to the next 

higher rank for one to two years. Similar sanctions are provided for other ranks. The 

civilian employees may face the following sanctions: warning notice; demotion for a 

period not longer than 60 days; base salary cut by 5-10%; for a period of 1-3 months; 

disciplinary termination of employment. 

 

3.2  Organizational climate – an useful tool of influencing employees’ 

behaviors 

There are many different and competing definitions of organizational climate 

available in the literature, which basically tells us that the concept is still viewed from 

various points of views. Personally I believe that the organizational climate describes the 

employees’ perception of their work environment and accounts for features such as 

decision making, leadership or norms about work. At the same time it is a set of properties 

of the work environment, perceived directly or indirectly by the employees, that is assumed 

to be a major force in influencing employee behavior [35]. 
Researchers have found links between organizational climate and employee 

attitudes and behaviors. Bellou & Andronikus suggest that there is organizational climate 

related with positive behaviors [36]. Positive organizational climate is important for any 

the organization in order to promote a high level performance and satisfaction among 

employees. The managers must ensure that the workplace climate is always positive to 

prevent job dissatisfaction among employees and create a sense of well-being. Adeniji 

affirms that the management can take certain actions to change the environment and 

paraphrases Booyens [37] who identified actions that can be utilized by the management to 

create a positive organizational climate: development of the organization‘s vision, mission 

statement, goals and objectives, establishment of trust and openness between the 

management and the employees through communication and workable career ladder. I add 

to that effective promoting effective couching and counseling and cohesive workgroups 

and teams. 

 

3.2.1 Internal communication. 

An effective internal communication is essential in any given organization. When 

we say that we need to improve communication within the organization, everyone will 

agree and will put this first on the priority list. Although in principle I agree with this 

statement I can’t stop thinking that there is no other concept that cause so much interest 

and ignorance at the same time.  

Through communication the organization establishes trust and openness between 

the management and the employees. If frequent feedback is present then it would help in 
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keeping the employees’ morale high. Communication helps employees to raise problems 

that they encounter in the workplace as well as issues related to them as individuals. 

Prompt feedback can thus help employees to know their strengths and weaknesses so that 

they can improve their performance.  

At the same time communication improves interpersonal relationships between 

managers and employees as well as among employees. “Communication should be 

promoted upwards, downwards and laterally. This can be achieved by encouraging free 

expression of ideas, constructive criticism and opinions. Employees should be allowed to 

express their views freely”[37]. Clear lines of communications motivate employees and 

influence job satisfaction. If absent or inadequate the employees become less interested in 

their work; if present they become satisfied and positive towards work. The many methods 

of internal communications can be grouped in two categories: written (memorandum, 

reports, notices, staff newsletters, e-mail, minutes of meetings etc,) and oral (meetings, 

face-t-face discussions, intercom, telephone, VTC etc.). 

In defense establishments there are several ways that positively contribute to 

internal communication such as: daily coordination meetings at lower levels between the 

supervisors and the employees, weekly coordination and working meetings at the level of 

the commander, periodic formal and informal meetings with the entire personnel, office 

calls with the command group or internal computer network, forums of discussions and 

administrative bulletins 

 

3.2.2 Work-groups. 

This is a tool that the management in any organization, including the defense ones, 

should use it because the workgroups have actually an important role in generating or 

shaping the behavior of its members. In this regard I am of the opinion that the nine key 

issues related to group behavior mentioned by Codreanu [38] who referred to the work of 

Cole [39], should be carefully considered by the management when they dealing with 

difficult employee: 

- Group size influences the behavior of the work-group. Clear lines of communications 

and higher degree of standardization are required to avoid deviant workplace behavior. 

- The role/purpose of the group. When assigned roles or purposes that define groups’ 

responsibilities a special attention to the size of the group should be paid. 

- Nature of tasks is closely related to the role/purpose and objectives of the group. The 

objectives need to be clearly established and attention to the skills the groups’ members 

require to accomplish the related tasks ought to be paid. 

- Group leadership. A formal leader must be officially assigned. He or she will 

undertake the responsibility for the success or failure of the group, but will also serve 

as role model for their co-workers. 

- Nature and motivation of group members greatly influence group behavior. It is 

necessary to keep the employees committed and motivated to carry out their tasks, so 

that the group would achieve its objectives. 

- Group cohesion “generates clear standards of behavior accepted y its members, which 

may pose difficulties to those attempting to change formal or informal group behavior”. 

- Group norms refer to formal standards adopted by the group. They may be formal (as 

described in para 2.1.1 above) or informal/unofficial (generated within and adopted by 

the group). Whatever form they take it is clear that the norms have an essential role in 

influencing the behavior of the employees. 

- Roles within groups represent the function played by each individual inside the group. 

If each member has clear responsibilities then the group will likely perform at its best. 

Sometime though, despite clear roles and responsibilities, a group might fail to attain 
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its full potential. This may happen when some members don't complete their work, 

others are not flexible enough to accept the approach proposed by another group 

member or some other member who is seen as expert in a particular field misses to see 

the wider picture and consequently misses some important steps. It is therefore 

essential that each member pof the group understands his or her role so that the group 

would improve its performance. 

- External environment influences the internal environment and implicitly the 

organizational life and the behavior of the employees. 

I will stress the importance of this tool by recalling what Rogojan [27] mentioned in 

his work: “work-groups have a big impact in influencing their members because they serve 

as role models.”  

 

3.2.3 Coaching and counseling. 

International Coaches Federation defines coaching as “partnering with individuals 

in a thought-provoking and creative process that inspires them to maximize their personal 

and professional potential”. International Coaching Institute and European Coaching 

Centre define coaching as “psychological intervention oriented towards either the 

performance development or optimization or solving the problems of an organization, a 

person or group of people”.  

Coaching is a method and a tool at the same time by which coaches help employees 

to better discover themselves and achieve their potential. It is centered on the individual 

and the coach plays an active role.  

The benefits of the coaching for the individuals are various in nature, so I will 

mention just some of those that are relevant for this paper: 

- Provides information about how the employees perform and what is preventing them 

from achieving more.  

- Provides greater clarity about personal development, career goals and expectations and 

mentor employee growth. 

- Gives practical advice on organizational policies and desirable behavior. 

- Creates the opportunity to be challenged constructively and to increase self-confidence. 

- Helps employees understand and control their emotions and teach them how to manage 

stress at work. 

- Provides a role model and reinforce good performance. 

Counseling is used in a variety of ways to support employees in solving their 

problems. Counseling may be an informal way of solving problems before they become 

disciplinary issues. Different types of counseling are available such as:  

- Disciplinary counseling (often called “informal warning”) – this tries to bring an end to 

poor performance without taking disciplinary action. At a counseling interview the 

employee should be told what improvement is expected and how long his performance 

will be under review. 

- Personal counseling - This happens when employees’ physical or mental health is 

affected by personal problems that may require help or advice (stress, bullying, 

substance abuse). Work stress is widely present in organizations. If an employee 

suffers from stress or the manager / supervisor think he or she suffers from it, then they 

must defer them to professional counselor. Counseling for any personal problem should 

be confidential and carried out by qualified personnel.  

In defense establishments coaching is not really used for its costs (Australian 

Armed Forces for instance have coaching programs in place and seek to extend it), whereas 

counseling is an almost a daily requirement. Whether it is meant to guide a military's career 

growth or correct improper behavior, it can always be a challenge to find the words to 
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adequately describe someone performance and potential. The most used is performance 

counseling, which is actually formalized in the evaluation process. 

  

4. Conclusion  
As I mentioned before, almost every if not all organizations have at least one 

difficult employee and some have many. If many of them are there they can cause enough 

disruption to the organization, which will be affected at all levels including the decision-

making, the productivity and its economic costs. 

The “ugly” truth is that if we are given the opportunity, most of us will engage in 

some kind of deviant behavior and that may turn us in difficult employees for our 

organization. It is also known that both the organizations and the managers have an 

important influence on their employees because they provide information about what is 

acceptable and what is not acceptable in the workplace. If the organizational climate is a 

“healthy” and a principled one and the employee’s identification with their organization is 

strong, he or she will be less likely to engage in deviant behavior if such behavior is not 

accepted in there. It is therefore crucial to promote positive organizational climate that 

ensures a high level performance and satisfaction among employees.  

At the same time, it is equally important for the managers (leaders, commanders) at 

all levels and in all organizations, including in defense establishments, to timely apply the 

most appropriate tools to handle difficult employees and inhibit from its incipience any 

type of deviant behavior. As we have seen there are a multitude of tools available and the 

ones described in this paper are by no means the only ones. If deviant behaviors are 

observed and difficult employees are sanctioned, than the organization will achieve its 

objectives and maximize its effectiveness.   

A positive organizational climate and an ethical leadership will foster employees’ 

satisfaction with their organizations and lower the likeliness of deviant behaviors. 

“Remodeling an organization’s norms, attitudes and social values are necessary for the 

survival of organizations in the face of deviant employees”[40]. 
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Abstract: 

By using the SWOT analysis method, this paperwork aims to discover the strong and weak points of 

Romania's participation with seconded national experts (SNEs) in international civilian missions and 

operations. In the same time, we present a synthesis of more interviews conducted with different Romanian 

SNEs that underlines some possible risks, threats and vulnerabilities related to national and Euro-Atlantic 

security. 

This study is meant to be original and useful for Romanian authorities because it reveals for the first time 

new opportunities available for Romania by using more efficient the SNEs deployed abroad in order to 

improve the response to the threats against the homeland and international security. 

 

Key words: National and Euro-Atlantic security, SNE, management, human resources, threats, risks, 

vulnerabilities. 

 

 

1.Introduction 
The civilian missions and operations under the aegis of EU, UN, OSCE and NATO, 

actively supported by Romania with important human resources to significant activities 

related to the post-conflict reconstruction field, have acquired an essential role in ensuring 

regional and international freedom, peace and security, but also in promoting the 

democratic and institutional progress in countries affected by conflicts and security crisis. 

Several years before becoming an EU and NATO member, Romania understood 

that the European Security and Defence Policy (ESDP) and the Common Security and 

Defence Policy (CSDP) are important leverages for European Union, both for promoting 

its interests on the international scene and for conducting different activities with direct 

impact on the international security and stability.  

In this regard, more than 10 years ago, benefiting from an adequate legislation and 

national programmes and in accordance to the framework established by the National 

Security Strategy [2], Romania began to participate in several civilian missions and 

operations deployed by European Union for following its CSDP objectives. Realizing the 

future importance and the amplitude of this type of activities, Romania has been making 

efforts to be connected to the international community security structures and also to bring 

an important contribution to world peace and stability.  
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The aspect of contributing with seconded national experts (SNEs) [3] to support 

international organizations has been in the attention of several states and foreign 

researchers. Besides, some countries have focused especially on the aspect of SNEs and 

risks they are exposed, including after their repatriation. For instance, in an effort to assist 

their national experts, the Finnish authorities decided to analyse periodically, starting with 

2009, the existing situation in order to determine and keep under attention this kind of risks 

factors. The decision was taken after an armed attack committed in May 2008 by a Finnish 

SNE, short time after his returning home from a peacekeeping mission in Kosovo [4], as 

well as due to other problems which emerged after their national experts’ repatriation. 

In order to go beyond the limits and understand better the aforementioned aspects, 

the purpose of this paperwork is to get the best possible outlook regarding: the positive and 

negative aspects related to Romania’s presence within international organizations with 

experts seconded by institutions belonging to the national system of defence, public order 

and security, the importance of this demarche in the national and international security 

context, as well as its effects on the Public Order and National Security (PONS) field. 

In this regard, we intend to carry out a SWOT analysis designated to discover both 

strong and weak points of the analysed elements, by taking into account the following 

vectors: 

a. Human resources that are part of the civilian missions abroad; 

b. The human resources management performed by Romanian institutions which 

contributes with SNEs to international civilian missions and operations; 

c. The satisfaction degree of the personnel involved abroad in accomplishing 

international civilian missions; 

d. The impact of the Romanian presence abroad on the national and international 

security field. 

Having the aim of focusing more on this topic, this paperwork was compiled not 

only by studying several specific reports, but even by interviewing different Romanian 

SNEs who underlined some opportunities, but also some possible risks, threats and 

vulnerabilities to the national and Euro-Atlantic security. 

 

2. Strengths / Weaknesses (Vulnerabilities) 

 

2.1 Strengths 

1. The human resources component 

- The staff members within the Romanian national system of defence, public order 

and security (SDPOS) are generally characterized by a high level of professionalism and a 

broad theoretical and practical experience which can be successfully used abroad;  

- Due to the peculiarity of the security related activities performed regularly by the 

SNEs alongside with their special training, the SDPOS national experts are able to 

surmount more easily critical challenges and threats faced in the theatre of operations, 

unlike the individuals seconded by non-governmental organizations that are not so 

experienced. Most of the SNEs could overcome the cultural impact faced in a foreign 

country more effective comparing to their colleagues from the private sector, or those that 

are joining for first time an international mission; 

- Attending training courses, taking part in missions and multinational activities 

abroad are important incentives that could be effectively used for motivating the Romanian 

SNEs; 
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- So far, Romania has fulfilled its objectives from the point of view of the work 

quality performed by its national experts detached to international institutions, which 

creates the required conditions for further developing this kind of activities; 

- Taking into account their proficiency, Romanian SNEs have used to get some key 

positions within international civilian missions and operations, becoming decision makers 

that have put their fingerprint over the institutional development in the countries where 

international mission have been deployed; 

- The SDPOS personnel have proven an increased work capacity as members of 

civilian missions or cooperation activities, being appreciated for their performances and 

contributing to a good image of the Romanian effectiveness and expertise. 

2. The human resources management performed for contributing with 

Romanian SNEs to international civilian missions and operations 

- The managerial vision is based on strategic analysis; the operational standards and 

working procedures are well structured [5]; 

- The experience accumulated abroad by the Romanian SNEs performing in 

significant managerial fields could be transferred for developing national or international 

training programmes for training the monitors before their participation in civilian missions 

and operations; 

- When necessary, the repatriated Romanian SNEs could be included in the national 

reserve of personnel, in order to enable the country to supply experts for international 

organizations;  

- The national experts could observe from inside the activity of the international 

organization. Their know-how is helpful for improving the national management activities 

related to this field;  

- Important knowledge might be achieved by studying the procedures used by the 

foreign contingents of SNEs. This kind of experience could be used for a better 

coordination of the Romanian institutions that have tasks connected to the PONS; 

- Taking advantage of the Romanian presence abroad, an internationally developed 

cooperation could be realized for achieving the national, EU and NATO security 

objectives, in the context of the internationalisation of growing threats and of the necessity 

to combat them together; 

- A proper management of activities performed abroad by the Romanian SNEs 

could have a helpful influence over the institutional resources. 

3. The satisfaction level of the personnel involved abroad in accomplishing 

international civilian missions 

- The national experts get a satisfaction feeling, taking into account the fact that 

they perform in a special environment, where their work and professionalism is valued; 

- The possibility of being promoted and nominated on top management positions is 

a good reason for SNEs to perform in the best possible way; 

- SNEs are generally satisfied with their income while deployed; 

- The positive appreciations and evaluations of the personnel after performing as a 

national expert has also a good impact on them; 

- Romania’s history as a participating country in peace keeping operations offers 

reasons for a real satisfaction. The requests sent to Romania by EU, OSCE, UN, NATO 

and other strategic partners for providing new contingents to the theatres of operations are 

a real proof of the appreciation our country enjoys and a confirmation of the results and 

professionalism that Romanian national experts have shown;  
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- Offering the national experts, after repatriation, positions according to their skills 

and experience gained abroad is perceived as a natural result of their efforts paid while 

working for the international civilian missions and operations; 

- Immediately after repatriation, SNEs are interested in achieving performance in 

their field of work and feel the desire of professional promotion and recognition of their 

qualities developed abroad. 

4. The impact of the Romanian presence abroad on the national and 

international security field 

- By analysing the working systems successfully used by several Euro – Atlantic 

member states in the field of PONS, as observed by the Romanian SNEs, Romania could 

be able to identify and implement effective strategies for ensuring the homeland security 

and a safe and secure environment in Romania, EU and NATO, so as freedom, security 

and justice to be guaranteed; 

- By interacting permanently with security-related international organizations, the 

efficiency of the similar Romanian institutions will be increased and will ensure a better 

national and international security; 

- The personnel working abroad as SNEs would develop their experience that could 

be used after repatriation to improve the entire PONS field; 

- The Romanian authorities could successfully use the know-how and connections 

developed by SNEs abroad for achieving the objectives related to the security and foreign 

policy objectives;  

- Romania provides its own institutional platform needed for a stronger presence 

within the international security structures; 

- The SNEs working in high-risk areas of conflict could be better protected by the 

presence of their Romanian colleagues within the civilian mission. The more important 

positions are held by some of the national experts, the higher level of personnel’s 

protection will be provided for their Romanian fellows; 

- By a constant participation in civilian missions and operations, Romania has been 

recognized as an important contributor state for supporting peace-keeping, conflict 

prevention and strengthening international security, in accordance with the principles of 

the UN Charter and accomplishing its tasks underlined by EU CSDP [6]. In this context, 

Romania has also consolidated its position as a security provider;  

- Romania is a member of the special commissions belonging to the international 

organizations, sending its best professional national experts seconded by the governmental 

institutions; 

- Romanian SNEs are able to provide the national authorities with some hints, 

useful both for the PONS and Euro – Atlantic security. 

 

2.2 Weaknesses (Vulnerabilities) 

1. The human resources component 

- The profession of policeman, gendarme or soldier has become less appealing for 

citizens; 

- Performing activities in a new environments generates difficulties for SNEs that 

could be individually overcome according to their own level of training and power of 

facing new encountered situations; 

- Seconded national experts coming from non-governmental organizations don’t 

have proper training for facing the specific threats specific to the conflict areas where they 

are deployed; 
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- The lack of proper rewarding system developed in accordance to the level of 

proficiency criteria could encourage SNEs to leave the national institutions;  

- The selection process of the candidates that applied for seconded international 

positions is carried out firstly on the basis of foreign languages knowledge, while the 

professional skills and experience are on the second level; 

- The staff number  is sometimes low [7] and may not able to answer the requests 

for contributing with enough human resources to civilian missions and operations;  

- The number of key or senior positions held by Romanian SNEs within 

international civilian missions and operations is not related properly to the number of 

national experts and this issue could have a negative impact on different areas [8]; 

- Some SNEs could become anxious by thinking to the possibility of losing the 

working place after repatriation (because they might have other professional job or to be 

put at the unit commander’s disposal);  

- Within the national security-related institutions may occur sensitive situations due 

to recruiting for certain fields of specialists from external sources that subsequently 

migrate to other departments, or even are nominated in senior positions, affecting the more 

experienced staff or the experts that accomplished missions abroad;  

- The fear of health problems specific to the operation area that could affect the 

personal well-being might have a negative effect on SNEs. Some medical problems have 

as a result repatriation, low level of payment, stopping the personal projects etc.; 

- Migration of trained and experienced SNEs to other institutions, governmental or 

private, national or international, could have a negative impact both on the human 

resources aspect and on the personnel reserve necessary for this kind of missions. 

2. The human resources management performed for contributing with 

Romanian SNEs to international civilian missions and operations 

- A disadvantage for the seconding institution is that, for a specific period of time, it 

has to reorganize the working system and to reallocate all the tasks belonging to the SNEs 

detached now to the international civilian missions and operations; 

- Sometimes, after repatriation, some SNEs use to artificially increase their level of 

proficiency and knowledge developed abroad, sparking small conflicts with the colleagues 

or superiors; 

- Lack of effective measures taken for stimulating SNEs and of necessary standards 

for career planning lead to cases where the personnel is migrating after repatriation from 

one department to another and can disturb the proficiency in some fields of PONS, 

affecting the specialization in a specific area; 

- Lack of necessary details about the theatre of operations where the SNEs are to be 

deployed and about its specificity are elements that, in the subjects’ opinion, could make 

necessary a reform of the system used for training the next national experts; 

- Romania makes financial efforts for sustaining a proper contribution and 

representation to international organizations according to the existing standards; 

- The management of the human resources that are to accomplish international 

missions is not made according to an official strategy for accomplishing also tasks 

connected to the PONS and Euro-Atlantic security. 

3. The satisfaction level of the personnel involved abroad in accomplishing 

international civilian missions 

- After repatriation, several SNEs use to get positions where is not possible to use 

their experience or connections developed abroad. This situation creates difficulties for 

SNEs that are abroad on analysing what are the current realities within their home 

organization, especially regarding its policy towards them. The feeling of deteriorating the 
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working climate within their seconding institution, the working relationships or the level of 

life, could lead to a sensation of  failure; 

- Lack of satisfaction could be sparked by the inconstancy of the authorities (seen 

by some subjects as the originator of personal difficulties, supplementary concerns and 

objective obstacle for achieving the professional duties). Some existing problems created 

by an unsatisfactory material and technical equipment, unlike the one had by the 

contingents belonging to other countries, have to be taken into account; 

- A high level of dissatisfaction could be generated when comparing the existing 

„types” of selecting SNEs for international civilian missions and operations. It was noticed 

that, for some SNEs belonging to some contributing countries, the official procedures are 

not applied accordingly, they being nominated due to the „special” support of the national 

authorities. In more cases, the circumstances are worse (this being a real reason for 

jeopardizing the international organization) when the above mentioned foreign SNEs 

doesn’t have, according to the job description, a proper rank, training, experience or 

studies, unlike the Romanian policemen that are all the time very well selected and trained; 

- The seconding institution is not really interested in having the potential 

advantages available for Romanian PONS and for Euro-Atlantic security by using 

somehow the presence of its SNEs abroad, unlike other participating states that use this 

opportunity for their benefits. This is happening in a period of time when the links between 

the foreign SNEs and their national authorities is visibly intensified [9], despite the fact 

that there are clear rules regarding the secondment [10]; 

- Regarding the activities performed abroad, when the ratio between the official 

expectations and realities is not the one desired, or when the organization's Standard 

Operational Procedures regulations are broken by superiors belonging to other countries, 

the SNEs could show lack of interest in achieving their tasks;  

- Lack of proper level of rewarding the SNEs’ proficiency when returned back 

home will have a negative impact on the SNEs motivation [11]. 

4. The impact of the Romanian presence abroad on the national and 

international security field  

- The presence of organized criminal or terrorist groups in the theatre of operations 

where the mission is deployed draws a special and continuous attention to the possible 

risks and threats to the SNEs’ security [12] and, moreover, to the national and international 

security; 

- Some security breaches could affect the protection of EU and NATO classified 

information, especially when the international staff don’t respect the secrecy of data they 

are in contact with, due to the ignorance of the specific rules and regulation, to the 

carelessness or because of the easiness;  

- Local elements belonging to criminal, terrorist, nationalist/extremist groups use to 

infiltrate individuals inside the international organizations or to ask the civilian local staff 

to disclose sensitive information (i.e. to criminal files, personal data about the international 

policemen involved in investigations) to cooperate with them by using threats, offering 

money etc. Having as a final objective the protection of their interests, the above 

mentioned groups could make vulnerable the international institutions and, of course, the 

SNEs; 

- National experts could create problems or commit some disciplinary deviations 

with bad consequences that affect negatively the international organizations, the national 

contingent or even the participating country; 
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- Insufficient funds allocated to the SDPOS institutions, inadequate infrastructure 

and endowment, generate problems in the field of contributing with SNEs to international 

civilian missions and operations. 

 

3. Opportunities / Threats 
 

3.1 Opportunities 

1. The human resources component 

- There are lots of opportunities for professional growing by accomplishing 

international missions [13]; 

- In the current multidimensional security context, Romania is contributing actively 

to the international efforts by participating in peace keeping operations, police assistance / 

reforming and reconstruction of civil society. This context has led to the development of a 

special capability that could be used within EU, UN, OSCE and NATO; 

- The engagement of Romania to provide civilian personnel to peace keeping 

operations could generate and ensure also medium and long term perspectives for 

cooperation with the recipient countries’ representatives, possible to be extended later 

beyond the limits of international defence and security; 

- The Romanian SNEs’ proficiency has always been noticed by superiors and their 

presence within international organizations is more and more welcomed and „accepted”. 

We used the term „accepted” because, very often, during the selection process, the 

nationality seems to be more important than the professional qualities and experience; 

- Romanian staff could be involved in achieving some national objectives (similar 

to the situation happened with the policemen belonging to other countries, members or 

even non-members of the Euro – Atlantic community), having as a result an improved 

capacity for facing the threats to the homeland security; 

- The new international security environment, along with the recent geo-political 

developments, encourages the SDPOS personnel to train unceasingly. 

2. The human resources management performed for contributing with 

Romanian SNEs to international civilian missions and operations  

- Best practices developed by some Euro – Atlantic countries related to human 

resources management have to be studied and implemented by Romanian authorities for 

involving SNEs in accomplishing some national and Euro - security objectives; 

- By continuing to be a contributing country to international organizations, 

Romania will have the opportunity to improve the internal procedures and the 

organizational culture related to human resources management performed in this context 

(at selection, training and execution level); 

- The specific skills, expertise and knowledge of the Romanian SNEs, improved 

during accomplishing missions within international organizations, will be used 

successfully after repatriation in PONS field; 

- The cooperation activities performed abroad ensure standards and models, and 

could also be used as lessons learned; 

- The new risks and threats to the national and international security offer the 

opportunity to have new professional areas and to develop the ones already existing. 

3. The satisfaction degree of the personnel involved abroad in accomplishing 

international civilian missions 

- In the framework of selecting the personnel that is to take part to civilian missions 

and operations, a greater consideration could be directed to the individuals that have 

proven high level of satisfaction for such activities; 
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- The satisfaction proved by SNEs when having very good results and holding 

better positions has an important role in achieving the targeted objectives by Romania, 

international organizations and Euro – Atlantic community; 

- The SNEs’ level of satisfaction will influence directly the way of accomplishing 

missions, without disciplinary deviations or misbehaviour. 

4. The impact of the Romanian presence abroad on the national and 

international security field 

- The direct involvement as an EU and NATO country in solving the international 

conflicts offers Romania the possibility to act more efficiently for detecting and preventing 

dangerous threats to the homeland and Euro-Atlantic security;  

- The opportunities for Romania to be involved in democratization and stabilization 

of other regions in the world, or in crisis management operations, are growing; 

- The consequences of the illegal activities that use to come to Romania from 

abroad are diminished and the proficiency in fighting against them is developed;  

- New opportunities on the field of institutional cooperation / exchanging 

information with foreign partners that have security related tasks are emerging, as a result 

of the necessity of managing together the risks and threats to the security;  

- The competences of the national PONS connected institutions become higher and 

the threats to the homeland and international security will be reduced; 

- The national authorities could be updated and advised on the critical situations by 

a continuous presentation of situation reports regarding the security developments where 

Romanian SNEs are deployed; 

- Romania is able to identify new methods of action for achieving the national 

strategic and Euro – Atlantic security objectives both by involving efficiently the SNEs 

deployed abroad and by holding some senior positions within the international 

organizations, according to the model used by other countries; 

- By participating in common operations to combat organized crime, terrorism, 

weapons of mass destruction proliferation, traffic with high risk technologies and 

materials, new opportunities are identified for improving the response to the threats against 

the homeland and international security. 

 

3.2 Threats 

1. Internal threats  

- After repatriation, the valuable SNEs with experience in the field of PONS that 

are not satisfied with the level of payment, or with the current possibilities for promotion 

they have within the institution they belong to, will migrate towards the private or foreign 

companies. So, due to the lack of trained staff, the existing one will be overwhelmed 

because of the quantity of cases, the quality of their work will decrease and, finally, the 

Romanian authorities could have problems in their fight against criminality; 

- A low level of professional satisfaction shown by the SNEs after repatriation will 

lead to lack of interest in accomplishing the professional tasks; 

- Lack of a specific strategy made at a national level in order to reduce the 

migration of staff and to increase the level of satisfaction will have a negative impact on 

the national and international security; 

- The tendency of media to present a distorted reality affects the image of the 

institutions belonging to the PONS system; 

- Disciplinary deviations or difficult situations created by SNEs during 

accomplishing missions abroad could have a negative impact on the security, personnel’s 
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protection, or on the relationships between Romania, the international organizations or the 

local authorities / population; 

- Limited financial resources allocated to the budget won’t support enough the 

seconding of the personnel for participation in international civilian missions and 

operations. 

2. External threats 

- Risks generated by the belonging of Romania to EU and NATO could affect 

negatively the national experts abroad; 

- The Romanian SNEs could be exposed abroad continuously to different threats, as 

a result of a low level of security existing in the conflict area; 

- The representatives of international civilian missions and operations have to fight 

against the negative effects of irresponsible, hostile and controlled local media used as a 

propaganda tool. In some cases, fake information published in media could be directed 

against specific SNEs or participating countries (including Romania [14]), creating 

artificial tensions or affecting the image of the international presence in the host country;  

- Local criminal groups are interested in infiltrating informants within the 

international organizations in order to illegally access classified information [15]; 

- When SNEs are superficial and don’t have proper skills and a culture regarding 

the security and protection of the classified information they have access to, sensitive 

information could be disclosed to the local organized crime groups or hostile entities; 

- The SNEs holding important positions could be threatened / intimidated by 

criminals that are under investigation [16]; 

- Some of SNEs have vulnerabilities that could be used by foreign hostile elements. 

 

4. Concluding remarks  
As a tool of strategic analysis, the present SWOT analysis provides some significant 

insights about the manner the positive and negative elements of the Romania’s contribution 

to international organizations with SNEs belonging to SDPOS combine among themselves. 

The analysis helps us to adopt methods needed to increase the potential forces / 

opportunities, reduce the weaknesses and diminish the effects of the threats that could have 

a negative impact on the PONS connected institutions. Meanwhile, it brings more value 

and support for defining a necessary strategy for developing the Romanian SNEs 

participation in international civilian missions and operations.  

We could conclude that the PONS connected Romanian authorities should have to 

use the aforementioned opinions in order to take the following measures: 

- To issue strategies and procedures needed to involve more efficiently the SNEs to 

accomplish some national strategic and Euro-Atlantic security objectives; 

- To capitalize the lessons learned, knowledge and skills gained by the SNEs in the 

theatre of operations, especially of the ones that were valued and held senior positions, as 

well and to use the benefits of having national experts abroad for improving the PONS 

system and the level of response against external threats to the homeland and EU / NATO 

security; 

- To use the experience gained by other Euro – Atlantic countries in order to 

revolutionize the PONS system and to make it able to combat more efficiently the threats 

faced; 

- To adopt valuable international standards for PONS and human resources 

management field;  

- To develop the activities performed in the field of international cooperation for 

combating the threats against the homeland and Euro – Atlantic security;  
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- To act more efficient for limiting the security risks against the Romanian SNEs 

working within the international organizations and for providing a better protection to the 

national, EU and NATO classified information;  

- To diminish the number of situations that could lead to negative reactions against 

the Romanian national experts, international departments / organizations they belong to, 

national institutions, or even against Romania; 

- To remove the SNEs’ sources of discontent that could represent a real danger and 

that are able to undermine or create unsteadiness in the personal and professional life of the 

SNEs, with a great possibility to disturb even the institutional system; 

- To reduce the migration between departments / institutions, to promote experience 

and performance values, to increase the level of motivation and loyalty of the employees;  

- To initiate an efficient system of managing the specific activities performed for 

reintegrating the SNEs after repatriation; 

- To take in due time the necessary measures for reallocating the professional tasks 

of the SNEs that are supposed to take over positions within international organizations, in 

order not to affect the PONS domain. 
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of Administration and Interior 2014-2016, Bucharest, 2014, p. 12. 

[8] As an example, we mention the situation existing in EULEX Kosovo during December 

2008 – May 2011, when the Special Police Department (SPD) didn’t have any Romanian 

representatives in senior positions, despite the fact that the national contingent of 
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gendarmes (115 policemen), subordinated to SPD, consisted of almost ¼ of the 

international personnel.  

Regarding this issue, some SNEs have stated that the impartiality of the decisions taken 

that time for assigning missions by the SPD HQ to the Romanian gendarmes could be put 

under the question mark. 

[9] Danut Maftei, The way several European countries achieve some national strategic and 

security objectives by involving the national experts seconded to international 

organizations. Case study: Great Britain and the Netherlands. The “Public Security 

Studies” journal (ISSN 2284-8592), „Alexandru Ioan Cuza” Police Academy of Bucharest 

(Romania), Volume III, Special Edition, May 2014, p. 324. 

[10] According to the European Commission Decision no. C (2008) 6866 of 12.11.2008, 

article 7 („Laying down rules on the secondment to the Commission of National Experts 

and National Experts in professional training”), the SNE shall carry out his duties and 

conduct himself solely with the interests of the Communities in mind. See at 

https://ec.europa.eu/jrc/sites/default/files/c(2008)6866.pdf 

[11] Ministry of Administration and Interior, The Institutional Strategic Plan of the 

Ministry of Administration and Interior 2014-2016, Bucharest, 2014, p. 12. 

[12] As we have seen, among the last tragic incidents happened, where SNEs were victims, 

was the one in Bamako, northern Mali, on the 3rd of October 2014. A convoy of 

MINUSMA peacekeepers from the Nigerian contingent was the target of the attack and 

around nine UN policemen were killed. See at http://www.smh.com.au/world/alqaeda-

links-behind-deadly-attack-on-un-peacekeepers-in-mali-20141004-10q6mu.html. 

Earlier, at the end of May 2014, two teams of OSCE observers (totally 8 individuals) were 

kidnaped by rebels in east Ukraine (Donetsk and Lugansk area). Fortunately, they were 

release all afterwards. See at http://www.bbc.com/news/world-europe-27265927. 

[13] Ministry of Administration and Interior, The Institutional Strategic Plan of the 

Ministry of Administration and Interior 2014-2016, Bucharest, 2014, 2014, p. 11. 

[14] We have to mention the incident happened in Kosovo on 10.02.2007, when UNMIK 

international police had to use force against the armed and violent protesters. Two 

protesters died and others were wounded. So far, the local media has published hundreds of 

articles where the reality has been distorted repeatedly by diminishing the protesters’ fault 

and highlighting the exclusive „culpability” of Romanian gendarmes, disregarding the fact 

that, for maintaining the order, national contingents belonging to more participating 

countries took part at the operation. Despite the fact that the main reason of that 

propaganda was to force Bucharest to recognize the independence of Kosovo, its outcome 

has been a negative image of Romania both locally and internationally. 

[15] As an example, during 2008, sensitive files issued by more UNMIK international 

policemen (one Romanian) investigating a corruption case were published partially in local 

media. Being an important case, the local criminal groups wanted to intimidate the 

international investigators. 

[16] We present two cases of policemen, UNMIK investigators within the organized crime 

department, originating from Western countries. During 2008 – 2009, the two policemen 

were sent intimidation messages from the local criminal groups: one of them got by email 

pictures with his family in front of his house, and the other’s wife received a „visit” from a 

so-called colleague of her husband that went to her to „offer” some flowers „sent” by the 

policeman. 

One year later, according to local media, EULEX prosecutors involved in investigating 

cases connected to organized crime activities got also intimidation messages. 
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Abstract 

Over the last decades, the Internet and more broadly cyberspace have had a tremendous impact on 

our society. Our daily life, fundamental rights, social interactions and economies depend on information and 

communication technology working seamlessly. For cyberspace to remain open and free there should be 

norms, principles and values that can be applied online. Cyberspace should be protected from incidents, 

malicious activities and misuse. 

Information and communication technology (ICT) has become the backbone of our economic 

growth and is a critical resource which all economic sectors rely on, keeping alive key sectors such as 

finance, health, energy and transportation. Although the benefits of this interdependence are great, the fact 

that many organizations have become entirely reliant on ICT to carry out vital functions is bringing new 

challenges. Therefore, governments around the world have to be prepared themselves to offer a secure 

cyberspace for any citizen, national economy and national security. 

All these challenges are related to threats and vulnerabilities of the digital network and are 

incorporated in the concept of cyber security. It’s a priority for governments and super-statal entities to 

develop a comprehensive security strategy for their networks. To that end, one should develop and fund 

special institutions to deal with this issue, draft plans for preventing cyber attacks and acting if such an attack 

occurs, identify the attackers and bring them to justice, and rebuild or repair damaged components of the 

network. 

 

Keywords: cyber security, cyber attacks, national security, critical information infrastructure, security 

strategy 

 

 

1. Introduction 
Information revolution and the spread of the Internet are stimulating globalization 

and allowing companies to conduct business all across the world. Technology is 

developing quickly, providing a lot of improvements to organizations’ productivity, 

efficiency and competitiveness. Nowadays, a lot of companies outsource much of their 

business and are using the Internet to cut down operation costs. Thus, daily, large amounts 

of data with diffrent degrees of protection are circulating over the Internet. 

Considering the benefits brought to social and economic life and the serious 

consequences of their malfunctioning, modern society has become more and more 

dependent on the availability, reliability, safety and security of the technological 

infrastructure. 

All these changes also bring new security challenges. Cybercrime is of increasing 

concern, trafficking in human beings is becoming more and more sophisticated, cross-
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border organized crime is appearing in new forms and terrorism remains a threat to 

security
1
.   

There is a need to build secure and trustworthy systems so that people and 

businesses can make full use of the potential of the Internet. Ensuring that electronic 

payments can be made in a secure manner is essential. 

New challenges are however emerging, including the use of digital currencies and 

of online platforms facilitating many forms of serious and organized crimes. The number 

of cyber attacks is likely to increase in the coming years, despite important measures taken 

to improve the capabilities to fight cybercrime and strengthen cyber security. 

 

2. Critical Information Infrastructure (CII) 
The term “critical infrastructure”- CI was first used officially in July 1998, when 

US president decreed Executive Order on Critical Infrastructure Protection
2
. This 

recognized certain parts of the national infrastructure as critical to the national and 

economic security of the United States and the well-being of its citizens.  On December 17, 

2003, the directive was updated through Homeland Security Presidential Directive HSPD-7 

for Critical Infrastructure Identification, Prioritization and Protection. According to this 

document the United States has some critical infrastructure that is "so vital that its 

incapacitation, exploitation, or destruction, through terrorist attack, could have a 

debilitating effect on security and economic well-being“
3
. Later, in 2013, the Executive 

Order - Improving Critical Infrastructure Cyber security stipulated as follows: “critical 

infrastructure means systems and assets, whether physical or virtual, so vital to the United 

States that the incapacity or destruction of such systems and assets would have a 

debilitating impact on security, national economic security, national public health or 

safety, or any combination of those matters”
4
. 

According to the definition accepted by NATO, CIs are those “Facilities, services 

and systems that are so vital to the nation that their removal from service or destruction is 

potentially destabilizing national security, economy, and health of the population and 

effective functioning of government”.  

Today, several infrastructures, such as communication, banking, energy, transportation, 

and healthcare, are critical, since their disruption, destruction, or loss of integrity can 

impact a nation’s stability. Authorities consider that these facilities must operate at least at 

a minimum level for public and private sectors to survive. 

In the past, many of these systems were physically separated. Starting with the 

technological boom from 1970s, CIs gradually converged and became dependent on other 

information structures such as the public telephone network, Internet, satellite and 

terrestrial wireless networks for a variety of information functions. Technological progress 

triggered a greater automatization in the operation and control of CI and the creation of 

special infrastructure. One of the most important CIs, this infrastructure has become the 

basis for managing and integrating all other CI including new forms of communication, 

information sharing and trade
5
. 

In particular, government and military information infrastructures depend on 

commercial telecommunication providers for everything, from logistics and transport to 

personnel and other functions. The way these infrastructures are interconnected increase 

                                                 
1
 COM(2014) 154 final 

2
 Presidential Directive PDD-63 

3 http://georgewbush-whitehouse.archives.gov/news/releases/2003/12/20031217-5.html 
4
 http://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-

cybersecurity 
5
 http://www.comw.org/tct/fulltext/05nickolov.pdf 
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the effect of a possible malfunctioning that can affect a wide range of different users. 

Information and information systems both have become an invaluable asset and a lucrative 

target due to the greater role of information and the availability of electronic means to 

collect, analyze and modify
6
. 

 

3. Threats and Vulnerabilities for CII 
ICT evolution made it feasible and convenient to control CIs remotely (e.g., over 

the Internet). Therefore, industries and governments have been progressively adopting IT 

systems to consolidate the operation of CIs. As a result, CIs and IT systems have 

converged and have raised security concerns (and threats). The Internet is a critical asset of 

modern CIs, because their controlling systems are often distributed over remote, Internet-

connected locations. This strong correlation between CIs and their IT comes at the cost of 

increased complexity and, as a consequence, increased risks of accidental faults. The 

correct management of non-malicious faults and the management of security risks are 

strongly correlated, and should always be considered together when planning for the 

protection of CIs. 

Threats and vulnerabilities in cyberspace generally relate to networks, network 

nodes and vital centers, specifically their physical equipment and systems (computers, 

providers, network connections and nodes, etc.), and other infrastructure with hosting 

means (buildings, electricity networks, cable, fiber and other components). Equally, it also 

covers data warehouses and software, storage systems, storage and distribution of 

information, databases and more.  

But, above all, such threats and vulnerabilities aimed at IT systems (business, 

product lines, strategic materials supply systems, infrastructure and resources markets, 

research institutes and communication systems). Threats to cyberspace specific electronic 

services are by definition global and cannot be contained or controlled within the 

geographical boundaries. Developing a defense system against those threats should be 

based on cooperation, both in the detection and analysis, and to implement measures to 

reduce or cancel the effects of the attacks. Most cyber attacks have exploited known 

vulnerabilities and common software programming errors. Software publisher vendors 

have been unable to agree or implement a secure coding standard. Taking into account that 

most of exploited vulnerabilities are preventable, implementation of a minimum level of 

software quality is one of the key countermeasures for protecting the CII. 

The cyber threat to CI continues to grow and represents one of the most serious 

national security challenges we must face. The national and economic security of each 

state in the world depends on the reliable functioning of the national CI in the face of such 

threats.  

The representatives of the insurance company "Aegis London" warned, in a study 

on global developments in the field of cyber security, about the increasing of cyber threats 

to the CI, especially in the sectors of energy and water. According to the survey, cyber 

attacks are increasingly targeted towards operational technologies and critical 

infrastructure they support, having a significant destructive potential in terms of disruption 

of services and operation of existing capabilities
7
.  

                                                 
6
 http://www.comw.org/tct/fulltext/05nickolov.pdf 

7
 http://www.computerweekly.com/news/2240217851/Cyber-threat-moving-to-critical-infrastructure-study-

shows 
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2014 Internet Security Threat Report
8
, conducted by "Symantec" (April 15, 2014) 

revealed that, in 2013, the main countries targeted by cyber attacks were USA, China, 

India, the Netherlands, Germany, Russia and the UK, Romania being in the 25th position. 

Although, in the first 10 months of 2013 the small criminal activity was reduced, in the 

next period, globally there were 8 large-scale attacks, thus registering an increase as 

compared to 2012, when only one incident of this type was recorded. 

The number of security breaches increased by 62% over the previous year, which 

led to exposure of confidential data of over 552 million people. The document indicates a 

change in the behavior of cybercriminals: early planning of large-scale attacks; an 

increased incidence among companies with more than 2,500 employees; high processing 

techniques. 

However, "Symantec" representatives warned (June 30, 2014) that many energy 

companies in countries like USA, Spain, France, Italy, Germany, Turkey, Poland, 

Romania, Greece and Serbia are the targets of extensive cyber espionage campaigns. Back 

in 2011, the group identified as "Dragonfly" is said to have launched a series of attacks on 

industrial control systems in the power networks and hydrocarbon pipelines capable of 

generating severe disruption in supply electricity in the countries concerned. 

According to a report of the American company "Verizon" (April 22, 2014), 

government agencies and other public institutions are the most frequently targets of cyber 

espionage, such security incidents representing in 2013, 75% of all reported globally 

(63,400). States like USA (54%), South Korea (6%), Japan (4%), Russia (3%) and Ukraine 

(2%) have reported a high level of cyber espionage. Between "countries of origin" of the 

attacks have been identified China (30%), Romania (28% - their purpose being mainly 

financial), USA (18%), Bulgaria (7%) and Russia (5%). 

The Canadian Security Intelligence Service (CSIS) claims that Canada remains an 

important target of cyber espionage, given the state advance and expertise in certain areas, 

particularly the exploitation and extraction of mineral resources and energy. The Canadian 

Ministry of Natural Resources stated that the most sophisticated attacks are carried out by 

means of information services which have the necessary financial resources. These attacks 

are aimed at achieving political, economic, commercial and military advantages. 

Communications Security Establishment (CSE)
9
 is one of Canadian government agencies 

whose work regarding cyber espionage directed to national critical infrastructure is 

constantly criticized in specialized environments
10

. 

At national level, in 2013, according to the National Authority for Management and 

Regulation in Communication (ANCOM), there were 253 cyber incidents with significant 

impact on electronic communications networks, most of them targeting mobile services. 

Currently, the authority monitors the implementation of Decision 512 regarding the 

minimum measures to protect networks and electronic communications services and the 

reporting system of incidents that affect the security and integrity of networks. 

 

4. Critical Infrastructure Protection (CIP) 
CIP is nowadays considered the most important objective by all modern countries 

around the world due to the essential nature of infrastructures’ functions and services. 

National and international securities are more and more dependent of the CIs for society, 

becoming increasingly vulnerable to sophisticated means of attack. 

                                                 
8
 http://www.symantec.com/content/en/us/enterprise/other_resources/b-str_main_report_v19_21291018.en-

us.pdf 
9
 coordinated by the Canadian Department of Defense 

10
 http://www.torontosun.com/2014/05/20/canada-may-be-on-chinas-cyber-espionage-radar-experts-warn 
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Traditional security concerns could often be mitigated through government or regulatory 

actions. Unlike this approach, protecting CIs requires good coordination, collaboration and 

trust. For organizing effective protective measures public and private organizations, 

including government agencies, infrastructure owners and operators, and technology 

vendors must have a good understanding of critical infrastructure risks. 

CIP requires a clearly defined partnership between IC owners, operating or 

management personnel and the authorities, for the development of risk-based standards. 

The CIIP action plan has to be built on five pillars: preparedness and prevention, 

detection and response, mitigation and recovery, international cooperation and criteria for 

CIs in the field of ICT
11

. 

The policy has to enhance the security and resilience of CI and to maintain a cyber 

environment that encourages efficiency, innovation, and economic prosperity while 

promoting safety, security, business confidentiality, privacy, and civil liberties. In order to 

achieve these goals a set of standards, methodologies, procedures, and processes that align 

policy, business, and technological approaches to address cyber risks should be developed. 

Regarding this aspect there are several initiatives at international, European and national 

level. 

 

4.1. International 

The cyber security framework adopted by NIST, on February 12, 2014, has 

generated a live debate in the American specialized media on its concrete results in terms 

of improving the protection and security of computer systems, networks and databases, key 

components of IC. 

 One of the issues is about the regulation of voluntary compliance, while the 

representatives of American industry, including IC operators and owners, are, according to 

the experts, "too confident" about their cyber risk management capabilities. 

However, they are still reserved about the allocation of the financial resources for 

adequate security measures, especially in the absence of higher pressure from federal 

authorities
12

. 

Another issue concerns the need to complete the legal framework by adopting The 

National Cybersecurity and Critical Infrastructure Protection Act, to establish the criteria 

set for defining the information security in IC sectors
13

. 

Representatives of the National Association of State Chief Information Officers 

(NASCIO) demanded
14

 concrete actions of the federal authorities for implementing the 

new cyber security framework. The main requirements are to provide a more flexible 

mechanism for use of government funds in this area, in line with NIST recommendations. 

 

In the study The Critical Infrastructure Protection: Concepts and Continuum 

(published on May 6, 2014), “Microsoft” experts scored three basic principles to ensure CI 

effective protection: 

- Adopting coherent policies and strategies to protect the IC, in accordance with the 

current dynamics of the risks and threats;  

- Implementing an appropriate risk management by improving the capacity of 

prevention, preparedness, mitigation and response; 

                                                 
11 COM (2011) 163 final 
12

 http://www.reuters.com/article/2014/05/16/us-cyber-summit-infrastructure-idUSBREA4F0OK20140516 
13

http://www.darkreading.com/vulnerabilities---threats/baby-teeth-in-infrastructure-cyber-security-

framework/d/d-id/1204437 
14

 During a conference in Baltimore (May 6-7, 2014) 
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- Promoting innovation and investment, in particular by allocating funds for training 

programs, education and research in the field of IC
15

. 

 

According to experts of the Organization for Economic Cooperation and 

Development (OECD)
16

, a new internationally direction in the approach to risk is required. 

The main argument is the need to promote / conduct consistent actions for prevention, 

mitigation and emergency response at all levels of government and in collaboration with 

the private sector
17

. According to the OECD, a society resilient to risks is based on: 

- Risk identification and assessment, which helps establish priorities and allocate 

adequate financial and material resources; 

- Supporting investments in prevention, preparedness and response capabilities, 

including infrastructure protection;  

- Promoting good governance in risk management. 

For an effective approach to risk, OECD recommendations focused on:  

- Implementing national policies in terms of all-hazard concept of risk management; 

- Strengthening public-private partnerships, to a more effective response to 

emergencies;  

- Raising awareness of the risk to all policy makers
18

. 

 

4.2. European  

The directive proposal of the European Parliament and the Council regarding the 

measures to ensure a common level of network and information security in the EU (NIS)
19

 

has been an important topic of debate on the conference Digital Enterprise Europe 2014 

agenda (London, June 10 – 11, 2014)
20

. 

Despite the positive vote obtained in the European Parliament (March 13, 2014), 

the conference participants noted the lack of clarity of the draft legislation regarding: 

- The scope (only the companies in the protection IC);  

- New security requirements imposed to all stakeholders, including the investment 

required and the impact of regulatory measures on business;  

- The implementation and harmonization of the national legislation for each EU 

Member State. 

Analyzing the results obtained so far by the European Reference Network for 

Critical Infrastructure Protection (ERNCIP), expert Kourt Naoum
21

 estimated that it will 

significantly contribute to improve the protection of CI in Europe. A proposal for the 

continuation of this project until 2020 is in attention of Directorate-General for Home 

Affairs of the European Commission. ERNCIP aims to identify innovative, efficient and 

competitive security solutions and the harmonization of EU test protocols through an 

integrated network of expertise centers and laboratories
22

. 

                                                 
15

http://blogs.technet.com/b/security/archive/2014/05/06/revised-cybersecurity-papers-on-supply-chain-

security-and-critical-infrastructure-protection.aspx 
16

 Boosting Resilience Through Innovative Risk Governance report, submitted on May 5, 2014 
17

 In the last decade, the total amount of damage caused by natural and man disasters in the OECD and BRIC 

states was estimated at about 1.5 trillion dollars. 
18

 http://www.oecd.org/governance/recommendation-on-governance-of-critical-risks.htm 
19

 adopted by the European Commission on February 07, 2013 
20

 organized by The European Association for e-Identity and Security (EEMA) 
21

 Joint Research Centre, Institute for the Protection and Security of the Citizen (IPSC) 
22

 https://erncip-project.jrc.ec.europa.eu/ 
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The activity of the eight thematic groups (TG) within ERNCIP
23

 led to a trust 

environment in the IC protection community. This is a key element in managing security 

issues by facilitating the exchange of information and best practices among all stakeholders 

involved in protecting European IC
24

. 

The European Network and Information Security Agency (ENISA) organized the 

workshop CERT's in Europe
25

, with focus on cyber security incidents on industrial control 

systems. Discussions were focused on ENISA approach on cyber security of industrial 

control systems, information sharing about threats and possible cyber security incidents 

from the virtual environment and response capabilities to them. 

 

4.3.National 

On April 30, 2014, the Government adopted the draft of Romanian cyber security 

law, which was posted on the website of the Ministry for Information Society, for public 

consultation
26

. 

The law will enable the National Cyber Security System (SNSC) which “will 

facilitate proactive and reactive measures of information, monitoring, dissemination, 

analysis, warning, coordination, decision, restoring and awareness" of the developments 

in this domain. The normative act “defines a unified cyber security terminology and a 

harmonized action framework for the public institutions”
27

 

 

5. Conclusions 
Worldwide, all the actors from individuals to nation states need to ensure that 

cyberspace and the systems dependent on it are resilient to attack, in the face of constant 

growth in the scale and complexity of our networks, and enormous volumes of data and 

applications. The international community needs to protect digital devices and information 

infrastructures from malicious entities seeking to steal secrets, to deny their access to 

critical services, and stop their attempts to exploit others’ identities to commit crimes. To 

achieve this goal CIP has to be a continuous process of managing risk that improve 

security and resiliency.  

The challenges regarding CII are not specific to a certain country and cannot be 

overcome by any country on its own. ICT and the Internet development trigger a more 

efficient communication, coordination and cooperation among stakeholders. However, 

unlike the classical version, threats can now originate from anywhere in the world and, due 

to global interconnectedness, impact any part of the world. So, cyber security of critical 

information infrastructures doesn’t take account of national boundaries and involves 

transnational effort in development and harmonization of strategies and cooperation 

between state institutions and private companies. To that end, the objective of building a 

coherent and cooperative approach within the EU needs to be embedded into a global 

coordination strategy reaching out to key partners, such as individual nations or relevant 

international organizations. 

                                                 
23

 Aviation security, explosives detection, industrial control systems and smart grids, Civil Structures 

resistance to armed attacks; Biological and chemical hazards in the water supply; Video surveillance; The use 

of biometric IC protection; Radiological Threats to the IC 
24

 The current phase of the project will be completed in the first quarter of 2015 
25

 The 9th edition was held in Heraklion, Greece, during May 27-28, 2014 
26

 www.mcsi.ro/Transparenta-decizionala/Proiecte-2014 
27

 http://www.mediafax.ro/social/guvernul-a-adoptat-proiectul-de-lege-privind-securitatea-cibernetica-

12557442 
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The DAE
28

 calls for the "cooperation of relevant actors […] to be organized at 

global level to be effectively able to fight and mitigate security threats" and sets out the 

goal to “work with global stakeholders notably to strengthen global risk management in 

the digital and in the physical sphere and conduct internationally coordinated targeted 

actions against computer based crime and security attacks”
29

. 

Strategically, the EU needs a more coordinated response. The vision about creating 

the safest online environment in the world needs to be translated into action. These 

sustained efforts have to be based on collaboration and information sharing among all key 

stakeholders—governments, infrastructure owners and operators, and technology vendors. 

In Romania, an important step for making SNSC fully operational is the adoption 

of the cyber security law providing the legal framework that allows the functioning of 

cyber security mechanisms. Also, other priorities are represented by the development of 

safety culture and the development of cooperation between the public and private sectors 

for obtaining real early warning and incident response capabilities.  
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Abstract: In an interlocked world, the protection of critical infrastructures is part of the joint effort 

to ensure security. As a responsible actor on the international stage, Romania is well aware that protecting 

national vital infrastructures is necessary for consolidating national and regional security. The present paper 

wishes to analyze the existing legislative and institutional framework for ensuring the security of national 

infrastructures in Romania, as well as to discuss potential opportunities for future development. The paper 

tries to offer a definition of national critical infrastructure that is in accordance with the European 

interpretation of the term. Subsequently, the perspectives of future legislative initiative concerning the 

protection of national critical infrastructures  proposed will have to comply with European developments in 

this domain, as a strategic approach on the national level cannot be conceived without an outlook on the 

existing European legislative and institutional framework. 
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1. Introduction  
 

The importance of critical infrastructures for national security and the complex 

nature of ensuring its protection have sprung the necessity of harmonizing national 

strategies to regional and global initiatives. The existing links between various critical 

infrastructure systems form an essential part of the very fabric of contemporary society, as 

they tie together national security and durable socio-economic development. The important 

role played by infrastructure systems in promoting national interests can no longer be 

overlooked. 

The present configuration of the international arena poses multiple dilemmas for 

security analysts. The threats to and vulnerabilities of critical infrastructure systems have 

multiplied and diversified, partly because of the complexity of a global market, and partly 

because of the interconnection of vital infrastructure components.  Unforeseen events, such 

as terrorist attacks, natural disasters, technological accidents and others have emphasized 

the some of the main risks to which national critical infrastructures are exposed.  

As a result of recent shifts that took place on the international level, EU Member 

States took steps to establish a common action path for ensuring the security of their 

strategic objectives, embracing the idea that the protection of critical infrastructures is no 

longer an exclusive attribute of the states and that it requires an integrated, regional 

approach. 

It is important to mention, at this point in our introduction, that the term of „critical 

infrastructures” has several interpretations. In the present paper, by „critical 

infrastructures” we mean dynamic, distributed, large scale systems, with an uneven 
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behavior, that are interconnected, are capable of generating risks and are susceptible to 

multiple threats. The concept thus comprises material resources, services, IT&C activities 

and networks, as well as other physical and virtual components whose deterioration or 

destruction would have an overwhelming impact on the health, safety, security and welfare 

of citizens or on the good governance of state authorities. 

 

2. Defining Critical Infrastructures in an European Context  

 
 The European Union defines critical infrastructures as those vital elements that 

hold a crucial importance to the Community and whose damage or destruction would 

seriously affect two or more Member States 1. As it can easily be observed, European 

critical infrastructures are interconnected networks and systems that produce cross border 

effects on one or more states. The interdependence of vital infrastructures at a regional 

level makes the principle of sovereignty seem somewhat obsolete and increases systemic 

vulnerabilities. The complex connections between different national infrastructures, with 

various degrees of performance, make it difficult for states to ensure their efficient 

protection, in the absence of unitary regulations. 

The European interpretation of the concept holds that critical infrastructures consist 

of physical and IT&C installation, networks, services and other actives whose damage or 

destruction can provoke serious heath, security or welfare incidents both to European 

citizens and to Member States’ governments [2]. The European Commission’s 

classifications and criteria include amongst European critical infrastructures the following: 

energy networks and installations for energy production, storage, transportation and 

distribution (gas, oil and electricity); information technology and communication systems 

(telecommunications, radio, IT systems and software); the financial and banking system 

(capital markets, stock exchanges and the investments sector); the agricultural and food 

sectors; water treatment, water storage and water distribution networks; transportation 

networks; facilities and equipment used for the production, storage, transportation and 

destruction of hazardous materials (chemical, biological, radiological and nuclear 

substances); and last, but not least, the public administration sector. 

According to some authors, the European take on critical infrastructure protection 

concentrates on the analysis of the “technological factor”, as the criticality level of each 

infrastructural component is determined by analyzing the relationship between risk/threat 

probability and potential damage impact and by taking into account the interdependencies 

established between various critical sectors [3]. It is precisely these interdependencies, 

alongside the pronounced extra-territorial character (in relation to the notion of national 

critical infrastructure), that generate a series of distinct characteristics of European critical 

infrastructures.  

Firstly, most critical infrastructural elements in the EU are the property of private 

entities or are privately operated, which implies sharing responsibilities between three 

levels of command and control: the community level, the state or national level, and the 

private operator level. Between each of these levels there is a much felt need to develop 

public-private partnerships in order to implement adequate protection measures for vital 

infrastructures.  

Secondly, due to the EU’s free movement and elimination of economic boundaries 

policies, national infrastructures of various Member States are highly interconnected to 

each other, a state of fact which increased their performance and, at the same time, the 

overall vulnerability of European Critical infrastructure. 

The economic and social discrepancies existing between Member States, the 

different level of adapting to the national legislation European requirements and norms, as 
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well as the variations of the implementation process of established protection measures can 

generate additional vulnerabilities of critical infrastructure systems. For example, when 

analyzing a cross border network, one is forced to take into consideration the crisis 

response and crisis management capacities of its weakest components, which dictate the 

level of vulnerability of the entire system, thus affecting the security of all network users, 

local or remote. Moreover, it is important to bear in mind that EU Member States do not 

have, at the moment, the possibility to “autonomously ensure the protection of their critical 

infrastructure, without the regulatory action of some superstate authority” [4]. 

According to a relatively recent report of the Center for European Policy Studies - 

CEPS, despite EU efforts to define and organize a formal reference framework for critical 

infrastructure security, the measures adopted by Member States are often fragmentary and 

uncoordinated, which creates difficulties in implementing a unitary understanding, at EU 

level, of the definition and categories of infrastructures that are considered vital for the 

welfare of states and of the Union [5]. Moreover, it is highly probable that, in the event of 

new expansion waves, during the process of European integration, the number of critical 

infrastructures would increase. Implicitly, by interconnecting them and by multiplying 

interdependencies, the vulnerability level of the entire critical infrastructure system would 

augment. 

It is important to bear in mind that the concept of critical infrastructure is dynamic 

and evolutionary. The European approach proposes three criteria for identifying critical 

infrastructure elements. These criteria are established on the basis of length or surface, 

seriousness, and time span, as it follows: the evaluation of the infrastructural component is 

made by taking into consideration the geographical area that is presumed to be affected in 

the event of damage or destruction, as well as the degree of potential damage (local, 

regional, national or international); the seriousness is calculated by evaluating the 

economic, political, environmental  impact,  and the impact on the population of a possible 

disturbance of the normal functioning of  a vital infrastructure component; last, but not 

least, the time span indicated the estimative moment in which the damage or destruction of 

a critical infrastructure can provoke a major incident, with serious long term effects [6]. 

The identification process of critical infrastructures is the responsibility of EU 

Member States. Their task is made difficult by the complex infrastructural 

interdependencies, both at a European level and between EU Member States and other 

neighboring nations. An eloquent example in this respect is that of the gas ducts that tie 

Europe to the Russian Federation. Due to this state of fact, the identification, analysis, 

evaluation and protection processes taking place at a national level cannot be isolated from 

European and other regional efforts.  

A fragmentary course of action and the lack of coordination in ensuring a minimal 

security level of national critical infrastructures can have serious long term effects, by 

encouraging inadequate protection measures, defective classification of technologically 

outdated, inefficient or underperforming sectors as being critical infrastructure, or incorrect 

identification of so-called vital infrastructure components. In other words, if „a single state 

does not fulfill its obligations to identify, on its own territory, existing critical 

infrastructures and to take, single handedly, bilaterally, regionally and even globally, the 

necessary measures to reduce their vulnerabilities, counter threats and ensure security 

standards, the said state’s failure would impact, in one way or another, other states, the 

region, the continent, or even the whole world”[7]. In this context, the prospective of 

European critical infrastructure security largely depends on the Member States’ will to 

extend cross border cooperation concerning their protection, on the European Union’s 

capacity to accelerate European integration and to reduce the economic and development 

differences between Member States, as well as on the flexibility, adaptability, and response 
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capacities of private infrastructure operators. A viable and relatively simple solution to 

ensuring the security of European critical infrastructures is to promote private-public 

partnerships and to increase the responsibility of non-state actors that operate in certain 

vital or critical sectors. 

 

3. The Security of National Critical Infrastructures. Opportunities 

for Future Development 
 

Romania’s shift from communism to democracy and capitalism has generated a 

multitude of changes in the way our country approaches the issue of national security. The 

adaptations to a market economy as well as the adherence to the EU and to NATO have 

emphasized the necessity to “closely observe the vulnerabilities that might emerge, in time, 

during these transformation and integration processes” [8]. In order to ensure the 

compliance of critical infrastructure protection to the realities of the internal and 

international security climate, the government must constantly act to: identify and make an 

inventory of vital infrastructures, define risky sectors and establish specific protection, 

intervention and control measures, analyze intra and inter sector dependencies and reduce 

vulnerabilities, legislate cooperation procedures between state and private operators and 

administrators, disseminate relevant information concerning critical infrastructure security, 

implement a coherent institutional framework for ensuring the protection of vital elements. 

Moreover, government responsibility should and must extend to elaborating and 

implementing adequate measures for improving the security of European critical 

infrastructures. 

The necessity of ensuring the protection of national critical infrastructure is an 

important part of the national security consolidation process. For this reason, it is included 

among the provisions of Romania’s National Security Strategy. Chapter XI of the Strategy, 

concerning the development and increasing the level of protection of national 

infrastructure, defines the infrastructural categories that are considered vital for national 

security. These categories include: transportation infrastructure, especially the construction 

of highways, the modernization of railroad infrastructure and the traffic management 

network; energy infrastructure; IT&C infrastructure; the management of Romania’s 

hydrographic potential and flood protection; the military compounds system [9]. Moreover, 

the Strategy reiterates the necessity of igniting an ample development process of critical 

infrastructures and their protection mechanisms, considering that preparing a coherent 

security strategy for vital infrastructure components constitutes a priority that allows the 

accomplishment of Romania’s national security objectives 

Ideally, the development process would result in the creation of efficient and highly 

specialized infrastructure networks that are compatible with European and Euro-Atlantic 

Systems. According to the Strategy, the main courses of action should consist of: the 

rehabilitation and modernization of existing infrastructure, the development of new 

infrastructure in key fields such as transportation and energy, the promotion of new 

technologies and the perfection of integrated computer security systems for vital sectors, 

the adaptation of the national crisis response mechanisms to the new types of risks and 

vulnerabilities, the reform and modernization of the military infrastructure, the 

identification of potential risks and the elaboration of probable risk maps for critical 

infrastructures. 

To sum up, we consider that Romania’s strategic objectives concerning critical 

infrastructure protection could be represented by: the identification and implementation of 

a set of general criteria concerning the inclusion of certain structures in the category of 

“critical infrastructures”, promoting legislation for critical infrastructure security, as well 
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as regulations for various risky sectors, an integrated approach of interdependencies 

between different vital infrastructures; a holistic approach on the matter of critical 

infrastructure security issues, promoting the exchange of information and expertize with 

others, especially other EU and NATO members, the identification and marketing of 

sectors, domains or initiatives that could constitute possible “export goods” for Romania in 

the field of critical infrastructure security, the identification and promotion of transnational 

infrastructure projects, as well as the improvement of the finance mechanisms for such 

projects, and last, but not least, promoting academic research concerning the security of 

national and European critical infrastructure. 

 

3.1. Legislative Framework for National Critical Infrastructure Security. 

Romania’s National Strategy for the Protection of Critical Infrastructures 

 

After becoming a Member of the European Union, Romania began its journey of 

adopting and adapting European norms and regulations to its national legislative 

framework. The legal framework for the protection of national critical infrastructures was 

set by the Government Ordinance no. 98 from the 3rd of November 2010 concerning the 

identification, designation and protection of critical infrastructures. The ordinance was 

adopted as a result of the compulsory requirement of reflecting into national legislation the 

provisions of the European Council Directive 2008/114/CE concerning the identification 

and designation of European critical infrastructures and the evaluation of the necessity to 

improve their protection.  

As it was to be expected, the Romanian legislation in the field of critical 

infrastructure security closely follows the European regulations and designates the 

following sectors to comprise vital infrastructure components: energy, IT&C, water supply, 

food, health, national security, public administration, transportation, nuclear and chemical 

industries, as well as the space and research industries [10]. From the sectors enumerated 

above, the energy and transportation sectors were nominated to use components of 

European critical infrastructures. But the effort to set up a legislative framework for critical 

infrastructure protection went beyond the compulsory requirement of the EU, it also 

stemmed out of the necessity to ensure an appropriate level of security of vital 

infrastructural components for the socio-economic development and the national security 

of Romania. 

As a result of this necessity, shortly after the Ordinance was adopted, it became 

obvious that there is a stringent need to establish a strategic framework to improve the 

security standards of national critical infrastructures. In order to avoid institutional 

overlaps or potential conflicting interests that might have a negative impact on national 

security, a framework document was elaborated, in order to continue the efforts of taking 

concrete steps towards a higher degree of security and implementing measures meant to 

reduce the potential effects of risk factors. More precisely, the above mentioned document 

is the National Strategy for the Protection of Critical Infrastructures, whose necessity 

derived from the rapid and unpredictable changes taking place on the international arena,  

the complexity of systemic vulnerabilities and risks to vital infrastructures and from the 

transnational connections established between various critical infrastructures.  

According to the Strategy, the „risks and threats to facilities that are vital for the 

normal functioning of society and the security of citizens have embraced new forms, know 

a rapid dynamics and have an increased intensity, all of which lead to the necessity of an 

integrated approach on the concept of critical infrastructure” [11]. The document also 

defines a number of terms that are applicable to critical infrastructure protection, on the 

basis on the interpretations offered by the National Doctrine of Security Information to the 
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concepts of „vulnerability”, „risk factors”, „threats”, „state of peril” and „aggressions”. It 

is important to mention, at this point in our discussion that, apart from observing EU 

directives concerning the security of critical infrastructure, the National Strategy was 

elaborated in conformity with Romania’s National Defence Strategy and with the White 

Chart of National Security and Defence. It is therefore, also a part of the framework for 

national security, creating a set of policies and courses of action for developing and 

completing the regulatory matrix for critical infrastructure protection at a national level. 

The Strategy furthers the harmonization of internal regulations concerning critical 

infrastructures to the legislative initiatives of the European Union and of NATO.  In order 

to become applicable to as many sectors as possible, the provisions are quite general, 

aiming to offer guidance for the continuous development of national capabilities for the 

security and protection of critical infrastructures. The next step would be that of 

implicating both responsible national authorities and private operators in the process of 

deepening and perfecting the structural and procedural measures for each private 

infrastructure sector. Then, the implementation of these measures in a coordinated action 

taking place a national level would represent the final stage in ensuring a higher degree of 

security for critical infrastructures. 

The strategic objectives of creating a legal framework  for the protection of national 

critical infrastructures might include some of the following: to ensure a unitary character to 

the identification, designation and protection procedures of national and European critical 

infrastructures; to configure and operationalize the national early warning system by 

integrating existing networks and other IT capabilities; correctly assessing the level of 

vulnerability of critical infrastructures and identifying the necessary steps for preemptive 

action; and last, but not least, developing cooperation in the field of critical infrastructure 

protection at a national, regional and international level. The national regulations that 

complete or clarify the provisions of the Strategy set the critical thresholds and 

intersectorial criteria that form the foundation of the entire identification procedure for 

national critical infrastructures.  

In 2012, an Action Plan for implementing, monitoring and evaluating the objectives 

of the National Strategy for the Protection of Critical Infrastructures was approved by the 

Decision of the Prime Minister, and was followed, in 2013, by the elaboration of the 

methodological norms to elaborate, equivalate and revise the security plans of national and 

European critical infrastructure owners, operators and administrators. The purpose of 

elaborating such methodological norms is „to build a unitary conception on the manner in 

which to perfect the security plans for critical infrastructure operators, in accordance to the 

applicable legal provisions”[12].  

After all these efforts, in 2014, the process of identifying and nominating national 

critical infrastructures seems to have come to a halt. Some of the private operators are quite 

dissatisfied with the lack of initiative from some of the state authorities when it comes to 

implementing the provisions and regulatory measures elaborated. As the regional security 

climate has become somewhat volatile, given the recent events in the Crimean Peninsula 

and in Ukraine, a part of the earlier legislative initiatives concerning the protection of 

national critical infrastructures should be revised and completed. Also, the process to 

create and implement an integrated early warning system should be accelerated. Last, but 

not least, the cooperation framework for countering the effects of potential threats to vital 

infrastructures should be clarified and implemented. 

 

3.2 Institutional Framework for National Critical Infrastructure Protection 
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According to the 2010 Government Ordinance concerning  the protection of critical 

infrastructures, the national authorities that hold responsibilities in this respect are: the 

Ministry of Internal Affairs, the Ministry of the Economy, the Ministry of Transportation, 

the Ministry for the Information Society, the Ministry of National Defence, the Ministry 

for the Environment and for Climate Change, the Ministry of Agriculture and Rural 

Development, the Ministry of Health, the Ministry for Regional Development and Public 

Administration, the Ministry of Education, the Romanian Intelligence Service, The Foreign 

Intelligence Service, The Special Telecommunications Service, The National Sanitary 

Veterinary and Food Safety Authority, and the Romanian Space Agency. Existing 

regulations give these institutions the ability to establish sectorial criteria and critical 

thresholds, coordinate activities concerning the identification process for national or 

European critical infrastructures, advance proposals for the revision or inclusion of other 

vital elements, allocate financial resources and implement adequate measures for the 

security of critical infrastructures. 

In order to efficiently coordinate institutional efforts, the government issued an 

ordinance that created an Inter Institutional Work Group for the protection of critical 

infrastructures, whose main responsibilities are: the inter sectorial evaluation of 

vulnerabilities, risks and threats to critical infrastructures; the issuance of argumented 

opinions on normative bills concerning the protection and security of national critical 

infrastructure, the trimestral analysis of the evolution of the identification process, various 

proposals for the implementation and development of an early warning system, elaborating 

guides and procedures for ensuring the protection of critical infrastructures, and last, but 

not least, promoting scientific research in the field of critical infrastructure security [13]. 

Another institution that bears a great deal of the responsibility of ensuring the 

security of national critical infrastructures is the Center for Coordinating the Protection of 

Critical Infrastructure, that functions within the Ministry of Internal Affairs, and whose 

mission is to organize and manage the activities necessary for implementing European 

regulations (namely, the European Council’s Directive 2008/114/CE). The Center’s 

activity consists, along other tasks, of elaborating the normative framework for the 

protection of national critical infrastructure, coordinating the actions of other responsible 

public authorities, and facilitating the cooperation between the representatives of states and 

private operators. 

The Center appears to be quite dynamic in its effort to supplement certain lacks of 

the legislative and institutional framework. Some private operators of critical infrastructure 

components have declared to be quite satisfied with their collaboration with the Center. It 

seems that the institution tries hard to compensate the current „freeze” in legislative action 

at a national level. However, in order to efficiently ensure the security of national critical 

infrastructures, the Center’s activity must be supplemented by that of other similar 

institutions. Both the institutional and the legislative frameworks for critical infrastructure 

protection must be refined and completed, in order to support EU efforts for regional 

security. 

 

4. Conclusion 

 
Romania has adopted some legislative and structural measures in order to comply 

with European demands and to ensure the protection of national and European critical 

infrastructures. Up to a certain point, the legislative initiatives of Romanian authorities 

adhere to the European principles and understandings of the concept of “critical 

infrastructures”. Moreover, they respect the provisions of the National Security and 

Defence strategy. 
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However, our country still faces a series of problems concerning the protection of 

critical infrastructures. The main challenge is to maintain these infrastructures into a state 

of increased performance. Also, the effort of elaborating regulations for protecting critical 

infrastructures should be continued. Last, but not least, an inventory of national critical 

infrastructures should be elaborated and disseminated. The document should be continually 

updated and improved, and should also include specific vulnerabilities for each critical 

infrastructure sector, as well as the possible cross border implications of disturbances and a 

set of generic defense solutions. Moreover, we deem necessary to elaborate regional and 

local procedures that would encourage private-public partnerships for the protection of 

critical infrastructures. 

To conclude with, we consider that an efficient framework for critical infrastructure 

security should be able to ensure an adequate level of protection for each infrastructural 

element, to minimize as much as possible the number of critical infrastructure components 

that could produce major unbalances within the system, to establish certain defense and 

crisis/emergency response protocols aimed at maintaining the equilibrium of the 

infrastructure system and last but not least to be able to adapt to the ever-changing internal 

and international security climate. 
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Abstract:  

The goal of this paper is to enunciate the concept of capability as the core of the text and then, upon it to open 

one or two possible directions for further development. The text remains in the academic realm (providing 

the author has the ability to do so); in turn no practical solution will be asserted. For defining the concept, a 

brief pass through history will be followed by several current definitions and a final statement will 

encompass all of them. This is also the point where the concept of fractal is introduced as a possible 

mathematical tool for assessing the outcomes of the capability-based system. 

  
Key words: capability, Cold War, structure, fractal, symmetrical, asymmetrical warfare. 

 

 

1.  Introduction 
The concept of capability originates in the welfare economics realm, being 

introduced as the theory of capability approach by Amartya Sen in 1979 (its philosophical 

ferment being however traceable far in the past, at Aristotle and later on at Adam Smith 

and Karl Marx). He further develops his theory in the 1980s successfully harmonizing a 

range of ideas excluded until then from the traditional thinking in that field. On this regard, 

the core focus of the capability approach is on what individuals are able to do or, in other 

words, on what are they capable of. 

Hence, the theory emphasizes functional capabilities – so called substantive 

freedoms, such as the ability to live to old age, to be engaged in economic transaction or 

being involved at different layers in social life – in the detriment of utility or access to 

resources (income, commodities, assets) and interprets those freedoms in terms of what 

people have reason to value (happiness, desire fulfillment, choice). Poverty is understood 

as capability-deprivation. 

It is noteworthy that the emphasis is not only on how human beings actually 

function but also on their having the capability “to achieve outcomes that they value and 

have reason to value” [1]. Someone can be deprived of such capabilities in many ways 

ranging between ignorance, institutional oppression and lack of financial resources or false 

consciousness. 

At this point it is useful to note that recurring from substantive freedom earlier 

mentioned, the freedom of choice, individual heterogeneity and the multi-dimensional 

nature of welfare are three important features that create a connection to the military 

phenomenon. It would be of course strange to think of the military in terms of welfare but 

this is not the point. Instead, considering the freedom of choice as the ability to perform 
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decision loops with no regard to the level of the military structure leads to the idea of 

decentralized control and operational flexibility; individual heterogeneity is an obvious, 

all-present reality among military at national level but even more at the level of an alliance 

or coalition. The multi-dimensional nature of welfare is to be regarded as the multi-tiered, 

wide spread gamut of possible usage of the military by a nation along its path through the 

history. 

 

2.  Historical perspective 
Since the dawn of the humankind people had been facing a wide variety of opposing 

entities; at the beginning they were struggle against impersonal environmental challenges – 

adverse weather, huge predators, earthquakes and erupting volcanoes – using the best 

available technological solution of the time. They never found a way to defeat a volcano 

(nor they do today) but dodge the effects by fleeing away. 

Later, as people aggregate in communities, the opposing forces became more 

personal. Armies were standing in front of each other and an observer would be able to 

predict the outcome of the confrontation simply by comparing against the sizes of the 

armies, their equipment, the way they maneuver, the features of the terrain they are 

holding; the ability and wisdom of the commander. 

On this regard, the differences between let’s say the Persian army versus the 

Spartans and the German army versus the French army are just a matter of means and this 

status quo extends and encompasses even the Cold War military endeavor. Very effective 

at that time, this approach – for the concision’s sake throughout the remaining of this text it 

will be addressed as The Old Way – guaranteed that, as long as an army is bigger and 

better equipped and his supreme commander possesses a well-funded know-how of war, 

there is high probability that army will win. 

But this has come to an end; the fall of the Berlin Wall unbalanced the global 

equation of military power creating hard to imagine circumstances in the past years and 

opening the gate towards a profound process of transformation in the substance of the 

military around the globe. 

 

3.  Symmetry and non-symmetry 
The symmetric warfare is the concept and at the same time a practical approach of 

planning the military dimension of a given nation with respect to the most likely potential 

enemy’s military power. Hence, a force structure is defined as the combat-capable fraction 

of a military organization describing how fully equipped military personnel is organized in 

order to accomplish the tasks, missions and operations defined by the particular doctrine of 

the service or demanded by the environment of the conflict. 

As long as the Intelligence Services were effective, it was unlikely for a secret to 

last too long. And even so, inferring from the effects the presence of a force vector was 

eventually revealed. In turn, the opposing nation takes all the strategically sound measures 

to counterbalance the threat. Because the threat was well-known and tangible and the 

planning process was just a matter of calculus. 

In many ways different, the asymmetric warfare concept with all his subsequent 

developing emerged as a solution for shaping and planning the military component of a 

nation or coalition. This concept is the expression of the nowadays reality whose features 

are altered by illusive threats. Conventional and NBC warfare are of course on the list but 

this is prolonged with terrorist attacks, cyber war, economic and / or financial 

entanglements, drugs and human trafficking and so on. It became not practical to create 
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and operate a service for every type of threat the reality may pose mainly because of the 

huge costs implied and because of the inherent stiffness and lack of versatility a complex 

structure like this may manifest. 

 

A wide range of threats requires either a wide range of specialized forces to counter 

them with all the costs involved or a military structure able to dynamically shape itself to 

face whatever challenges may arise. The capability approach comes to shift the focus from 

The Old Way’s parameters (size, number, quality of a service and so on) to what really 

matters: the challenge. It is a multi-layer endeavor spreading from the highest peaks of the 

volatile political environment down to the level of execution. It is defined in many ways 

and manifests itself under a variety of flavors but these are only apparent differences. The 

following paragraphs briefly pass through the definitions of the most prominent military 

forces of the West. 

 

A military capability is regarded as the ability to provide an operational effect 

required by the operational standards specific to an environment, in a specified time and to 

sustain that effect for as specified period of time. It is provided by a system known as 

DOTMLPFI (which stands for Doctrine, Organization, Training, Materiel, Leadership 

development, Personnel, Facilities, Interoperability); this is further augmented by readiness 

and deployability. 

 

An even wider definition states the military capability as the ability to provide a 

military effect (winning a battle or capturing a terrorist group). Four major components 

concur to achieve this: Force structure, Modernization, Unit readiness and Sustainability. 

Force structure is represented by the number, size and composition of the units 

comprising the defense force. 

Modernization is the degree of technological development of the weapons, systems 

and platforms. 

Unit readiness is the ability to provide a capability required at a specific moment for 

a specific task or mission. This is derived from the ability of each unit to deliver the 

outputs for which it was designed. 

Sustainability represents the ability to maintain the necessary level and duration of 

operational activity to achieve military objectives. It is a function of providing and 

maintaining those levels of ready forces along with all the logistics implied necessary to 

support the military effort. 

http://www.heritage.org/research/reports/2014/05/measuring-military-capabilities-

an-essential-tool-for-rebuilding-american-military-strength 

Another model is FIC – Fundamental Inputs to Capability – and is featured by a 

system containing Doctrine, Organization, Personnel, Collective Training, Major Systems, 

Supplies, Facilities, Support, Command and Management. 

 

The Canadian standardized model for the system’s aspect of capability (PRICIE) 

consists of Personnel, Research &Development / Operational Research, Infrastructure and 

Organization, Concepts, Doctrine & Collective Training, IT Infrastructure, Equipment, 

Supplies and Services. 

 

Thoroughly analyzing the above definitions a higher level of generalization can be 

achieved. Thus, a capability is an articulated system of Will, Means and Ways, where Will 
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is the will to act toward a goal, manifesting at the same time qualities as integrity, 

leadership, motivation, morale, will to improve and implement change and so on; the 

Means are the equipment, the training, the sustainability, the readiness and all other 

measurable and tangible elements; the Ways are represented by the body of doctrines, 

rules, regulations, principles, all the ever-changing texts designed to shape the system in an 

ever-changing environment. 

 

Remarkable at this definition is the fact that it underlines the scalable character of a 

capability. Although at different levels the three members (Will, Means and Ways) can be 

found in different proportions, the articulated system is still congruent with itself and thus, 

functional. This feature of the capability approach leads to more esoteric areas of the 

academic realm, specifically to the fractal theory. 

 

In short, a fractal is a mathematical set that displays self-similar patterns [2]. It may 

exactly repeat itself at every scale or it may nearly repeat itself at every scale [3]. As 

mathematical object the fractal is characterized by a fractal dimension which distinguishes 

it happens among the regular geometric figures. Manifesting an unusual behavior upon 

scaling in relation with its topological dimension (doubling the edge lengths of a square 

scales its area by four, as the square is a two-dimensional figure; doubling the radius of a 

sphere, its volume scales by eight, since the sphere is a three-dimensional figure; if a 

fractal one-dimensional lengths are all doubled, the spatial content of the fractal scales by a 

number which is not an integer) http://en.wikipedia.org/wiki/ Fractalit might be found a 

way to quantify some of the capability’s features in terms of a fractal’s elements in order to 

simulate the evolution of the inputs and outputs of a capability at different levels of 

implementation. 

 

The capability concept is not, of course, The Holy Grail of the defense. It has 

drawbacks and the most acute of all are the relatively high costs incurred by 

implementation of this concept in its purest form. 

 

 

4. Conclusion  
In a world where technology merged with information and communication in a so 

democratic way, the possibilities for an individual to manifest itself in society are 

consistently extended both towards constructive and destructive goals. So many means of 

disrupting functionality of a society are to be balanced by a wise, well-weight solution, 

devised in a way that efficiently and effectively faces the threat and on the other hand 

keeps the costs (not only in terms of money but also in terms of human rights) to a 

minimum. Considering this, the capability approach in defense poses obvious advantages 

over the older force structure approach, which might lead to further development of the 

military.  
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Russian President Dmitry Medvedev launched the concept of “European security architecture” in 

June 2008, in Berlin. Since then, Russia has been intensively lobbying in favour of this initiative. The 

Russian President has developed and promoted the idea further in speeches in Evian, in October 2008 and in 

Helsinki, in April 2009. 

The goal of Medvedev’s plan remains the postulate of equal security for all, which, if implemented, 

would mean that no actions that might be perceived as threatening the security of others would be allowed. 

As a consequence, decisions such as the enlargement of NATO would have to be negotiated by the European 

states with Russia. 

The actual short-term objectives behind Russia’s proposal are to stop NATO enlargement and to 

open a debate on European security. The long-term objectives are to loosen trans-Atlantic ties, incapacitate 

NATO and grant Moscow a de facto right to veto decisions concerning European security. 

Initial reactions from the European states show that Russia may succeed in achieving these short-

term objectives. While a complete revision of the existing European security system is unlikely to happen, 

Moscow may also succeed in undermining the USA’s influence in Europe and deepen the existing divisions 

among the European states in the domain of security (in other words, the divisions between those countries 

which co-operate more closely with the USA and those which have been seeking agreement with Russia). 
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1.  Introduction 
The call of the Russian President, Dmitry Medvedev, to a new European security 

architecture represents one of the most remarkable initiative of the Russian diplomatic 

service in the recent years. Some critics consider that Russia’s attempt to divide the West is 

unsuccessful and insubstantial, but other analysts appreciate the visionary spirit of Kremlin 

regarding the 21
st
 century security strategy, taking into account the recent tensions of 

Europe. 

The President’s initiative may be rather considered as a deviation from the post 

Soviet period of foreign policy. The Russian President’s project represents Russia’s vision 

as far as the Euro-Atlantic and European security is concerned. The notion of a new 

European security architecture is based on the idea that Russia’s influence is of a 

preventive nature, thus reflecting the wish to play an important part at a regional and global 

level. 

The foreign policy during Boris Yeltsin’s and Vladimir Putin’s offices did not bring 

to Russia a leading position in the world hierarchy, the suggestions regarding the global 

issues being inconclusive. 

Russia’s attitude change took place gradually, in the context of some domestic and 

foreign factors: unpopularity of Bush administration, energy price increase, Vladimir 

Putin’s power consolidation, and the evasive answers of NATO member states as far as the 

enlargement of the organization was concerned. The time chosen for this proposal was not 
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incidental. Russia could assume in the end a more active part in the international relations, 

and the great powers and the small states had to obey its interests.  

The present paper attempts to reach certain aspects, synthesized as follows: 

- What is hidden behind the Russian President’s initiative? Despite an active foreign 

policy, Russia’s reasons are less obvious. What can be obtained by promoting the 

new security architecture? Which is the end of this initiative?    

- Which is the content of Russia’s proposals? The concept proposed by President 

Medvedev is presented in an extreme vague manner. May Russia have a well 

established plan or, these proposals merely reflect the tense relations between 

Moscow and the West, particularly with USA? 

- Are the disparities of the present architecture real? The Euro-Atlantic security 

environment has been significantly damaged recently, being for NATO, OSCE or 

NATO Council – Russia still an unsolved problem. Shall the newly created security 

environment be more stable, where security is equal and undividable? 

- What should be Europe’s reaction? Even if the idea of a present ineffective security 

system were accepted, the cooperation relations with Russia would not record a 

major change. Would Russia be acknowledged as an important position within the 

European security system, taking into account the fact that Russia has often had a 

conflict of interests with the Western World? 

 

2.  Redefining the European space 
The security concept proposes a redefinition of Europe by including Russia, its 

interests. After the end of the Cold War, Russia has been permanently excluded from 

decision making. During Boris Yeltsin’s office, the political instability, the economic and 

social crisis and the image of problematic state outside its borders have considerably 

diminished the influence of Russia. This aspect has been much modified during Vladimir 

Putin’s office, but, after the confrontations from Georgia, Russia’s image has worsened. 

The European Union and NATO have dominated the post Cold War period. The 

European Union has assumed a normative monopoly, as well as a politic and economic 

one, for everything that is European, in the same way as NATO who has imposed in the 

security and military field. Being no member of any of the organizations, Russia tried to 

create her own identity. The strategic partnership with the European Union as well as the 

participation within the Council NATO – Russia offered a formal recognition. Despite the 

fact, Russia has not been integrated into the European space. Russia belongs to a farther 

era of Europe, from the time of the great powers (Russia, France, Germany and Great 

Britain). The acceleration of European integration over the past 20 years has left it behind, 

even more of an outsider than countries such as Turkey, a member of NATO for more than 

half a century.  

President Medvedev speech on 5 June 2008, from Berlin, before the conflict in 

Georgia points to the fact that Moscow has already had in view to revise the European 

security system in order to correspond to its own interests. First of all, the American 

influence on the European continent shall be limited. Medvedev has stated that the present 

European architecture is marked by an ideology inherited from the past, and NATO does 

not justify its existence. The Russian President even proposed to be called for a summit 

with the participation of all European states, who should withdraw previously from any 

alliance or group. 

 

3.  Divide and scatter - a slogan of the Russian foreign policy 
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Moscow’s policy has in view to exploit divisions within the Western alliance - 

between the USA and Europe, and amongst the Europeans themselves. Russia’s proposal 

followed after the Bucharest NATO summit in May 2008, saw serious discussions within 

the alliance which was not a mere coincidence. In the end, Georgia and Ukraine were 

proposed an eventual Membership Action Plan status. NATO’s weaknesses and division 

impression before Russia’s pressure were obvious.  

The Russian initiative was a natural response to European disarray. The Bucharest 

summit highlighted the fissures within the Western alliance on Russia policy. Some 

member-states, notably Germany and France, believed that Russia had been pushed too far, 

and in the meantime they stated that the enlargement of the North-Atlantic Organization 

had reached its safety limits. 

 

4. Russia – between image and power projection 
Medvedev’s proposal is also an attempt to change Western perception about Russia 

and its inability to promote a visionary foreign policy. Putin – Medvedev regime has 

always paid special attention to the international image of Russia. The idea of security 

architecture should emphasize the influence of Russia.  

The most important aspect is the intention of Moscow to create a context that would 

legitimize the indirect control over the former Soviet Union, by maintaining more and 

more often the notion of “privileged sphere of interests”. While the Russian politicians 

cannot think of a new Soviet Union, they are in the meantime willing to restore the Russian 

hegemony in its neighborhood. The present Euro-Atlantic security system, dominated by 

USA and NATO represent an obstacle. With all its imperfections this system has been used 

to promote the Western interests and values on the territories of the former Soviet Union. 

As such, the fact that Moscow combats its legitimacy is not surprising. 

The end is not represented by efficient European security architecture, but by an 

environment that would ease or, at least, would tolerate Russia’s influence. Moscow 

aspires to an arrangement that would consolidate its position as the “regional superpower” 

in the former Soviet Union space, would bring it to the decisions table and finally, its status 

as a great power on a par with the USA and the European states would be recognized. 

 

5.  Many details, little substance         
The new security concept presented by President Medvedev within his speech in 

Berlin [1] elicited little attention from Europe. But his speech within the World Policy 

Forum from Evian in October 2008 attracted the European opinion.  By that time, Russia's 

relations with the West, particularly with the USA had reached a twenty year low 

following the Georgia conflict. 

The biggest difference between Russian President's Evian statement and his Berlin 

speech was the shift from the European to the Euro-Atlantic space. Although he noticed 

Washington's alleged complicity in the Georgia conflict there was now an implicit 

understanding that the USA could not be excluded from any revised security architecture. 

The Russian initiative has turned quickly from a regional level into a Euro-Atlantic one. 

By using the “Euro-Atlantic” term, President Medvedev highlighted issues that extended 

beyond the European space, such as the proliferation of weapons of mass destruction and 

international terrorism. It is also important the fact that he invited all Euro-Atlantic 

organizations to take part in a European security conference. 

The Evian speech, although rich in details about the Russia’s policy, can be 

characterized as thin on substance. The need of a new European security treaty determined 

Medvedev to propose [2]: 
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 respect for the basic principles provided in United Nations Chart (sovereignty, 

territorial integrity and political independence of the states) regarding the security 

systems and the inter – governmental relations in the Euro-Atlantic space; 

 “a common approach regarding the prevention and diplomatic settlement of the 

conflicts within the Euro-Atlantic space”; 

 guarantee of an “equal security”, based on the three “no”: the own security shall not 

be based on another state behalf, “no actions of the military coalitions and alliances 

shall be permitted, actions that would undermine the unity of the common security 

space” and “there shall be created no military alliance that might threaten the 

security of the other parties to the treaty (proposed by Russia)”; 

 “no state or international organization can have exclusive rights in the maintenance 

of peace and stability in Europe”; 

 “control parameters of weapons and limitations in the defense industry, as well as 

“some new procedures of cooperation and mechanisms in the case of proliferation 

of weapons of mass destruction, terrorism and drug traffic.” 

These proposals contain little new, all of them being specified in the numerous 

statements of the Foreign Ministry Affairs from the time of Boris Yeltsin’s office. The 

notion of “Helsinki-plus” or “Helsinki II” treaty include essential ideas, but thin substance, 

such as “the global multipolar order for the 21st century”, a Moscow-Beijing-New Delhi 

axis, and the Brazil-Russia-India –China one.[3] President Medvedev emphasized the 

importance of the military issues, security – hard (that should play a prominent part) and 

did not emphasize the understanding of the current security environment.  The assumption 

that security is fundamentally about political and military power reflects a culture dating 

back more than three hundred years, one that viewed soft security (political and human) as 

being unessential. 

 

6. “Accepting” the existing security environment 

The Russian President’s initiative has also revealed Moscow's sensitivity to 

international changes. The impacts of the global financial crisis and Barack Obama's 

election have radically changed the external context of Russian policy making. The anti-

American and anti-NATO tone is no longer accepted. This aspect was already emphasized 

at Evian, by the French President Nicolas Sarkozy: “Our American friends and allies have 

to take part in the dialogue on security subjects at the Euro-Atlantic level”. The French 

President urged Russia to engage more closely in existing institutions and mechanisms, 

such as the NATO-Russia Council and the EU's Security and Defense Policy. [4] 

As a consequence, in April 2009, immediately after the G-20 Summit of London, 

The Russian President recognized that NATO, being the most powerful political and 

military organization of the world should play an important part in any European or global 

security system. The latest position of Russia is to include all the Euro-Atlantic states, 

regional and international organizations and all the states belonging to these organizations. 

The proposal of adopting a new Helsinki – type treaty was abandoned, as the original 

principles and instruments of Helsinki should be adapted to the new requirements of the 

21st century.   

 

7. Russia’s arguments for the security environment transformation 
It has become fashionable to blame Western countries, above all the USA, for the 

deterioration in the Euro-Atlantic security environment. They are accused of rubbing 

Russia's nose in the dirt, most notably by enlarging NATO eastwards to include most of 

Central and Eastern Europe.  
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Actions such as the support given in Georgia and Ukraine, including Poland and the 

Czech Republic in the Missile Defense Plans have generated considerable resentment in 

Moscow. The current European security architecture, centered on institutions such as 

NATO and the OSCE, determined the aggravation of the existing tensions to the point of 

crisis. 
 It is obvious that in the past twenty years, mistakes have been made as for the 

relations between the West and Russia, and NATO and OSCE represent a part of these 

issues. “Helsinki Final Act” signed in 1975 was meant to be the work frame for improving 

the relations between the West and the Communist block. But this agreement was most of 

it avoided, and concepts such as “equal and indivisible security” and common values, 

became, most of the times, irrelevant. 

 The current security architecture may be considered ineffective for more reasons. It 

cannot stop conflicts, it creates insecurity feelings, and the Western countries take 

advantage by promoting national or common interests (NATO).  It should be underlined 

that the international organizations are only as good as their constituent states. Despite the 

considerable advances in multilateral diplomacy since the Second World War, it is the 

great powers, not multilateral institutions, which dominate international affairs. Revising 

the Euro-Atlantic security policy cannot give a solution to the issues identified by 

President Medvedev.  As Russia and others have demonstrated, when the problem of its 

own security is the case, the great powers will not always abide by international law, they 

will not necessarily respect the sovereignty and territorial integrity of other states, they will 

use force as an instrument of foreign policy, they will ensure their security at the expense 

of others and they will pursue their national interests not taking into account the interests 

of others. 

 

8.  Russia vs. NATO and OSCE 
The North-Atlantic alliance has tried to reorient itself after the Cold War and, in 

certain respects it was successful. It has changed from an alliance countering the Soviet 

threat into an organization that has promoted stability, democracy and the development of 

societies of Central and Eastern Europe. There can be little doubt about the fact that the 

situation of these countries would have been far worse if they had been left in the “buffer 

zone” they were.  

 In the meantime, NATO has tried to strengthen the cooperation with Russia. In 

1990, Russia was included in the Partnership for Peace, in 1997 Moscow participated in 

the NATO consultations for the first time, and in 2002 the creation of the NATO-Russia 

Council established mechanisms for joint decision making in the security field. 

 However, in the Moscow perception, NATO is still an instrument against Russia, 

the burden of history being too heavy. Although there has been a modest cooperation 

within the Russia – NATO Council, the Russian politicians continue to regard the alliance 

with hostility. 

 As for the OSCE, things are totally different. In the 1990’s, OSCE was Russia’s 

favorite organization.  Not only was Russia a full member, but it enjoyed the veto power. 

The OSCE became for Russia an alternative to NATO because it did not impinge on the 

prerogatives of the great power. 

 The Russia – OSCE relations changed after the 1999 Summit in Istanbul, because 

OSCE condemned Russia for the Chechen war. Since that time, the organization has begun 

to exert a more powerful influence, and the Office for Democratic Institutions and Human 

Rights has assumed the important part of monitoring and evaluation of elections in the 

Central and Eastern Europe (including Russia). Moscow disliked the idea considering it an 

infringement of sovereignty.  
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 As for the Conventional Armed Forces in Europe it is obvious that there is room for 

improvements or, more precisely for modernization taking into account the changes on the 

European map since the fall of the USSR. The present version of the treaty restricts Russia 

from moving troops to the south, where the main threats to the state security lie. After the 

ratification and modernization of the initial treaty, NATO and Russia had a dispute related 

to the withdrawal of the Russian troops from Abkhazia, South Ossetia and Moldova. The 

issue thus created made Russia suspend its participation in the treaty.  

When the Collective Security Treaty Organization was established in 2002 (CSTO) 

Russia could gather around it allies from the former Soviet Union: Belarus, Armenia, 

Kazakhstan, Kyrgyzstan, Tajikistan and Uzbekistan. Although this alliance does not 

possess a considerable military force, its most powerful effect is that “Russia is not without 

friends”, and it gives Moscow something to bargain with when the subject is about the 

European security. The Russian politicians go even further and they are now calling for a 

NATO-CSTO partnership. The problem, however, is the imbalance of the two parties to 

the partnership. In the new European security architecture the CSTO role will be only 

peripheral. Under the circumstances, Moscow will not “suspect” the European security 

policy.  

The idea of a Helsinki II treaty that would include the post-Cold War political 

modifications has its supporters in the West. Medvedev President considers that the new 

treaty would reflect the traditional Russian thinking. A new treaty, similar to the Helsinki 

one would become heavily politicized due to the differences in perception of the common 

values belonging to the signatory states. This would lead to the aggravation of the extant 

tensions from Europe, related to the subject. In this respect, the idea that the West could 

change Russia by commitments to democracy and human rights is delusional. The idea had 

been tried before with the Soviet Union through the Helsinki treaty, but it was unsuccessful 

and there were no evidence that things could have been different in Russia during President 

Putin office. 

Can we speak of European security architecture? In order to have a meaningful 

discussion on the subject we need coherent mechanisms, a network of interconnected 

organizations and common values. Such conditions did not exist upon the signature of the 

Helsinki treaty, and for the time being they lack altogether. The regional organizations 

compete, the legitimacy of a European security mechanism is doubted, the gap between 

Russia and some of the Western countries is getting wider, and Moscow and the Western 

countries compete for influence. 

 

9.  Commitments that are mere declarations 

The President Medvedev’s lack of initiative was much criticized both in Russia and in 

the West: “this great vision remains only an idea, which is periodically referred to, without 

giving any detail about how to put into practice.”[5] 

Moscow’s attitude only shows that Russia understands very well that a new security 

architecture would be dominated by USA and NATO. Thus, the flexible and open side of 

Russia’s foreign policy is emphasized. But a new agreement between Russia and Europe is 

still possible: strengthening the  cooperation in the security and economy field in return for 

Europe’s commitment not to support NATO enlargement, the extension of the missile 

defense plan in the Central Europe and the geostrategic involvement in the former space of 

the Soviet Union.  

But in the meantime this lack of initiative has its disadvantages. As long as Moscow 

cannot propose concrete measures, Medvedev’s initiative cannot be talked about. Although 

Medvedev and the Russian Foreign Minister Serghei Lavrov continue giving declarations 

in this respect, a loss of the political enthusiasm has been noticed lately. This state of 
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things could point out to a conflict of interests among the Russian decision makers. The 

most plausible explanation is that subjects such as the improvement of the relations 

between USA and Russia and the world crisis have kept the attention of the Russian 

officials. 

 

10. The American perspective 
The Obama administration has not only talked of revising the relations with Russia, 

but has reengaged in areas where it believes Russia can make a difference: strategic arms 

control, the Iranian nuclear question, and Afghanistan. At the same time, it has diminished 

the importance of issues such as NATO enlargement or missile defense. Washington's new 

policy has determined the reorientation of the Russian strategic thinking to the USA, 

although half of Russia’s trade and investments go to the EU, and more and more 

politicians speak of a common European civilization. The fact that America is still the 

most powerful country in the world is a very important aspect for the Russian leaders.  

All these aspects demonstrate that the negotiations about a new European security 

policy depend upon the future relations of Russia – USA. But if the bilateral relationship 

becomes sour or the tensions from the former Soviet space escalate, then the discussions 

about a new European/Euro-Atlantic security treaty could gain new impetus. 

 

11. The challenge for Europe 

The main challenge for the European politicians is to find out what Russia really 

wants through President Medvedev’s project. Some states from the Central and Eastern 

Europe consider Medvedev’s project only a means to suppress NATO power and to 

enlarge Russia’s sphere of influence. Some other countries such as Germany and France 

consider this initiative an opportunity to start a long term European security project, but 

these countries have not responded to President Medvedev’s proposal as it was expected. 

The Europeans have foiled Moscow's plans to divide them and to remove the USA from 

the European context. They have refused to legitimize the notion of a Russian sphere of 

privileged interests; they have underlined NATO's primacy in European security policy, 

and in the meantime they have preserved a central role for the OSCE and they have left the 

onus on Moscow to deliver on the details of its security plan.     

The idea launched by President Medvedev has led to unity of action at a European 

level as regards Russia. If we think of the latest major events (the war in Georgia and the 

global crisis, the new orientation of the American foreign policy towards multilateral 

cooperation and a Russia who is inclined towards confrontations) we can state that 

Europe’s joint reaction to President Medvedev’s proposal was foreseeable. 

The final test is whether this European unity can withstand a more aggressive 

Russian foreign policy. In this respect, several traps should be identified. One is a 

misplaced belief that Moscow has seen the error of its confrontational ways. While the 

financial crisis has acted as a reality check on the Russian leaders, this will not lead to the 

conclusion that they have changed their attitude towards the West. Even if Moscow may 

have softened its foreign policy style, some things remain the same: Russia remains a great 

power; the conviction that the former Soviet republics belong to its sphere of influence; 

and a general view of the world as a fiercely competitive arena.  

The trap, to which European states are prone, is represented by ideas such as 

strategic partnership and European security common space. Although EU and NATO 

member states share some priorities with Russia - in conventional arms control, counter-

terrorism and combating transnational crime - there are many areas where their positions 
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diverge (Russia's approach to the common neighborhood differs in almost every respect 

from that of the EU and NATO). 

 

12. Conclusions 
In order to provide an alternative to the Russian President, Dmitry Medvedev, the 

European states must preserve the European unity and discipline, by observing the official 

positions of the EU and NATO. A coordinated transatlantic response would be an important 

test for Russia, the viability of Medvedev’s initiatives depending on concrete actions. 

The basis for a Euro-Atlantic security is represented by the rejection of any minimizing 

attempt of NATO. On the other hand, the Europeans and the Americans may include other 

institutions in the Euro-Atlantic security system. The cooperation Organization from Shanghai 

and the Collective Security Treaty Organization may bring a contribution in areas such as 

Afghanistan by terrorism and drug combat actions. 

The new security treaty should reflect the values of the 21
st
 century, and not those of 

the 19
th

 century Europe. The human and social security – the development of the civil society, 

respect for the human rights – should be a part of any Pan – European security system. The 

Organization for Security and Cooperation in Europe should preserve a major role. 

The Russian President’s project is in many ways a metaphor of Russia’s commitment 

to the West. In the years to come, its form and substance will suffer many changes – some of 

them minor, others radical, some positive and others less. Despite all these changes, the West 

should have a pragmatic and flexible attitude.  

Revising the European security architecture will not be an easy process. Establishing a 

strategic partnership with Russia does not hide the lack of a common vision. The dialogue is 

absolutely necessary in order to avoid misunderstandings and suspicions. 
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Abstract:  

Treaty Organization on Collective Security (CSTO), known locally by its Russian name 

Organizatsiya Dogovora o Kollektivnoy Bezopasnosti (ODKB) is a regional security organization comprised 

of seven post-Soviet countries. The CSTO received observer status in the General Assembly of the UN in 

2004 In 2009, an agreement on cooperation between the UN and the CSTO was signed. The CSTO members 

are Armenia, Belarus, Kazakhstan, Kyrgyzstan, Uzbekistan, Russia and Tajikistan. The area of the CSTO is 

divided into three areas of responsibility: Russia-Armenia, Belarus-Russia and Central Asia. 

 

1. Introduction  
           The Organization of the Collective Security Treaty (CSTO) is a military-political 

organization created in September 2003, but the groundwork was laid in May 1992 with 

the signing of the Tashkent Treaty (or the Collective Security Treaty) by six of the eleven 

member states of the Commonwealth of Independent States. The CSTO has seven 

members: Russia, Armenia, Belarus, Kazakhstan, Kyrgyzstan, Uzbekistan and 

Tajikistan. In January 2009, the member states of the Organization have signed an 

agreement under which the forces of peace. According to this document, the relations 

between CSTO and the UN would fall under chapter VIII of the UN Charter. [1] 

Treaty Organization on Collective Security (CSTO), known locally by its Russian 

name Organizatsiya Dogovora o Kollektivnoy Bezopasnosti (ODKB) is a regional security 

organization comprised of seven post-Soviet countries. The CSTO received observer status 

in the General Assembly of the UN in 2004 In 2009, an agreement on cooperation between 

the UN and the CSTO was signed. The CSTO members are Armenia, Belarus, Kazakhstan, 

Kyrgyzstan, Uzbekistan, Russia and Tajikistan. The area of the CSTO is divided into three 

areas of responsibility: Russia-Armenia, Belarus-Russia and Central Asia. 

On 14 May 2002, the CSTO has become a regional international organization. This 

decision was justified by the belief that the institutionalization process, launched by the 

adoption of the Memorandum on improving the effectiveness of the Treaty and its 

adaptation to contemporary geopolitics, May 24, 2000, had already the Treaty regime with 

all the attributes of a regional organization under Chapter VIII of the UN Charter. The 

establishment of the organization was completed by the adoption of the Charter of the 

Organization of the Collective Security Treaty, October 14, 2002 in Chisinau, 

Moldova. Armenia, Belarus, Kazakhstan, Kyrgyzstan, Russia and Tajikistan are the 

founding members of the CSTO. In 2006, Uzbekistan has reactivated its participation and 

joins the CSTO. 
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2. The Organization of the Collective Security  
The CSTO has set the overall objective of contributing to the consolidation of 

peace, security and international and regional stability. In particular, the CSTO is seen as a 

regional organization under Chapter VIII of the UN Charter. The objectives of the CSTO 

are a military, political and security. Militarily, the Member States shall cooperate to 

establish systems of collective security, establish regional groupings of hosts and their 

commands forces to develop military infrastructure, to prepare executives and military 

specialists and equip them with the necessary weapons and military technologies. Member 

States also undertake to consult before making decisions about the installation of the armed 

forces of third countries in their territories. Cooperation in the field of security is primarily 

directed towards the fight against the phenomena of terrorism and extremism, against drug 

trafficking and weapons against transnational organized crime and against illegal 

immigration. The CSTO also focuses on the need to develop cooperation in the field of 

computer security. In the political field, the goal sought by the CSTO is to promote the 

practice of coordination and consultation positions of its Member States on issues of 

international and regional security. In particular, the organization plans to develop its own 

mechanisms and procedures for consultations. 

A top the structure is the CSTO Collective Security Council , composed of the heads 

of state of member countries. The main issues concerning the activities of the CSTO and 

its goals, objectives, and coordination and cooperation among Member States in order to 

achieve its objectives countries are vested in the Council of collective security. It is also 

the Council of collective security that holds the right to establish permanent and temporary 

members of the CSTO. The Council is chaired on a rotational basis by the head of state of 

the member who will host the next meeting of the Council countries. In the time between 

the Board of collective security meetings, the tasks of coordination and cooperation among 

the member countries with the responsibility of the Permanent Council of the CSTO are 

established. The Permanent Council is composed of representatives of individual member 

countries within the CSTO. 

Responsibility for the daily operations of the CSTO is endorsed by the General 

Secretariat of the CSTO , located in Moscow, Russia. The General Secretariat provides 

organizational, informational, analytical and advisory support in the bodies of the 

CSTO. In cooperation with the Permanent Council, the General Secretariat is also 

preparing draft decisions and other documents of the bodies of the CSTO. The Secretariat 

is headed by the Secretary General of the CSTO, appointed for a period of three years by 

the Council on the recommendation of the Council of Foreign Ministers. The mission of 

representing the CSTO in relations with other countries and international organizations as 

the responsibility of the Secretary General. 

The structure of the CSTO is complemented by the Councils of specialized 

ministers. The skills of these Ministerial Councils are generally the advisory. Thus, 

the Council of Foreign Ministers is the advisory and executive body of the Organization on 

matters of coordination and cooperation among member countries in the field of foreign 

policy. The Council of Ministers of Defense is responsible for the coordination of joint 

efforts of member countries in the areas of military policy, military construction and 

military-technical cooperation. The Council of Secretaries of Security Councils of the 

member countries promote cooperation among member countries to ensure the national 

security of the participants states. 

There, under the Council of Ministers of Defense, the Unified Staff of the 

CSTO . Operational since 1 January 2004, the mission of the General Staff is to lead the 

unified operational command and monitoring of collective rapid reaction forces of the 
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Organization and to develop proposals to strengthen military cooperation the CSTO. The 

residence of the General Staff is located in Moscow, Russia. 

 

2.1 Modes of decisions making 
Decision-making power is concentrated mainly in the Council of the Collective 

Security. Therefore, the annual meetings of the Council of Collective Security, expected by 

the leaders of the member countries represent important moments in the life of the 

organization where decisions are adopted and basic documents concerning the evolution of 

the Organization. The mode of decision making in general structures of the CSTO is based 

on the principle of consensus. Thus, decisions of the Council of the Collective Security 

Council of Foreign Ministers, the Council of Ministers of Defence and the Committee of 

Secretaries of Security Councils are made on the basis of consensus, where each State shall 

have one vote. In the case of non-compliance by a member country, the provisions of the 

Charter and the documents adopted by the bodies of the CSTO, the Collective Security 

Council may suspend, or even terminate, the status of member of the member country 

concerned. This decision was adopted without the vote of the member countries 

concerned. 

 

2.2 Military technical cooperation 
On 20 June 2000, the Heads of State of member countries signed the Agreement on 

the principles of military-technical cooperation. It governs issues of arms sales and military 

products in preferential tariffs between member countries. In the context of the CSTO, 

these include the sale of Russian arms to its partners according to Russian domestic 

prices. In the same vein, the CSTO adopted October 6, 2007, the Protocol on the 

mechanism of assistance to members of the CSTO in the case of the emergence of threats 

or acts of aggression, which provides sale at preferential rates, the gift or made available 

weapons and technology and military products to the state attacked. In addition, as part of 

the military-technical cooperation, Russia form, free, hundreds of citizens of its partners in 

the CSTO military schools each year. 

On 11 October 2000, the CSTO member states adopted the agreement on the status 

of military forces and instruments of the system of collective security, which provided the 

legal framework to regulate the stationing of troops participating countries in the territory 

of another signatory States. That agreement provides for the deployment of troops from the 

participating countries on the territory of a Member State in the following cases: the 

realization of Article 4 of the Treaty on Collective Security in the event of aggression, 

organizing of joint counterterrorist and organizing joint military exercises. The decision on 

the deployment of armed forces on the territory of a Member State is taken on the request 

of the country concerned or in coordination with him. The decision was adopted by the 

Heads of State of member countries of the Council of collective security, which decide on 

the deployment, training, the number of armed forces, the location and duration of their 

parking in the territory of the country in question. 

In August 2001, the Council of the Collective Security created Collective Rapid 

Deployment Forces of the Central Asian region to assist the countries of Central Asia to 

counter the event of external aggression. Russia, Kazakhstan, Kyrgyzstan and Tajikistan 

have affected 10 battalions, consisting of nearly 4,000 people in total to FCRR. Of these 

forces, the units affected by Kazakhstan, Kyrgyzstan and Tajikistan are stationed on 

national respective territories while the troops supplied by Russia are present in the 

territory of Kyrgyzstan and Tajikistan. The headquarters of the operational group FCRR 

are located in Bishkek, Kyrgystan. 
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2.3 The CSTO peacekeeping operations 
The paper design on the formation and functioning of the Mechanism for peace 

CSTO, approved by the Council of the Collective Security June 18, 2004, defines the 

general outline of the strategy of the CSTO for this purpose. The CSTO plans to be 

actively involved in peacekeeping operations under the auspices of the United Nations and 

in the armed operations, multinational and regional, approved by the Security Council of 

the UN. Participation in the CSTO peacekeeping operations at regional and international 

level is considered necessary to advance the interests and military and political positions of 

member countries and the CSTO as well as the consolidation of authority and political 

weight of the Organization in Internal Affairs. 

As part of the objectives of the design, October 6, 2007, the Heads of State of the 

member countries of the CSTO adopted the Agreement on peace activities of the 

CSTO. The Agreement establishes the general framework of the CSTO peace, defined as 

the set of metrics, including the peaceful means for conflict resolution and collective 

actions undertaken by Member States, with the use of military personnel, police and 

civilians, to prevent, contain and stop military actions between states, or in the territory of 

a State. The operation of peacekeeping CSTO is defined as the set of measures undertaken 

by the staff of the CSTO under the official mandate of the Council of collective security, to 

stabilize the situation in the conflict zones actual or potential, and directed towards the 

resolution of conflicts and the restoration and maintenance of peace and security in conflict 

zones. 

In his peace activities, the CSTO is based on quotas peace specially created by 

members. The joint exercises with the participation of national contingents are conducted 

on a regular basis. All these national contingents are the peacekeeping forces of the 

CSTO. These quotas, collective Forces peacekeeping CSTO are made by the Council of 

collective security, whenever an operation of peacekeeping CSTO is organized. During the 

period of preparation and execution of the operation of peacekeeping, collective forces are 

under the command of Commander collective forces who is appointed by and responsible 

to the Board for collective security. The unified Staff of the CSTO is responsible for the 

coordination of all measures for the preparation and completion operations 

peacekeeping. Besides own operations CSTO peacekeeping forces can participate, 

according to the relevant decision of the Council of collective security, in peace operations 

organized on the basis of the decisions of the Security Council of the UN, especially by 

other regional organizations. Furthermore, the CSTO intends to conclude a collective 

agreement Special Reserve with the UN to regularly contribute peacekeeping forces in 

peace operations, organized under the aegis of the UN. 

When the operation of peacekeeping CSTO is carried out on the territory of a 

member country of the Organization, the decision is adopted by the Council of the 

Collective Security after the official request of the country concerned. If you deploy an 

operation peacekeeping CSTO on the territory of countries not members of the 

Organization, the Council of the Collective Security submit a request to the Security 

Council of the UN, to obtain a warrant. The decisions on the deployment of peacekeeping 

to peace are adopted with the agreement of the parties directly involved in the armed 

conflict, respecting the principles of neutrality, impartiality, transparency and recognition 

of the competence of local authorities and under the guarantee of the security contingent of 

peace. The Council of the Collective Security then defines the mandate of the 

peacekeeping operation and appointed Commander of the collective strength and the head 

of the peacekeeping mission, which is responsible for policy oversight of the conduct of 

the operation and participate in the political settlement of the conflict. 
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Currently, four of the CSTO (Armenia, Belarus, Kazakhstan and Russia) have 

ratified the agreement on peacekeeping forces of the CSTO. The current number of 

peacekeeping forces of the CSTO is nearly 3,500 people. 

 

2.4 Collective rapid reaction forces of CSTO 
The overall ambition of the CSTO is to become the main regional organization of 

post-Soviet area security. To endorse this ambition, the CSTO wants to have a genuine 

collective armed force capable of intervening throughout the region. To achieve this 

primary objective, the CSTO member countries agreed on 14 June 2009 to create the 

collective rapid reaction forces of the CSTO (CRRF / CSTO), which constitute the essence 

of the system block collective security that seeks to establish the CSTO. The FCRR / 

CSTO consist of military units and special forces, provided by Member States responsible 

to perform tasks related to the collective security of the member states quotas. All these 

military units and special forces contingents are FCRR / CSTO. The decision on the use of 

FCRR is taken by the Council of collective security based on the principle of 

consensus. Following the official request of one or more parts of the Agreement, the 

Security Council decides, based on the principle of consensus, deployment and use of 

FCRR. In the case of aggression, the Council of the Collective Security is immediately 

deciding deployment FCRR. If the use of CRRF under Article 51 of the UN Charter, the 

Council of the Collective Security immediately inform the Security Council of the UN. 

However the CRRF can not be used in the settlement of disputes between members. The 

overall mission of FCRR / CSTO to react to challenges and threats to the safety of 

members of the CSTO. The CRRF are authorized to use force, in strict compliance with 

international humanitarian law. The FCRR / CSTO are still in development. Uzbekistan 

did not participate. The CRRF/CSTO should consist of nearly 16,000 people. 

 

3. National security strategy of the Russian federation  

 
          Current development objectives Russian Armed Forces is a booklet prepared by the 

Ministry of Defence of the Russian Federation are presented to the media the new military 

doctrine. Her presentation was done in the form of a press conference which was attended 

by President Vladimir Putin, members of the government, FSB chief Nikolai Patrushev and 

Russian senior military commanders. The main chapters of the new military doctrine refers 

to: Russian military-political relations system in the world, the threat assessment, the 

character of current wars and armed conflicts, objectives, priorities basic principles that 

will be conducted after the fight, if it is necessary. [2] 

 

3.1 Russia’s Armed Forces 
          Defense Minister Sergei Ivanov, making a brief presentation of the international 

situation, expressed what seems to be the core of the new military doctrine: "The mixture 

of other countries or groups in the internal affairs of the Russian Federation shall be 

regarded as the new threat to the security of the country". In turn, President Vladimir Putin, 

seeking to strengthen the words of the Minister of Defence, added: "Russia has a sufficient 

number of missiles placed in underground bases, such as UR-100N UTTX, which in terms 

of performance, are above the competition ". Therefore, defense strategy, Russia relies on 

nuclear deterrence. According to the new doctrine, the reform of the Russian Ground 

Forces was completed. Russian Army now had 1.16 million soldiers. By 2010, they were 

be taken to improve the current structure of the armed forces. The core of Russia’s military 

force consists in strategic weapons triad belonging land-air-sea which will be used for 
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nuclear deterrence. Strategic Purpose Missile Troops now are organized in 10 divisions, 

which are equipped with new mobile terrestrial complex type RC-12m2 "Topol M". Will 

be continued experimentation underground complex RC-12M1 "Topol M" and are ongoing 

now the tests with the new intercontinental ballistic missile “Bulava”. 

          Russian military aviation base are the 80 strategic bombers Tu-160 type TU-95MC 

capable of carrying up to 500 nuclear warheads. Bomber TU-160 are modernized into 

multifunctional platform, and able to perform aerial surveillance missions and transport 

high-precision missiles with conventional and nuclear charge. Beginning from 2013, the 

number of nuclear warheads in the Russian aviation equipment are from 1700 to 2200. 

          The doctrine also provides that, in general, Russian Armed Forces must be able to 

participate in local conflicts, regional or large-scale wars. Among other things, the Russian 

military must be able to reject any type of air or cosmic threat and at the same time, to 

fulfill two missions in local conflicts. To achieve these objectives, the capacity will be 

increased to combat so-called "special purpose forces”. Special purpose forces will be 

concentrated in Central Asia, considered a potential danger. Hence, in case of need, they 

can be transferred in the shortest time both to the West and the Far East. 

          By 2015, ground troops will be equipped with new weapons and a rate of 45% and 

by 2025 the process will be complete.  

          A few days after the tragic events in Beslan terrorist, North Ossetia, concluded with 

a shocking carnage - 338 dead, 400 wounded and 150 missing - the Kremlin has made 

public that change their military strategy and foreign policy. Russian Army leadership 

announced that it would henceforth adopt the so-called strategy of "preventive strikes" and 

that it gives the right to strike in any region of the world where Moscow believe they are 

terrorists. 

          Basically, this new doctrine adopted by the Russian Federation provides Kremlin 

leaders able to act militarily under cover euphemism "fighting terrorism" in all places 

where Russia has strategic interests, especially at the borders of the former USSR. In fact, 

in his first speech after attack in Beslan, President Vladimir Putin anticipate this new 

doctrine, noting that "very soon will be developed a package of measures to strengthen the 

unity of the country". 

          Chief of General Staff of the Russian Armed Forces, General Yuri Baluievski, said: 

"With regard to preventive attacks against terrorist bases, we will do our best to liquidate 

terrorist camps from all regions of the world." Choosing the "means of attack will be 

determined by the specific situation in each area of the world; this does not mean that 

Russia will promote nuclear operations". 

          "National Security Strategy of the Russian Federation (PCNA Year 2020)" has been 

replaced National Security Concept of the Russian Federation in 2000, and was approved 

by the President on May 15, 2009, by Presidential Decree no. 537.1  
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Fig. 1 www.globalsecurity.org/military/world/.../csto.h. 

 3.2 Military personnel of Russia Army 
This number 766,055 is how many officers and soldiers Russia’s Audit Chamber 

says were paid to serve in the armed forces on 1 January 2013, according to RIA Novosti. 

This confirms what’s been said by various military commentators over the past year or so.  

Several said about 750,000 or below 800,000. The Audit Chamber is a quasi-independent 

and pretty reliable source, something akin to America’s GAO. Walk this back . . . take 

766,055 and subtract 220,000 officers, 186,000 contractees reported at the beginning of 

2013, spring 2013 and fall 2012 draft contingents of 153,200 and 140,140, and you are left 

with 66,715. That leftover number roughly corresponds to cadets in VVUZy. 

 

4. Strategic concept for the defence and security of the members of the 

North Atlantic Treaty Organization adopted by heads of state and 

government in Lisbon 

4.1. Core Tasks and Principles 
          NATO’s fundamental and enduring purpose is to safeguard the freedom and security 

of all its members by political and military means. Today, the Alliance remains an essential 

source of stability in an unpredictable world. NATO member states form a unique 

community of values, committed to the principles of individual liberty, democracy, human 

rights and the rule of law. The Alliance is firmly committed to the purposes and principles 

of the Charter of the United Nations, and to the Washington Treaty. The political and 

military bonds between Europe and North America have been forged in NATO since the 

Alliance was founded in 1949; the transatlantic link remains as strong, and as important to 

the preservation of Euro-Atlantic peace and security, as ever. The security of NATO 

members on both sides of the Atlantic is indivisible. 

          In order to assure their security, the Alliance must and will continue fulfilling 

effectively three essential core tasks, all of which contribute to safeguarding Alliance 
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members, and always in accordance with international law: Collective defence. NATO 

members will always assist each other against attack, in accordance with Article 5 of the 

Washington Treaty. That commitment remains firm and binding. NATO will deter and 

defend against any threat of aggression, and against emerging security challenges where 

they threaten the fundamental security of individual Allies or the Alliance as a whole;          

Crisis management. NATO has a unique and robust set of political and military capabilities 

to address the full spectrum of crises – before, during and after conflicts. NATO will 

actively employ an appropriate mix of those political and military tools to help manage 

developing crises that have the potential to affect Alliance security, before they escalate 

into conflicts; to stop ongoing conflicts where they affect Alliance security; and to help 

consolidate stability in post-conflict situations where that contributes to Euro-Atlantic 

security; Cooperative security. The Alliance is affected by, and can affect, political and 

security developments beyond its borders. The Alliance will engage actively to enhance 

international security, through partnership with relevant countries and other international 

organizations; by contributing actively to arms control, non-proliferation and disarmament; 

and by keeping the door to membership in the Alliance open to all European democracies 

that meets the NATO’s standard.[4] 

4.2. Defence and Deterrence 

          The greatest responsibility of the Alliance is to protect and defend our territory and 

our populations against attack, as set out in Article 5 of the Washington Treaty. The 

Alliance does not consider any country to be its adversary. However, no one should doubt 

NATO’s resolve if the security of any of its members were to be threatened. Deterrence, 

based on an appropriate mix of nuclear and conventional capabilities, remains a core 

element of our overall strategy. The circumstances in which any use of nuclear weapons 

might have to be contemplated are extremely remote. As long as nuclear weapons exist, 

NATO will remain a nuclear alliance. The supreme guarantee of the security of the Allies 

is provided by the strategic nuclear forces of the Alliance, particularly those of the United 

States; the independent strategic nuclear forces of the United Kingdom and France, which 

have a deterrent role of their own, contribute to the overall deterrence and security of the 

Allies. We will ensure that NATO has the full range of capabilities necessary to deter and 

defend against any threat to the safety and security of our populations. Therefore, we will: 

maintain an appropriate mix of nuclear and conventional forces; maintain the ability to 

sustain concurrent major joint operations and several smaller operations for collective 

defence and crisis response, including at strategic distance; develop and maintain robust, 

mobile and deployable conventional forces to carry out both our Article 5 responsibilities 

and the Alliance’s expeditionary operations, including with the NATO Response Force; 

carry out the necessary training, exercises, contingency planning and information exchange 

for assuring our defence against the full range of conventional and emerging security 

challenges, and provide appropriate visible assurance and reinforcement for all Allies; 

ensure the broadest possible participation of Allies in collective defence planning on 

nuclear roles, in peacetime basing of nuclear forces, and in command, control and 

consultation arrangements; develop the capability to defend our populations and territories 

against ballistic missile attack as a core element of our collective defence, which 

contributes to the indivisible security of the Alliance. We will actively seek cooperation on 

missile defence with Russia and other Euro-Atlantic partners; further develop NATO’s 

capacity to defend against the threat of chemical, biological, radiological and nuclear 

weapons of mass destruction; develop further our ability to prevent, detect, defend against 

and recover from cyber-attacks, including by using the NATO planning process to enhance 

and coordinate national cyber-defence capabilities, bringing all NATO bodies under 

218



                                   NATO VERSUS CSTO STRATEGY 

centralized cyber protection, and better integrating NATO cyber awareness, warning and 

response with member nations; enhance the capacity to detect and defend against 

international terrorism, including through enhanced analysis of the threat, more 

consultations with our partners, and the development of appropriate military capabilities, 

including to help train local forces to fight terrorism themselves; develop the capacity to 

contribute to energy security, including protection of critical energy infrastructure and 

transit areas and lines, cooperation with partners, and consultations among Allies on the 

basis of strategic assessments and contingency planning; ensure that the Alliance is at the 

front edge in assessing the security impact of emerging technologies, and that military 

planning takes the potential threats into account; sustain the necessary levels of defence 

spending, so that our armed forces are sufficiently resourced.[5] 

 

4.3. Security through crisis management. 
          Crises and conflicts beyond NATO’s borders can pose a direct threat to the security 

of Alliance territory and populations. NATO will therefore engage, where possible and 

when necessary, to prevent crises, manage crises, stabilize post-conflict situations and 

support reconstruction. The lessons learned from NATO operations, in particular in 

Afghanistan and the Western Balkans, make it clear that a comprehensive political, civilian 

and military approach is necessary for effective crisis management. The Alliance will 

engage actively with other international actors before, during and after crises to encourage 

collaborative analysis, planning and conduct of activities on the ground, in order to 

maximize coherence and effectiveness of the overall international effort. The best way to 

manage conflicts is to prevent them from happening. NATO will continually monitor and 

analyze the international environment to anticipate crises and, where appropriate, take 

active steps to prevent them from becoming larger conflicts. Where conflict prevention 

proves unsuccessful, NATO will be prepared and capable to manage ongoing hostilities. 

NATO has unique conflict management capacities, including the unparalleled capability to 

deploy and sustain robust military forces in the field. NATO-led operations have 

demonstrated the indispensable contribution the Alliance can make to international conflict 

management efforts. Even when conflict comes to an end, the international community 

must often provide continued support, to create the conditions for lasting stability. NATO 

will be prepared and capable to contribute to stabilization and reconstruction, in close 

cooperation and consultation wherever possible with other relevant international actors. To 

be effective across the crisis management spectrum, we will: enhance intelligence sharing 

within NATO, to better predict when crises might occur, and how they can best be 

prevented; further develop doctrine and military capabilities for expeditionary operations, 

including counterinsurgency, stabilization and reconstruction operations; form an 

appropriate but modest civilian crisis management capability to interface more effectively 

with civilian partners, building on the lessons learned from NATO-led operations. This 

capability may also be used to plan, employ and coordinate civilian activities until 

conditions allow for the transfer of those responsibilities and tasks to other actors; enhance 

integrated civilian-military planning throughout the crisis spectrum, develop the capability 

to train and develop local forces in crisis zones, so that local authorities are able, as quickly 

as possible, to maintain security without international assistance; identify and train civilian 

specialists from member states, made available for rapid deployment by Allies for selected 

missions, able to work alongside our military personnel and civilian specialists from 

partner countries and institutions. 
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Abstract 

Within the management process, the decision taking means choosing a course of action among several 

possible. This choice is a deliberate act of thought, to achieve the objectives by influencing the activity of an 

individual or group of individuals. The decision making process comprises a sequence of activities carried 

out by the decision maker, in order to choose the best of all possible courses of action. 

 

Key words: decision, objective variables, courses of action. 

 

1. Introduction 

The decision making process comprises a sequence of activities carried out by the 

decision maker, in order to choose the best of all possible courses of action. The decision is 

the course of action chosen to achieve the objectives established during the planning 

process, choice that will influence the way the subordinates will perform their activity. The 

decision taking is one of the most important functions of management whose result 

essentially reaching objectives. The success or failures of management process, the 

objectives and task accomplishment depend on the quality of the decisions. The decision is 

the basis of any managerial activitiy, regardless the level it takes place on. 

 

2. The decision taking process 

The decision process includes four specific phases: 

• preparing  the decision; 

• taking the decision ; 

• implementing the decision; 

• recording the effects. 
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Preparing the decision requires the identification and definition of the problem 

taking into account the objectives set, the risks identified, the quality and quantity of the 

exiting information and resources. 

The decision taking involves comparative analysis of the possible variants of action, 

taking into account the pros and cons of each course of action, so that in the end the most 

advantageous alternative to be chosen. 

Implementing the decision involves a series of organizational measures such as, the 

establishing the people in charge with the accomplishment of tasks, establishing 

accountability and the skills required of those involved in the activity, the organizing and 

conducting practical activities etc., but also motivational activities: explaing and 

argumenting the decision. 

Recording the effects of the decision is the stage when the results achieved 

following  the course of action chosen are assessed and deviations, if any, are corrected. 

The decision-taking activity underlies any management activities since it is the one 

setting: theaction, thegoal and the objectives as well as the means and methods that will 

help achieve the goals. Decision making should be based on accurate, clear, sufficient and 

reliable information and should be a rational process, based on the analysis, because this 

moment that allows for the transition from creative thinking to action and results. The 

decision taking is a process that does not end when the choice was made from all possible 

alternatives, but involves a continuous sequence of activities to analyze, compare, choose. 

[1] 

 2.1. Performance and decision taking 

 

Within the management process, the decision taking means choosing a course of 

action among several possible. This choice is a deliberate act of thought, which is to 

achieve the objectives by influencing the activity of an individual or group of individuals 

(those having an execution position). 

The performance achieved by an organization depends on the decisions taken by 

the managerial board in order to achieve specific objectives. Therefore good decisions 

must be scientifically substantiated, taking into account the internal and external 

environment conditions, the sufficiency of data and information, the targets to be achieved 

etc. According to professional requirements, the decision should be taken by those in 

charge, people with leadership positions who have the necessary authority and information, 

who are aware and able to consider all the circumstances. Decisions must be taken at the 

appropriate time and it is preferable not to miss the moment because a delayed decision 

may not be useful anymore. 

A decision making system consists of the following components: the decision 

maker, decision alternatives, decision criteria, the environment, the consequences, the 

objectives and decision utility. The decision maker is the individual (person of authority) 

who will choose the most advantageous decision from the alternatives identified. The 

decision criteria are points of view according to the decision maker compares the 

alternatives and chooses the optimal one. Depending on the number of criteria, we have 

uni-criterial or multi-criterial decision. The environment consists of internal and external 
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factors that influence the organization and determine the decision. The internal factors are: 

responsibility, the volume and quality of information, resources (human, material, 

financial, international), the qualifications and motivation of those involved in the activity. 

Among the external factors I can mention the social, economic, natural conditions, the 

legislation, personnel concerned, etc. [maracine]. 

2.2 Decision types 

Considering all these factors, we can say that decisions are of three types: decisions 

under certainty, : decisions under uncertainty and : decisions under risk. Virtually all 

decisions are made in an environment where there is at least a minimum level of 

uncertainty. This degree varies from relatively high certainty to uncertainty, therefore all 

decisions involve some percentage of risk.  

In a situation involving certainty, decision makers (managers) are quite sure what 

will happen when you take a decision. Information is available and onsidered reliable, and 

the cause-effect relation is known.  

On the other hand, in a situation of uncertainty the amount of information is 

reduced, no one knows whether the data is reliable or not or whether the situation will 

change. Decision makers can not assess the interactions that will take place between 

different variables because they are uncontrollable.  

In the case of decisions taken under risk, there are controllable and uncontrollable 

or insufficiently known variables. The decision maker has at his disposal information, 

which sometimes is incomplete or insufficient, that can be analyzed using statistical and 

mathematical methods thus being able to forsee opportunities for performing the tasks. 

According to our assessment, all decision makers acting under uncertainty would 

like to know the extent and nature of the risk posed by choosing a specific course of action. 

One of the shortcomings of using traditional approaches in the assessment and problem 

solving is that much of the data used is only estimative and others are based on 

probabilities. Practically, every decision is based on the interaction of a number of key 

variables, many of which containing an element of uncertainty. 

Fortunately, there are a number of technical tools available that help in taking 

effective decisions and determine the improvement of the quality of the decision taking 

process  under conditions of uncertainty. Among the most important i can mention risk 

analysis and decision trees [peterson]. 

Risk analysis. All decision takers want to know the size and nature of the risk that 

choosing a particular course of action involves. Risk is composed of two elements: the 

likelihood that the activity will not be conducted as planned and the negative consequences 

of this fact. When undertaking a risk assessment analysis possible threats and the degree of 

their manifestation should  be identified.  

Decision trees are one of the best methods of analysis. Decision trees describe the 

decisions that may be taken 1, 2, 3 (Fig. 1.) And where you can get A, B, C as the results of 

various courses of action. For example, mangers may find themselves in situations when 

they have to decide whether to acquire modern equipment to facilitate the work of the staff 

in a compartment (which implies a higher acquisition cost) or to hire / transfer a person 
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from another department to execute the activity that could be done by the same number of 

employees by using more efficient equipment 

 

  

 

Fig. 1. The decision tree [] 

 

Using decision trees makes possible the study of major alternatives and how the 

decision will affect future events. 

The consequences are the results of decisional variants. Establish consequences can 

not be achieved precisely because there are no known causes for their appearance. 

Depending on how the decisions are taken, they can be programmed or 

unprogrammed. For programmed decisions there is an already regulated mode of action 

and most often, they are taken on the basis of previous experience. Usually, these decisions 

are on matters of minor importance and are repetitive. Unprogrammed decisions regard 

new issues, generally they have a high degree of importance and do not fall into patterns of 

action. For such decisions to be taken, it is very important that decision maker have power 

of synthesis and great ability to think and react. 

4. Conclusion 

224



THE IMPORTANCE OF THE DECISION TAKING PROCESS FOR THE 

SUCCESS OF AN ORGANIZATION 

 
Summing up all the above, we conclude that the decision-taking mechanism 

operates by engaging scientific components, but also using the experience and intuition of 

the decision maker. The decision maker defines the problem as he sees it, sets the 

objectives and examines consequences arising from the adoption of a particular course of 

action and decision criteria. Unfortunately, regardless of the method adopted for this 

process, the uncertainty factor can not be eliminated entirely. 
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Abstract:  

Even though the effectiveness and efficiency are two different concepts they are closely related when 

considering organizational performance, which must combine both aspects. The effectiveness and efficiency 

are two basic concepts of management, both determining the analysis of what needs to be done by the 

organization and manner of action. Sometimes we can consider efficiency as judicious spending of funds 

allocated from the budget and optimizing the consumption of resources. When we look at efficiency as using 

minimum resources for an activity, we obtain efficiency from an economic point of view, but not from an 

organizational perspective. 
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1. Introduction 

The effectiveness and efficiency are two basic concepts of management, both 

determining the analysis of what needs to be done by the organization and manner of 

action. Effectiveness aims at establishing the most appropriate objectives, activities and 

allocation of all the resources needed to accomplish them thus, the results obtained shall 

meet the targets. 

2. Efficiency and effectiveness – different perspectives 

Efficiency analyzes the results in terms of the resources used for the activity, 

compares the volume and the quality efforts with results obtained [1]. Efficiency means 

that things are done well, that resources have been used productively to achieve the 

objectives. For example, training  a number of 500 employees with the same number of 
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instructors used for 100 employees represents an increase inefficiency (from an economic 

point of view), i.e. obtaining a higher result for the same amount of resources or achieving 

the same result with lower consumption of resources, but this kind of efficiency can 

sometimes have negative effects (the training process might not have the best results). 

Even though the effectiveness and efficiency are two different concepts they are 

closely related when considering organizational performance, which must combine both 

aspects. It is easy to obtain effectiveness when we don’t have to take into account the 

efficiency, i.e. the level of resources allocated for the activity, but such a case is very rare, 

the reversed situation being encountered most of the time. 

Sometimes we can consider efficiency as judicious spending of funds allocated 

from the budget and optimizing the consumption of resources. When we consider 

efficiency as the usage of the minimum resources for an activity, we obtain efficiency from 

an economic point of view, but not from an organizational perspective. For example, 

purchasing the cheapest equipment on the market can have a positive effect only on short-

term. On the long term we will discover that that equipment is not resistant, it requires 

more repairs, even replacement, thus incurring new expenditures for the organization. 

From everything mentioned above it results that the efficiency of an organization is 

difficult to be defined and depends very much on what is intended and on the timeframe 

(short, medium or long) of each project. What may seem like a larger expense on the short 

term may turn to be effective on the long term. 

2.1. The impact of the managerial activity upon the efficiency and effectiveness 

of an organization 

If we analyze the activity of a department or an office (a smaller scale that that or 

an organization) we can notice that the same principles to streamline work can be applied 

as those applied for the organization as a whole. These methods depend mostly on the 

vision of the head of the office who is in charge with the work planning, establishes goals 

and priorities. 

Increased work efficiency can be achieved through a good management of time, 

activities planning (they should be carried out according to their importance in achieving 

the goal). To this end, we consider it necessary to try to reduce the time spent in meetings 

or other unnecessary discussions which tend to be time eating activities. Unfortunately, the 

higher the level of management, the more time will be spent in meetings and sessions, so a 

solution would be partial delegation of authority.  

Work scheduling is essential for work efficiency. Therefore, we believe that there 

must be a hierarchy of activities to avoid unnecessary time waste with minor problems. It 

is necessary to prioritize tasks in order not to delay the achievement of objectives.  

In our opinion, clear communication will also help achieve efficient operation. A 

task which is expressed confusingly will be time-consuming, its achievement may even be 

compromised. On this account, the link between management and subordinates should be 

based on fairness and respect. The managers must not impose their will, they should lead 

by example in order to achieve efficiency and effectiveness parameters in their 

professional activities. 
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2.2. Strategic planning and efficiency and effectiveness. 

Strategic planning is more than setting the vision of the organization, it also 

concerns setting long-term plans (10-15 years long) and deciding on the manner to 

accomplish them. This planning process should take into account changes in the 

organization and the external environment, trying to predict how they will affect the future 

of the organization. Through strategic planning top management establishes where the 

organization is headed and how this target will be translated into goals and objectives.  

Sometimes, strategic planning can be confused with long-term planning because 

there are some similarities between the two, the similarities arising from long-term 

thinking required in both cases. However, strategic planning includes long-term planning, 

while the reverse is not possible. 

Strategic planning covers the entire organization and in this sense it sets the 

direction. The beginning of the strategic planning process is the ultimate goal, which is 

intended primarily to be achieved and to this end, it goes back to the current situation by 

passing it through all the stages necessary to achieve that objective, but in reverse. 

Long-term planning is the means by which goals and objectives are met, but this time we 

are starting from the current state and establish a way to meet estimated future needs. This 

is a process consisting of several stages, starting with identifying the position and status of 

the organization, mission, vision, values being operated, needs, objectives and strategies, 

action plans, and plans for monitoring and control. However, when planning, we should 

not place the emphasis only goals setting, but also on the manner of achieving them, and 

the best way to see if a goal has been achieved is to measure performance. 

The definition given for performance by the business dictionary says that it is a "the 

accomplishment of a given task by comparing the results with established standards of 

accuracy, completeness, cost, and speed" [2]. Brumbach proposes another definition: 

"Performance means both behaviors and results. Behaviors emanate from the performer 

and transform performance from something abstract into action"[3]. This definition leads 

to the conclusion that when we analyze and manage performance, all elements must be 

considered as being inputs (behaviors, resources) and outputs (results). However, to 

complete this definition we must define one term: results. Results (outputs) are not the 

same as consequences, the usefulness of the results (outcomes). Getting results (outputs) 

does not always equal performance, and this is why we need to be established metrics 

(performance indicators) to measure results and hence the performance (efficiency 

especially) of an organization. 

Performance indicators (PIs) are (should be) a key component of any planning 

activities. Any strategic planning process develops around the organization's vision, 

mission and values. The vision outlines the desired future image and indicates the purpose 

of the organization; the vision starts from the current state of the organization and indicates 

where it should arrive. The organization's mission derives from the vision, but it is much 

more concrete. It shows the organization's activity, in other words, the vision indicates why 

the organization exists and explains what the organization does to pursue the vision. 

Values are the principles that guide the organization for the task, help in decision making 

and guide performers to act in accordance with the vision. 
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3. Conclusion 

In conclusion, we can say that managers should seek to optimize the activity of the 

subordinates, thus leading to increased organizational efficiency and effectiveness. This 

optimization can be achieved by eliminating outdated routines and activities, promotion of 

new methods and up to date technology. 

Efficiency is a qualitative concept, but quality is closely related to quantity so, the 

concept of efficiency also has a qualitative aspect to the quantitative one. The quantitative 

side expresses two important aspects of the relationship between outcome and objective: 

the work done may be more or less close to the objective so, if the efficiency is lower or 

higher than the objectives established, they can be achieved through less or more effort, in 

a shorter or longer timeframe and by using a larger or smaller amount of resources. It is 

such difference that can be noticed between effectiveness and efficiency when assessing 

how to achieve the objective. Most times, when an activity is assessed taking into 

consideration whether or not it was effective (if it led to the expected / desirable outcome 

or not) the assessment through the prism of effectiveness is simpler than the through 

efficiency because the latter requires a more thorough analysis of how the results were 

obtained. 
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Abstract 

In military planning, resources are never enough to achieve all that leaders want to do with the 

desired minimal level of risk. In addition, since the end of the “cold war”, the military has faced a constant 

stream of new challenges. Now, rather than being prepared to face old threats in conventional warfare 

scenarios, military must be prepared to respond to a larger number of more diverse scenarios with varied 

attributes and to do so in circumstances involving complex and uncertain risk. 

 

1. Introduction 
In military planning, resources are never enough to achieve all that leaders want to 

do with the desired minimal level of risk. In addition, since the end of the “cold war”, the 

military has faced a constant stream of new challenges. Now, rather than being prepared to 

face old threats in conventional warfare scenarios, military must be prepared to respond to 

a larger number of more diverse scenarios with varied attributes and to do so in 

circumstances involving complex and uncertain risk. There has always been uncertainty, 

but today, the scope of uncertainties is better recognized, making it more difficult to decide 

what quantities and qualities of forces are preferred within available resource limits. 

Decisions need to be based on assuring flexible capabilities. Changes that have contributed 

to this need include the following: 

- In the not-too-distant past, planners often assessed the adequacy of the services 

separately. They performed analyses, in which the services’ forces were used to a large 

extent independently, a reflection of reality. Over the past few years, the military had to 

place great emphasis on increasing jointness, and in today’s networked world, the necessity 

for this emphasis, including jointness at smaller unit levels within the services, is more 

apparent than ever. 

- In recent years, the adversaries have come to recognize that they can not deal with 

an alliance’ forces head-to-head and must therefore adopt what are sometimes referred to 

as the tactics of asymmetric warfare. 

- The war against terrorism has had profound and continuing effects on NATO 

operations, including the extremely deep operations into Afghanistan and the increased 

emphasis on the need, upon occasion, to strike preventively at adversaries abroad, rather 

than planning only for response operations. 

As a result of these and other factors, the current world environment has created an 

increased demand for assessing the capabilities of packages of different types of forces 
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with the expectation that they will need to be used in many different ways, some of them 

unanticipated.  

 

2. Differences 
In addition to the demand to respond to new challenges, technological advances and 

innovative thinking by warriors and planners provide the opportunity to develop new and 

different concepts of operation, for using both older collections of force units and new 

types of force units. Thus, even if adversaries were not adaptive in responding to NATO 

military operations, there would be a continuing need to assess new combinations of 

technology and military tactics, techniques, and procedures. 

It is not new to the military to assess varied aggregations of different types of 

military units for use in a wide range of circumstances (different and proper mix of assets) 

so that decision makers can decide how best to allocate resources among them. Nor is the 

concept of assessing “how much is enough” (i.e. the magnitude of capability at which 

decision makers believe that the risks in the given area are tolerable and that additional 

resources should instead be applied to a different area). 

Many nations are implementing a Capability-Based Planning (CBP) system for 

long-term force structure planning.  Due to differences in organizational, planning and 

legislative processes, each nation is implementing its “more-or-less” own variant of CBP.  

While there are strong similarities between these variants, there are also important 

differences.  For having a common understanding of CBP, we have to start from the 

definitions: 

- Planning, under uncertainty, to provide capabilities suitable for a wide range of 

modern-day challenges and circumstances while working within an economic framework 

that necessitates choice; [1] 

- This method involves a functional analysis of operational requirements. 

Capabilities are identified based on the tasks require. Once the required capability 

inventory is defined, the most cost effective and efficient options to satisfy the 

requirements are sought. [2] 

While individual interpretations vary, CBP is substantially different from legacy 

“threat-based” analysis that was focused on point (or individual) scenarios. Indeed, the 

shortcoming in the earlier analysis was more the point scenarios than use of threats 

(obviously, planning should consider a range of specific threats). The primary distinctions 

between these types of analysis are in the manner of dealing with uncertainty, in the 

considering the risk and in the manner of making choices. The main idea of the CBP 

approach is to confront, rather than discount, uncertainty, to express risk in meaningful 

terms, and to weigh costs and benefits simultaneously. The objective is to put premium 

value on portfolios of assets, including organizations and skill sets, that best satisfy joint 

needs and offer attributes like flexibility, adaptability and robustness, to hedge risk across a 

wide range of possible futures. 

Capability-Based Planning (CBP) was developed as an alternative to threat-based 

planning. It represents an attempt to break down traditional stovepipes and provide for 

transparency and coherence in planning processes. CBP provides a more rational basis for 

taking decisions on future acquisitions and makes planning more responsive to uncertainty, 

economic constraints and risk. CBP provides a framework to support analysis and facilitate 

risk management.  It focuses on goals, end-states and encourages innovation. It starts by 

asking questions regarding 

What do we need to do? 
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rather than 

What equipment are we replacing? 

CBP has two fundamental differences from other forms of traditional capability 

planning: 

1. It concentrates on what you need to do, rather than what you have; 

2. It attempts to move away from suggesting solutions too early in the planning 

process. 

The aim of delaying a decision on narrowing options is to encourage the 

development of more innovative alternatives and to help overcome simply replacing 

platforms and/or equipment with like-for-like.  For example, questions such as “what 

options are there for new artillery?” is replaced with “how can we provide fire support to 

land forces?”. 

The goal of CBP is to improve the power of an organization to identify and analyze 

broad choices, provide sharp-edged implications, make clear the key assumptions and 

fragility of those judgments and meaningfully express risk in the context of an uncertain 

future. 

 “The concept of CBP recognizes the interdependence of systems (including 

materiel and people), doctrine, organization and support in delivering defence capability, 

and the need to be able to examine options and trade-offs among these capability elements 

in terms of performance, cost and risk so as to identify optimum force development 

investments. CBP relies on scenarios to provide the context against which to measure the 

level of capability.” [3] 

 

3. Applicability 
Capabilities-based planning is a class of all-hazards planning. It addresses the under 

conditions of uncertainty and the growing uncertainty in the threat environment by using a 

wide range of possible scenarios. It tries to bound requirements capabilities suitable for a 

wide range of threats and hazards, within an economic framework that necessitates 

prioritization and choice. Elements of each capability include personnel, planning, 

organization leadership, equipment and systems, training, and exercises. 

CBP is a systematic approach to force development that aims to advice on the most 

appropriate force options to meet government priorities. The force options developed 

should respond to strategic objectives, minimize cost and risk and comply with other 

constraints. 

CBP has several major building blocks: 

1. As CBP is output oriented, it must have high-level capability objectives derived 

from government guidance; 

2. CBP needs to consider the manner in which the force will fight (top-level 

doctrine, some overarching operational concept); 

3. CBP uses standard groupings (capability clusters or capability partitions) to make 

the process more manageable; 

4. The resulting capabilities are realized within available resources. 

An “Operational Concept” (how a force plans to operate in the future) includes 

strategic, operational and tactical level utilization concepts. These concepts must be 

validated because testing a force using an invalid concept will result in a force not suitable 

for its planned employment. Innovative concepts, that use emerging technologies in new 

ways, need to be considered. For the successful implementation of CBP, the employment 
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of personnel experienced in concepts and operations is critical. Thus, CBP is “concept-

led”. 

Defence capability should be assessed using plausible situations shaped in planning 

scenarios. These help to provide context.  Scenario types can be on a spectrum ranging 

from real world planning scenarios, through illustrative but real to the generic.  Whichever 

type they are, these scenarios should reflect the type of tasks that the government may want 

its defence force to perform, and also should be reasonably stressful for the force. CBP 

uses a wide range of scenarios to better prepare for the uncertainty in the challenges we 

face. These scenarios also provide a basis for developing goals against which capabilities 

are assessed.  

Capabilities, or the ability to perform a certain task, provide the common 

framework used for relating and comparing disparate elements of a defence organization. 

CBP is based on a structured view of the world to divide the organization into more 

manageable groupings. These groups are referred to as capability partitions, which rely on 

the ability to perform tasks, or to deliver effects. 

When CBP is properly implemented, one of the key benefits consists in its ability to 

help take the focus away from single-service stovepipes. This derives from the need to 

usually use systems and concepts from multiple services to achieve each capability in the 

capability partition space. This joint focus encourages decision-makers to make 

judgements in the context of broad defence force goals, rather than considering only their 

own service when taking capability decisions. CBP accomplishes this by providing the 

instruments to compare different options for achieving the same capability. 

Capability-Based Planning provides a method for identifying the levels of capability 

needed to achieve the strategy, a problem common across many defence forces. Using the 

scenarios, CBP explicitly connects capability goals and strategic requirements. These goals 

in turn allow for a holistic assessment of defence capability and thus, the development of 

robust force options within the available budget, in order to meet the range of 

contingencies expected by government. 

The outcome of CBP should be an effective investment strategy that develops and 

sustains the capability priorities identified through the planning process. These capability 

development directions can then be used to conceive an integrated Capability Development 

Plan. A systemic approach will ensure an audit trail and suggest a performance 

management framework. 

Due to the complex nature of the problem being addressed and the analytical rigor 

needed, an incremental approach which develops a number of products on the way is 

probably most practical. The CBP process starts with the overarching guidance, identifies 

capability gaps or excesses, explores options and ends with an affordable investment plan. 

Most defence equipment is multi-role and thus contributes to several capability 

partitions. Thus it is important to share the information from one capability partition with 

the others and to prepare analysis using consolidated force development options when 

providing insights on the final force structure.  

 

4. Implementation 
The beginning in implementing CBP is to build an appropriate management 

structure and division of responsibility. Achieving this requires commitment at senior 

levels (sometimes referred to as “institutionalizing” CBP) and without it the benefits of 

CBP will be limited. The goals of designing the CBP process should include the following: 
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- Determine who will do the effectiveness analysis, cost-benefit analysis, trade-off 

studies within and among capabilities etc.; 

- Determine who has responsibility for the approval and coordination of 

outcomes; 

- Determine the resources required (e.g. for analysis, research & development); 

- Determine the duration of a planning cycle; 

- Determine the outcome / outcomes of the process; 

- Determine the products is needed for; 

- Ensure the process meets constraints (e.g. timeliness). 

- There are many inherent challenges involved in implementing a CBP process. 

These include:  

- Pluralism among defence interests and the number of stakeholders; 

- The need to reflect the coalition context within which operations will be 

performed; 

- The need for cost estimates on a consistent basis, including costs for force 

elements that could may not yet exist; 

- Resource provision for the development and execution of the CBP process. CBP 

may need the development of new tools such as force structure analysis tools and costing 

models, if are not already in the national inventory. 

- It can be difficult to work at the high level of abstraction, as CBP requires; 

- Program alignment is problematic given differing timescales for generation of 

capability components (e.g. people, equipment); 

- The planning environment itself is subject to change considering: 

 Technology, 

 Defence policy, 

 Threats, 

 Resources,  

 Management organization; 

- Options and processes are constrained by government and public service policies 

and requirements; 

- Ethics and values may be constrains for options, and as a result the will to 

explore all the options in the option space may be lacking; 

- Setting capability goals and assessing against them is difficult; 

- CBP considers endorsed operational concepts to be input. Highlighting the 

potential benefits of emerging or novel concepts may be difficult. 

 

5. Customers of Capability-Based Planning 
When developing the products and processes of CBP, there are two main groups of 

customers to be considered: 

- Decision-makers: 

- Capability developers. 

Generally, they need different products owing to their differing requirements. 

Decision-makers are typically senior defence leadership and government officials. 

They are responsible for taking decisions about trade-offs in defence capability 

development. Decision-makers will generally be interested in information such as how 

they can achieve their strategic objectives, what risk is there for defence due to various 

decisions or constraints and what will be the impact of choosing a portfolio of options on 

capability. 
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Capability developers include the planners who are required to implement the 

chosen initiatives and projects. Capability developers want to provide the best options to 

achieve capability goals and need to understand the “big picture”, to identify the synergies 

between their options and the rest of defence capability, which is a complex and subjective 

task, but it will make success in CBP more likely. 

 

 

6. Stakeholders 
One of the first requirements for a successful implementation of CBP is stakeholder 

involvement. This must be achieved early in the process because the stakeholders generally 

control the information, resources and authority required to support CBP. The areas 

affected in capability planning are far reaching and are ranging from strategic policy 

through to operations. It is important to identify these areas as early as possible to ensure 

that the stakeholders are involved and their requirements are considered from the 

beginning. 

Stakeholders must be early included in CBP to ensure that their requirements and 

concerns are considered. Key stakeholders will eventually control the CBP process and it is 

therefore important that they feel they have ownership of it. It is also important to ensure 

that stakeholders have an understanding of each other’s perspective and an appreciation of 

the different, even competing, requirements. The overall defence priorities promulgated by 

government and senior defence leadership should provide unifying vision. 

Defence decision-makers may need to be convinced that CBP is useful for their 

work. Facilitated workshops involving key stakeholders in developing the process and 

understanding the products are useful in addressing this issue. The use of workshops 

provides a forum for the stakeholders to debate their concerns and come to a common 

understanding of the process and other stakeholders requirements. 

 

7. Inputs 
Capability-Based Planning requires a large amount of information to be successful. 

Desirable inputs include: 

Objectives 

- Strategic guidance that allows priorities and objectives to be associated with 

different scenarios; 

- Understanding of the future strategic environment. 

Context 

- Information on future allied and adversary capabilities; 

- Endorsed scenarios; 

- Agreed operational concepts. 

Constraints 

- Programming requirements (capability balance, industry imperatives, 

scheduling, cash flow, projects, platforms etc.). 

Framework 

- Accurate information on all inputs to capability; 

- Capability partition scheme. 

Force Characteristics 

- Characteristics of current and planned force elements; 

- Lessons identified from operations and experimentation. 
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The format for these data should be easy to understand and easy to synthesize. This 

requires the development of detailed process descriptions, product templates and a 

common definition of terms. 

 

8. Use of Scenarios 
Scenarios are a critical part of CBP. They provide the most important link between 

defence policy and capability objectives. The scenarios employed should be common 

across the defence force, and should accommodate the range of all operation types that a 

government expects its forces to perform. 

The intent is not to use these scenarios as alternative futures, but to provide context. 

This use of scenarios assists in the development of realistic capability goals and the 

provision of a defence force that meets strategic requirements at a minimum cost. 

Scenarios should also provide a series of time frames to facilitate an assessment of 

capability through time, not at a single arbitrary point in the future. 

It is important that a broad range of scenarios is used in CBP. The use of a small 

number of scenarios, or scenarios that are too similar, will result in a defence force that is 

unable to cope with a wide range of circumstances. On the other hand, the use of too many 

scenarios will significantly increase the required workload for CBP. 

To understand fully capability requirements and obtain meaningful gap 

assessments, it is important to test a given force structure using scenarios that appropriately 

challenge the force. Scenarios that do not completely test a force structure will not identify 

where problems and weaknesses exist and thus may contribute to proposing a force 

structure that is unsuitable for a wide range of situations. Concurrency may also be a force 

determinant and defence policy with regard to concurrent operations must be considered. 

This will determine the combinations of scenario types that a force structure under 

assessment will need to be able to support. 

Scenarios have to be developed at the operational level to aid in the refinement of 

capability goals. Developing capability goals based on specific implementation of 

scenarios allows the incorporation of more detail and greater fidelity, thus facilitating the 

use of complex simulations and war games. This needs to be approached with caution 

because the capability planners risk changing the focus from “what” to “how”, which may 

constrain the range of possible solutions. 

 

9. Capability Goals 
Goal setting provides the means for setting the desired level of capability needed to 

achieve the objectives. Goal setting is the hardest part of the process and requires both 

imagination and subject matter expertise. These goals need to be developed across the 

same set of time periods for which planning scenarios have been identified. 

Capability goals should be developed based on (among other considerations):  

- Defence priorities; 

- Partitions chosen; 

- Threats appreciation; 

- Scenarios used;  

- The possible impacts of future friendly / threat technology, especially disruptive 

changes; 

- Affordability; 

- Risk (military, national power, concepts failure etc.);  

- The concepts employed. 
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Capability goals should be set based on ensuring success (appropriately defined) in 

the most stressing task, facing a particular capability, in a specific scenario. This helps 

establish the required maximum capability level and reduces the number of goals that have 

to be developed, for each capability.  

A critical stage in establishing the goals is determining the level of aggregation to 

be used in the analysis: 

- Higher levels of aggregation mean fewer (but more complex) goals and thus fewer 

assessments. These assessments will require analytical tools and subject matter expertise 

appropriate to more aggregated capabilities. 

- Lower levels of aggregation result in more (but simpler) assessments, as the goals 

may be similar to requirement statements for individual systems performing single tasks. 

The risk with working at a lower level is that the presence of certain force elements or the 

need to perform certain tactical tasks may become an input assumption.  

 

10. Capability Assessment 
Capability assessment involves summing the various elements of the capability 

against the capability goals developed at different times in the future. The assessment 

should be derived from the most suitable method available (analysis, outcomes from real 

operations, expert judgement). 

It is important to assess capability from the near-term to the far future. This is to 

allow for changes in defence capability to be tracked over time and to determine when 

changes happen.  Some nations practicing CBP typically assess capability three or four 

times over approximately fifteen years to strike the balance between excessive work and 

large gaps in the assessment.  

Capability assessment needs to consider all of the inputs to capability and must 

allow for entire force picture to be developed. This requires an extension of the analysis 

from single scenario assessments of force structure to assessments that cover multiple 

concurrent operations, where required. This will lead to founded decisions as to the 

required balance among force elements in both the quality and the quantity dimension. 

The identification of capability mismatches (gaps or excesses) have to be 

comprehensive, although the way each assessment is made should not be prescriptive. 

Using the objective analysis is preferred. In cases where objective analysis is of low quality 

or missing entirely, expert subjective judgement must be employed.  

 

11. Conclusion 
Capability-Based Planning has many strengths: 

- CBP caters to a more diffuse and dynamic strategic environment; 

- CBP links acquisition / resource allocation decisions to strategic goals and 

provides an audit trail;  

- CBP encourages innovation through moving away from determining assets 

solutions prematurely; 

- CBP enhances the quality of information available to assist decision-makers and 

capability developers. 

However, the process requires: 

- Senior management commitment; 

- Creation of an appropriate organizational context; 

- Allocation of appropriate resources. 
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Capability-Based Planning can be used to achieve a capability development plan for 

a robust defence force that meets strategic objectives. CBP involves the partitioning and 

assessment of defence capabilities. It provides a detailed picture of defence capability and 

helps defence to allocate its scarce resources among very different capabilities. It also 

provides a more flexible and cost effective basis for defence planning than like-for-like 

replacement of systems along single-service lines. 
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Abstract:  

The objective of this paper is to present a short overview on the Capabilities Based 

approach to Defense Planning, to inform about the current status in shaping the legal 

framework for a future national defense planning process, and to present the advantages 

and challenges of the current approach to defense planning domain. Nevertheless, the 

paper will conclude with some personal findings and ideas regarding a possible approach 

in the implementation of the Capabilities Based framework into our national defense 

planning. 
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1. Context 
Everything changed after that September 2001. An atypical enemy, using atypical 

weapons attacked USA, hitting the Twin Towers at The World Trade Center and Pentagon 

building. Other Americans died in the crash of UA Flight 93, the fourth plane hijacked by 

the terrorists. For a while, the entire world was in shock. 

It was a tragedy that made everyone aware about the fact that the security of a 

nation is a responsibility that belongs to many more actors, not only to the Armed Forces. 

Governmental agencies, private sector (as appropriate), federal government, local 

authorities and other bodies etc. all share the responsibility to accomplish their tasks in 

order to avoid that such events will happen again. 

The new approach was to design and develop a form of all-hazards planning, as an 

alternative to the traditional threat-based planning process. It has to address the growing 

uncertainty in the threat environment, using a wide range of possible scenarios to bound 

requirements and, thereby, reduce the tendency to fixate on any one threat, hazard, or set of 

conditions. It was intended to provide for transparency, coherence and a more rational 

basis for making decisions on future acquisitions. The planning process had to become 

more responsive to uncertainty, economic constraints and risk. The start was to ask 

questions regarding what do we need to do rather than what equipment are we replacing. 

[1]  

From the military perspective, the Secretary of Defense, Donald Rumsfeld, 

established the Capabilities Based approach as a new management framework, seeing it as 

a way to manage strategic risks in a highly uncertain world. As it was stated in the Defense 
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Strategy Quadrennial Defense Review Report - 2001 “The new defense strategy is built 

around the concept of shifting to a "capabilities-based" approach to defense. That concept 

reflects the fact that the United States cannot know with confidence what nation, 

combination of nations, or non-state actor will pose threats to vital U.S. interests or those 

of U.S. allies and friends decades from now. It is possible, however, to anticipate the 

capabilities that an adversary might employ to coerce its neighbors, deter the United 

States from acting in defense of its allies and friends, or directly attack the United States or 

its deployed forces. A capabilities-based model - one that focuses more on how an 

adversary might fight than who the adversary might be and where a war might occur - 

broadens the strategic perspective. [2]” 

 

2. The trend(s) in the defense planning domain. 
The main goal of a Defense Planning process is to ensure that a defense system has 

all the necessary means and capabilities to accomplish its tasks throughout the full 

spectrum of possible missions. It is a slightly ambiguous term because it encompasses 

various participants, process and functions, as well as a different time horizon. 

In a narrow sense, the Defense Planning process is associated with the creation and 

maintenance of military capabilities. It supports preparations for war and involves the 

necessary planning to recruit, organize, train, equip and provide military forces [3]. 

Over time, there were different approaches to defense planning. Back in 2003, 

NATO Research and Technology Organization published a handbook [4], with the aims to 

enhance the Long Term Defense Planning process across the Alliance and within the 

Partnership for Peace nations, and to create the framework to facilitate a common 

understanding of this process. In accordance with this document, there are different angles 

that we can look from to the long term defense planning process and, based on these 

angles, we can identify different approaches. Those five that I appreciated that could have 

a relevance for the topic of my academic paper, are described in the following: [5] 

a. Top-down planning. This is a “strategy to tasks” approach to planning. The 

process begins with the specification of top-level policy, interests and objectives. Strategies 

are developed that support overall policy and objectives. This approach is then cascaded 

down through lower levels; 

b. Resource-constrained planning. The objective of this planning approach is to 

provide a viable capability that is sustainable within the provided budget. No effort is made 

to investigate force structure options that are more expensive, regardless of the potential 

performance. 

c. Incremental planning. Existing capabilities form the foundation of new 

capabilities. Initiated changes attempt to evolve these capabilities with well-known 

improvements. 

d. Capability-based planning. This method involves a functional analysis of 

expected future operations. The future operations themselves do not enter the performance 

evaluations. The outcome of such planning is not concrete weapons systems and manning 

levels, but a description of the tasks force structure units should be able to perform 

expressed in capability terms. Once the capability inventory is defined, the most cost-

effective and efficient physical force unit options to implement these capabilities are 

derived.  

e. Scenario-based planning. This approach utilizes a representative set of situations 

for the employment of forces. The situations are specified in terms of environmental and 

operational parameters and form the test bed for assessing capability or system 

requirements against formulated mission objectives. 

f. Threat-based planning. The threat-based approach involves identifying potential 
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adversaries and evaluating their capabilities. Capability or system requirements are based 

on the criterion of outperforming the opposition. Quantitative and qualitative solutions are 

explored. This was the common planning approach during the Cold War. 

It was not my intention to describe all the approaches presented in the handbook. 

Over time some of them became more relevant than the others. The Alliance’s current 

defense planning process [6] is the results of this evolution and it could be very much seen 

as a mix of the aforementioned approaches. 

The Capabilities Based planning and output-oriented defense budgeting are two 

main trends in contemporary defense planning. The nature of modern conflict and 

uncertainties in the security environment have caused a shift from the threat-based to the 

capability-based planning not only in the Euro-Atlantic defense community, but in other 

countries, like Australia [7], as well. Furthermore, the need for more efficiency in spending 

the public resources has initiated a change of principle in the defense budget construction. 

Instead of the input-oriented approach, the output-oriented defense budget is applied. 

Although these two approaches of defense planning (threat-based & capabilities 

based) were generally agreed and discussed in various fora as being opposites to each 

other, there are voices that claims that they are not so much differentiated. “Capabilities-

based planning is often contrasted in discussion and articles with “threat-based 

planning,” which is confusing because capabilities-based planning is also very much 

concerned about threats. No one seriously proposes that the Department of Defense should 

spend nearly $400 billion per year for general insurance against the abstract possibility 

that some threat might conceivably arise somewhere, sometime - especially when threats 

currently exist and other potential challenges can be seen on the horizon. It follows that 

the correct contrast is not with “threat-based planning” as that phrase is interpreted 

literally, but rather with dependence on a specific bounding threat as represented by one 

or a very few point scenarios.” [8] 

 

3. Defense Planning, Capability, Capabilities Based Planning. 

Definitions 
In order to understand the current status and to work with the right terminology, I 

consider being useful a short overview on the current national definitions on the above 

mentioned terms.  

The national law that currently defines the defense planning is the Law 473/2004, 

which somehow became obsolete. In accordance with the art. 1 of this law, Defense 

planning (…) represents the total number of activities and measures developed to promote 

the national interests, and to define and fulfill the Romania’s national security objectives 

in the defense domain”. The same law, within the art. 2, identifies only the six planning 

domain, namely: forces, armaments, resources, logistics, C3 (command, control and 

communications), and civil emergencies.  

As we already said, the law is quite obsolete, and in order to fully adapt the national 

defense planning process to the new NATO Defense Planning Process (NDPP) it was 

mandatory to be revised. 

A draft of a new law was prepared by the Ministry of Defense in 2010 that 

incorporated pretty much all the necessary updates in the defense planning domain. 

Unfortunately, due the bureaucracy and the very slow revision process of the document,    

the draft left the Prime-Minister Office only in October 2014, and was sent to continue the 

revision process. The good news with this new draft is that the document is in line with the 

NDPP model. It is the merit of this high level document that the term “Capability” is 

defined, and the chosen definition is pretty much the same with what the other countries 

understands when it comes to the Capabilities Based Planning approach. Nevertheless, the 
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definition of the term “Defense Planning” was revised, so this will encompass better and 

brings more clarity in this area. In accordance with art. 1, para 2 of this draft, Defense 

Planning is “…a process (…) that consists of programs, actions and measures (…) to 

identify, develop and train all the necessary military and non-military capabilities to fulfill 

the missions and objectives in the military domain (…)”. Taking a look at this definition, 

we can see a different approach to defense planning (process), and the key words here are 

military and non-military capabilities. 

Moreover, art. 1, para 3, establishes that “In order to accomplish its missions, 

objectives and its commitments, Romania develops and maintain a single set of forces and 

capabilities, which determine a single and integrated defense  planning mechanism.” 

Another important step done by the Ministry of National Defense promoting this 

draft, was the definition of the term “Capability” described in art. 10, para 2 as “The ability 

to execute actions in order to accomplish certain objectives”. The very next paragraph of 

this law also describes the key domain that has to be taken into account in developing a 

capability, namely Doctrine, Organization, Training, Materiel, Leadership, Personnel, 

Facilities and Interoperability (DOTMLPFI), which is the same approach as the one 

described in ACT 80-7 Directive. As a matter of comparison, we can find another 

definition of a Capability within Defense Capability Development Handbook 2014 

elaborated under the authority of Australian Government, Department of Defense. [9]. 

In addition to these aspects, the number of the planning domains has been increased 

from six to 12, namely: forces; armaments; C3; logistics; civil emergencies;  resources;  air 

defense;  air traffic management;  intelligence; medical;  Research & Development; 

standardization.  

Last, but not least, with a great influence on the future Capabilities Based Planning 

framework Romania is going to define and implement, the planning timeframe for one of 

the most important departmental document, (namely Defense Planning Guidance) was 

increased from 6 years to 10 years, a request asked for by the planners from the Ministry of 

National Defense and General Staff for a long time.  

This short considerations on the current draft of the future defense planning law 

have had the goal to inform about the actions taken at the higher echelons in order to 

provide the general framework for the defense planning process, to improve it and adapt it 

to the highest extent [10] to NDPP process. This is very much in line with the Declaration 

on Reform and Transformation (p. 33) within NATO Strategic Concept, adopted by Heads 

of State and Government at the NATO Summit in Lisbon 19-20 November 2010: “We will 

(…) ensure the maximum coherence in defense planning, to reduce unnecessary 

duplication, and to focus our capability development on modern requirements”. 

As far as the definition of the Capabilities Based Planning, it seems that the most 

clear and comprehensive was provided by the Paul K. Davis, in the monograph [11] he 

prepared for the Office of the Secretary of Defense in 2002, as he was working at RAND 

National Defense Research Institute, USA. According with this definition, the 

“capabilities-based planning means planning under uncertainty, to provide capabilities 

suitable for a wide range of modern-day challenges and circumstances while working 

within an economic framework that necessitates choice”. The key words here are 

uncertainty, capabilities, modern-day challenges, and economic framework that 

necessitates choice. The definition, at the time it was published, was a result of a long time 

work, nearly a decade, as the author himself recognized [12]. Since then, it was used on a 

large scale, and cited in various fora and studies. In the present, after more than 10 years, 

we can acknowledge that the definition has all the characteristics of the current 

environment, and it is still valid. 
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4. Planning, Programming, Budgeting and Execution/Evaluation 

System (PPBES) and Capabilities Based Planning (CBP) 
 

4.1. PPBES 

The history of the PPBS is a very well-known story. It originated in the early ’60, 

during Robert McNamarra’s tenure as a Secretary of Defense, in which position he came 

from the civilian corporate domain. Taking the Office, McNamarra was looking for a more 

active role in managing the department. “Secretary McNamara wanted to achieve the 

following two key strategic management challenges: (1) to integrate and balance foreign 

policy, military strategy, force requirements, and the defense budget and (2) to approach 

all defense programs in a rational and analytical way and base resolutions on national 

interest” [13]. 

The main drawback of the system in place was the lack of management and control 

tools of the Defense planning process at the DOD level, with no real independent and 

integrated staff support. The priorities of each Service were in the front line, their leaders 

were fighting to get more resources for what they were thinking is the most important, and, 

as a result, the jointness approach to the missions was affected.  

McNamara’s solution to tackle these limitations was to implement two important 

and interrelated actions. First he directed a systematic analysis of all DoD requirements 

and incorporated these requirements into a five-year, program-oriented defense budget. 

Then, he directed actions which resulted in formation of a rational resource allocation 

system that was later called the Planning, Programming and Budgeting System (PPBS) 

[14]. 

It was very important to design and implement a system to “…link, integrate, and 

provide a bridge between planning and budgeting, so that planning would be fiscally 

informed and annual budgets.” [15]” 

Nevertheless, the new system had to be based on a solid foundation (principles) that 

had to facilitate the implementation of the aforementioned goal, and to support the 

management at the highest level within Department of Defense. These six principles are at 

the core of the system and they were once more clear defined during a conference [16] 

organized by Center for Naval Analyses, on the PPBS, as follows: 

 decision-making process should be based on the national interest (criteria), and 

not on Service programs;   

 the needs and the costs have to be considerate simultaneously; decisions 

concerning forces and budgets cannot be made separately; 

 in decision-making process real alternatives should be evaluated (to include 

costs, forces, and strategies together); 

 the need to actively use analytical independent staff/experts at the top policy 

making levels; 

 the need to establish a multiyear force and financial plan, on the basis of the 

outcome from the aforementioned analytical independent staff; 

 the use of open and explicit analysis, together with all the parties involved in 

the process. 

Over time, PPBS suffered various modifications and adjustments (to include the 

“E” in the acronym PPBS, in 2003, from the additional Executive phase) and its evolution 

can be traced by the actions taken by various administrations in order to tackle the 

challenges they encountered and the solutions identified to their current issues within the 

defense domain [17].  

There were other evolutionary enhancements of the system: to place more emphasis 

on planning, gain more input from the Combatant Commanders and focus on capabilities. 
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The PPBES’s place within the bigger picture, which is the US Department of 

Defense acquisition system, so called “the backbone for developing military capability”, 
could be seen in the Fig. 1. 

 
 

Fig. 1 US. Department of Defense Acquisition System 

 

Each of these processes plays a critical role in the development and procurement of 

DoD military capability and forms the overall acquisition system. As can be seen, there are 

three interrelated processes, namely:  

a) The Acquisition Process, that manages the development and procurement of DoD 

weapons systems;  

b) The Joint Capabilities Integration Development System (JCIDS) with the 

primary purpose to assess and resolve gaps in military joint warfighting capabilities and 

control the requirements generation process; and  

c) The PPBE Process: The Planning, Program, Budget and Execution (PPBE) 

Process that is used for strategic planning, program development, and resources 

determination for current and future warfighter programs. Basically, as we’ve said before, 

this system links the plans, with the programs that satisfy the warfighters needs, and the 

resources to realize these plans. [18] 

The PPBES model that is applied by USA DOD is shown in Fig.2. 

 

 
 

Fig. 2 PPBES within US Department of Defense 

 

The system was “exported” to the other countries, as well, in an attempt to make 

their defense planning process easier, interoperable, and to assist them, especially the 
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Eastern countries, in their aspirations to become NATO members. Romania was one of the 

first countries that took benefit of the US and UK experts in the defense planning domain. 

After some “adjustments” regarding the responsibilities and authority at the Ministry of 

National Defense and General Staff level [19], the system became operational starting with 

2002. Since then, under the civilian control of the Defense Integrated Planning Directorate 

(DIPD), it is the tool that integrates all the activities related with the defense planning 

domain at the Ministry of National Defense level. 

Still, there is a difference in the approach of PPBS in Romania and the US 

regarding the Evaluation phase. In Romania, the Evaluation phase means only evaluation, 

meaning the program performance evaluation and the budget execution (how the money 

was spent) evaluation. In this case, Budgeting means developing the budget, approval of 

the budget, apportioning the money and spending them - so the budget execution is part of 

the budgeting phase. In the US, the Execution phase is a combination of the budget 

execution and evaluation, meaning that Execution comprises the execution 

(implementation) of the programs (until now they were only on paper), apportioning the 

money, execution of the budget (spending the money) and of course the review 

(evaluation) of the program execution and budget execution. [20]  

The current Romanian PPBES is shown in the Fig. 3 [21], below. 

 

 
 

Fig. 3 - PPBES within MoND of Romania 

 

4.2. Advantages and Disadvantages of PPBES 

 

Like any other management tool, PPBES has both advantages and challenges. These 

were generated not only by the system itself, but by the environment (economic, military, 

political and social) in which the modern military functions, as well. This new environment 

generates the need for a flexible, modern and adaptable resource management system. The 

PPBES can provide this framework, on the condition that we recognize and eliminate its 

shortcomings and capitalize on its advantages. The pros and cons that are presented below, 

are based on the strengths and weaknesses identified by the planners that have used PPBES 

worldwide [22]. 

a. Advantages 
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- PPBES provides a link between goals - resources - money allocations in form of 

budgets - performance evaluation. The goals set by the high level decision makers (in the 

case of the military, through the National Security Strategy, National Defense Strategy, the 

Defense Planning Guidance) in the Planning phase are linked to the resources needed (…) 

to achieve these goals in the Programming phase. The medium year programs outlined in 

Programming are then translated into one-year program budgets or line item budgets, 

which provide the framework for the implementation of the above mentioned programs 

and their associated objectives[23]; 

- for those who know the way it functions, PPBES provides the most needed 

feedback for the system, both in terms of program performance and in terms of financial 

performance. The need to evaluate the resource management is not a new idea, but the 

benefit of PPBS is that it encourages the correlation of the financial reports with the 

performance reports, for a better identification of the causes of the issues identified;[24] 

- the system provides for a procedure that equitably (try to) distribute the available 

resources among competing programs; 

- PPBES was designed for and try to assure a financial rigor and integrity, at the 

same time with some answers to the question “How much is enough?”[25] 

- the implementation of PPBES was another way of consolidating the civilian control 

over the resources allowing, also, the military participation to the management of power; 

- It is a good tool for the Ministry of Defense to manage the long live capital assets, 

to include weapons systems, especially because it requires medium and long term planning  

b. Disadvantages 

- difficult to execute defense programs (medium term) while the state budget is an 

annual budget (the case of Romania, but not only its case). Nevertheless, with PPBES 

implemented at the Ministry of National Defense level only, sometimes it is quite difficult 

to be on the same page with the Ministry of Public Finances. While their focus is on a 

detailed outline of the inputs and the strict control of expenditures, PPBES deals with the 

achievement of the objectives for which the resources are planned, programed and spent; 

- the constraints that comes from the provisions of the public finance law, which 

further restricts the 1 year time horizon of the budget to quarterly financial allocations, 

with the possibility to reallocate the funds from one quarter to another only within very 

specific framework. These regulations ensure a better financial control, but at the same 

time, generate additional challenges in the achievement of the objectives, as it is very 

difficult to plan for the future in such detail and to anticipate all the possible events. 

Moreover, the existence of the long-term budgetary problems that, generally speaking, 

every country faces nowadays; 

- PPBES is, still, a complex product, a labor intensive system, and involves not only 

a huge amount of workload, but a lot of paperwork, as well; this is very well acknowledged 

by all those experts involved in the process, in all the countries where the system operates; 

- nevertheless, the system is seen as too slow some time, too complicated to be 

understood, not responsive to the pace of new ideas and technology; over the years, a lot of 

criticism came from this point of view, especially the experts in the US. It was said that 

PPBES obstructs organizational and manager’s creativity and improvisations because of 

the strict rules that have to be followed; 

- PPBES does not offer a rapid acquisition mechanism to insert rapidly new 

capabilities needed for the forces engaged in a war. This kind of criticism came even from 

Secretary of Defense, Donald Rumsfeld that once said “…the time it take to produce or 

purchase a new weapons system has doubled, even as new technologies are arriving in 

years and months, not decades.”[26]. This could be a major disadvantage and a threat to 

PPBES - it was designed for predictable peace time, not for war; 
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- often, because of its strict rules and rigorous process, the system is considered to be 

inflexible, unable to accommodate, in short time, with urgent requirements; 

- in order to produce the expected outcomes, PPBES should be understood and 

heavily supported by the leaders and decision-making persons. Without their support and 

guidance, the results will be affected.  

c. Some thoughts for a better use of PPBES 

- adapting PPBES processes to the specific needs of the organization, and reviewing 

it regularly for fine adjustments; 

- ensure that the organization has the right number of personnel and good analysts 

who understand PPBES and know how to operate it; 

- ensuring a high level of support and guidance, leadership and commitment from the 

senior officials involved in decision-making based on the PPBES results; 

- providing an opportunity to educate participants in PPBES in order that all those 

involved in it can share a common understanding of the processes. 
 

4.3. Capabilities Based Planning 

According to the definition presented in Chapter 3, the Capabilities Based Planning 

has to deal with “uncertainty, capabilities, modern-day challenges, and economic 

framework that necessitates choice”. 

A capability includes four major components: force structure (in terms of numbers, 

size and composition of the units); modernization (that refers at the technological level of 

the forces and weapon systems); unit readiness (the ability of the units to deliver the 

outputs for which it was designed); and sustainability (the ability to maintain the necessary 

level and duration of operational activity to achieve military objectives). [27] 

As a relatively new approach to defense planning, in my opinion, Capabilities 

Based Planning has to be implemented for a number of reasons (explained in the following 

paragraphs). 

a) NATO approach 

As a NATO member, Romania agreed the design of the new NDPP which became 

the Alliance’s framework for developing the needed capabilities to tackle the threats of the 

current and future environment. Within the new framework, each member country, with 

NATO included as a 29
th

 entity, got the task to acquire so-called Capability Targets (CT), 

as opposite to the former Force Goals. The new Capabilities Based Cycle is shown below, 

in the Fig. 4.  

 
Fig. 4 The NATO Defense Planning Process (NDPP) 
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The current cycle ended in 2013, with Capabilities Targets 2013 assigned to each 

and every country that form the Alliance. As we already know, these CT are the results of a 

quite complex and long process, top-down approached, with its first step being Political 

Guidance. This include NATO’s Level of Ambition, which is already approved by each 

NATO member. These member states, within this complex and yet, transparent planning 

process, commit themselves to contribute to collective defense in accordance with the 

following underlying principles: 

- political solidarity among member countries; 

- the promotion of collaboration and strong ties between them in all fields where 

this serves their common and individual interests;  

- the sharing of roles and responsibilities and recognition of mutual commitments; 

- a joint undertaking to maintain adequate military forces to support Alliance 

strategy and policy. 

b) Other approaches 

After the 9-11, United States initiated a thoroughly process to analyze, shape and 

define a new framework to assure the security of the Nation in the new environment 

defined by uncertainty and hybrid threats. A Universal Task List [28] was developed out of 

which Federal, State, and local authorities select the tasks that apply to them. As an 

example of the implementation of the Capabilities Based Planning within the Commands, 

Services, and other agencies that falls under the Chief of Joint Staff authority, a Universal 

Joint Task Manual [29] was developed to “… serve as a foundation for capabilities-based 

planning across the range of military operations. A UJT is an action assigned to provide a 

capability. The UJTL supports the DOD in joint capabilities-based planning, joint force 

development, readiness reporting, experimentation, joint training and education, and 

lessons learned.” [30].  

The Technical Cooperation Program (TTCP) [31] was one of the international 

cooperation program, among other individual countries and independent research 

institutions, which was deeply involved in framing this new approach to defense planning. 

It is the merit of TTCP experts to design a generic process chart of Capabilities Based 

Planning, which is described below, in Fig. 5 

Fig. 5 Generic Process Chart of Capability-Based Planning 

Source: The Technical Cooperation Program - Guide to Capabilities Based Planning, p.4 
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Canada and Australia, two of the five member countries of the aforementioned 

Technical Cooperation Program (TTCP), are also in developing strong frameworks for the 

implementation of the Capabilities Based Process that is used as an accompanying tools in 

Transformation of their Forces.  

According to the Guide to Capabilities Based Planning, “Due to differences in 

organizational, planning and legislative processes, each nation is implementing its own 

variant of CBP. While there are strong similarities between these variants, there are also 

significant differences.  Because of this, the Joint Concepts and Analysis Panel of the Joint 

Systems and Analysis Group in TTCP decided to develop a guide to capability-based 

planning that would describe the core concept behind Capability-Based Planning. The aim 

of the guide is to provide a common understanding of CBP and establish some principles 

for its use.” [32]  

Useful information regarding their approaches and the status of their 

accomplishments could be find in Master of Defense Studies Research Project, 

Evolutionary Acquisition - A Complementary Approach to Capability Based Planning for 

the Delivering of Aerospace Power [33], and Defence Capability Development Handbook, 

2014 [34] 

 

5. Personal Findings and Ideas for a national approach 
Taking into consideration the advantages of the Capabilities Based Planning, and 

the requirement of an increased interoperability within the Alliance, the current Romanian 

proposal of the new defense planning law could be seen as the first step in the long process 

of building a strong foundation for an integrated approach to the national security. 

Regarding the responsibilities of the Romania’s Ministry of National Defense, in 

my personal opinion, the future defense planning framework will have to start from these 

general ideas:  

- the foundation of the national Capabilities Based Planning framework should be 

the strategic documents described by the Defense Planning Law; 

- as a NATO member, Romania will continue to deliver the Capability Targets 

Package that will come out of the NATO Defense Planning Process;  

- although these Capabilities Targets could be used as multirole (national, NATO, 

EU), they cannot address all the threats to our country in the current environment. Anyway, 

the development of defense capabilities is first and foremost a national responsibility. To 

identify the entire spectrum of needed capabilities, a comprehensive Strategic Defense 

Review is required; this process should take into consideration the new geo-strategic 

realities, the new threats like cyber defense, the responsibilities in national security area 

that belongs to various entities and bodies, and so on; 

- the integration of all the specific activities should be performed at a higher level 

(governmental), in a of Comprehensive Approach, to include financial aspects at national 

level (some of these aspects, were identified as drawbacks in the current PPBES, as well); 

- the success of a Capabilities Based Planning cannot be achieved without an 

integrated approach at the national level. The Ministry of National Defense could be in the 

lead, as it was for the PPBES. The success of the PPBES implementation (PPBES will 

continue to be the general framework for the capabilities development), national NDPP 

experience, international experience within NATO defense planning structures and so on, 

could be very good reasons for assuming this position; 

- in a narrow perspective, Ministry of National Defense should prepare and 

implement various mechanism to develop, compare, evaluate and prioritize capabilities, 

synchronize the national process with the NDPP and its adjustments, define and implement 
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a mechanism to institutionalize Capability Based Planning process within its domain (to 

include aspects of R&D, Concept Development and & Experimentation, Simulation, 

Lessons Learned etc.; 

- a complete evaluation of the current status in the capabilities development domain, 

the implications and challenges for a future implementation should be performed by a 

civilian entity/organization, composed by experts, analysts, researchers, former military 

senior officials etc. Based on the international experience in the Capabilities Based 

Planning area, on the national implications, findings and specific conditions, threats 

evaluations, political guidance, the new evolutions within the NDPP (Smart Defense), 

economical constraints and risks etc., a national study can be drafted and presented to our 

national decision makers. This could be the foundation of a specific national Capabilities 

Based Planning model; 

- based on this general framework, at the departmental level, detailed documents 

will be developed by each authority with responsibilities in the national security to include, 

defense acquisition management and life cycle management, financial regulations, national 

defense industry, research and development, non-military capabilities etc. 
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Abstract  

Technological developments and globalization have created new interdependencies between the 

systems that are vital for societies’ well-being: its critical infrastructures . If previously countries were 

preoccupied with the early, local infrastructures such as transportation or communication, today’s modern 

societies work with fast, global and digital connections in all major infrastructures - from energy distribution 

and finance to public health. This highly evolving context brings new challenges (both threats and 

opportunities) that shape the way security and stability of critical infrastructures should be ensured at national 

and international level. This paper aims to offer an overview of Romania’s status on the protection of its 

national critical infrastructures, as well as its relation to international initiatives on this topic. It does so by 

analyzing the definition of critical infrastructures and how they evolved in particular international contexts, 

as well as as the unique characteristics of the Romanian context. 

 
Keywords: Romanian critical infrastructure, European critical infrastructure, national security, security 

crisis management, CCPIC, physical threats, cyber attacks, critical infrastructure management, critical 

infrastructure protection. 

 

Chapter 1: About (inter)national critical infrastructures 
 

1.1 Defining critical infrastructures 
A country’s critical infrastructures are the specific facilities, services and 

informational systems that are vital to its national security, economy, public health, and for 

the security and well functioning of the Government itself. The failure or destruction of 

such critical infrastructures could heavily weaken or threaten the latter. As such, both the 

management and protection of critical infrastructures go hand in hand.
1 

Each country is responsible for identifying the national infrastructures that are 

critical for its security and stability. However, there are certain infrastructures deemed 

critical by most states. 

Which are Romania’s critical infrastructures then? They fall into the following 

major categories: the production and distribution of electricity, production and distribution 

of oil and gas, telecommunications, the financial system, transportation, water 

management, medical emergencies, and the continuity of Government activities. More 

concretely, these infrastructures can take the form of pipe networks (for distributing water, 

gas, petrol), wired networks (for telecommunications, electricity, Internet), dedicated 

networks and databases (for financial industries or military organizations), roads, airports, 

harbours, nuclear plants etc. 
 

                                                           
1
  Steiner, Nicolae. Andriciuc, Radu. Infrastructura critica. Vulnerabilitatile si protectia ei. 

Bucuresti, 2010. http://www.academia.edu/4377219/Consid_priv_protectia_infrastructurii_critice 
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How can these critical infrastructures be subject to attack, failure or weaknesses? 

Threats can be either physical or virtual. For example, an earthquake or a heavy storm are 

physical threats that affect electricity (by causing electrical surges) or transportation (by 

blocking roads and people). Cyber attacks are virtual but can nevertheless heavily affect 

the control and management of telecommunications, electricity and finance to name a few 

(for example, by causing IT failures affecting financial transactions).  

Critical infrastructures can also be defined in opposition to ‘common 

infrastructures’ and ‘special infrastructures’.
2
 Common infrastructures are the foundations 

of any system - for example roads, schools, local authorities, factories and nuclear plants 

etc. Special infrastructures have the role of enhancing the performance of various national 

systems (i.e. by modernization, increased security). Any of these latter types of 

infrastructures can be named critical in the sense that if they are subject to damage the 

integrity of the overall system to which they belong is compromised  -  the case of roads 

that connect various countries, should territorial conflicts arise, or if a nuclear plant 

becomes subject to attacks.  

It is important to note that infrastructures are not critical in themselves, but that 

accurate analysis needs to be carried on all infrastructures in order to identify those of 

significant importance. Critical infrastructures are called as such because
3
: 

 they are unique amongst other systems and infrastructures 

 they have a vital input on the functionality of other systems and infrastructures 

 they cannot be replaced in their role for assuring the security and functionality 

of other systems and infrastructures 

 they are particularly vulnerable to internal and external conditions and can be 

threatened or attacked. 
Critical infrastructures can be physical (roads, wires, pipelines, etc), cosmic 

(satellites and orbital stations) and virtual (virtual telecommunication systems, networks, 

databases). Computer networks are particular in this respective sense, as they entail both 

physical and virtual side. 

Through technological developments, currently most critical infrastructures depend 

on IT networks and software, making one industry interconnected and interdependent with 

the others. However, this also means that a failure or weakness in one of them can easily 

translated to others. In other words, a problem affecting the telecommunications industry 

will surely reflect in the financial system too.
4
 The 9/11 terrorist attacks on World Trade 

Center led not only to loss of lives but also to shortages in electricity, transportation halts, 

communication failures and severe drop in global stocks on stock markets. 
To prevent this from happening in the future, the main aim of today’s strategies for 

critical infrastructures protection is to make public and private actors within this field work 

in local, national and international partnerships in order to be better prepared in preventing, 

analyzing and solving potential threats.  
 

1.2. The origins and evolution of the term ‘critical infrastructure’. International 

approaches. 
 

                                                           
2
  Alexandrescu, Grigore. Vaduva Gheorghe. Infrastructuri critice. Pericole, amenintari la 

adresa acestora. Sisteme de protectie.  Editura Universităţii Naţionale de Apărare „Carol I”. 2006. 

http://cssas.unap.ro/ro/pdf_studii/infrastructuri_critice.pdf 
3
  Idem 2. 

4
  Wikipedia http://en.wikipedia.org/wiki/List_of_stock_market_crashes_and_bear_markets  
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The term ‘critical infrastructures’ began to be used in 1980s in the United States, 

where a history of attacks and threats on the country’s values and objectives have led to the 

inauguration of the Presidential Commission for the Protection of Critical Infrastructures. 

It initially focused on three main industries: electricity, communications and computers. 

However, following the increase in terrorist attacks such as the 1993 World Trade Center 

bomb attacks and the 2001 fall of the twin towers led to the United States proposal that an 

international partnership should be agreed upon in order to collaboratively face globalized 

vulnerabilities and attacks. At the end of 2001, the US launched the Executive Order for 

the Protection of Critical Infrastructures. Two years later, the US tackled cyber security too 

with the National Strategy of Securing the Cyber Space, where it expanded the notion of 

critical infrastructures to include water and food management, public health, medical 

emergency responses, national defence, chemical and toxic substances management etc.
5
 

This lead to international agencies such as NATO and the EU to also acknowledge the 

importance of such critical infrastructures and of partnerships for securing them.  

For the European Union, this became a top priority following terrorist attacks such 

as those in Madrid (2004) and London (2005), which lead to the immediate call for global 

strategies in protecting critical infrastructures
6
. In 2004 the EU had already established the 

European Programme for Protecting Critical Infrastructures and in 2005 it launched 

CIWIN - Critical Infrastructure Warning Information Network in order to foster 

communication and warning disseminations to all its member states. 

These initiatives and many others eventually led to a concrete legal framework -  

the well-know directive 2008/14/CE
7
. The directive requires all EU member states to 

develop internal legislation and delegate specific institutions that can effectively protect 

their national critical infrastructures. The directive has a strong focus on collaboration 

between member states, as one’s national infrastructure can easily impact another’s. This 

way, the EU acknowledges that physical borders are less relevant when discussing critical 

infrastructures, with globalization making them highly technologized and interdependent; 

as such, new partnerships must be formed in order to effectively tackle potential threats. 
 

Chapter 2: Critical infrastructures protection in Romania 
 

2.1 Legal framework in Romania 
Romania responded to the European Union and its Directive 2008/114/CE

8
 that 

proposed all EU members to develop legislation and activities that would identify, manage, 

develop and secure critical infrastructures on their territories. 

Romania first launched the emergency ordinance OUG number 98/2010
9
 that was 

later approved into legislation as law 18/2011
10

. 

                                                           
5
  Idem 2 

6
  Serviciul Roman de Informatii. 

http://www.sri.ro/upload/BrosuraProtectiaInfrastructurilorCritice.pdf  
7
  Comisia Europeana. 

http://europa.eu/legislation_summaries/justice_freedom_security/fight_against_terrorism/jl001
3_en.htm  
8
  Centrul de Coordonare a Protectiei Infrastructurilor Critice. 

http://ccpic.mai.gov.ro/directiva.html  
9
  Avocanet.ro http://www.avocatnet.ro/content/articles/id_22140/OUG-nr-98-2010-privind-

identificarea-desemnarea-si-protectia-infrastructurilor-critice.html  
10

  Monitorul Oficial: Strategia nationala privind protectia infrastructurilor critice (pdf) 

http://ccpic.mai.gov.ro/docs/HGR718_2011.pdf  
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This law defines a national critical infrastructure similar to definition offered 

previously in this paper but also introduces the term ‘European critical infrastructure’, 

defined as a national system or facility whose failure or perturbation would affect at least 

two EU member states. 

At national level, the person directly in charge of all activities related to the 

identification, designation and protection of critical infrastructures in Romania is the Prime 

Minister, who in turn designates a state counselor on the topic. The national agency 

overseen by the PM and his or her state counselor is called the Coordination Centre for 

Protecting Critical Infrastructures (CCPIC), part of the larger Ministry of Internal Affairs 

(MAI). The CCPIC is the primary agency that ensures that all the activities implemented in 

accordance to European law (namely, directive 2008/114/CE) and the national law 

(namely, the OUG 98/2010 and its approval to law 18/2011 ) follow the purpose of 

developing and securing Romania’s critical infrastructures.  
The agency is also an intermediary in communicating and maintaining partnerships with 

similar EU bodies, the European Commission itself, NATO, etc. 
Within the law, CCPIC assumes several important roles. First, it connects public 

authorities and the owners, administrators or operators of the national critical 

infrastructures in order for them to carry annual evaluations concerning the status of the 

identified critical infrastructures, as well as submit similar evaluations to the European 

Commission once every two years. Public authorities are various ministries or public 

services institutions while the owners, administrators and operators can be, for example, 

private telecommunications providers or public energy  providers. Second, together with 

homologues institutions in the EU and with the European Commission, CCPIC is involved 

in discussions for creating supplementary protection measures at EU level, based on each 

member state’s input. 

The task of identifying critical infrastructures as such is itself complex. There is 

strict criteria in assessing whether an infrastructure should or should not be considered 

critical
11

. This involves, for example, calculating the number of people that would be 

harmed (physically) if that infrastructure would fail or be attacked, or the economical 

impact it would have (services/products being halted, loss of jobs), and finally to what 

degree would people mistrust the Government as a result of that failure or attack (because 

mistrust can directly affect the Government’s proper functionality). These various criteria 

are not cumulative, meaning that if an infrastructure ticks just one major impact from the 

criteria listed, it is considered critical. If it is the case, the CCPIC can alert the European 

Commission if it identifies a particular infrastructure outside the country (in another EU 

member state), that nevertheless could heavily impact Romania in case of failure or 

attacks. Then research, discussions and assessments will be carried by both countries and 

the European Commission and, if it is the case, the respective infrastructure will be named 

an European Critical Infrastructure. On the other hand, according to the law, Romania also 

has the duty to inform all other EU member states about its national critical infrastructures, 

particularly those that can affect them directly. If it is the case, a national critical 

infrastructure will become an European critical infrastructure following discussions and 

assessments from the EU member states involved.  
 

All obligations stated in the law need to be respected by the various actors involved 

(public authorities, system administrators/operators/owners, other states etc). Heavy fines 

are stipulated by the law if otherwise. 

                                                           
11 

 Idem 9. 
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2.2 Romania’s national strategy on protecting critical infrastructure 
What kind of security issues does the national strategy acknowledge in regards to 

national critical infrastructures? The terminology in this sense lists several important 

elements
12

.  
The first are vulnerabilities, defined as situations, processes and phenomena that 

either delay the critical infrastructure’s capability to react to risks, threats and aggressions 

or in fact favours their emergence. Overlooking or bad management of a vulnerability can 

have serious consequences on the country’s interests and objectives. 

Risks are defined as particular contexts, elements or situations (internal and external) that 

favor the creation of a direct threat.  

Threats are then considered capabilities, intentions, strategies and plans that aim to 

destabilize critical infrastructures by means of gestures, attitudes, or direct actions. The 

result of threats can include instability, insecurity and dangers of the critical infrastructures 

and the authorities and citizens relying on them. 

Finally, aggressions are defined as attacks (military, cybernetic) that target the 

weakening or failure of critical infrastructures, with serious consequences for the everyday 

life. 
All these types of security issues can refer to natural disasters, technical and 

technological errors, human errors but also intentional attacks such as military or 

cybernetic. 

Based on these types of security issues, there are four major strategic objectives of 

the national strategy on critical infrastructures, as follow
13

:  
1. To assure that there is a unitary approach on how they are identified, assessed 

and managed  

2. To develop an early-warning system by integrating all existing networks and 

informational capabilities  

3. To correctly evaluate all possible vulnerabilities and make sure they are 

addressed properly  

4. To cooperate on the local, regional, national and international level on the topic 

of critical infrastructure security. 

In order to reach these objectives, the actors involved must follow three main 

coordinates
14

: a) prevention, diminution and limitation of possible effects of critical 

infrastructure failure, b) accurate intervention should any type of crisis arise and finally, c) 

sustainability - developing means to create further support in risk analysis and crisis 

management. 

In order for the objectives to be reached, the Government must invest in three types 

of resources
15

: legislative (creating and adapting viable legal frameworks in order to act 

efficiently and ethically), institutional (to rise the ability of public authorities in 

elaborating, implementing and monitoring activities that help reach the stated objectives) 

and most importantly human (trainings, public-private partnerships etc).  

It is worth noting that Romania holds a strategic importance within NATO and the 

EU, particularly in the Black Sea area. However, while terrorism is a top priority in other 

member states, the level of alert on terrorism in Romania is kept at the ‘cautious’ level
16

. 
                                                           
12

  Monitorul Oficial: Strategia nationala privind protectia infrastructurilor critice 

http://ccpic.mai.gov.ro/docs/HGR718_2011.pdf   
13

  idem 12 
14

  idem 12 
15

  idem 12 
16

  Serviciul Roman de Informatii http://www.sri.ro/sistemul-national-alerta-terorista.html 
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On the other hand, the country has been repeatedly stricken by natural disasters and hence 

the priority goes to protecting national critical infrastructures against these. Another top 

concern at national level is the technical maintenance and functioning of hardware and 

software used in many public institutions. Lack of proper modernization leads to gaps in 

the informatics system functioning, making them prone to cyber attacks or major technical 

failures. This explains why institutions such as the intelligence CyberInt body (part of the 

Romanian Information Services) has recently been created, particularly for the purpose of 

monitoring and assessing new challenges in the digital sphere  of critical infrastructures 

and communicating them to relevant public authorities. 
 

Conclusion  
In conclusion, criticality resides in the ability of a system to rely on its vital 

infrastructures, but at the same time it is negatively defined as the quality of an entity, that 

if hindered, would cause system failure. 

As the inter-connectivity of our globalized world continues to increase, critical 

infrastructure protection seeks to satisfy the sensitive balance between increased efficiency 

through virtualization on one hand and consolidated security on the other.     
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Abstract: 

Unanimously accepted, the human resource is the most valuable resource of an organization. The 

success of an organization depends, to a large extent, on the level of convergence of both organizational 

goals and human resources’ expectations. This can be done only by managing in a very well manner the 

performances, the potential and individual preferences of the employees in the sense of achieving the mission 

of that organization. Who are the managers? Both, employers and employees are the main actors in this 

„movie”. Civil or military, any organization has to adopt, implement and periodically assess the best policies 

for a very good career management. The aim of this paper is not to offer an universal solution available for 

all organizations, but to propose a set of principles which can be taken into consideration when projecting 

career management policies.  

 

 

1. Introduction 
Generally speaking, career is associated with the idea of upward movement or that 

of promotion of a person in the field he or she wishes, the aim being to obtain more 

prestige, more power, more responsibility and much money [1]. The aim will not be 

necessary achieved exactly in the order just mentioned, this depending on the short, 

medium and long term objectives established by each individual. 

A career is viewed by individuals differently according to the different situations 

they experience and their own expectations. Thus, some of the people look at the career as 

being a succession of posts in one or more companies and others think that the occupation 

they have is their career. However, traditionally speaking, the notion of career is associated 

with those who fill managerial positions or are assigned on very well paid posts. 

Miller says that the human resources management is different from the other 

domains of general management because it has to serve the interests of all three involved 

stakeholders: the company owner, the employees and, by extension, the entire society. 

Nowadays employees ask more from their posts and their answer to those 

managerial activities that have the aim to improve the quality of their life in general and 

the professional life in particular is more favourable. This is why the career of all 

employees has to be managed from the very first step of any individual into an 

organization until his or her retirement. 

 

2. Career management – theoretical concepts 
The concept of career management evolved during the years concomitantly with the 

improvements against the concept of human resources management. In order to provide a 

better understanding of the career management concept it is necessary to have an overview 
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over its definitions and also over the process of career management as it is seen by the 

specialists who have developed researches on this topic.   

 

2.1. Career management – definition 

Klatt, Murdick and Schuster [2] defined the career management as being the process 

of designing and implementation of those goals, strategies and plans that allow an 

organization to satisfy its own needs in respect of human resources, and the individuals to 

achieve their career goals. 

Michael Armstrong [3] says that “career management is concerned with the 

provision of opportunities for people to develop their abilities and their careers in order to 

ensure that the organization has the flow of talent it needs and to satisfy their own 

aspirations. It is about integrating the needs of the organization”. 

According to Armstrong the aims of career management are: 

- To meet the institutional needs in order to ensure the managerial succession; 

- To give the employees the necessary guidance and support in order to fulfil their 

potential and achieve a career of success within the organization they work for 

according to their talents and aspirations 

- To assign those who prove certain competencies and experiences to fulfil 

activities that will prepare them for the future level of responsibility they have 

the ability and the opportunity to reach.  

In order to achieve the above mentioned aims, career management integrates career 

planning and career development, and implies functional interdependencies between 

individual career planning, organizational career planning and career development. These 

interdependencies are shown in Figure 1.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Fig. 1 Career management model by L.A. Klatt 
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2.2. Career management activities 

As by Baruch and Peiperl [4] career management comprises 17 activities. I have to 

mention here that some of them are more or less used also in our military career 

management system. These activities are presented below not in the order established by 

the above mentioned authors but in that these practices are used in our system.  

1. Postings regarding internal job openings – fully implemented. 

2. Formal education as part of career – fully implemented. 

3. Performance appraisal as a basis for career planning – fully implemented. 

4. Lateral moves to create cross-functional experience – fully implemented. 

5. Common career paths – partial implemented. 

6. Books and/or pamphlets on career issues – partial implemented. 

7. Career counselling by manager – empirically used. 

8. Career counselling by HR department – empirically used. 

9. Succession planning – empirically used. 

10. Formal mentoring – empirically used. 

11. Career workshops – not used. 

12. Retirement preparation programs – not used. 

13. Dual ladder career paths (parallel hierarchy for professional staff) – not used. 

14. Written personal career planning (as done by the organization or personally) – 

not implemented. 

15. Assessment centres – not used. 

16. Peer appraisal – not used 

17. Upward (subordinate) appraisal – not used 

 

2.3. The process of career management 

The process of career management has been already illustrated in Figure 1. Another 

relationship scheme for the process of career management, more suggestive in my opinion, 

is that presented by M. Armstrong [5] in his handbook. 

 

 
Figure 2: Career management process 
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2.3.1. Career management policies 

By his “Handbook of human resource management practice” Armstrong provide an 

interesting approach of the career management process and takes into consideration career 

management policies, talent audits, the assessment of employees’ performance and 

potential, the career planning, the succession planning and career development, all of these 

being related each other. 

First of all the organization have to decide what is to do: to train or prepare talented 

people by itself or simply to “buy” them. Both ways have their own advantages and 

disadvantages. The policy might be to recruit potentially high performers who will 

accomplish the job in a good manner and remunerated accordingly. If they are good 

indeed, they will be promoted and the organization will have what it desires. Relying on 

the external recruitment the organization has the advantage of bringing “fresh blood” 

which can provoke the boost it needs. At the same time the new people can be seen as a 

sort of intruders and the organization could face problems like demotivation of the old 

employees and a slower integration of the new comers. 

By contrast, the promotion of the own talents implies a complex process of career 

planning. Those employers who consider the long term career planning have to develop 

very well structured systems which include reviews of employees’ performance and 

potential, special assessments in order to identify the talent needed for specific posts, “high 

flyer” schemes and a detailed program for all planed moves within the organization.  

There could also be some policies to retain within the organization those managers 

who already have reached the top of their career and they cannot go further. Some of them 

will continue to be effective and efficient on their jobs but others will become frustrated 

and unproductive. Depending on the specific situation it is up the top level management to 

adopt the best solutions with the aim of providing them with new challenges and avoid or 

solve this kind of problems.   
 

2.3.2. Talent audits 

Once the career management policies are established, a talent audit is to be 

conducted in order to identify the employees with potential within the whole organization. 

The talents discovered during the audit provide the basis for the next career management 

process sequences: career planning and career development. During this process the 

managers and the specialists within Human Resources Management department have to 

ensure that talented employees have the necessary experience accompanied by formal 

learning programmes that will enable them to fulfil new and demanding posts in the near 

future. 

Another role the talent audit has is to timely indicate the possible risk of talented 

employees departing the organization and to propose the actions to be taken to retain them. 
 

2.3.3. Performance and potential assessments 

During the talent audit and/or whenever is needed the managers can be asked to 

carry out formal assessment of the potential of their subordinates following the 

performance evaluation. The aim is to identify the needs for learning and development of 

all individuals, to provide them the necessary guidance regarding the directions in which 

their career should go and to establish who has the potential to be promoted.  

The problem which can appear is that people with good performance in the present 

job might not perform well in jobs with broader responsibilities, but at least the 

organization will be aware about the talents it owns. 
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2.3.4. Career planning 

Career planning is one of the most important phases of the career management 

process. According to Armstrong [6], it plans and shapes the progress of individuals within 

an organization in accordance with the assessments of the organizational needs, as well as 

with the individual performances, potential and preferences of its members. 

 Usually, the progress of individuals is shaped by establishing specific career paths 

using the information provided by the assessment of the organizational needs, the 

appraisals of both performance and potential and management succession plans.  

Therefore, it can be said that the career planning is built on two pillars: the 

organizational career planning and the individual career planning. 

The first pillar is focused on the achievement of the objective of an organization by 

satisfying the short and long term needs and comprise, according to Klatt, Murdick and 

Schuster [7],four stages. 

First of the four is identification of the employees who are willing to know what 

capabilities, abilities and development opportunities they have and to accept the necessary 

training for future responsibilities; 

The second refers to the establishment of the career paths. As by Armstrong [8], 

these can be defined as “the routes people can take to advance their career within an 

organization”. In the most general sense, a career path refers to the succession of the posts 

which an individual should fill in order to progress toward the top management positions. 

The career paths can be written or not, but it will be very useful for the entire organization 

if they are defined in a very clear manner and formalized in a document. This will ensure 

also that the promotion system within the organization is a transparent one. 

The organizational career planning involves a lot of actors: individuals who want to 

promote, managers on different levels of the hierarchy and the human resources 

management specialists. Establishing the responsibilities between these actors is the third 

stage of the first pillar. 

The last stage of the organizational career planning is the individual development 

plan. It consists of those activities developed by the specialists in human resources 

management in order to set up individual career paths for all people from the 

organization’s point of view, but taking into consideration their actual skills and 

performance and their potential discovered by their evaluators 

The other one pillar of the career planning, the individual one, focuses on the 

personal needs and aspirations more than on the organizational ones. Though, all 

employees working in an organization must be aware that a career can be planned and 

developed only if their aspirations and actions concur to the achievement of the objectives 

the company they work for has.  

All the information gathered during the career planning phase is used in the end of 

career management process to elaborate individual careers development programmes and 

to set up general rules for management development, career counselling and mentoring. 

 

2.3.5. Career development 

Even if the career development is the outcome of the interaction between the 

individual abilities and desire for achievement on one hand and the opportunities offered 

by the organization on the other hand, the main responsibility for career development rests 

with the individuals. Obviously, the organization has an important role in the career 

development. The eventual lack of adequate training or development programmes could 

lead to some difficulties in attracting, maintaining and developing the personnel. 

According to Armstrong [9] a career development strategy should comprise the 

next activities: 
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- a policy of promoting the best employees of the organization wherever possible; 

- career paths which allow the talents to move toward the top of the organization; 

- individual development planning in order to develop each employee’s skills and 

knowledge; 

- formalized procedures in order to share and increase the knowledge across the 

organization; 

- project teams comprising members form different areas in order to offer 

opportunities for development to as many employees as possible. 

 

3. Military career management systems in some NATO countries 
The military organization, more than any other closed organization, is characterized 

by rigid hierarchical structures. It is very well known that within this kind of organizations 

the career management has a key role for the proper functioning of the system and for its 

effectiveness. Generally speaking, the military as institution is interested in having a very 

good career management system and to use it as a tool for retaining and promoting the 

most experienced people with the best performances and the highest development 

potential. Considering the characteristics of the current security environment in constant 

change, putting the right people in the right place at the right moment should be a 

desideratum for all armed forces all over the world. 

The aim of the career management in general and especially that of the individual 

career management is to ensure the management of the military so as to achieve the 

necessary operational readiness of the armed forces and to meet the individual needs and 

aspirations. 

  

 3.1. Considerations regarding the actual career management system within the 

Romanian Armed Forces 

 The legal framework of the actual military career management system in Romania 

is given by the provisions of several documents as: 

- Military statute law; 

- Military career guide; 

- Instructions for recruitment, selection, formal education and military career 

development within the Romanian Armed Forces; 

- Instructions for selection boards; 

- Instructions for the annual evaluation of the military personnel. 

There are also some national laws whose provisions influence the way the military 

education is built, but the main documents which set up the rules for the military career, for 

both officers and non-commissioned officers, are those mentioned above. 

There are two pathways for becoming officer within the Romanian Armed Forces. 

The direct pathway refers to the military academies graduates and the indirect one refers to 

reservist officers, warrant officers, non-commissioned officers and civilians who are 

university graduates with bachelor’s degree in different fields and meet specific 

requirements related to age, medical status, psychological aptitude, and physical training. 

Independently of the pathway adopted all officers make up full-career officers and can 

expect to remain in the military service until the age of 60 and retire with a pension 

depending on each individual’s contribution during working life. Lateral entrance into the 

system is allowed only for those specialties which cannot be trained   

All officers are promoted directly from second lieutenant to first lieutenant since 

there are no special conditions or qualitative screening for this stage. Because of the 

manner the Armed Forces are built at the present, for first lieutenants to be promoted to 

captain only the condition of graduation the advanced course is necessary to be achieved. 
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To be promoted beyond captain officers must apply and be selected for major positions. 

The staff officer course is mandatory to be graduated before this promotion. For officers to 

be promoted from major to lieutenant colonel the graduation of the postgraduate course for 

specialists is a must. All these promotions, less the first one presented above, are done 

through selection boards organized at the level of each forces category, General Staff and 

Human Resources Management Directorate, for the officers that are under their 

competency. The officers who meet the necessary requirements for being promoted from 

lieutenant colonel to colonel are analyzed only within the selection boards established at 

the level of General Staff and Human Resources Management Directorate. It doesn’t 

matter the rank, the process of promotion comprise few steps as follows: 

- The position for which the selection has to be done should be advertised through 

one or more different means or publications (e.g. Armed Forces Bulletin, 

Monitorul Oficial etc.). The dead line for submitting the reports for vacancies is 

3 months from the moment the posts were published; 

- The officers willing to be appointed to specific positions have to hierarchically 

submit their personal reports to the selection board in charge with those specific 

posts; 

- Specialists from the offices ensuring the secretariat of the selection board 

analyze if the officers meet all minimum requirements established by the job 

descriptions. Only those who meet these requirements will be discussed within 

the selection board; 

- The selection boards comprising members coming from different units shall 

meet in sessions once a month or whenever is necessary. Each selection board 

comprises six to eight voting members and is chaired by a president who has 

also voting rights. The secretary of each selection board is a human resources 

specialists who has to ensure that all required relevant data about the candidates 

are presented to all members; 

- During the sessions of selection boards all voting members, individually, grade 

the officers under discussion according to the experience they have in the field 

of the post, the annual appraisals, the potential and the educational background 

of each of them, the participation in international missions, etc; 

- The officers are hierarchized and the one who receive the best grades is 

appointed to fill the post under selection. 

So, theoretically speaking the process has to go smoothly. Though, the practice is 

different.  

There are situations when none of the candidates meets the minimum requirements 

and even if the post is a critical one the process will start again and again until a suitable 

officer will appear. All this time somebody else from the unit where the post is vacant has 

to accomplish, besides his/her current duties, also the tasks of that post. This can lead to 

frustration and demotivation of people in such situations and may even result in the 

separation of the best officers. The lack of flexibility of the regulations, the manner in 

which the positions are defined and the lack of responsibility of some leaders who 

normally develop the job description are the main causes for this deficiency. 

A strange situation is given by the impossibility of promoting officers who have the 

necessary educational background but who didn’t fill in the past mandatory flight 

assignment gates according to the career path established for different commanding 

positions. For example, there are officers, filling those mandatory posts, who are not 

willing, for financial reasons, to attend the commanding master which is a must for being 

promoted to the position of squadron commander. At the same time officers having the 

commanding master graduated cannot be appointed as squadron commanders because they 
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didn’t have the opportunity to fill posts categorized as mandatory flight assignment gates. 

This dysfunction is due to the fact the rules were changed during the game, the rigidity of 

the rules adopted in this field and even due to some conflicts between the provisions of the 

regulations ensuring the legal framework for career management. 

Another aspect I want to mention here is that not all the time the best officers are 

promoted to the most important and challenging posts. This usually happens because of the 

lack of quantifiable criteria and due to the subjectivism that could characterized the 

members of the selection board. 

At the present, there are also many officers who have been appointed to command 

positions but who don’t meet the education criteria. At the same time there are officers 

who meet all the criteria for being promoted in such positions but there is not any legal 

possibility to remove the officers who are filling those positions now. This happens 

because the rules for filling such positions have been changed during the game and due to 

the fact that in 2010 the level of almost all posts within the Armed Forces was grown 

artificially by a rank for political reasons. 

Considering the career management activities found by Baruch and Peiperl the 

manner these activities are implemented and executed within the Romanian Armed Forces 

is presented below.  

1. Posting of the internal job openings is one of the specific activities of the 

career management which is fully implemented. As mentioned before, the rule is that all 

vacancies have to be advertised by various means and is formalized by ministerial order. 

As an exception, in certain conditions, only the minister of the national defence can 

appoint officers to specific posts without posting the jobs. The urgency of filling posts in 

this manner should be strongly argued by the requestors.    

2. Formal education as part of career. The very first step for the accession into 

the Romanian Armed Forces of the most officers is the graduation of one of the military 

academies with a bachelor’s degree. After that, there are mandatory career courses which 

have to be graduated by officers in order to be promoted. At the same time the military 

personnel has the opportunity to attend specialty courses during their military career for 

free within both the military educational system and the private one. 

3. As stipulated in a ministerial order the performance annual appraisal of the 

military personnel is one of the tools used within the selection board by its members in 

order to grade the candidates. Moreover, in the case of two or more candidates with the 

same grades the members of the selection board should consider their potential as it is 

mentioned in their annual evaluations. The issue which can be raised here is regarding the 

empiric way the potential of the officers was assessed by raters. However, according to the 

information provided by the website of the Human Resources Management Directorate 

new instructions are in process of being approved by the minister of the national defence. 

4. Common career paths are set up by ministerial order and these are partially 

implemented due to the fact that this order has entered fully into force only on early April 

this year. 

5. Lateral moves are used a lot within the Armed Forces not necessarily to create 

cross-functional experience but more to cover eventual shortfalls. Usually this happens 

only at the special request of the officers who want to accomplish tasks in other fields or in 

other military units. The common career paths don’t cover this aspect anymore and it will 

be challenging for all human resources management structures to propose and to set up 

specific rules for lateral moves. 

6. The legal framework for the career management is established and it was 

presented a little bit earlier. All documents in this respect are published and can be studied 

by all interested personnel. The actual system of announcing the military personnel 
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regarding the appearance of new orders and the free and easy access to all new regulations 

could substitute partially the using of books and/or pamphlets on this issue. Obviously, 

issuing of such documents will make people understanding much better the way they can 

be promoted and will make them aware about the manner they can manage their career. 

7. The career counselling is empirically used by commanders at all levels. There 

are not any special provisions within the military legislation in this respect, even though 

within the annual evaluation the rater can recommend to the rated person to continue the 

work in the same field or to change it. 

8. The career counselling by HR department is also empirically used. The way 

in which the military personnel is counselled depends too much at this moment on the 

personal attributes and the mood of the specialists working in the human resources 

structures at all levels and too little on the relevant legislation in this domain.   

9. The empirical use of succession planning is given by the fact that there is not 

any career planning at the level of all units within the Ministry of National Defence. 

10. The formal mentoring is done twice a year according to the instructions 

regarding the annual evaluation but practically this is just to tick another activity. 

Looking at the problems presented above and at the manner in which the career 

management activities are accomplished it is quite clear that some changes have to be done 

within the policies regarding career management within the Romanian Armed Forces.  

  

3.2. Career management systems in other NATO Countries 

 Within one of its researches, the RAND Corporation has presented few career 

management systems available in some NATO countries like Netherlands, Norway, 

Canada, Denmark, Germany, and the United Kingdom. For the scope of this paper I will 

mention only two of them. However the aim is not to make comparisons between them and 

the Romanian one but just to present other approaches.   
 

3.2.1. Norway [10] 

In principle, the Norwegian officer system is a full-career long-term profession that 

allows officers to complete a 40-year career or retire at age 60, whichever comes first, with 

two-thirds pay as a pension. Because there are only few NCOs in Norway’s armed forces, 

there are officers accomplishing many of the responsibilities traditionally performed by 

NCOs. The result is a large content of junior officers who perform what would be NCO 

duties in other countries. All officers are drawn from conscription after one year as enlisted 

service members. Officer candidates then attend a one year officer’s school and upon 

successful completion, must serve an additional year of duty as sergeants. Those still 

wishing to be officers must apply for the military academy. After that two groups are 

formed:  

- Military attending only a two-year program at the academy and who will not be 

promoted beyond the rank of major but can stay until age 60. 

- Military who apply and are accepted for an additional two years of academy 

studies, for a total of four years at the military academy. These are expected to 

reach lieutenant colonel or higher before retirement at age 60  

There are two opportunities for officers to voluntarily leave the service or retire 

prior to age 60. The first opportunity comes four years after completion of the military 

academy, at about age 30, and in the year studied, several chose to depart to enter private 

sector employment without any pension. The second opportunity occurs at age 57 when 

officers can choose to retire. These separations are not qualitative screenings by the 

services but decisions of the individual officer. Most officers retiring from the military are 

not expected to pursue second careers because of their age. During the present period of 
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downsizing turbulence, temporary policies are offering early retirement to officers after 

age 50 to assist force reduction requirements. As a result, qualitative screening reductions 

to eliminate officers are possible only after age 50 and prior to age 60. 

All officers that stay will become captains since there is no qualitative screening to 

that rank. All officers must remain captains for at least four years. At the rank of captain, 

officers must apply for special skill training that will qualify them for positions of higher 

rank and promotion. For all positions in the grades of major and higher, officers must apply 

and be selected based upon (1) education and special skill qualification, (2) experience, and 

(3) competent performance in previous assignments. Once selected for a position of higher 

rank, an officer will be promoted. There is keen competition for most higher-rank 

positions, and therefore promotion is considered competitive after captain.  

Officers applying and being selected for these major-and-above positions are 

allowed to remain in them until they apply and are selected for new positions of the same 

grade or higher, or they reach age 60 and are required to retire. Special career jobs (such as 

command) have limited tenure (usually two years). Officers completing special career jobs 

can either apply for new positions or receive assignments from the service staffs. Officers 

in field grade that cannot obtain selection for new positions must remain in current 

positions and grade until retirement. 

All captains desiring to be competitive for promotion to major must apply for, be 

selected for, and complete the officer’s staff college of three-month duration. Majors must 

apply for, be selected for, and complete the general staff college of one year to be 

competitive for promotion to lieutenant colonel. These education gates are additional 

restrictive criteria for being selected for a higher-grade position that can fully qualify an 

officer for promotion. There are no mechanisms for lateral entry or assimilation of reserve 

officers into full career officer status in Norway. 

Personnel management policies are identical for army and air force officers, and 

there are only minor differences (slower promotions to similar grades) for navy officers. 

 

3.2.2. Federal Republic of Germany[11] 

The Federal Republic of Germany uses a uniform system for managing the officers 

of its three military services. Military service in Germany is based upon national service 

with conscription for all eligible males. All officers begin their careers in the enlisted 

ranks. The officer candidates will attend one of the two German armed forces university 

institutions for a period of more than three and up to four years to obtain a university-level 

degree and an officer’s commission. The officer career system is designed to provide the 

potential for a 40 year career inclusive of enlisted service and university attendance. 

Graduates of the German armed forces universities are commissioned in all three services 

with either regular or temporary commissions, depending on their graduating status. 

Additional officers are commissioned from the enlisted NCO ranks usually after some 12–

15 years of service. These officers receive a specialist commission. Those officers who 

remain with temporary commissions and those with specialist commissions are limited in 

their potential for advancement to the grade of captain. 

There are multiple levels in grades, with three at captain and two each at lieutenant 

colonel and colonel, with the more senior level called “de luxe”. Within the regular 

officers, a division is made at the grade of captain selecting the very best officers, some 

10–15 percent annually, to attend the prestigious two year general staff course. The 

graduates of this course, general staff officers (GSOs), form the core from which all senior 

leaders of the German armed forces will be selected. All regular commissioned officers can 

expect promotion to major and most to lieutenant colonel, but the vast majority of officers 

advanced to the higher grades of colonel and the flag ranks will be GSOs. Further, all 
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GSOs will be advanced to at least the higher-level rank in the grade of lieutenant colonel 

and receive special management of their assignments and continuing education. This very 

competitive two-track regular officer career seems to ensure both high competency and 

appropriate specialized military experience and training for the future senior leadership of 

the German armed forces. 

The German officer formal education and development system is rigidly structured 

and strongly focused on the middle grades of captain and major. By the time officers reach 

captain, they possess most of their branch skills and some 10 to 12 years of military 

experience. Captains attend company commander’s courses to further develop their 

leadership skills and then the field-grade officer qualification course, a mandatory 

precursor to advancement to major. Next occurs selection for either the staff officers 

course or, for those on the more competitive track, general staff officers course. Much later 

in the careers of those destined for the most senior leadership positions, selection from 

mostly GSOs at the grade of colonel or brigadier general is made for attendance at the war 

college. The war college is seen as preparation for senior officers to serve at the strategic, 

combined (NATO commands), and operational levels of staff and command. 

Retirement for officers in the German armed forces is based directly upon age and 

grade and indirectly tied to the type of commission, regular or other. 

Captains are mandatorily retired at age 53 with a pension equal to 75 percent of 

their salary. Majors, all being regular officers, may serve to age 55. Lieutenant colonels 

may serve until age 57, colonels have service allowed to age 59, and generals serve to age 

60. In each of the field-grade and flag ranks, the pension is equal to the same 75 percent of 

salary for those reaching the age limits. Those officers retiring earlier are provided 

pensions based upon a factor of 1.87 percent per year, with a maximum time of 40 years or 

75 percent of salary. Officers who depart service before reaching retirement age will 

receive full credit for their military service in their subsequent civilian pension plans. 

 

The conclusion resulting from the systems presented above (including the 

Romanian armed forces) and the research done by RAND Corporation is that the military 

systems are quite similar when speaking about the career management. The armed forces 

are closed systems with no or limited lateral entries and with mandatory educational or 

assignments gates. These systems are characterized by long, “one-career” systems with 

retirement around the age of 60 and with sufficient pension so that another career is not 

needed unless an officer chooses to do so. The experience accumulated during the career, 

the performance proved in previous assignments and the potential of the officers are taken 

into consideration when they are to be promoted. At the same time different career paths 

are set up for military within short service and long career.    

Various aspects of foreign military systems could provide very good ideas for 

improving the officer career management system within the Romanian armed forces. 

Which are those? It is not the aim of this paper to propose alternatives. First of all we 

should have a vision. After that a set of principles which have to govern the whole policy 

has to be adopted and implemented. These are presented in the next chapter.  

 

4. Principles to be upheld 
The first principle I think that should be adopted is the coherence principle. This 

principle refers to the state or situation in which all the parts or ideas fit together well so 

that they form a united whole. It is about harmonizing the provisions of all laws, orders, 

regulations and dispositions in respect of career management. These should 100% overlap. 

It is also about the harmonization of the legal framework with the manner in which the 
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military structures are built and the way the posts within the military structures are defined. 

Only by having these achieved a better career management system can be built. 

The consistency principle is borrowed from accounting but is perfect applicable 

also to the legislation regarding career management. The idea is that once a policy is 

adopted and a set of rules related to the career management is implemented, it should be 

followed consistently. It implies also that, once adopted, the Human Resources 

Management Directorate must refrain from changing its career management policy unless 

on reasonable grounds. If for any valid reasons the career management policy is changed, 

the HRM Directorate must disclose the nature of change must, the reasons for the change 

and its effects on officers’ career. However, making changes during the game has to be 

avoided and if adopted these shouldn’t affect the career of anybody. 

Principle of separating personnel politics from execution implies a hierarchical 

delimitation of the responsibilities and the avoidance of duplication of the responsibilities/ 

attributions between the administrative and operational structures. In other words it ensures 

the impartiality and the implementation of the processes and politics with regard to the 

career management in an equitable manner within the human resources management 

practices. 

The flexibility principle ensures that the politics answer in an efficient manner to 

the needs of change. In this respect the regulations should be flexible enough in order to 

not be needed to make exceptions from the rules all the time. 

Applicability is another principle that I consider it is to be taken into account. This 

means that the politics should be applicable to both military structures and personnel, but 

even the politics are flexible they should be applied in a rigorous manner. 

The career management rules and procedures should be transparent. Transparency 

ensures that all regulations regarding career development, promotion and selection process 

are known by the entire personnel of the armed forces. This should be done by a correct 

and realistic counselling. At the same time all militaries have to be granted with an easy 

access to all information regarding vacancies, career development and professional 

development opportunities. 

The principle of equal opportunities ensures the elimination of any kind of 

discrimination and the same criteria for participating of the whole personnel in the 

selection, promotion and professional development processes. This can be done only in 

accordance with the professional competence, performance and potential of each 

individual. 

 

5. Conclusion 
The career management process within the armed forces is a complex one. The 

main stakeholders involved in this process are the individuals trying to build a career, the 

commanders who have to counsel their subordinates in accomplishing their current tasks 

but also regarding the opportunities they have to develop their career and the last, but not 

the least important, the specialists from human resources management structures. 

The individuals should know that they are their own career managers. The armed 

forces dictate the final outcome of all career development activities according to the 

operational requirements. In all cases the military personnel can participate in such 

decisions. Participation in the career development process is possible during the entire 

working life starting with the first step into the military system and finishing with their 

retirement. The key is to be involved in career development by making informed and 

logical decisions. Officers should review, update and maintain these records from their 

personal files throughout their careers. Officers should also request periodic advice and 
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counseling to remain in-formed of career opportunities and to assess progress achieving 

career goals. 

All military personnel look to their commanders for advice and career counseling. 

Some counseling is official, but the most forms of counseling are often unofficial and are 

related to career patterns, advice about new posts and duty positions. Regardless of the 

type of counseling, commanders should be exactly informed before giving advice. 

The specialists within human resources management field from all levels are 

responsible for fulfilling current and future armed forces requirements while meeting the 

needs for career development of different branches and functional areas. At the same time 

they should balance the individuals’ interests against the needs of armed forces. This is 

why the specialists within the HRM field can provide the best advice to the military 

personnel about the career development opportunities. However, the main actors in the 

process of career management are the individuals who should stay in touch with their 

commanders and with HRM offices within their units. 

In conclusion, there is a career management process on going within the Romanian 

Armed Forces. It is somehow formalized and the legal framework is set up, but at the same 

time a lot of dysfunctions take place on a regular basis. This is due to the fact that the 

principles mentioned within the previous chapter haven’t been respected when the policy 

was issued. At the same time, as long as there is not any vision regarding the future of 

human resources of the armed forces it is obviously that not any applicable politics can be 

issued. 

It is very clear that changes are necessary in this field. This is challenging, it will 

take time and it will consume the energy of many people. The aim is to have the right 

member, with the right skills, in the right job, at the right time. It is hard but it is 

achievable.  
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Abstract: 

 Professional development plays a central role in human resource management 

systems. It helps the employees to perform better in their jobs but also helps organizations 

to fulfill their goals in a more effective way. In Romanian Armed Forces, professional 

development is mandatory and a career management system has been designed in such a 

way that professional development is unavoidable and desirable. My paper will show how 

and why the professional development plays a central role in career management system 

within MoND. 
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1. Introduction  
 The aim of my paper is to identify the relationship between the professional 

development of military personnel in MoND and the career management system designed 

by the Ministry of National Defence through its specialized structures. The documents I 

base my analysis on are the following:  

 The Law No. 80 / 1995 "The statute of military personnel"; 

 The order of the Minister of National Defence No. 30 for approval of the 

"Instructions for recruitment, selection, professional forming and military career 

evolution  in Romanian Armed Forces"; 

 "The Guide of Military Career", approved by the prime minister Order No. 106 

from 9th February 2011. 

 The method employed in doing my analysis is a straightforward one and it requires 

a throughout reading of those documents and selecting only relevant information that adds 

value to the limited scope of my paper. Intricacies and detailed information will be 

dismissed, I will try to position my point of view at a higher level, so that all details 

covered by the reference documents would be particular cases or exceptions to the overall 

picture of career management. Actually, my method, if succeeds, will provide the core 

mechanism through which advancement in career should be made possible by any military 

personnel. 

 During my lectures I identified two such mechanisms, that are virtually separate but 

practically they are intertwined. The two mechanism are the cores of two career 

development systems: position, or job promoting system (which in civilian world is the 
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real career management system) and the rank promotion system, which influences very 

much the former. 

 My paper is structured according to those two systems, attempting to depict both of 

them to reach their core.  

 Before dwelling into analysis, I will introduce in Chapter 2 some useful and 

broadly accepted concepts  that pertain to career management theory.   

 In Chapter 3, the career management system will be analyzed in it's relationship 

with the concept of position. In fact, this should be the only management system that 

counts, but the particularity of the military system introduces another level of management, 

the rank promotion system which will be studied in Chapter 4. 

 In both systems, professional development has its roles. This paper is trying to 

identify those roles and if succeeds, it will provide a unified mechanism that drives the 

professional development and advancement in career of military personnel.  

 As a secondary aim of my paper, I will identify any weakness or flaw of the career 

management system but I wont suggest solutions since it is beyond the purpose of my 

work.  

 

2. Overview   
 Professional development is a function of human resource management aimed to 

improving the performance of individuals or group of individuals in an organization 

(Wikipedia).  

 Depending on the stage of the individual carrier of employees, professional 

development may take one of the following forms: 

 Training : an activity that focuses on the position that an individual currently holds; 

 Education and development:  focused on the future positions an individual may 

potentially hold; 

 The stakeholders of professional development are the following: 

 the sponsors of training and development are senior managers; 

 the clients of training and development are business planners; 

 the participants are the employees that are subject of training; 

 the facilitators are Human Resource Management staff; 

 the providers are the specialist that deliver the training. 

 Career development is a process initiated by the employees or the employers within 

an organization aimed to improving employee's work experience. Career development is 

necessary for the retention of any employee, no matter what their level in the organization 

chart. 

 

3. Career management system 
In Romanian Ministry of Defence, a military employee can be of one of the 

following types: military personnel (officers, non commissioned officers and warrant 

officers) and professional (ranked or not) soldiers. 

The process of filling the spaces is split across a career development pipeline that 

basically contains the following stages: 

1. candidates recruitment 

2. candidates selection 

3. candidates admission 

4. initial professional training 

5. perpetual professional training 
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6. career development 

 

3.1 The initial professional training (forming) 

 There are two ways in which admitted candidates can follow the military career 

path:  

1. the direct way, by which they become students of a military school or university  

2. the indirect way, by attending and graduating forming courses organized by 

different military educational/training institutes. 

 

3.2 The perpetual professional training 

 According to [1] the perpetual training of military personnel consists of any form of  

training or learning if graduated from military or civilian universities, military schools, 

international institutions and the list is kept open as provided it complies with specific 

regulations and laws. 

 

3.3 Career development 

 According  to [1], the career path of a military personnel consists of the succession 

of positions from the hierarchy he or she will be assigned to, starting from the employment 

to the retirement or departure. Stricto senso, career development has nothing to do with 

military ranks, at first sight, but the strong relationship between them will be revealed in 

subsequent chapters. 

 When speaking about one employee's career, the central point is the concept of 

position (or function, job, etc.). In any hierarchically designed organization, employees 

should strain to advance as soon as possible from entry level positions to the highest ones, 

up to the executive or policy maker positions if possible. Thankfully, [1] states that the 

evolution in career  is up to the employees will,  provided that there are well defined routes 

established by the responsible structures form MoND (army branches, HR departments, 

etc). 

 The document points out some general criteria that could influence one's career 

advancement, such as: 

 level of education 

 the forming way (direct or indirect) 

 the place of positions in the hierarchy 

 the knowledge and skills acquired by the employee  

 and some reference to external norms regarding rules about promoting in rank and 

positions. 

 Since this general description doesn't help much in depicting clearly one's 

individual career, I will need to go deeply into the matter and find more detailed criteria, 

constraints and references. One first step was quite easy since the same document gives 

more specific criteria few paragraphs away. Those criteria must be met in exactly this order 

for one to be promoted on a new position: 

1. the need for military personnel in MoND units 

2. personal options of the candidate according to his/her own career strategy 

3. the position specifications 

4. for executive positions,  professional experience needed as following: 

 2 years in execution positions in hierarchically superior units 

 or 2 years in executive positions in hierarchically inferior units 
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 or  1 year in the same unit in one or more of the next inferior 

positions 

5. the place that the candidate has been given by the selection board 

depending on: 

 knowledge 

 skills 

 aptitudes 

 competence 

 and professional experience acquired. 

6. participation to international operations could be an advantage. 

 Looking at those criteria, specifically at number 5, there are two things that drive 

my curiosity further. One is the introduction of the selection board, which will be studied 

later in the chapter, and not at least, the list of criteria that looks like pertaining more to 

cognitive psychology field, there are big words there, and I don't know if competence 

doesn't somehow include knowledge and skills, or maybe professional experience includes 

all of above. And since I don't know I will search the mainstream on the Internet and come 

up with a digression in the next paragraph in an attempt to better clarify the concepts. 

3.4 Cognitive psychology in a nutshell 

 The broadest concept seems to be the "competence".  I will rely on Wikipedia since 

it summarizes more theories from different authors and gives a broader accepted definition 

of concepts. In short, here is what Wikipedia says: 

 "Competence is the ability of an individual to do a job properly. A competency is a 

set of defined behaviors that provide a structured guide enabling the identification, 

evaluation and development of the behaviors in individual employees. [...] Some scholars 

see "competence" as a combination of practical and theoretical knowledge, cognitive skills, 

behavior and values used to improve performance; or as the state or quality of being 

adequately or well qualified, having the ability to perform a specific role. For instance, life, 

management competency might include systems thinking and emotional intelligence, and 

skills in influence and negotiation." 

 Then again, the same site gives a nice definition of the aptitude: 

 "An aptitude is a component of a competency to do a certain kind of work at a 

certain level, which can also be considered "talent". Aptitudes may be physical or mental. 

Aptitude is not developed knowledge, understanding, learned or acquired abilities (skills) 

or attitude. The innate nature of aptitude is in contrast to achievement, which represents 

knowledge or ability that is gained through learning. " 

 Also, there are four phases of competence: unconscious incompetence, conscious 

incompetence, conscious competence and  unconscious competence. What employers look 

for is the unconscious competent people. Competence comes only with experience, so 

what's left from the 5th criterion is only the competence. Professional competence should 

be good enough. 

 However, this small diversion does not affect much my understanding of career 

development and does not necessarily introduce a flaw in the system. But what worries me 

is about who is going to assess that competence. Meet the  selection board. 

 

3.5 Selection board 

 The selection board is defined in [2] art. 5. 
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 It's role is to provide transparency and equal chances to all the candidates 

concurring for a position. The committee's goal is to make a hierarchy of the candidates, 

based on their competencies and decide who is accepted to fill the desired position. 

 The members of the board are designated from the pool of employees of the 

structure where the position is vacant or from higher structures when it is the case. The 

assessment of the  candidates competencies is made by the members that should 

theoretically have the same level of competence or better. However, subjective opinions 

might occur anytime, and without objective  methods and/or technology that would support 

the members decision, the selection process is weak. Lack of professional personnel or 

worse, lack of personnel might also add to the weakness of the selection procedure. 

Although this can't be considered a flaw of the career management, it could be seen as a 

weakness.  

 

3.6 Position specifications 

 Another important criterion for selection of one candidate is position specifications. 

Those specifications are defined by at least two parties. Firstly, the position is initially 

planned when the organizational map of the structure has been designed. In this initial 

phase some constraints and conditions are defined in order to filter out some candidates 

that does not comply with the conditions. Then, the structure itself might introduce 

additional constraints and conditions, according to the level of competence that is needed 

for that position. As a result, the job description of the position will include all the 

information necessary for any candidate to decide if he or she is suitable or not for that 

position. 

 Position specifications is the only criterion where the link between the career path 

and the professional development is made.  

 Position specifications is out of reach of the selection board, it is an objective 

criterion, so it can be considered reliable, while job description is more restrictive and 

contains requirements that must be assessed by the selection committee. 

 Among many requirements that do not make the subject of this paper, 

specifications include requirements about the rank and formal education. A position is 

associated with a military rank. While this does not necessarily imply that only employees 

with that rank should  apply for the position, it introduces a level of complexity that will be 

studied in a future chapter after the concept of military rank will be depicted. 

 As regards the formal education requirement, this is the specific place where the 

professional development of military personnel interacts with the career path. For the 

purpose of this paper,  formal education is a generic term that includes all the form of 

military or nonmilitary education that one has been subject of. To make a clear distinction 

between the formal education and professional competence, it must be said that the 

competencies of an employee doesn't necessary steam from formal education, but as a 

general rule it does. However, formal education is not enough for one to gather and 

develop  high quality competencies, there might be as well  needed  long term experience 

and other personal traits that are beyond the formal education. This might be another 

weakness of the career management. 

 

3.7 Position promotion scheme 

In Fig. 1, a simplified scheme of the promotion of military personnel is shown. The 

thicker dotted arrow represents the unreliable process of assessing employee's professional 

competence by the selection board.  
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The thinner dotted arrow represents the non mandatory requirement about rank of 

employee to match the rank associated to the position. However some constraints do exist, 

and they will be shown in the next chapter. 

The black arrow represents the only requirement that is mandatory and objective in 

the same time. This requirement is about the formal education that an employee must have 

in order to fill a position. 

 

 
 

Fig.1 Scheme of the promotion of military personnel 

 

4. Ranks 
 As in any military organization, MoND's employees are given military ranks. 

Military ranks system is the core of the career development, even though [1] and [2] don't 

include ranking system in the career path as a mandatory requirement.  

 The career path is strongly intertwined with the ranking system. In this chapter I 

will look at the rank system as defined in [2] and in the next chapter I will show how 

ranking influences professional development which in turn influences the career path of an 

officer. 

 A rank is a right, propriety of the employee while a position is an option, a 

temporary status [2] art. 3 .  

 Military personnel have the right to attend any form of academic education, 

military or civilian, PhD, or post academic studies. However, some military professional 

education is restricted to inferior ranks and mandatory for other ranks. 

CANDIDATE 

Rank 

Formal education 

Competence 

Selection 

board 

POSITION 

Rank 

Formal education 

Competence 
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4.1 Rank advance system 

 According to [2] art. 54, the advancement in rank of an employee in times of peace 

is due after he or she has completed the stage in the previous rank. There is, however, one 

constraint, as stated by [2] art. 55, stipulating that the employee should have been filling a 

position associated with the new rank for at least one year.  

 Just like promoting employees in higher positions, there are some formal education 

requirements when military personnel get rank updates, but the only ones that are stated as 

mandatory in [2] are the following:  

1. upgrade to major (or equivalent) conditioned by graduating from a specific 

specialty course. No other supplementary formal education required; 

2. upgrade to colonel (or equivalent)  conditioned by graduating from a career curse  

for colonels and a supplementary formal education requirement, in the form of 

military or civilian academic education. 

 

4.2 Employing ranks 

 Ranked personnel is employed on positions within the organization's structure. 

According to art. 74 [2], the employment of ranked personnel on specific positions should 

take account of the needs of the army, the professional competence and the moral behavior 

of the employee. Since the first two conditions have been discussed in the previous 

chapter, a little attention should be directed towards moral behavior . The only place where 

moral behavior of officers is mentioned is the evaluation document issued once in a year 

for each officer. Based on that document, the officer is liable to rank upgrade or not. This 

is how  the  human resource management's  function of evaluation interact with career 

development. The evaluation function has practically a very small role in career 

development of military personnel, but the reason of why it is so is beyond the scope of 

this paper.  

 A ranked employee can fill positions that are at one  level higher than employee's 

rank. There  is however a restriction that is worthy to be mentioned here since it might be a 

source of  a weakness: no military personnel should be a subordinate of someone with a 

lower rank([2] art. 74). Moreover, an inferior rank officer filling a superior rank position is 

more than a weakness, it is a flaw of the career management system, since the professional 

competence and formal education requirements of the position could be eluded by 

employing an inferior rank officer on that position. The inferior rank officer would have 

the power of decision of a superior ranked officer but in the same time he or she lacks the 

formal education or even the professional competencies. This is clearly one case in which 

professional development is bypassed and it is made possible by the regulations. 

 

4.2 Rank upgrade scheme 

In Fig. 2, the simplified schematic logic of rank upgrade is presented. The black 

arrows represent mandatory requirements. The dotted arrow is also mandatory but only for 

two ranks. 
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Fig.2 Rank upgrade 

 

5. Positions, ranks and professional development 
In order to establish the link between the two career management systems identified 

in the previous chapters it is mandatory to have a closer look at the types of formal 

education that military personnel is able to access during career path. 

As stated in [2] art. 12 military personnel has the right to attend any form of 

academic education, military or civilian, PhD, post academic studies and courses. 

However, some of those forms of education may have different roles when talking about 

ranking advance system versus position advance system. The next paragraph briefly 

summarizes the types of courses and other professional education that officers need to 

attend for rank upgrade and/or for professional development. 

 

5.1 Formal education 

 Base and career courses are two forms of initial or perpetual education that are 

aimed to train the employees for the next rank ([2] art. 70). These courses are held in 

military educational institutions. Besides base and career courses, there are many options 

for professional development that MoND offers to its employees. Below are summarized 

the main types of courses and studies that employees might have access to during their 

military career (the list is focused to officers case only): 

 Base course for forming the officers as a military specialist or platoon commander; 

 Advanced course for advancing to captain rank. This course is about training 

officers as military leaders; 

MILITARY PERSONNEL 

Rank 

Formal education 

Stage  

Requirements 

Position 

Rank upgrade 
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 Headquarters course  for advancing to major rank. It develops headquarters work 

competencies; 

 Post academic professional development course for advancing to lieutenant colonel 

rank. This course is a career course that provides professional competencies in the 

specific field that the job description requires.  

 Post academic professional development course for advancing to colonel rank. This 

course is a career course that provides leadership competencies in order to fill a 

managerial position within military units;  

 Post academic strategic leadership development course for colonels that may fill 

positions associated to the rank of general. This course provides competencies in 

the field of strategic leadership, military operations and  resources planning;  

 National security programs and courses aimed to prepare officers to fill the chief or 

commander position within the central structures  of MoND; 

 Master academic studies - in civilian or military institutions - develop inter-arm 

knowledge and command competencies, improve professional competencies, etc.  

 PhD academic studies in military or civilian institutions. 

 

 

5.2 Ranks vs. professional development  

 It should be clear by now how advancing in ranks foster the professional 

development of employees. The career path designed by the responsible structures of the 

MoND is very restrictive regarding the professional competencies one must have in order 

to be ranked at a certain rank. No one can surpass or avoid career courses or academic 

studies requirements that define a rank. These are not optional and moreover, advancement 

in ranks is mandatory in Romanian Armed Forces, up to colonel rank. That means that the 

professional development is mandatory, a thing that is not always true in civilian 

companies career management systems. As a conclusion in studying the rank system I 

could say that it is not the professional development that generates the ranking process but 

by the contrary, ranks requirements force employees to develop their education, 

knowledge, skills and abilities, in one word, the professional competence. 

 

5.3 Positions vs. professional development 
 As opposed to ranking system, positions are optional. There are many positions at 

different levels of management hierarchy that can be filled by personnel with the same 

rank. What makes the difference between them is the professional competence, in other 

words, the formal education that military personnel may have when they candidate for a 

position. In this case, it is only the employee's choice that drives professional development 

further, so unlike in ranking system, professional competence determines the career path 

that military personnel is willing to follow. 

 

5.4 The big picture 
 The bad news is that there is no a big picture at all when trying to combine the two 

systems. In a way, the ranking system gets precedence because it is the only one that would 

enforce professional development of employees. Improving professional competence by 

upgrading ranks gives employees the chance to fill higher positions, all along their career 

path. This is how the ranking system influences the position promotion system, by silently 

supporting it. 
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 Meanwhile, the employees that are willing to promote to higher positions have their 

chance by choosing the professional training that is specifically needed to fill the desired 

position. However, there are some limitation here, and the most obvious one is the 

requirement that nobody can fill a position associated with a rank that is one rank higher 

than the actual rank of the candidate. Another limitation is that there is no possibility for 

one to have subordinates with higher ranks. This is how ranking system hinder a little bit 

the promotion scheme.  

 

6. Conclusions 
Even though the scope of this paper was a very narrow one, trying to fit every piece 

of information on its right place by only reading laws and regulations is a puzzling 

experience. Hopefully I have managed to correctly identify all the details that had 

connections with professional development, filtered them out them and had a broad view 

about how important is professional development and where is its place in the career 

management system. 

The career management system designed in MoND is complex but it is effective. As 

I showed in my paper, two subsystems could be identified inside this system: the rank 

advancement system and the position promotion system. They are intertwined, but it seems 

that, surprisingly, ranks system tends to initiate and foster professional development more 

than the position promotion system.  

 

 

 

References:  
[1]  Law No. 80 / 1995 "The statute of military personnel"; 

[2] The order of the minister of National Defence no. 30 for approval of the "Instructions 

for recruitment, selection, professional forming and military career evolution in Romanian 

Armed Forces"; 

[3] "The Guide of Military Career", approved by the prime minister Order No. 106 from 

9th February 2011. 
 

 

281



The 9
th

 International Scientific Conference 

“DEFENSE RESOURCES MANAGEMENT  

IN THE 21st CENTURY” 

Braşov, November 14
th

 2014 

 

 

MANAGING INFORMATION RECOURCES IN AN 

ORGANIZATION. A PERSPECTIVE UPON ITS MASS 

MEDIA EXPOSURE 

 
Totladze Giorgi  

 
Ministry of Defence of Georgia / Department of Information Technology / Tbilisi / 

Georgia  

 

 
Abstract: 

The purpose of this work is to find out what is information recources in the 21st century, how we can manage 

it, how it can be transformed into strategic recource rather than overload to give competetive advantage over 

others and achieve the goals of organization.  

The work also tries to define and show us what challeneges we will face to due to the increasing role of 

information resources. And this challenge is represented by mass media, and to be more precise, by online 

social networks.  

Online social networks are discussed from the perspective of the employer and employee in terms of security 

and privacy invasion, employability and finaly some recomendations are suggested. 

 

 

1. Introduction 
Information Resource Management - (IRM) A philosophical and practical approach 

to managing government information. Information is regarded as a valuable resource 

which should be managed like other resources, and should contribute directly to 

accomplishing organizational goals and objectives. IRM includes (1) identification of 

information sources, (2) type and value of information they provide, and (3) ways of 

classification, valuation, processing, and storage of that information. 

Information resource management (IRM) has been with us for almost three decades. 

Numerous articles and monographs have been written about this interesting unconventional 

field of management. This paperwork serves to defining information resources, managing 

it and some issues that organizations should be concerned about in terms of security issues 

against its mass media exposures. Information explosion, reducing papers and extensive 

use of information handling technologies are examined as causes for the inception of IRM. 

As any other concept IRM had to be put to the test through its use in government and 

military sectors, as well as in private business.  

Coin has two sides, so has the IRM. From one side it has a large economy of scale, 

it can be effective and efficient, can provide one with competitive advantage upon others 

and etc... but on the other side, it must be managed, protected and controlled. 

Problems, challenges and some moot points connected with mass media exposure 

will be discussed bellow in terms of ”second side of the coin”, some experiments and 

vision will be shown to provide us with a motive for critical thinking towards privacy and 

security issues which seems quite harmless at a glance.  
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2. Information recourses 
One of the dilemmas facing 21

st
 century’s manager is that on the one hand they 

seem to be suffering from information overload, but on other hand, there are lack of proper 

information and they often complain about shortage of information needed to make vital 

decisions. 

Symptoms of overload are a growth of incoming information, including electronic 

mail, an explosion in the volume of information sources (there are over 10,000 business 

newsletter titles and a similar number of CD-ROM titles). Symptoms of scarcity are the 

lack of vital information for decision making, unexpected competitor moves and the 

inability to find the relevant 'needle in the haystack'.   

 

2.1 Information as a strategic asset 

There is also the crucial problem of exploiting an organization's proprietary 

information as a strategic asset. 

Underlying these problems is that of having "the right information, in the right 

place, in the right format, at the right time". 

If we have the information in the above mentioned manner, we can freely call these 

information as a strategic resource. 

 

3. Security policy/issues 
Consider that everything is ok with the above mentioned issues, what another 

problem can be found? 

”Over the last 16 months,” - says Glenn Greenwald – ” as I've debated this issue 

around the world, every single time somebody has said to me, "I don't really worry about 

invasions of privacy because I don't have anything to hide." I always say the same thing to 

them. I get out a pen, I write down my email address. I say, "Here's my email 

address. What I want you to do when you get home is email me the passwords to all of 

your email accounts, not just the nice, respectable work one in your name, but all of 

them, because I want to be able to just troll through what it is you're doing online, read 

what I want to read and publish whatever I find interesting. After all, if you're not a bad 

person, if you're doing nothing wrong, you should have nothing to hide." [1] 

As Glenn Greenwald tells us not a single person has taken him up on that offer. He 

was checking that email account religiously all the time. He had no e-mail received to that 

regard. And of course there's a reason for that, which is that we as human beings, even 

those of us who in words disclaim the importance of our own privacy, instinctively 

understand the real importance of it. It is true that as human beings, we are social 

animals, which means we have a need to share the information about what we know what 

we are doing and saying and thinking to other people, which is why we voluntarily publish 

information about ourselves online. But there is another point equally essential to what it 

means to be a free and fulfilled human being is to have a place that we can go and be free 

of the judgmental eyes of other people. There's a reason why we seek that out, and our 

reason is that all of us — not just terrorists and criminals, all of us —have things to 

hide. There are all sorts of things that we do and think that we are willing to tell our 

physician or our lawyer or our psychologist or our spouse or our best friend that we would 

be mortified for the rest of the world to learn. We make judgments every single day about 

the kinds of things that we say and think and do that we're willing to have other people 

know, and the kinds of things that we say and think and do that we don't want anyone else 
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to know about. People can very easily in words claim that they don't value their 

privacy, but their actions negate the authenticity of that belief. 

 

4. Mass media 
The mass media are diversified media technologies that are intended to reach a large 

audience by mass communication. The technologies through which this communication 

takes place varies. Broadcast media such as radio, recorded 

music, film and television transmit their information electronically. Print media use a 

physical object such as a newspaper, magazine, book, pamphlet, flyer or comics, to 

distribute their information. Outdoor media is a form of mass media that 

comprises billboards, signs or placards placed inside and outside of commercial buildings, 

sports stadiums, shops and buses. Other outdoor media include flying billboards, blimps, 

and skywriting. Public speaking and event organizing can also be considered as forms of 

mass media. The digital media includes both Internet and mobile mass 

communication. Internet media provides many mass media services, such 

as email, websites, blogs, and internet based radio and television. Many other mass media 

outlets have a presence on the web, by such things as having TV ads that link to a website, 

or distributing a QR Code in print or outdoor media to direct a mobile user to a website. In 

this way, they can utilize the easy accessibility that the Internet has, and the outreach that 

Internet affords, as information can easily be broadcast to many different regions of the 

world simultaneously and cost-efficiently. 

 
4.1 Mass media differentiation 

Mass media contains: Radio, Television, Newspaper, pamphlet, billboards, internet 

and etc. 

 

4.2 Social networks 

I would like to concentrate on the internet based mass media means, such as online 

social networks. 

A social networking service is a tool to build social networks or social 

relations among people who share interests, activities, backgrounds or real-life 

connections. A social network service consists of a representation of each user (often a 

profile), his or her social links, and a variety of additional services for example online 

games, surveys and etc. Social networks are web-based services that allow individuals to 

create a public profile, to create a list of users with whom to share connections, and view 

and cross the connections within the system. Most social network services are web-

based and provide means for users to interact over the Internet, such as e-mail and instant 

messaging. Social network sites are varied and they incorporate new information and 

communication tools such as mobile connectivity, photo/video/sharing and 

blogging. Online community services are sometimes considered as a social network 

service, though in a broader sense, social network service usually means an individual-

centered service whereas online community services are group-centered. Social networking 

sites allow users to share ideas, pictures, posts, activities, events, interests with people in 

their network. 

The main types of social networking services are those that contain category places 

(such as former school year or classmates), means to connect with friends (usually with 

self-description pages), and a recommendation system linked to trust. Popular methods 
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now combine many of these, with American-based services such as 

Facebook, Google+, YouTube, LinkedIn, Instagram, Pinterest, Vine, Tumblr, and Twitter.  

There have been attempts to standardize these services to avoid the need to 

duplicate entries of friends and interests (see the FOAF standard and the Open Source 

Initiative. A study reveals that India has recorded world's largest growth in terms of Social 

Media users in 2013. A 2013 survey found that 73% of U.S adults use social networking 

sites. 

 

The graph bellow (Fig.1) shows its importance and diffusion: 

 

Fig.1 Importance and diffusion 

 

 

5. Privacy  
Privacy concerns with social networking services have been raised growing 

concerns amongst users on the dangers of giving out too much personal information and 

the threat of sexual predators. Users of these services also need to be aware of data 

theft or viruses. However, large services, such as MySpace and Netlog, often work with 

law enforcement to try to prevent such incidents.  

In addition, there is a perceived privacy threat in relation to placing too much 

personal information in the hands of large corporations or governmental bodies, allowing a 

profile to be produced on an individual's behavior on which decisions, fatal to an 

individual, may be taken. 
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Furthermore, there are some problems over the control of data—information that 

was changed, deleted or removed by the user may in fact be retained and passed to third 

parties. This danger was highlighted when the controversial social networking 

site Quechup harvested e-mail addresses from users' e-mail accounts for use in a spamming 

operation. 

In medical and scientific research, asking subjects for information about their 

behaviors is normally strictly scrutinized by institutional review boards, for example, to 

ensure that adolescents and their parents have informed consent. It is not clear whether the 

same rules apply to researchers who collect data from social networking sites. These sites 

often contain a great deal of data that is hard to obtain via traditional means. Even though 

the data are public, republishing it in a research paper might be considered invasion of 

privacy. 

Privacy on social networking sites can be undermined by many factors. For 

example, users may disclose personal information, sites may not take adequate steps to 

protect user privacy, and third parties frequently use information posted on social networks 

for a variety of purposes. "For the Net generation, social networking sites have become the 

preferred forum for social interactions, from posturing and role playing to simply sounding 

off. However, because such forums are relatively easy to access, posted content can be 

reviewed by anyone with an interest in the users' personal information". 

Following plans by the UK government to monitor traffic on social 

networks schemes similar to e-mail jamming have been proposed for networks such as 

Twitter and Facebook. These would involve "friending" and "following" large numbers of 

random people to thwart attempts at network analysis. 

Privacy concerns have been found to differ between users according to gender and 

personality. Women are less likely to publish information that reveals methods of 

contacting them. Personality measures openness, extraversion, and conscientiousness were 

found to positively affect the willingness to disclose data, while neuroticism decreases the 

willingness to disclose personal information. 

 

6. Impact on employability 
Social networking sites have created issues among getting hired for jobs and losing 

jobs because of exposing inappropriate content. Social networking sites are places on the 

Internet where users can update their statuses and express their personal opinions about life 

issues to their friends. This is controversial because employers can access their employee’s 

profiles, and judge them based on their social behavior. According to Silicon 

Republic’s statistics, 17,000 young people in six countries were interviewed in a survey. 1 

in 10 people aged 16 to 34 have been rejected for a job because of comments on an online 

profile. This shows the effects that social networks have had one people's lives. 

There have been numerous cases where employees have lost jobs because their 

opinions represented their companies negatively. In September 2013, there was a case 

when a woman got fired over Facebook because she posted disruptive information about 

her company stating that military patrons should not receive special treatment or discounts. 

A manager of the company found her opinion online, disagreed with it, and fired her 

because it completely went against the companies’ mission statement. In November 2012 

there was a case in which a woman posted a racist remark about the President of the United 

States and mentioned content about a possible assassination. She lost her job, and was put 

under investigation by the secret service. 

286



MANAGING INFORMATION RECOURCES IN AN ORGANIZATION. A 

PERSPECTIVE UPON ITS MASS MEDIA EXPOSURE 

 

Not only have employees lost their jobs in the United States, but it has happened 

with social network users internationally. In April 2011, a Lloyd’s banking group 

employee in the United Kingdom was fired for making a sarcastic post about the higher 

salary of her boss in relation to hers. In February 2013 there was another case where a 

flight attendant working for a Russian airline lost her job because she posted a photo of 

herself giving the middle finger to a plane full of passengers. The photo went viral 

exposing it all over the Internet. In November 2009, a women working for IBM in Quebec, 

Canada, lost her company’s health insurance benefits because she posted photos displaying 

her mental health problem. The company decided to cut her benefits because it was costing 

them additional funds.  

 Incidents like these have provoked that some privacy policy implications needed to 

be implemented to clear up whether companies have the right to see and inspect their 

employee’s profiles. In March 2012, according to the announcement, Facebook decided 

they might take legal action against employers for getting access to employee’s profiles 

through their passwords. According to Facebook’s high officials, the company has 

elaborated some tools enabling Facebook users to control and check up who sees their 

profiles and information on it. According to Facebook Chief Privacy Officer for policy, 

Erin Egan, online social network’s users shouldn’t be obliged to share/provide with private 

information to the their potential employers’ to get a job. According to the network’s 

Statement of Rights and Responsibilities, sharing or soliciting or insisting to get a 

password is a violation to Facebook. Some people may still provide their potential 

employer’s with their password information to get a job, but according to Erin Egan, 

Facebook will continue to do their best to protect the privacy and security of their users.  

 

6.1 Top 10 Reasons Employees Get Fired 

Because of some problems of privacy invasions, checking and inspecting 

employees’ profiles and private information, some reasons of firing employees’ have been 

revealed and highlighted. The list below shows some common reasons of terminating an 

employee from a job:  

1. Damaging the property of the organization 

2. Drug or alcohol possession at work 

3. Falsifying organization records 

4. Insubordination 

5. Misconduct 

6. Poor performance 

7. Stealing 

8. Using company property for personal business 

9. Taking too much time off 

10. Violating company policy 

 
6.2 More Reasons for Termination of Employment 

There are many reasons that companies fire employees. If you take a look at the 

stories about getting fired shared by About.com readers you'll find a variety of reasons 

people were fired from their job, including for posting on Facebook and some other 

activities related to the online social networks. 

To take a better look in terms of online social network activities as a reason for 

termination of employment, the figures bellow will give us better opportunity for that. 
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Surveys report on the following reasons employers have terminated an employee 

from a job: 

15% of employers have fired a worker for calling in without a legitimate reason 

(CareerBuilder); 

22% of employers have fired someone for using the Internet for non-work related 

activity (CareerBuilder); 

22% of employees know someone who has been fired for wasting time at the office 

or disrupting other employees (SHRM); 

33% of employers have disciplined an employee for violating social media policy 

(SHRM). 

 

The chart bellow (Fig.2) shows these figures: 

 

Fig.2 Reasons employers have terminated an employee from a job 
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7. Unauthorized access 
There are different forms where user data in social networks are accessed and 

updated without a user's permission. One study highlighted that the most common 

incidents included:  

1. Inappropriate comments posted on social networking sites (43%),  

2. Messages sent to contacts that were never authored (25%)  

3. Change of personal details (24%).  

 

Fig.3 Forms where user data in social networks are accessed and updated 

without a user's permission 

 

 

The most incidents are carried out by: 

1. The victim's friends (36%)  

2. Partners (21%)  
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One in ten victims say their ex-partner has logged into their account without prior 

consent. The survey found that online social network accounts had been subject to 

unauthorized access in 60 million cases in 2011.  

 

8. Recommendations  
Many companies have social networking policies that forbid the use of social 

networking sites at work, that prohibit posting proprietary company information online, 

and/or that limit what employees can say online. 

 

8.1 What Not to Post On Social Networking Sites 

Posting confidential company information, even if it's good or bad news, posting 

that you do not like your job or you have a job offer you're going to take even though it's 

not a great job, posting inappropriate information on Facebook, tweeting that you have a 

job offer while still employed, are just a few examples of what can get you in trouble, or 

cost you your job or a job offer. 

Companies aren't just worried only about what you post, even though that's 

important. They are also concerned about the time you spend for posting. Employee 

productivity is a problem when employees are Facebooking, Tweeting, watching YouTube 

videos, and doing anything else other than working. 

Simply using your work computer for any personal and private business can be a 

problem if your company has guidelines and internal regulations on computer use on the 

job. 

Dan Prywes, an expert in labor and employment law and a partner in the 

Washington, D.C. office of Bryan Cave, explains that "Employers are within their rights to 

limit social networking site access and resume posting and you need to be prepared for the 

consequences when you post online." 

Employers have the right to control your computer and check what's on it, because 

it's not really yours - it is the property of the company. 

 

8.2 Violating Company Social Networking Policy 

Facebook continues to be an issue and an employee time waste, despite all the 

warnings about carefully using the privacy settings. Even updating your status from work 

can violate company policy if you're not supposed to be using Facebook in the office. 

Twitter is an issue too. Every tweet shows up in Google, so it's easy to see what 

you're posting. Blog posts show up on the search engines, too, so be cautious what you say 

when you blog. 

LinkedIn can be problematic, as well, even though it's a professional networking 

site. There was one person who was fired ahead of schedule because he shared the news 

that he had received a warning with all his contacts on LinkedIn. That news got relayed to 

his boss and he was out of a job sooner rather than later. 

Another person received a warning from his Human Resources Department because 

he gave a former colleague a reference on LinkedIn. Company policy prohibited references 

and Human Resources construed his referral to be a violation of that policy. 

 

8.3 If You Are Fired 

What can you do if a company withdraws a job offer or fires you because of what 

you posted? Not much. Most states are "employment at will" meaning that the company 

doesn't need a reason to terminate your employment. 
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Employers are not required to provide a reason or explanation when terminating an 

at-will employee. 

Public posting of your resume or posting the "wrong" information online can cost 

you your job and getting fired can make it harder to get another position. Rather than 

setting yourself up for possibly losing your job, take care in what and how you post 

information online.  

 

9. Conclusion  
As discussed above, privacy matters as for the organizations (no matter public or 

private sector) as for the employees itself, so taking into consideration what side affects 

can have our “ordinary activities” on social networks, each person and organization should 

be very careful and protect itself not only with some technical means, but by realizing its 

pros and cons. Before making some international or national regulations and legislative 

frameworks or guidelines, which will regulate this “cyber world” of information 

technology and its mass media exposure, we should only rely on the common sense, best 

practices and taking risks of the uncertain future. 
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1.  Introduction 
Whether large or small, public or private, competitive or charitable, the organizations 

are now an integral part of the economic social and cultural scenery, in the contemporary 

world. This world of organizations is not easy to be understood and it is easy to be confused 

with the structures they are founding. But these structures represent only the formal rules, the 

processes, the definitions of officials of organizations and the reality is sometimes very 

different from the flowchart that is trying to describe it. An organization is, first of all, what 

the people that compose it want to do in real life, everyday. From this point of view, an 

organization can not be understood only through the concrete actions of the people, namely 

by the attitudes and the components assembly of the actors that compose the environment. 

Such behaviors stand in the center of the functioning of all organizations. Under the generic 

term of behavior can be grouped realities or different dimensions. 

In the case of an organization they represent the manner in which the actors interact 

with each other, process the information and make the decisions, whatever they may be. That 

huge area of human experience within the formal structures covers the interesting 

organizational behavior. [1] 

The organizational behavior “covers a wide variety of activities: the knowledge and 

the satisfaction of employees, the understanding of dynamics group, the accepting and the 

respect for the differences between people and the various cultural values with which they 

come into the organization and many other skills, activities and management practices”. [2] 

The society as a whole expects that between obtaining high performance and the 

quality of life to be in direct proportional relation; at the same time, they consider the ethics 

and social responsibility as fundamental values, they respect the great potential which the 

diversity of the demographic and cultural offer, they accept the impact of globalization on 

daily life support, but also on the functioning of organizations. 

The last years have determined dramatical changes in terms of the nature and type of 
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change: a revolution which was felt different and contradictory - the people felt scared, 

guilty, freed, bewildered, frustrated, confused, provoked, in a word, chaos. But what began as 

a revolution has become the everyday reality. There is an intense competition of globally 

interdependent national economies, a permanent improving technology, new forms of 

organizations, a strong mobility of population. We are surrounded both by changes, as well as 

powerful influences on the organizations and the individuals are confronted with the need for 

continuous improvement. What remains is to cope with these changes, both at individual and 

institutional level, but also to be prepared for other changes.  

The new tendencies at the workplace are: 

- the renunciation at the dictum “command and control” - the increasing of 

competition in the organizational environment, the old hierarchical structure proved to 

be inefficient; 

- the appearance of new expectations - a new generation of workers who have less 

tolerance for the hierarchy versus formalism, preoccupied with the performance more 

than status; 

- the increase of technological impact - the organizations use computers and there are 

substantial consequences upon the usage of the information gathered; 

- the belief in power - dynamic and complex environment focus on knowledge, 

experience and engagement which supposing an involvement intense activity; 

- underlining the importance of the team - the organizations are structured less vertical 

and more horizontal; it is driven by a complex environment and existent requests, the 

work is more efficiency as a team work based on effort of all members; 

- preoccupation for the work-life equilibrium - because the society becomes more 

complex, the organizations give a greater attention to how the members accomplish 

that balance between priorities. 

 

2. Organizational behavior - conceptual delimitations 
The founder of concept concerning the organizational behavior was Fritz 

Roethlisberger which together with Elton Mayo, they have started to identify the relationship 

between individual and group behavior on the labor productivity. Their first observation 

(Study Hawthorne) was related to the importance of social relationships (informal), which 

have proved to be more important than the money system. Against the opponents of “human 

relations school” whose first hand representative was Elton Mayo, the concept concerning 

organizational behavior has been recognized by theoreticians by doctoral programs in the 

field which they are beginning to advance in some American universities only in 1957”. [3] 

The organizational behavior means the study of human behavior in the organization, a 

discipline which seeks to better discern the acts and behavior of individuals and groups, the 

interpersonal interactions and the mechanics of organizations. The organizational behavior 

has an increasingly greater importance in today’s society. In this sense we can mention new 

trends in the work environment, such as the desire for integrating in the organization some 

components which comply with ethical principles, the disappearance of high hierarchical 

structures, the importance given to the teamwork, the influence of new techniques of 

information and communication and the decision making process taking into account the new 

requirements of human resources. [4] 

Because the managers achieve their business through other persons, the organizational 

behavior offers tools to guide the collaborators’ productivity, guessing the human behavior 

during the time of working and the perspectives needed to lead individuals of different 

backgrounds society. It provides the solutions to place and puts the individual to work 

effectively in a group, put the group in a similar situation towards the organization, all to 
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generate performance at all levels. 

When you ask a manager to talk about the problems at the workplace, the answers will 

generally comprise the same subjects. It refers to individual problems. He describes the lack 

of communication with other managers, the lack of employees’ motivation, the conflicts 

occurring between coworkers (members of the same department), increased resistance of 

employees to workplace reorganization. [5] 

Because the responsibility of a manager is to work through and with people - bosses, 

coworker, subordinates - the individual skills of each employee are very important for solving 

the problems arising in the course of activities at the workplace. The analysis of behavior of 

individuals at the workplace represent the object of study what we call, of the scientific, the 

organizational behavior. [6] In other words, the study of individuals and groups within the 

organizations represent the object of organizational behavior. [7] 

Each of us, frequently, appeals to the common sense when we try to explain certain 

phenomena. For example, a friend has a cold and we call to see if “he did not take the 

medication” or “he did not dress according to the weather” or “because just it happens every 

time the weather changes”. We're not sure why he has a cold, but this does not prevent us to 

give intuitive explanations of what is happening. The object of study of the organizational 

behavior tries to replace the intuitive explanations with systematic study: this means that the 

scientific information are obtained in controlled situations, measured and interpreted 

rigorously to capture the relation cause-effect. Thus, the area of study of organizational 

behavior - the theories and the conclusions - is based on a number of researches which they 

made rigorously. 

What is the organizational behavior research? The actions (the behaviors) and the 

attitudes. But not all types of behaviors. There are three types of relevant behaviors to obtain 

performances by employees: the productivity, the absenteeism and the leaving of workplace. 

The performance is strongly connected to the concept of efficiency, which Mielu Zlate [8] 

pointed out that “the achieving efficiency constitutes one of the strategic targets for of each 

organization. 

The importance of productivity is evident - all the managers are concerned about the 

results (quality and quantity) obtained by employees. But the absenteeism and leaving the 

workplace - especially when there is a high frequency - it affects these results. In terms of 

absenteeism, it is very difficult for an employee to have a high rate of productivity if he is not 

present at work. Moreover, where there are a large number of employees who leave the 

workplace, the costs increase and appear the tendency to employ unqualified persons for the 

vacancies. 

 

3.  The organizational civic behavior 
Currently it is talking about a fourth type of behavior - the organizational civic 

behavior - which proved to be very important in achieving performances. [9] The 

organizational civic behavior and organizational nationality refers to that type of behavior 

with some features which are not listed necessarily in the job description, but they have a 

great value for the effective functioning of the organization: to help a coworker at the 

workplace, the volunteer for some activities outside the program, to avoid conflicts of the 

team work and creativity to improve the entire organization. In other words, organizational 

nationality behavior is a behavior that, officially, is not required from the staff, but it 

contributes to the smooth functioning of the company. [10] The concept of the organizational 

civic behavior was first used in 1983 by T. S. Bateman and D. W. Organ in the article “Job 

satisfaction and the good soldier: The Relationship Between Affect and Employee 

Citizenship” and Giulia Negură [11] describes the other names proposed for organizational 
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behavior more or less similarly to the civic: prosocial organization behavior, extrarole 

behavior, the contextual performance and organizational civic performance. 

T. S. Bateman (1983) [12] initiated the “first study aimed at testing the influence of 

situational variables existing in the workplace upon the behavior and attitudes of employees. 

Some dimensions of personality were measured, behaviors and attitudes of non-teaching staff 

at Indiana University, twice at an interval of six - eight weeks. Afterwards, the author added 

the managers’ evaluations about the performance of subordinates, which included indicators 

of performances / efficiency but also psycho-behavioral aspects. The scale items designed 

specifically are related, on the one part, to efficiency / performance called “quantitative 

performance” and, on the other part, to aspects included under the name “qualitative 

performance”. The study results could not be found in previous research: the satisfaction at 

the workplace could be the predictor for a new type of behavior, the organizational civic 

behavior manifested by employees after recruitment, and the correlation between the 

quantitative and qualitative performances were above expectations. The results obtained from 

factorial analysis were a complete failure, because although most items correlated in a single 

factor generally, there are also other factors”.  

To the question to what extent this type of behavior influences the pursuit of the 

business, R. A. Avila, E. F. Fern and O. K. Mann (1988) [13], they tried to answer realizing 

an experiment in an environment of sellers in computer science. The objective of the study 

was the objective performance assessment of the appropriate parties (the sales people) and 

organizational nationality behavior in the overall assessment made by heads of sales 

department. The results show that the sales people represent only 12 percent of the overall 

assessment, while organizational nationality behavior contributes to an increase of 48 

percent. The same results have been obtained a few years later by the S. B. MacKenzie et al. 

(1993) on three different segments: insurance agents, distributors, petrochemical industry and 

managers in the pharmaceutical industry. The authors came to the following conclusion: the 

official evaluation criteria justifies only a quarter of the overall assessment, while the 

organizational nationality behavior explains half of them. 

Organizational behavior is also concerned with the satisfaction (attitude) of employees 

at the workplace. The managers should be careful at the satisfaction of the subordinates for at 

least three reasons. First, there is a directly proportional relation between the satisfaction and 

productivity. Secondly, the satisfaction is in an inversely proportional relation with the 

absenteeism and leaving the workplace. And the last, but not the least, the managers have a 

moral obligation to provide workers with the possibility of jobs where they are intrinsically 

motivated. 

When we analyze the organizational behavior, we must not forget to define the concept 

of organization. The psychology and the sociology are disciplines that have as their object of 

study the behavior of individuals, but not in the context of the workplace. The organizational 

behavior is concerned specifically with these conditions: scientific understanding and 

explaining the behavior of individuals and groups within organizations, group dynamics, 

relations between managers and employees, as well as the influence of structures, systems 

and organizational processes on performance. [14] 

The organization is a social unit consciously coordinated which operates on a single 

base with a view to achieve one or more objectives. It is characterized by the existence of 

formal rules that, they define a particular set of behaviors for his members. Thus, we talk 

about behaviors in various types of organizations: schools, hospitals, churches, military 

organizations, charitable organizations, government or non-governmental agencies. [15] 
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4. The organizational behavior and cultural diversity 
Currently, an important aspect of the organizational behavior refers to the workforce 

diversity - the existence of differences on base of gender affiliation, ethnicity, age and ability 

to work. To achieve success at the workplace individuals must have a range of skills to relate 

with others who can have a different background (gender, age, culture). Valuing diversity is 

an essential component of organizational behavior. It refers to the management and 

organization of respecting the individual differences. 

The classical reference of intercultural research within the organizations is the project 

of Geert Hofstede [16]; the first stage was finished in 1980 by the appearance of “Culture 

Consequences”. The study was organized in a multinational American company - Hermes / 

IBM. The Dutch psycho sociologist has been working on samples comparable as dimensions 

for all branches of the company, and the dates that were collected between 1967-1973 to 

obtain 117.000 the answers to the questionnaires applied. The instrument of work has 

followed the various aspects of work experience in different cultures, investigating the 

motivational registry, skills and values. Originally, Geert Hofstede has not proposed to 

formulate a psychological theory of the cultural factors that shape the employment relations 

and efficiency in tasks, but only to articulate a unitary methodological strategy intra-

organizational study. Then, by collecting a huge amount of dates, the Dutch social 

psychologist has decided to systematize a paradigmatic theory which dreamed to the status of 

theory “universal” on organizational behavior, with - through the register comparison to 

which recourse - to provide information harnessed to increase the organizational 

performance. 

Alin Gavreliuc [17] has presented the results of a survey which aimed to obtain the 

cultural profiles based on the methodology proposed by Geert Hofstede to complete the 

analysis of a representative population sample, the appearance of incomplete evaluations of 

“Romanian majority organizational culture”. The methodology was both quantitative and 

qualitative, meaning that a subject so difficult and hard to put in words cannot be studied 

only with a standardized instrumentation, quantitative, such as the one supplied by Hofstede. 

In the first part of the research, Alin Gavreliuc has used predominantly quantitative 

methodology organizing a psycho sociological investigation by applying specific tests 

(VSM94) on a regional sample representative of the working population in the Western 

Region composed by 1.058 subjects. In the second part of the investigation he has used a 

predominantly qualitative methodology by conducting of seven focus groups undertaken in 

organizations of different sizes. [18] 

The study was configured on an organizational portrait majority characterized by 

retractable formalism in the relationship over symbolic (long distance from power), 

collectivism moderate or distinct species by “autarchic individualism” focusing on the 

relation to the detriment of the organizational performance (pronounced femininity), fearful 

attitude towards change (high scores on uncertainty avoidance) and the prevailing short-term 

orientation. [19] 

In connection with the concept of cultural diversity has emerged ceiling glass effect as 

designating the possibility of women or minorities to promote in career to a certain point. 

Peter L. CURŞEU and Smaranda Boros [20] underlines that specialty literature abound in 

concepts that involve such a term: glass escalator or glass cliff. 

There have been advanced a series of explanations to explain the phenomenon. Some 

of these explanations were sought because of the way of being of women, considering that 

there are differences between them and men concerning the finality and value attached to 

work, the competitive spirit (women being much less oriented towards competition than men) 

or obstacles as regards the training (participation in fewer training courses because of family 
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obligations. [21] 

Lionel Dagot [22] explains the “glass ceiling” as being the usual expression of sex 

discrimination in the field jobs explaining the over-representation of men in higher positions 

and leadership. The structuring on two dimensions of leadership theories: instrumental and 

expressive sending us the interest that the leaders grant either technical aspects of the work 

and organization or human relations and communication (especially with the subordinates. 

The two dimensions are associated with the characteristics of masculinity, respectively 

femininity. The specific features of masculinity are the independence, competitiveness, 

perseverance and trust in their own. The feminine features would be the devotion, the interest 

in the others, the disease. 

In a study conducted on 604 professionals from France (245 women and 259 men), 

Belghiti (2004) [23] questioned him if the image that he has about the respective employees 

related to the personal style that have made her manager about ideal. Depending on the 

answers, it outlines four styles: male, female, androgynous (balance between masculine and 

feminine) and qualities matter (very low levels and on masculinity and femininity. There are 

two very important results obtained. On the one hand, the teaching, whether men or women, 

perceive themselves as having an androgynous management style, one the balances 

masculine and feminine. But when asked what the most effective management style is, nearly 

a third say that masculinity is the best way to exercise leadership. Another interesting thing 

on this issue, the women have the same opinion as the men. Thus, most of the staff believes 

that for a good manager, instrumental qualities are less important than relational. 

In another experiment, Casini and Sanchez-Mazas (2005) [24] was requested 78 people 

(men and women) to complete a questionnaire to evaluate their adherence to the rule of male 

or female. Then, the same people were proposed to participate in a study where they had to 

assume the role of manager in a role play that simulates a job. Depending on the experimental 

condition, the participants were reading short description of “the management style” that they 

had to adopt during the simulation. 

Related to the “relational style” the participants were reading the following description: 

“You must play the role of COLLABORATOR-MANAGER working in the group. Your role 

will include the taking decisions established by consulting the whole team, a group-oriented 

management style and resolving conflicts that can appear in your team. We have, finally, to 

evaluate the final product that the team worked”. 

And then, the subjects were questioned about the personal feeling about the efficiency 

with which they could assume the role of manager as they were proposed. 

The first important result is the absence of differences between men and women in 

preference to one of the two types of management, which could mean that both no belong to 

the biological category of male or female make a difference, but rather the attachment to 

masculine style or female. That is confirmed dates below. 

It is found that the style of “collaborative manager” records similar assessments from 

the individuals who adopt feminine or masculine styles. Instead, the style of "accountable 

manager" offers the opportunity of distinguishing the two groups. The men subjects are those 

who prefer – very clearly - the image of the chief Manager. 

This study shows that companies influence the degree to which individuals are prepared 

to assume the responsibilities. Depending on the adherence of people to a "gender norm" 

male or female the preferences for the models of collaborative manager and tend to reverse: 

those women were oriented towards the “relational style”, while male individuals would soon 

be inclined to adopt “instrumental style”. Casini and Sanchez-Mazas concludes: “Thus not 

because men participants prefer to be leaders, but because it adheres to a social model that 

declines word in male boss. And not because the women depart from this position, but 
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because it adheres to a social model in which the woman is supposed, first of all,  to deal with 

others and the men are supposed to command”.[25] 

There are gender differences and in the perception and expression of anger of men and 

women managers. Thus, a team of researchers [26] has requested a number of 368 subjects to 

evaluate the credibility of an employer who announces collaborators using different 

emotional registers, that the annual results of the company are weak. 

- The male owner is not less than credible when expressing anger, but his credibility is 

collapsing when he expresses sadness. 

-The female owner decreases her credibility when she manifests anger, but the sadness 

harms her image less than the male colleague. 

In all the cases and for both genders, the neutral expression neither anger and sadness is 

the most credible. The researchers admit, moreover, that they not only the measured the 

impact of emotional expression in a given situation depends on the credibility of the leader 

but also his other skills. 

Also in the category of the glass ceiling effect, a research conducted by S. Sczeney and 

D. Stahlberg (2002) [27], where 116 individuals were recruited to participate at the 

experiment as a recruiter assistant. They should each in turn, to accompany the person 

recruiting to evaluate the applicants. The different candidates thus presented and applied for 

the post of manager. In reality, the candidates were actors who were trained to behave 

identically. Only the sex change (male or female) and the perfume (perfume male, female 

perfume or no perfume). Of recruiters work consists in the presence in the meeting and the 

subsequent expression of opinions about the candidate. 

The researchers have quickly realized that the recruiters’ flair is an important factor in 

the decision. Indeed, the women who had been given with a manly perfume were evaluated 

almost two times better than those given a feminine scent and almost three times better than 

those who were not given all the perfume. In conclusion, a woman which applies for a higher 

hierarchical job or as a manager, she will have every incentive to give the job  to a men 

wearing perfume when she goes to the interview. 

 

5.  The scientific basis of studying of organizational behavior - 

explanation, prediction, control 
The organizational behavior refers to explain, prediction and the controlling the 

behavior of individuals within an organization. Thus, this field represents an interdisciplinary 

with roots in the behavioral sciences - psychology, sociology, anthropology but also in 

economics and political science. The object of organizational behavior combines and 

integrates concepts of these sciences to provide a better understanding of the mode of action 

of individuals within organizations. 

1. The use of scientific methods. The scientific methods are used to develop and test 

empirical the generalizations about the behavior of individuals in organizations. The 

scientific methods are important because: the gathering of information is done in a 

controlled and systematic; are suggested the explanations which they are tested 

rigorously; only that can be checked scientific the explanations are valid. 

2. The focus on applications. The field of organizational behavior is centered on 

research of those applications that allow the differentiation how organizations and 

individuals that belong to these organizations can get performances. The dependent 

variables of the study of the specialists refer to job satisfaction, job involvement, the 

absenteeism, the workplace abandonment. From this perspective, organizational 

behavior is an applied socio-human science that can help to improve the functioning 

of organizations and work experience of employees. 
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3. The thinking contingent. In the investigations on organizational behavior it is not 

assumed that there is only one way, the best, universal way to lead organizations and 

their members, it is recognized that management practices must be adapted to each 

situation. Using the contingent approach, the researchers are trying to identify how to 

understand the different situations that arise and how to solve problems. This is 

demonstrated according to which culture has a strong influence on theories of 

organizational behavior [28]. What function in one culture does not work in another 

culture? 

 

The prediction behavior 

The behavior of organizational citizenship constitutes an effective way of prediction 

that the evaluators develop for their own employees. Thus, L. Dagot and AM Vonthron 

(2003) [29] was requested 125 of employment advisers to study a folder as this an employee 

of a travel agency (on officer commercial position). The file contains two main pieces of 

information: a summary of professional performance evaluation of this person at the last job 

(which could be high or low performance) and an evaluation sheet of organizational 

citizenship behavior (OCB) (which also could be high or low). Therefore, by combining the 

two factors could to result four cases: 

• OCB +/Perf.+  

• OCB +/Perf.-  

• OCB -/Perf. +  

• OCB -/Perf.-  

The subjects must formulate an overall assessment of the person, and a prognostic 

about his potential for professional development (grades 1 to 4). It is obvious that, given the 

problem raised, the subjects were not based on the same information. When it comes to 

formulating an overall assessment of an employee, it is considered the first performance 

objective. Nevertheless, there must be noted that the positive effect of OCB increases the 

level of performance. However, when it comes to the formulation of an assessment of the 

potential evolutionary determinants there are the organizational citizenship behaviors. In fact, 

a subject with low performance objectives, but with high levels of OCB will be considered 

more "promising" than an individual with a lower level of OCB and good performance 

objectives. Therefore the evaluators have not demonstrated incoherence by failing, they only 

did not use in the same way te available information. 

Instead, they adapted their judgment based on real social expectations: technical 

evaluation or evaluation of an individual in a broader social context. In the second case, OCB 

seem to be more important than the other aspects. [30] 
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Abstract 

By interception of communications we refer to interception, access, monitoring, gathering and recording of 

communications made by means of telephone, informatics system or any other such means. The article tries 

to describe the legal framework of interception of communications made by use of internet based 

applications, such as Facebook, Yahoo, Gmail, Skype, What’s Up, Viber, Tango, Twitter. 
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1. Regulations in the field of interception and audio recording 
Regulations regarding the interception and recording of audio and video found in 

Romanian legislation in:  

- Romanian Code of Criminal Procedure  

- Romanian Criminal Code (offenses provided in Article 226: ,,invasion of privacy”, 

Article 302:,,violation of secret of correspondence”, Article 324: “Falsification of technical 

Register”, Article 361: Illegal interception of computer generated information.  

- Law No 51/1991 on Romania's national security.  

- Law No 535/2004 on preventing and combating terrorism.  

- Law No 191/1998 the organization and functioning of the Security and Protection Service 

- Law No 143/2000 Law against illicit drug trafficking 

- Law No 678/2001 on preventing and combating trafficking in persons  

- Law No 39/2003 on preventing and combating organized crime.  

- Law No 656/2002 on preventing money laundering  

- Law No 78/2000 on preventing, discovering and sanctioning corruption  

- Law No 64 / 2004 for putting in effect the Council’s of Europe Convention on 

Cybercrime 

- Law No 591/2002 - Law approving Government Emergency Ordinance No. 79/2002 on 

the general regulatory framework for communications.  

- Law No 506/2004 the processing of personal data and privacy in the electronic 

communications sector.  

In the current Criminal Procedure Code, entered into force on 01.02.2014, legislator 

limited special surveillance or research methods to Article 138: 
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- Interceptions of communications or any type of remote communications 

- access to a computer system 

- Surveillance by video, audio or photo methods 

- Localization and tracking by technical means 

- Obtaining data on financial transactions of a person 

- Retaining or search of correspondence 

- Use of undercover investigators and collaborators 

- Authorized participation to certain activities 

- Controlled delivery 

- The obtaining of data generated or processed by providers of public electronic 

communications network or by providers of publicly available electronic communications, 

other than the contents of communications, withheld under the special law on the retention 

of data generated or processed by providers of public electronic communications networks 

and providers of public electronic communications networks and providers of publicly 

available electronic communications.  

Technical supervision may be ordered for offenses against national security under the 

Penal Code and other special laws, as well as the offenses of drug trafficking, arms 

trafficking, trafficking in persons, terrorism, money laundering, counterfeiting or other 

assets, falsification of electronic payment instruments, against property, blackmail, rape, 

deprivation of liberty, tax evasion, corruption offenses against the financial interests of the 

European Union, offenses committed by means of electronic communications systems and 

for other offenses for which the law provides for punishment imprisonment for five years 

or more.  

Art. 138 specify conditions which may provide technical supervision, which must be met 

cumulatively, namely:  

- a reasonable suspicion about the preparation or commission of an offense referred to in 

Article 139 paragraph 2 of the Criminal Procedure Code (listed above)  

- The measure must be proportional to the restriction of fundamental rights and freedoms, 

given the particularities of the case, important information or evidence to be obtained or 

the seriousness of the offense.  

- Evidence could not be obtained in any other way or would require special difficulties in 

obtaining the evidence which could prejudice the investigation or there is a threat to the 

safety of persons or property value.  

Technical surveillance is authorized by the rights and freedoms judge of the court which 

would return jurisdiction to hear the case in the first instance or the instance corresponding 

to its level in whose jurisdiction the headquarters prosecution of which the prosecutor 

made the request.  

 

 2. Interception of communications or any type of remote 

communication  
According to Article 138, paragraph 2 of the Criminal Procedure Code by intercepting 

communications or any type of communication means interception, access, monitoring, 

collection and recording of communications by telephone, computer system or by any 

other means of communication.  

With the help of technical means on one hand are captured and taken under control private 

conversations or communications made by telephone, computer system or other means of 

communication by one person and, on the other hand, all intercepted call or 

communications content are stored for later processing or analysis. All systems, devices 
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and equipment that are necessary for intercepting communications are called “operative 

technique”. 

 

 2.1. Interception of communications made over the Internet via Facebook, 

Yahoo, Gmail, Skype, What’s Up, Viber, Tango, Twitter is subject to specific 

regulations stipulated by Article 138, paragraph 1, letter a of the Code of Criminal 

Procedure.  

 

 

Below we present some of the existing IT applications on the Internet that allow 

communication of audio, video or messaging type that may be subject to technical 

supervision in accordance with the Code of Criminal Procedure. 

Facebook is currently one of the most used applications on the internet. It is a social 

network, thus to person who uses it is assigned a user name and password after your 

completed application for registration.  

Yahoo provides the following services: Yahoo Mail, Yahoo Messenger, Yahoo Answer, 

Yahoo Video, Yahoo Directory, Yahoo News, Yahoo Finance, Yahoo Groups, Yahoo 

Maps.  

Yahoo Mail is a web mail service. To access this service, the creation of an account with a 

personal password is required.  

Yahoo Messenger is an instant messaging service. Access to this service requires a 

computer program to enable access to this service, based on an assigned Yahoo account. 

Google is the most used search engine on the internet and provides help to any user for 

finding information on the web. Also provides services like Google Earth (satellite images 

of Earth recorded), Google Chromium (web browser), Android operating over system for 

mobile, Gmail, email service.  

Google talk it’s an instant messaging service and Google+ is a social network. 

Skype - is free software that allows Internet users to communicate via video with other 

Skype users. Currently this application is owned by Microsoft.  

What’s App Messenger is an instant messaging service used for mobile phones: Nokia, 

iPhone, BlackBerry, Android and allows you to send messages without paying SMS.  

Viber is an messaging application used for mobile phones. Users can communicate through 

this application both by voice and by text.  

Twitter is actually a website that allows the transmission of messages by internet users.  

Tango - is a software application that once installed on computers or mobile phones enable 

communication between users. The condition is the creation of an account and the 

registration as a user.  

All these applications allow communication between users. In case these applications are 

used for preparing or committing crimes warrants for technical surveillance can be 

obtained. 

Regarding use of such warrants few remarks need to be made. Currently the institution that 

implements the technical surveillance warrants that concern intercept communications or 

any type of communications or remote access to a computer system is the Romanian 

Intelligence Service (R.I.S.).  

Romanian Intelligence Service is authorized by law to administer the National Center for 

Interception of Communications (CNIC). Romanian Intelligence Service provides 

technical support for putting in effect surveillance warrants obtained by other services like 

Directorate of Special Operations of Romanian Police Department and Directorate of 

Information and Internal Affairs, National Directorate of Anticorruption. 
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Technical problems arise when we deal with surveillance warrants that involve 

communications conducted via the internet using Google Apps, Gmail, Google Talk, 

Facebook, Yahoo mail, Yahoo messenger, Twitter, Skype, mobile terminals or applications 

like What’s App Messenger, Viber, Tango. In this case, in order to successfully put in 

effect surveillance warrants some solutions can be found: 

- Romania should draft cooperation treaties with the States that host the central 

servers of these applications, in order to gain access to the required data. These treaties will 

facilitate international judicial cooperation in solving criminal cases. 

- Assuring the proper technical means and specialized personnel for enforcement of 

surveillance warrants obtained by  Directorate of Special Operations of Romanian Police 

Department 

- Acquisition and/or development of specialized software for decrypting intercepted 

data obtained from mobile operators and ISPs  

 

 

3. Conclusions  
Criminal activities are and will always be up to date with latest technological discoveries 

and equipment. In this context, the reaction of criminal law enforcement bodies must be 

firm. Law enforcements efficiency greatly depends on access to technology. The 

legislature has now provided the legal framework that sets out the conditions in which they 

can issue warrants for surveillance technique that include conversations via the internet. To 

be effective and provide evidence surveillance warrants must be enforced in a very short 

term. 
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Abstract:  
World Wide Web is a massive library of libraries included in a massive network of networks that is 

the Internet, for which we need an efficient system or instrument for knowledge of knowledge and some 

evaluation criteria of what offer this cybermamouth of data. Most times there is not enough common sense, 

requiring well-defined criteria and tools to assess the relevance, credibility and utility of information 

resources found on the Internet. 

This paper tries just a little to make us think about it. 
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1. Introduction  

 
Many people use the terms Internet and World Wide Web (short Web) 

interchangeably, but in fact the two terms are not synonymous. The Internet and the Web 

are two separate but related things. 

The Internet is a massive network of networks, a networking infrastructure. It 

connects millions of computers together globally, forming a network in which any 

computer can communicate with any other computer as long as they are both connected to 

the Internet. Information that travels over the Internet does so via a variety of languages 

known as a standard set of operating protocols. 

Notion of internet it is often confused with the WWW (World Wide Web). They are 

not the same, because the WWW is only one of the applications of the Internet (e-mail, for 

instance, is another). 

WWW is a system of interlinked hypertext documents that can be accessed through 

the Internet. The World Wide Web, or simply Web, is a way of accessing information over 

the Internet, who must know the same language in order to understand each other. WWW 

is an information-sharing model which uses the HTTP protocol, only one of the languages 

spoken over the Internet, to transmit data. Web services use HTTP to allow applications to 

communicate and to share information. The Web also uses browsers, such as Internet 

Explorer or Firefox, to access Web documents called Web pages that are linked to each 

other via hyperlinks. Web documents may also contain graphics, sounds, text and video. 

The Web is just one of the ways that information can be spread over the Internet. 

The Internet, not the Web, is also used for e-mail, which relies on SMTP, Usenet news 
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groups, instant messaging and FTP. So the Web is just a part of the Internet, a large portion 

indeed, but the two terms are not synonymous and should not be confused.   

Although the Internet can be a great tool for research, sometimes it's a challenge to 

find quality and useful materials on Web. 

 

2.  A critical analysis of World Wide Web resources. 

 

Why the Internet? Why the library? 

Why we need both?                                              

 In general, Web pages and documents on the Internet provide useful information 

even if is data or support software available online. All of these can also be considered 

resources. In comparing the advantages and disadvantages of using the Internet instead of a 

traditional library we should take in consideration a lot of things.  

 There are many reasons why we should be cautious about information found on 

Internet and why we need evaluation. 

 In everyday life, we know that not everything being said is true. The Internet 

amplifies this truth, because anyone can say anything behind anonymity.  

 The evaluation of information is the process of critically analyzing a document, 

or information in order to establish its quality or value. The analysis is done by applying 

judgment criteria to establish its reliability, authenticity, credibility of the source, the 

reliability and the validity of the information. 

 Many of these thousands of web pages of the Internet contain personal opinions 

on forums, commercial information and products and so on, all needing an assessment, 

both in terms of credibility and currency. 

 There are different views on the usefulness of the internet as compared to 

traditional libraries. 

 Class teachers have noted that the "quality" of information decreased with 

increasing access to the Internet. 

 Many students mistakenly believe that "everything" is available on the Internet. 

They also believe that any information which is on the internet, is true by default. 

 So, everything is not on the Internet.  The Internet consists of a small percentage 

of what’s published. Best scientific information are available in books and magazines. 

 In other news, several websites, because of modality of achievement, publishing 

or promotion, are not properly indexed by search engines and because of this are not so 

easily traced by them. It's called invisible Web, or deep Web. That’s why when using any 

of the search engines, are found really just a part of the Internet.   

The Internet is not organized.  There is not a system for catalog and organize all 

resources on the Internet. A search on the Internet is similar to search in an unclassified 

catalog. Searches are not always relevant to our topic and produce much wasted time, 

frustration and confusion. 

Someone said “We can imagine the world's biggest printed encyclopedia, with 

every page ripped out, and each page ripped up, then the whole lot scattered like confetti... 

then try to find the meaning of a single term in a heap of unordered scraps of paper, and we 

can get some idea of the problems involved in using the Internet as an information source.” 

The Internet has no Quality Control. This isn’t easy to achieve on the Internet, so 

it’s easy to get misinformed information from there.  Anyone with access to the Internet 

can publish a Website, but no-one checks that the information is correct, current or able to 

be authenticated. 
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Sources on the Internet are harder to identify. Information on the WWW is hard 

to tell who’s telling you, what and where it is stored. When we use information from the 

Internet in our papers, it’s important to print it out and cite our sources. Information taken 

from the Web can change overnight. We must give full documentation when using 

information from a site: author’s name (if known), full title of document in quotation 

marks, date of publication of last revision (if available), full URL address (http) and date of 

visit. 

In exemplary school libraries, the teaching program includes instruction in the use 

the Internet. This is not restricted to merely "finding" web sites, but also how to evaluate 

the quality of the information found. Students also learn how to quickly access the best 

possible information. 

Library Online Resources are Available 24/7. It's an advantage that Internet 

resources can be accessed 24 hours a day 7 days a week. 

Many resources from internet are free or included in the tuition fees for the use of 

some libraries. Libraries offer free access to some academic books, magazines, 

newspapers, encyclopedias and other reference printed sources. A lot of information on the 

Internet are free, except academic, which requires a paid subscription for access. 

Internet can be a valuable extension to the library collection. But we must 

remember that it is mammoth in scale, unordered, and mainly unchecked. Someone says: 

"We can imagine the world's biggest printed encyclopedia, with every page ripped out, and 

each page ripped up, then the whole lot scattered like confetti... then try to find the 

meaning of a single term in a heap of unordered scraps of paper, and we can get some idea 

of the problems involved in using the Internet as an information source". 

The Internet is not a substitute for the library, but a search tool to be used in 

addition to traditional sources in the library, more accessible and faster. 

 

Evaluating Web Sites: Criteria and Tools 

 

Evaluating sources requires us to think critically by asking a series of questions. 

Critical Thinking is thinking that proceeds as the basis of careful evaluation of 

premises. Critical Thinking means a correct thinking applied on relevant knowledge about 

the topic in a judgment process. 

Critical Thinking is a way to approach problems and make decisions, and this is 

applied also in Internet resources evaluating. 

As the World Wide Web offers a lot of information and data from all over the 

world, and this information can be quite "anonymous" is absolutely necessary to develop 

skills to evaluate what we find.  

When using a research based on academic libraries, books, journals and other 

resources, they have been evaluated in one way or another by researchers, publishers and 

librarians. When we use the World Wide Web, none of this applies. No filter. The criteria 

by which scholars in most fields evaluate printed information can be used to evaluate 

information on the Internet. 

Presence of date stamp that showing if information is current, author identification 

and his qualifications and credentials, source citations to scientific data or references, 

contact information of the author, presence of advertising, well-organized site, 

certifications from trusted third parties, are only a few factors that influence credibility of 

Web information. 
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The Methods and criteria assessment the informational resources provided by the 

World Wide Web differs from one specialist to another and takes into account a lot of 

aspects. 

In the following are some examples of evaluation criteria www resources from 

various points of view. 

 

Things to look for evaluate a Web information source: 

If we begin evaluating a physical information source (a book or an article for 

instance) we appraise the source by first, examining the bibliographic citation. The 

bibliographic citation is the written description of a book, journal article, essay, or some 

other published material that appears in the catalog or index. Bibliographic citations 

characteristically have three main components: author, title, and publication information. 

These components can help us to determine the usefulness of this source. In the same way, 

we can appraise a Web site by examining the home page carefully. 

 

I. INITIAL APPRAISAL  

Author  

First of all, we must see whether the material that we found on the Internet is 

signed, if the author is known. Then, we try to find out information about him (What else 

appears when we type the author's name in a search engine?): 

- The author's credentials or institutional affiliation (where he or she works); 

- Educational background, past writings, or experience; 

- If the book or article written on a topic in the author's area of expertise; 

- If we have seen the author's name cited in other sources or bibliographies. 

Respected authors are cited frequently by other scholars. For this reason, we must always 

note those names that appear in many different sources;  

- If the author is associated with a reputable institution or organization and what are 

the basic values or goals of that organization or institution.  

In other words, we must try to evaluate the reputation of the author.  

 

Date of Publication  

- When was the source published? If the found material comes from scanning a 

printed document, this date is often located on the face of the title page below the name of 

the publisher, or at the copyright date on the reverse of the title page. On Web pages, the 

date of the last revision is usually at the bottom of the home page, sometimes every page.  

- If the source is recent or out-of-date for our topic. Topic areas of continuing and 

rapid development, such as the sciences, demand more current information. On the other 

hand, topics in the humanities often require materials that was written many years ago. At 

the other extreme, some news sources on the Web now note the hour and minute that 

articles are posted on their site.  

 

Edition or Revision.  

- If this a first edition of this publication or not; 

- Further editions indicate a source has been revised and updated to reflect changes 

in knowledge, omissions of the previous edition, and some printings or editions may 

indicate that the work has become a standard source in the area and is reliable. In a Web 

source, we should go to the pages indicated for revision dates, if exists. 
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Publisher  

- If the source is published by a university press, it is likely to be scholarly. 

Although the fact that the publisher is reputable does not necessarily guarantee quality, but 

it does show us that the publisher may have high regard for the source being published.  

 

Title of Journal  

- If this material is a scholarly or a popular journal. This distinction is important 

because it indicates different levels of complexity in conveying ideas.  

 

II. CONTENT ANALYSIS 

 

After making an initial assessment we should now examine the body of the 

document. We read the preface to determine the author's intentions in the book. The table 

of contents and index are a broad overview of the material covered. We read chapters that 

specifically address the subject which interest us. Browsing the contents of a journal or an 

issue of a magazine is also useful. Like in books, the presence and quality of references at 

the end of the Internet article may reflect the care and responsibility with which the authors 

have prepared their work.  

 

Target audience 

- We try to look for what type of public address the author, if the publication aims 

at a specialized or a general audience, if this source is too elementary or rather technical, 

advanced or just right for our needs.  

 

Objective Reasoning  
- We try to identify whether the information is fact or opinion, which is not exactly 

easy. Documents can usually be verified; views, though it may be based on factual 

information, evolves due for interpretation of facts. Skilled writers can make us think their 

interpretations are facts, so we need to see if the information appear to be valid and well 

documented, or are questionable and unsupported by evidence; 

- Ideas and arguments may be more or less advanced, in line with other works on 

the same subject. The more radically an author departs from the views of others in the 

same field, the more his ideas should be examined critically; 

- We have to see if we observe an objective and impartial view of the author and if 

the language is free of emotion-arousing words and bias. 

 

Coverage  

- We should see if the document do an update to other sources, substantiate other 

materials that we have read, or add new information. We should explore enough sources to 

obtain a variety of viewpoints.  

- The material could be primary or secondary. Primary sources are the raw material 

of the research process and secondary sources are based on primary sources.  We must 

choose both primary and secondary sources when we have the opportunity. 

 

Writing Style  

- We should see if the publication is logically organized, if the main points clearly 

presented. It is not the same if the text is easy to read or is it stilted or choppy.  
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Evaluative Reviews  

- We should try to locate critical reviews of books in a reviewing source, see if the 

reviews are positive or the book under review is considered a valuable contribution to the 

field. The reviewer could mention other books that might be better, which leads us to 

search these sources for more information on our topic.  

- The various reviewers can agree on the value or attributes of the book or can 

aroused controversy about the book among the critics;  

- On the Internet, it is quicker to consult one of the evaluations and reviews of our 

source. One of the core competencies of an Internet searcher or researcher, is to learn how 

to determine the relevance and authority of a given resource. 

 

Accuracy 
For accuracy, we must identify the web site type and localization (.org, .gov, .com , 

.net, .edu, .us, .au, .uk), because some personal sites are used to express individual opinions 

about issues, but not necessarily the facts. It's necessary to assess the authorship, content, 

and purpose of the web site. Sometimes, the actual purpose of the web site may not be 

clearly defined and can be difficult to separate advertising from accurate information. 

URL might provide information about the type of organization operating the web 

site for example: 

- “.gov” is used by US administrations; 

- “.edu” is used by academic institutions;  

- “.org” is often used by professional organizations, associations and non for profit 

organizations; 

- “.com” generally denotes commercial orientation of the site or its owner. 

Some marketing sites will offer misleading information in attempts to sell their 

products. Content from web sites operated by governmental organizations, academic 

institutions and professional organizations is usually updated and trustworthy. In addition 

the domain name can help identify the owner. 

 

Credibility 

Why is necessary to examine for credibility? 

Because virtually any person can publish almost anything on the Internet. Or may 

because unlike most printed sources, web sources do not have to be professionally 

accepted and edited to be published. 

What is a reliable source? 

A reliable source is a paper published by an author or group of authors whose 

competence in this field is recognized. The credibility of a source depends on the one hand 

the credibility of the author / authors themselves and on the other to the publication. It 

considers reliable those publications that have a good reputation, based on systematic 

verification through an editorial mechanism. Specialists in a particular field can be 

considered trusted sources only in that area. Such a work written about medicine, by a 

famous mathematician, is not a reliable source unless the author is a mathematician and a 

doctor recognized also. 
Locating the site creator's name can be a challenge. In the same mode, setting 

authority or expertise of the individual or group. 

A reliable website is a well-organized site that facilitates an easy search, it's 

ensured by privacy and security policies, presents advertising information, contains contact 

information, and may be provide paid access to information. 
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In general, the most credible sources are the published literature of high academic 

publishers, case in which information is systematically and in detail checked by specialists 

before being published. They are also reliable university textbooks, journals and books 

published by newspapers recognized and important. As a general rule, the higher the 

publication is interested in ensuring the accuracy of the information provided the more 

credible. 

Academic publications based on checks made by specialists are usually the most 

respectable sources and reliable in areas that are available. 

Sources evaluation on the Internet must be in the same way like evaluation of the 

printed sources. Any reporting of information must be judged having regard to what means 

and by whom it was made. Publications (printed or electronic) having a team of people 

who verifies information such as major newspapers, encyclopedias, etc., are generally 

considered sufficiently trustable. 

At the other side of the spectrum are personal web pages, weblogs, discussion 

forums and other sites where anyone can write anything. Such sites cannot be used as 

trusted sources, because such disclosures have not been verified by experts. 

The reason for not using information from personal pages is that are created by 

people whose work is not verified by anyone. It could be some intelligent and honest 

people that offers all the knowledge they have, but it may be uninformed or careless men, 

who want to mislead the public or other interests, or could be simply insane. These web 

pages are as credible as an unsigned poster stuck on a pole: we have no way of knowing 

whether the information provided is authentic. 

 

About search engines and invisible Web 

There are many useless information if cannot be found easily. 

Due to technical limitations or due to deliberate choice, search engines cannot add to 

their indices a lot of files, texts or other documents, often high-quality information 

available via the World Wide Web.  

Search engines are designed to index Web pages and use programs called crawlers to 

find and retrieve Web pages stored on servers all over the world.  

If a person manually type a URL into the browser window, retrieve that Web page. 

Crawlers rely on links they find on Web pages to find other pages. If a Web page has no 

links pointing to it from any other page on the Web, a search engine crawler can’t find it. 

These “disconnected” pages are the most basic part of the Invisible Web.  

Search engines are databases containing full-text indexes web pages. 

Search engines are developed by automated software that collects every day 

millions of pages of evidence. When we looking for an index, the search engine tries to 

find a match (patternmatching) between search keywords written and all the words 

contained in the database search engine. 

Search engines are complex programs with a few distinct parts, like the spider(or 

crowler), the “scouts” with the mission of finding pages on the Web and handing them off 

to the search engine’s indexers, the indexers which sorts every word on every page and 

stores this index of words in a huge database and the query processor, which compares 

your search query with the index and recommends us the matching documents.  

It's a myth that " all search engines are alike", because search engines vary a lot in  

up-to-date, and coverage of the Web.  
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It's like people's knowledge about one thing: someone knows, others have no idea. 

Similarly, you can ask a search engine about something and not give you anything. Saving 

possible solution is to ask and other search engine. 

If none of the engines are not be able to provide results, it's very possible that what 

you are seeking is be located on the Invisible Web and needs other search techniques or  

dedicated application software which facilitates seattlements, potential paid, to those 

databases. 

 

 

3.  Conclusion  
 

Internet is like a warehouse of information, hard to storage, with inbound and outbound, 

true and false, useful and useless, mixed in an amalgam hard to sort, to organize. It's like a 

searching in a huge and unorganized library, with no librarian, no mark signs, and no labels to help 

us. So we have to how to search, where to find and how to evaluate, in order to extract the best 

useful information. 

It's always a challenge to analyze and to extract from this enormous amount of data, the 

information which serve our needs in the best way. 

From indolence or carelessness, some who have posted information on the web, didn't try to 

update them or remove if it is old and have lost the relevance or is no longer valid. This 

information risks becoming too persistent and make us misinterpret reality. 

In other news, some old but valid information, scientific, historical or anything else can be 

hardly found on the Internet. 

In conclusion, we must be careful to check our sources and compare them with other 

sources before believing the author presents data or interest.  

The Internet has become a major source of information, but we must be care in searching 

and using online information sources. Good quality information sources are accurate, up to date, 

comprehensive, well-cited, objective, balanced and fair written, well presented, transparent about 

the author, with a definite purpose.  

Poor quality sources of information are invalid, inaccurate, out-of-date, lacking authority or 

credibility and usually do not cite references, presents allegation, ruling unbalanced mistakes and 

omissions. 
On the Internet are a lot of good thinks that we are not find and a lot of finds that are 

not good.  

It is a challenge to make the difference between these two possibilities and a greater 

challenge for all of us to try to solve them. 
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