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Abstract
As it is pointed out in a previous document published by Shaffer [1]  technology growth is a non-linear process
whereas acquisition path remains linear. Therefore, a need for defense acquisition transformation is emphasized
in many current reports and studies in order to avoid problems related to acquisition process [2, 3, 4]. Within that
scope, major efforts such as the Act No. 3238 have led to improvements in the defense acquisition in Turkey.
However, it is also seen that many of the key reforms have not been sufficiently implemented. In order to
implement acquisition reforms successfully, addressing the properly trained and qualified workforce gains
significance. This study aims to present both current and envisioned defense acquisition process in Turkey in a
comparative manner and to discuss necessary methods and precautions to improve this process. In order to
present that, current legal procurement documents of Turkish Defense Industry and academic publishing related
to this field have been examined. Obtained data is analyzed by using the methods of document and discourse
analyses. Concrete suggestions aiming to improve acquisition process is tried to be put forth in conclusion part.

Key Words: Acquisition, Acquisition Transformation, Defense, Defense Acquisition.

1. Introduction
Acquisition in defense management is a critical process which includes multi-

disciplinary study and management study. An acquisition program is a directed, funded effort
that provides a new, improved, or continuing material, weapon or information system, or
service capability in response to an approved need [5]. An acquisition strategy is a high-level
business and technical management approach designed to achieve program objecives within
specified resource constraints [5]. It is the framework for planning, organizing, staffing,
controlling, and leading a program. It provides a master schedule for research, development,
test, production, fielding and other activities essential for program success, and for
formulating functional strategies and plans  [6].

Furthermore, acquisition includes design, engineering, test and evaluation, production,
operations and support of defense systems. National, authentic and high technology is needed
while providing defense systems. However, most of defense products are produced according
to foreign designs and manufactoring technologies [7, 8]  As a result, a successful defense
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acquisition process should be implemented in order to have these systems at a reasonable
price and achieve program objectives in acqusition transformation. In this study, after
pointing out the difference between the terms of acquisition and procurement, current
situation in Turkey and necassary precautions to be taken in order to achieve acquisition
transformation are presented.

2. Defense Acquisition and Procurement
Defense acquisition term generally applies only to weapons and related items and

information technology systems, processes, procedures, services and end products.
Procurement is used for act of buying goods and services for the government, is often and
mistakenly considered synonymous with acquisition. It is only one of the many functions
performed as part of the acquisition process [9].

Defense acquisition process is a very complicated task and should have a management
program to work. A successful defense acquisition program should be a capable and
supportable process and also have an affordable price. The ideal outcome necessary for
successful long term relationships among the participants in defense acquisition is “win-win,”
wherein each participant gains something of value. Every entrepreneur has different tasks in
the process. Program manager should make system works on time, within right cost, and
meeting the war fighter’s requirements. At bureaucratic perspective, success means a program
that satisfies national security objectives, provides a balanced force structure, and does not
attract undue congressional scrutiny. According to legislators, success means a system that
strikes a balance between defense and social needs and provides a fair distribution of defense.
For industry, success means a program that provides a positive cash flow, offers a satisfactory
return on investment, and preserves the contractor’s competitive position in the industry.
Finally war fighter’s perspective of success; system needs to be effective in combat and easy
to operate and maintain [9]. Similar to every governmental process, policies should be made
in compliance with the law. Research and practices are shown for defense acquisition
management, they need to be; flexible for lack of time, responsiveness for continuous process,
innovative for technological development, discipline to stay on the program and finally
streamlined and effective management for development, production, and sustainment [5].

3. Defense Acquisition in Turkey
Defense acquisition is important for all the countries and needs to be developed for a

more effective defense management and to sustain a more secure environment. Ensuring the
development and modernization projects of Turkish Armed Forces (TSK) and Turkish
Defense Industry within the direction of the main goals of the Strategic Plan 2007-2011 which
Undersecretary of Defense stated, put forward the principles of this process, the participation
of the domestic defense industry, the sector skills development of original solutions to the
domestic and international market competitiveness is obtained. By the end of 2010 the
average rate of meeting the domestic needs of the defense system increased to 50% and
defense industry exports of goods and services increased at least 1 billion U.S. dollars in
2011. Through domestic supply has a major contractor involved in development projects and
defense industry firms, Small and Medium-Sized Enterprises (SMEs), and its relations with
industry requires the regulation [10].

In the strategic plan, priority will be given to R&D of domestic models. Thus, in case of
the production technology, instead of purchasing it and necessary improvements on the supply
systems will be able to be unrestricted. Identifying all types of platform, the system hardware
and software which need for testing, the establishment of infrastructure and facilities that will
meet the needs of the test, qualified personnel to perform specialized tests to evaluate them
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and finally to an accredited testing methods carried out the task of supplying a necessary
result [10].

4. Conclusion And Suggestions
Acquisition has become one of the most significant subjects in defense industry and

requires a specific training program. In order to ensure and sustain a successful acquisition
process, having a proper acquisition training program for acquisition experts becomes
obligatory. In Turkey we have three different training programs given by the Ministry of
Defense but these programs focus on procurement in general and their contents are limited.
Establishing a Defense Acquisition University like the U.S. sample may not be feasible for all
countries but at least two years of higher education on acquisition would definitely have
concrete outcomes. Defense Acquisition University in the U.S. offers those lectures below
and these lectures could be included in that higher education program as well:
 Fundamentals of Systems Acquisition Management
 Fundamentals of International Acquisition
 Fundamentals of Technology Security/Transfer
 Intermediate Systems Acquisition
 Mission-Focused Services Acquisition
 Understanding Industry
 Acquisition Law
 Senior Acquisition Course
 Defense Acquisition Executive Overview Workshop
 Systems Acquisition Management Course
 Leading in Acquisition Environment
 Integrated Acquisition for Decision Makers
 Forging Stakeholder Relationships
 Leader as Coach [11].

In addition to these lectures, “Integrated Acquisition for Decisions Makers” lecture
might be restructured as Integrated Acquisition and Development. Also Contract Management
can be given as a separate lecture. As well as classroom lectures, distance and/or online
learning courses become prominent as the time is precious and limited.

However, relying solely on distance learning would not meet the training requirements
of acquisition personnel. Although fundamentals like educational achievement, aptitude,
previous job performance serve as initial career screening mechanisms innovative experience
producing methodologies which would accelerate experience or shrink the time has gained
equal importance as well. We think the best way to implement these methodologies is to
encourage the knowledge management methods within the organization. Especially revealing
and sharing the tacit knowledge of experienced personnel becomes highly significant. These
people are defined as “experience catalysts” in a previous study and are seen as a solution to
fill the experience gap [12]

Also ensuring the coordination between the organizations involved in acquisition has
utmost importance. In Turkey, to ensure coordination among the organizations, a new system
has been established by the Act No.3238. However, it could be clearly understood from the
previous experiences that cooperation between the suppliers and buyers should be
strengthened in Turkey. In addition, a proper Defense Acquisition Act, which ensures a
dynamic and flexible acquisition process and meet the requirements, should be implemented
to achieve acquisition objectives. Last but not least, procurement process requires a flexible
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organizational setting and tacit knowledge sharing should be provided in that setting for a
successful acquisition process.
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Abstract:
The idea of this work is to identify and highlight an aspect of the warfare, that may be used as one of

the core principles for designing a National Defence Strategy – the marginal cost that an aggressor incures
during the stay in a host country. The use of this feature by the oppressed nation may be the key to its
independance and in-advance-organization of defence forces with the purpose of making invader pay as
much as possible, may strenghten defence capabilities of a country, as well as preserve it’s resources.

Key words: Marginal cost; National defence strategy; Outsourcing; Nation; Organization; Priority; Partisan
warfare.

1. Introduction
Prior to moving on to the main concept of this work, it is necessary to state,

structure and define some assumptions. If you look for “military capability” over internet,
the first link you will encounter mostly, will be Wikipedia, where the definition of military
capability is taken from the Australian Defence Forces as follows – “the ability to achieve
a desired effect in a specific operating environment”. It is different from definition of
capability which is “the ability to perform actions”. Not to be too general and also not too
narrow, I will use a moderate definition of the military capability - The ability to achieve a
desired effect.

Since the military organization has to achieve some objectives/desired
effect/conditions that are prolonged in time, its capabilities should not be measured
according to actions of its units and achieving punctual results for these actions, but they
should be measured according to the ability to change a specific situation, in a specific
region and the sustainment of the final condition. Mistaking priorities results in
emphasizing military action capabilities instead of organizational ones and leads to
modern military giants in order to heavily subsidize modernization of narrow concepts
such as the ability to transport 1000 tons of goods/hour/miles and the ability to destroy
1000 enemy tanks/hour and then to rely on outsourcing resources, to sustain the achieved
effects in a specific region. This outsourcing of logistics and security, taken together with
administrative and added costs of operations, compose marginal cost of warfare.

2. How much is it?
No one really knows the exact numbers associated with costs of prolonged warfare

campaign in the modern world. If you think only about outsourcing activities - “…by both
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journalists and elected officials-but some in Congress estimate that up to 40 cents of every
tax dollar spent on the war goes to corporate war contractors”[1].

Here are some presumed statistics, provided by the University of Denver, Private
Security Monitor website [2]:

Fig.1 Number of U.S. Forces and Contractors in Iraq

Fig.2 Number of U.S. Forces and Contractors in Afghanistan

The statistics shown above show us that in spite of spending several percent of GDP
on military uses, nations still have to outsource security services during military campaigns
and that when trying to guarantee security and stability in a region one of the most valued
resource is personnel.

"You're talking about an industry that really didn't exist until the start of the 1990s,"
says Peter Singer, the author of Corporate Warriors: The Rise of the Privatized Military
Industry." And since then, it's grown in size, in monetary terms to about $100 billion worth
of revenue a year. In geographic terms, it operates in over 50 different countries. It's
operated on every single continent but Antarctica." Singer says three trends coalesced
during this time that drove the industry's growth: the end of the Cold War, leading to

 12



UTILIZATION OF MARGINAL COST OF WARFARE IN NATIONAL
DEFENCE STRATEGY

military downsizing not only in the U.S., but around the world; a global increase in smaller
conflicts; and the ideological shift towards privatizing government functions in general.
The Pentagon's use of private contractors has increased dramatically between the two Gulf
wars: During the first Gulf War in 1991, there were 50 military personnel for every one
contractor; in the 2003 conflict the ratio was 10 to 1. According to a report from the
British-American Security Information Council, "Reportedly, exhausted American and
British Special Forces personnel are resigning in record numbers and taking highly-paid
jobs as private security guards in Iraq and Afghanistan" [3]. This trend suggests that costs
of outsourced personnel - contractors are increasing, meaning that in the future hiring a
contractor for a year may end up as costly as hiring a normal military servant for 5 to 10
years at home.

3. Is it important? Or not?
As today’s world is driven by economics, a question arouses: How can you utilize

marginal cost of warfare in the means of defence strategy? Is it possible to compose a
defence strategy based on the idea of having invader pay as much as possible, not only in
blood but also in money? How effective will it be? The answer will be different for every
country and for every situation, but totally neglecting the usefulness of MCoW (marginal
cost of warfare) while building a defence strategy will always be a mistake.

For a nation that doesn’t have ambitions and means to play a major role in global
politics, is it rentable to have capabilities needed to take part in large scale operations?
Modern technologies, like drones, magnetic fields generators etc. create possibilities for
small operational units to perform better than larger ones in certain situations. In the
nearest future, which will be more effective – Having a fighter plane, with the cost of its
pilot or just a little drone? The best resource allocation for defence of such a nation may be
investing only in capabilities and training needed to launch small scale operations and
partisan warfare, as well as in designing force structure as horizontally integrated as
possible, to minimize the risk associated with malfunction of command nodes.

For example Georgia didn’t have theoretical or practical means to stop Russian
invading army in 2008. In case of commencing normal military operations against such a
force, Georgians would just lose equipment and lives of its soldier and be totally defeated
in the end. On the other hand, if Georgian armed forces could commence well organized,
prolonged in time, partisan warfare (as the terrain of the country is tailored for such
activities) they could achieve huge success in turning the invasion not profitable for Russia
in any means. There are plenty of examples of such defending strategy being the most
efficient: USA spent about 140 billions in Vietnam (according to inflation started from
1965, more than a trillion nowadays), some say that resource spending of USSR in Afghan
war played a major role in its collapse, during winter war in Finland in 1939 “The Soviets
possessed more than three times as many soldiers as the Finns, thirty times as many
aircraft, and a hundred times as many tanks” [4], but due to the resistance they had to sign
Moscow Peace Treaty.

4. Costs and returns.
Changing priorities for military capability investments: emphasizing small scale

independent units able to plan/perform on their own, in preparing troops for partisan
warfare, in  making the force structure more horizontal, is going to cost more, not that
much in terms of money, than in the will of a nation to prepare for the needed fight. The
results of such defence strategy priorities may be seen during first period of their
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implementation, but the most value will be harvested in longer time, by accumulating
experience of this kind of warfare gained through years, decades and maybe centuries.

When a country doesn’t have enough resources to stop enemy’s force, but on the
other hands it has means to cripple invader’s economy, the enemy will still think twice
before making a move of aggression. This factor gives small nations the strength to
maintain higher level of political independence resulting in increased stability and lower
economical risks, in the end letting the nation get stronger by time.

5. Conclusion
In the history of mankind, nations emerged, got stronger, conquered other nations,

enlarged their country to the level of empires and in the end they collapsed. On the other
hand there still are nations and countries that, due to some geopolitical and cultural aspects,
couldn’t achieve significant level of power, but they survived. There are always
counterweights to every action and making use of them sometimes gives unprecedented
outcomes. This paper was written to try and identify such counterweight in the modern
world of nations struggling to survive as a separate identity. Strive for unification and
independence is the feature that makes small nations sustain their culture.
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1. Introduction
The Constitution of the Republic of Moldova proclaimed firstly, the permanent

neutrality of the Republic of Moldova and secondly, it stipulated that the Republic of
Moldova does not permit the presence of foreign armed forces on its territory.

Prospects for cooperation between Moldova and European Union within the
Common Security and Defense Policy depend to a great extent on Moldova’s capacity to
align the National Security and Defense Policy with the Security and Defense Policy of the
European Union and to build relevant capacities of security and defense entities in
Moldova to address the cooperation prospects and potential commitments in this area.

In this context, the main obstacles for Moldova’s participation in CSDP (Common
Security and Defense Policy) remain the inconsistent political stewardship, inefficient
management of the MSDP (Moldovan security and defense policy) at the top level and
limited budget resources, which, all together, challenge the credibility of political
statements about Moldova’s willingness to participate in CSDP, on the one hand, and do
not allow a proper preparation for a potential participation, on the other hand.

In order to overcome these impediments, the study recommends to take complex
actions at local level that would clarify the implementation of the objective of participation
in the CSDP and would include identification of participation tools at political and
executive level, approval of the target objectives of national capacities for participation in
the EU military and civilian operations and initiation of preparation of forces under the
overall leadership of the Moldovan President.

2.National Security Strategy
The national security policy of the Republic of Moldova is not targeted against the

national security of other states.
Threats and vulnerabilities of the National Security are:
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- The Transnistrian conflict and foreign military presence on the territory of the
Republic of Moldova
- Threat of Foreign Coercion
- External Negative Developments and International Crises
- The Threat of Organized Crime
- The Threat of International Terrorism
- Threats that come from human activity and natural disasters
- Economic Threats
- Social Threats
- IT Threat
- Internal vulnerabilities

3.Priorities and the factors of national security in Moldova
Based on national priorities and the factors which could affect national security in

Moldova, the following issues can be mentioned:
- A position regarding the exclusion of military arsenals, of the use of force and

solving every conflict in a peaceful way;
-  Compliance with the principle of inviolability of the state border under the

provisions of the Vienna Treaty;
-  The promotion of a permanent neutrality policy;
- To avoid the use our territory for aggressive  direct actions or for the military

aggression of other countries;
-  Strict observance of agreements on the use of nuclear weapons, arms control and

support efforts to disarm under international treaties.
This approach begins by defining national interests. They are the most basic,

unchanging goals of a state. The main national interest of the Republic Moldova is
maintaining neutrality of the country, the fact mentioned in the Constitution of our country.
Although they are expressed differently from country to country, they cluster around the
concepts of national sovereignty, economic well-being and values (such as religion,
democracy, etc.). Planners and strategists in our country must be clear about the country’s
most important interests, such as sovereignty and the purpose for which they would be
willing to use force; and less important interests, for which economic and diplomatic tools
of power would be more appropriate.

4.Security environment
The next step is to analyze the evolving of security environment. At least, this

analysis must consider the major trends of international relations, weighing changes in the
relative power of other countries that will most affect the state’s future. A complete
assessment should examine the impact on national interests of other driving forces, such as
economic globalization, political interdependence, and the rate of technological change,
environmental degradation, ethnic conflict, migration and proliferation of mass-destruction
weapons. The primary objective in this aspect is solving the Transnistrian problem in a
peaceful way to keep the integrity of our country. We also need to promote the democracy,
peace, and stability not only in our country but also in neighboring countries, despite the
fact that we are a small country.
   Based upon this analysis, planners usually identify more specific and time-sensitive
objectives. At first, they tend to be quite numerous and varied. However, they will be very
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hard to achieve unless national security planners organize them in terms of their relative
importance. It is especially helpful to view them as sub-sets of the main national interests.

This is the stage where the measures and actions are meant to ensure that the
restructuring of the military body is established according to the objectives, tasks and
resources reserved in the Defense Planning Guidance, and according to the commanders’
orders. At this stage we elaborate the “Programs for Forces Establishment, Upgrading and
Training”. These programs need to comprise all the activities and measures necessary for
the establishment, upgrading, procurement, training, maintenance during peace and crisis
of all the structures in the Ministry of National Defense. Mainly it is a process of balancing
and integration of resources in the framework of diverse programs, according to priorities.

The central element is the resource management, the point that can sometimes
become critical. It ensures the link between the plan and the budget and it is, in fact, the
process that reconciles the aspirations in the defense field with the economic and financial
constraints. It is the stage where we should get “the best value for the money”, or in other
words, “to get the biggest bang for one’s buck”. Defense is a long-term business.

5.National objectives and promoting national interests
The next step in a “top-down” approach is to develop an overall strategy for

achieving the national objectives and promoting national interests. This could be the most
important output of the national security decision-making process. If possible, it should
address all the tools of national power and explain how they will be used to achieve the
declared national objectives. This strategy is a key input to other planning documents, such
as military strategy, that guides the selection of future forces.

In connection with this it is important to establish force structure, missions,
organization, equipment, training level, operational level, logistics and infrastructure needs
to be covered, as well as the force training plans and rules of engagement for military
actions to be fulfilled by the Moldavian military.

So in terms of realizing National Security Strategy and economy strategy in
Moldova the major efforts should be directed for:

- Achieving the institutional transformation for the effective coordination of
actions in terms of insuring the economic security of the state;

- Developing of the implementation of new technologies and modules;
- Developing of the economic infrastructure which is necessary for the

realization of structural transformations;
- Ensuring more efficient use of resources;
- Developing of scientific and technical potential;
- Creating the conditions for the achievement and improvement of human

resources.
Some possible results could be the decrease of pubic expenses and budget deficit,

reducing inflation, a greater efficiency through the use of performance indicators.
The existence of a stable political framework in Moldova would lead not only to

solving some intern problems, but also to increasing of our credibility from foreign
partners, the development of the economy and finally the existence of the necessary
conditions for the implementation of new projects. In the political field we need to
implement those polices which would maintain the state’s defense capability and would
support those economic polices in order to preserve the sovereignty and integrity of our
country.
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6.Implementation of new policies system in National Army of RM
First of all, for the implementation of new policies system in National Army of

Moldova it may be necessary to develop a legal framework and a working group which
would analyze the opportunity and disadvantages of this process in Moldova. If we were to
start from what we have now, this could form the next structure:

1. Elaboration and development of polices into the defense system - this
program would include the next subprograms:

- Minister of Defense;
- General Staff of Minister of Defense.

2. Land Forces.
3. Air Forces.
4. International and peace support operations.
5. Communications and information.
6. Logistical support of National Army.
7. Education.
All of these programs can be divided into the small elements on the level of special

military units (battalion, base, depot).

7.Conclusion
Main strategic security objectives are: integration in the European Union;

participation at international level in the management of threats and insecurities;
cooperation with NATO; fight against poverty; ensure economical security; diminish
energy dependency; management of the Transdnestrian conflict and withdrawal of foreign
military presence, fight against criminal phenomenon and corruption; improvement of
demographic situation and overall health of population; prevention and effective
management of natural disasters and environment degradation; assurance of societal and
informational security; the cooperation with the neighboring states is strategic in settlement
of the Transdnestrian conflict and cooperation in the economical, energy and ecological
areas; the security sector reform - the reform of military and carabineer forces, and the
reformation of the border guard service; fight against terrorism, etc.

The main security threats according to the National Security Strategy are: poverty,
economical underdevelopment, energy dependency, Transdnestrian conflict, presence of
the foreign military forces, external coercion, demographic problem, criminal
phenomenon, corruption, migration, public health, natural disasters, informational
insecurity, and instability in the financial-banking system.
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The paper debates the emergence of NATO Centers of Excellence (COEs) as valuable resource for capability
development within the framework of NATO transformation efforts.
For this purpose, COEs provide a broad range of deliverables in their area of service, covering aspects
pertaining to doctrine and concepts development, evaluation and validation of new theoretical and practical
solutions to meet identified gaps and shortfalls, delivery of education and training services, managing the
lessons learned and analysis process and providing advise on matters covered by their subject matter
expertise.
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Excellence (HCOE) from Oradea, and the paper offers a brief overview of its most relevant achievements
that contribute to an enhanced HUMINT capability within NATO.
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1.Introduction
The North-Atlantic Alliance, deeply involved in the current geo-political

developments, as a complex political-military organization, although not necessarily
seeking to become a global-security alliance, is looking, however, for strengthening its
military power and expanding the security umbrella covering the Allied Nations in order to
discourage, deter, and counter any emerging threat.

The new deterrence posture encompasses a series of actions meant to accommodate
the effects of the financial crisis, the challenges of the security environment and hybrid
threats, the partnership extension [1], development of the military capabilities, human
environment consideration, strategic communication, and other aspects that are all defining
the frame on NATO transformation.

In this respect, prospective and pro-active approach on understanding the future and
the associated risks is a must, and NATO offers a good example for such ventures. The
Multiple Futures Project (MFP) [2] is a very interesting model that could be considered as
reference to foresee evolutions of the global security environment in the next couple of
decades which could influence and determine the requirements for NATO transformation.

The NATO document MC 324/1 defines the transformation as a permanent and
pro-active process of developing and integrating innovative concepts, doctrines and
capabilities, with the aim to enhance the efficiency and interoperability within NATO and
in relation with partner forces. The NATO transformation model is based on promoting the
above mentioned requirements by the support of well informed strategic and operational
planning process, innovative thinking, integration of lessons learned and best practices, the
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process of education and training, and also relying on proper technological support, all of
them contributing to an improved shape of the features defining NATO military
capabilities – the doctrine (standards), organization, education and training, materiel,
leadership, personnel, facilities and interoperability.

This process embraces many characteristics, all driving to a better preparedness for
meeting actual and future challenges, in a cost effective manner, and having as end-state:

• improved capabilities (ability to fulfill the missions set by the Nations);
• increased interoperability (Nations operating as one);
• strengthened shared values (NATO functions by consensus and relies on shared

values to accomplish missions).
Under the patronage of the Allied Command Transformation (ACT) – which is the

leading agent for change, driving, facilitating, and advocating continuous improvement of
capabilities to maintain and enhance NATO’s military relevance and effectiveness [3] – the
Transformation Network congregates the deliverables of Centers of Excellence (COEs)
and other multinational and national entities supporting the whole process. The consistence
of this network is a great deal of added-value and cost-effective support for NATO,
leveraging resources and sharing expertise and information across the Alliance.

The Transformation Network Branch (TNB) is the ACT structure tasked to
coordinate information exchange, to integrate and optimize the Centers of Excellence and
other national and multinational entities’ activity aiming to support NATO
transformational process in accordance with identified priorities. Specifically regarding
NATO Centers of Excellence, the Transformation Network Branch is the supporting
organization responsible for all aspects of Centers of Excellence interaction within NATO,
from the initial concept development, through establishment and accreditation, including
the yearly process of building the NATO Requests for support to the COE (setting up the
basis for their programs of work).

2.The NATO Centers of Excellence as enablers for military
capabilities transformation

2.1 The NATO Centers of Excellence – general considerations
The origins of the Centers of Excellence could be found at the beginning of the

NATO command structures’ reorganization process lead by the Allied Command
Transformation (ACT), after the Prague Summit in 2002.

The need for supplementary resources in support of transformation once identified,
the Military Committee (MC) gave mandate to the Allied Nations to set up Centers of
Excellence within the framework of its Concept defined in MCM 236-03.

The expectations set by MC to the centers are way higher than just offering
education and training, these are supposed to provide products and deliverables covering a
large spectrum of NATO’s requirements for capability development.

The NATO Centers of Excellence (Fig.1) are nationally or multi-nationally
sponsored, memorandum of understanding based entities, capable of providing recognized
expertise in support of Alliances’ transformational process.

A COE is not part of the NATO Command Structure (NCS), but forms part of the
wider framework supporting NATO Command Arrangements (NCA) having the status of
International Military Organization (decided by the North Atlantic Council), under the
provisions of Paris Protocol (1959).
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Fig 1 NATO Centers of Excellence – current status [4]

COEs’ primary aim is to support the Alliance’s transformation requirements
in multiple areas of competence – standardization, concept development and
experimentation, education and training, lessons learned and analysis. In this respect,
COEs cover a broad range of specialties, relevant not exclusively for military (NATO and
partners), but as well for customers belonging to a broad security system environment,
Academia, etc. As a matter of facts, it constitutes a valuable pool of knowledge, in
different areas of expertise.

Based on Participating Nations funding, the NATO Centers of Excellence network
is profiled as a quality-based structure, covering a large range of vital branches for a
military system. The COE products fully withstand NATO transformational end state,
while also bearing the pattern of the involved Nations and Structures. Hence, the
involvement in COE projects ensures for NATO Nations both a necessary visibility and an
opportunity to access valuable findings.

NATO COEs activity is based on the following principles:
- Centers are open to the participation of all NATO member states, the access of

non-member states or other organizations to their products is subject to their
respective Steering Committee decision according to specific security
limitations;

- non-duplication of resources and means and avoiding competition with existing
NATO capabilities with the final goal of bringing value-added to the
capabilities;

- financial support (infrastructure, operational and maintenance costs) provided
by the Participating (Sponsoring) Nations in accordance with the level of
participation with personnel;
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- conformity with NATO procedures, doctrines, standards and security policies;
- clear working relations within the Participating Nations and the Steering

Committee (as decisional body of the centre) as specified within the
memoranda of understanding and other technical agreements;

- Program of Work in accordance with and sustaining NATO’s requests for
support.

All these principles are self-defining for what a COE means as complex resource for
NATO. Further on, an analytical approach would reveal practical aspects related to COEs
tremendous contribution to the transformation network and capability development. [5]

2.2 Features of the NATO Centers of Excellence
The political dimension. As much as we would like to deny it, support for NATO

COEs has political dimensions. One of these dimensions is the unwritten reciprocal
arrangements that go on between nations. For example a nation may agree to support your
COE if you support theirs. It is advised to closely examine and evaluate one nations
support for other COEs and determine what leverage this brings. Whilst it should not make
a difference, in practical terms one nation may have the best idea for a COE but without
support from other nations this idea will fall short. In another political dimension, many of
the recent NATO COEs have come into being because of a strong commitment and
involvement of senior politicians. (The Lithuanian ENSEC COE is a good example here.
During the information campaign, both the Minister of Defense and the Minister of
Foreign Affairs were actively promoting the centre and soliciting support through their
personal contacts. Additionally, both Ministers attended the first conference and made
speeches that promised support and resources).

The operation of the Centers of Excellence covers to some extent or completely a
large spectrum of responsibilities, such as:

- support of NATO forces in improving their planning, education and leading
capabilities;

- experimentation, validation and implementation of new concepts, techniques,
tactics and procedures (TTPs) resulted from scientific research as well as
lessons learned / best practices from operations or exercises;

- support of innovations as well as technical and technological research in their
respective area of expertise;

- providing products and services specific to the standardization process, in
support of interoperability requirements;

- provide expertise for NATO structures and partner states;
- set the framework for individual and collective education and training in their

respective area of expertise.
The teams. Teamwork divides the task and multiplies the success. It is amazing

what people can accomplish when they believe in themselves and are confident in the
group.

COEs usually consist of multinational talented workforce of dedicated professionals
comprising experience in their career field; deployments to theaters of operation; years of
instructor experience and exercises.

Maybe this is the most important thing to be mentioned and it is what makes the
teams even greater, when one supports the differing strengths of his/her teammates and
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allows each person to bring their unique qualities to the project. There could be incredible
surprises when we are open to doing things in new and different ways.

Each member of these outstanding teams have a clear understanding of what his/her
responsibilities are, everyone knows what the mission and objectives are and what are the
expectations.

These teams definitely far-exceeded the expectations of those who initially had the
idea of setting up the first centre of excellence. These specialists have the thorough
conviction that nobody can get there unless everybody gets there.

With more than 700 people working and producing excellence, NATO has to
reconsider the initial role and status of the centers of excellence.

In this respect NATO Strategic Commands decided to select centers of excellence
with experience and outstanding results in their area of expertise to become Department
Heads for the individual education and training in NATO, for their respective specialties.

Consequently the COEs employ rigorous internal quality assurance and lessons
learned programs to improve all aspects of the operations – from academics to
administration, support, and logistics.

Transforming theory into practice. An important step in NATO’s transformation
is putting the updated doctrine and TTPs to work in the classroom and validating them in
exercises. These courses offer not only high-quality didactic sessions, but practical
application exercises as well.

Transformation, however, is not just about adapting new technologies to
operational requirements; it is also about looking at old things in new ways.

2.3 The NATO HUMINT Centre of Excellence from Oradea – facts and
figures

HCOE proved to be one of the most important resources for NATO in building and
developing the HUMINT capability. It emerged as a coordinated response to the identified
shortfalls and difficulties in the use of human intelligence collection and production in
theatres of operations, affected by lack of properly trained HUMINT personnel, as well as
the lack of adequate standards and a validation exercise.

Based on the NATO Military Authorities Intelligence Coordination Group
(NMAICG) resolution on this aspects, and having the platform of the NATO Human
Intelligence Working Group (NHWG)1 as a first step to address these issues, Romania had
taken the opportunity of exploiting its commitment in the HUMINT field, launching the
offer to establish and host, as Framework Nation, the NATO HCOE.

It was officially opened in Oradea, Romania, in 2010, and currently enjoys
participation of nine NATO nations: Czech Republic, Greece, Hungary, Poland, Romania,
Slovakia, Slovenia, Turkey, and the USA.[6]

The assumed mission of HCOE is to improve the interoperability and operational
capability of NATO HUMINT through standardized training and education, doctrine
development, lessons learned collection and analysis, exercise support, research and
experimentation, seeking to become the leading agent of change for the NATO HUMINT
enterprise.

1 vested with the appropriate expertise and authority to coordinate the development of HUMINT doctrine and
policy and to establish guidelines and interoperability requirements for HUMINT operations
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In this respect, we can enumerate a series of achievements, standing activities and
relevant current projects that critically contribute to HUMINT development in NATO,
outlining exceptional contribution of HCOE participating nations:

- subject matter expertise in support to multiple strategic, operational and tactical
customers, delivered via a large range of activities subsumed in the yearly
program of work: courses, conferences, workshops, seminars, studies, exercises
and deployments;

- chairmanship (ensured by HCOE director) and secretariat of the working
groups dealing with HUMINT in NATO - NATO HUMINT Working Group
(NHWG) and NATO HUMINT Technology Working Group (NHTWG), which
give the HCOE a front seat to better capture operational issues and provide
NATO solutions to meet identified gaps and shortfalls;

- custodianship of NATO HUMINT doctrine and procedures and correlated work
in the HUMINT standardization field;

- running relevant projects in the area of concept development and
experimentation (ex. NATO funded research project “The human aspects of the
operational environment”, coordinated by the Emerging Security Challenges
Division/ ESCD);

- delivery of education & training activities throughout specific courses for more
than 1200 students (to date) from almost all NATO countries;

- application as department head for HUMINT individual education and training
in NATO, with special privileges in the field of quality control on education
and training events, in accordance with the Bologna process;

- prominent role in coordinating and hosting the premier NATO Exercise in the
HUMINT field, Steadfast Indicator;

- chair and coordination of NATO HUMINT Lessons learned/ best practices
Community of Interest (CoI), emphasizing a significant stake on driving the
bottom-up transformation process in the HUMINT discipline.

3.Conclusion
As NATO acts in a permanently changing environment, under the pressure of a

limited human and financial capital, the COEs prove to become more and more relevant as
complex resources for military capabilities transformation management.

Nations gathered into COEs demonstrated once again willingness and commitment
into preserving and developing the security values NATO brought to them. These
outstanding institutions stand for a valuable force and manpower, the best qualified to
support and lead the continuous transformation process of the Alliance in order to
discourage, deter, and counter any emerging threat.

HCOE facts and figures are just a tangible example to depict how this effort is
multiplied at the level of the entire COEs network, and reverberating both toward NATO
and at national level – an admirable example of cohesion and effectiveness.
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Cyberspace

In the field of security, 11 September is known as a day that changed everything,
which marked the beginning of a new era. Our perceptions about traditional threats have
collapsed with twin towers. Cold War scenario, which had dominated for more than 50 years,
has been changed radically and irrevocably. The threat no longer had an clear address
(national) of a sender. The borders have become meaningless, as was the case with military
rules of space and time. The use of civil aircraft as instruments of a terrorist attack has shown
that almost every thing might turn into a gun at any time. Suddenly, nothing seemed
impossible or unthinkable. This description is almost similar to that of the phishing scams
threats.

Over the last 20 years, information technology has been developed very much. From
an instrument in order to optimize administrative processes by the Office, it is now a strategic
instrument of industry, government or military. Before September 11, space risks and threats
have risen were discussed in small groups of technical experts. But, since that day, it became
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obvious that the world might be assumed serious vulnerabilities for the various companies,
which are increasingly interdependent.1

These days, for all of us, it is impossible to imagine life without interacting with the
computer. Each field of human activity requires recourse to IT and communication networks,
that are globally inter-connected. Connections of this kind provide a essential support in all of
the areas of activity: social, economic, financial, political, and, last but not least, military and
security-related issues.

Common environment in which these networks operate it is called, generic,
cyberspace. This space it is not just the technological universe used by people to do what they
are programed to do, to communicate with each other, but a transposition of their social
reality, in a virtual environment.

Political and social impact of virtual space has been demonstrated, in a formula like no
other, in the so-called „Twitter” or „Facebook revolution”, phrases used in the mass-media
during the protests recorded in 2009 in the Republic of Moldova and Iran, in the election
context, and subsequently in Tunisian and Egyptian episodes of the "Arab spring".2

Cyber warfare field faced, within a very short period of time, deep changes, offering
exceptional opportunities, but also risks as for its users. Sources of risk are represented by a
part of the actors that populates it, which speculates, in the interests of a state ororganization,
or individually, industry-specific vulnerabilities.

In the last few years, on the ground of cyber-attacks and phishing/scams-related
incidents increase, attention to this kind of threats have risen and their impact on the national
security is increasingly high.

We are witnessing an unprecedented extend of communications networks, determined
mainly by a vast range of eye-catching network services which are available to users,
miniaturization and affordability of storage resources, simplicity of use of new equipment and
software performance. In proportion to these commercial offers, the number of hoem and
residential users is increasing.

Nowadays, many vulnerabilities of communications networks are easily exploited, and
the people and organizations everywhere are able to connect to these networks, across
national boundaries. Information technology also permit to easily hide the real location and
identity of the persons and organizations that take advantage of these vulnerabilities.

Cyberterrorism

New category of criminals acting in the cyberspace is not composed of special persons
or coming from space or another planet. „Cyber criminal” is more than just a name change as
regards offenses traditional approach in a new shape. Digital criminals and the felonies
committed by them, represent a fundamental transformation in our own way to approach the
issue of crime and criminality.3

New categories of offenses, which is now a new type of criminality, are also
committed by people, all with guilt, and take into account, as a rule, the development of
economic benefits.

If we take into account the motivation and the threats presented by their actions, the
cyber-criminals can be divided into groups which act on social reasons - those who have a

1 NATO Magazine – Noi amenințări, dimensiunea cibernetică, http://www.nato.int/docu/review/2011/11-
september/Cyber-Threads/RO/index.htm, accessed in 05.09.2013;
2 Intelligence Magazine, number 19, march – may 2011, pg. 3
3 T.Amza, C. Amza, Criminalitatea informatica, Ed. Lumina Lex, Bucuresti, 2003.
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mentality of "gang members" and want to stand out, groups acting on technical reasons - will
help to develop new technologies, being a factor of technological progress, considering that,
penetrating computer systems and showing their vulnerabilities, determine firms involved to
force resolve them, groups set up around political reasons - those who have strong political
attachments and penetrates IT systems selected on the basis of their political beliefs, to make
known their views. A subcategory of this latter group is represented by the terrorists. The
feature of this group of criminals is that, unlike the other categories, they are using
computerised systems for both to promote terrorist actions, as well as to propagate ideas that
promote hatred yes breed or hatred between some organizations, in order to incite mass of
people go on a illegal social behavior.

Day-to-day occupation of this type of criminals have so far been and a wide range of
jobs, they can arise from among students, specialists in various areas or belonging to
organised crime or terrorist groups.

The cyber-terrorism represents convergence between cyber space and classic
terrorism. Here we include: the transactions of penetration and serious disruption of computer
systems, the operations of alteration or theft of the data and information stored in the various
computer environments, in order to produce significant damage on the economic and social
fields, and last but not least operations to influence political decisions or in response to hostile
action. An example of this can be penetrating a system of air traffic control which would have
resulted in a collision between two aircraft.4

In accordance with FBI, terrorism cyber warfare is defined as use of resources in the
field of communications and informatics in order to intimidation or expedited their fellow
humans.

Security incidents of IT&C shall be entered in the field of INFOSEC and they both are
part in the classified and sensitive networks, as well as in the public ones. In the first category
are some of the governmental networks or belonging to the state or private, as well as
networks with international coverage of NATO, EU or other organizations. From the category
of public networks, the Internet is the most representative and largest network, which has
become a global structure (cyberspce) that connects millions of networks, hundreds of
millions of personal computers, as well as a variety of mobile devices such as smartphones,
tablet, PDA, etc. The global network, as well as delivering information treasury, has major
role in effective operation of the various fields: business, banking, trade, public
administration, even defense and national security.

But the real advantages of this user-centric ,ever-expanding architecture,  smooth
operation  of information movement, are crashing on the other side, that of loosening of
control over systems in general, and over the resources and services offered via them.

On these infrastructures, there has to be an impressive number of attempts of
aggression, coming from inside or outside organizations. The cyber-attack is without
frontiers, and ensuring security of the network and of the transactions by such mega-networks
represetns the biggest challenge in this area.

Via the Internet, the exponents of the terrorist phenomenon can target achievement of
specific objectives starting from the collection/exchange of information, propaganda,
prozelitism, financing, organizational networks, and which culminated in planning/
implementation of phishing scams attacks on critical infrastructures, affecting the safety of
national targeted state.

As mentioned earlier, in order to achieve cyber attacks, extremist-terrorist
organizations may use attackers, with a high level of training and specialization in
information systems and communications, with various intentions or reasons.

4 D. Denning, Activism, Hacktivism, Cyberterrorism, pg. 241
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Recruitment of such individuals constitute a constant concern for the exponents of
terrorist phenomenon, as in states like China, Russia, India, North Korea or Pakistan, there are
many of the people who have advanced knowledge in IT&C. Although so far, extremist-
terrorist organizations such as "Al-Qaeda" or "Hamas" have used the Internet, mainly as a
means of communication or at propaganda purpose and attraction of new proselytes, it is
expected that in the future, with the development of their capabilities, be entitled to the cyber-
attacks on critical infrastructures, which, whether or not in combination with the classic
attacks, would have a strong psychological impact over the target population.

The attacks against some computerized governmental or private network, carried out
so far, have demonstrated efficiency, causing both financial and institutional damages, aspect
that generates attraction for such action on the part of extremist-terrorist groupss. Thus, since
1999, a group of Serbians hackers has conducted distributed denial-of service (DDoS) attacks
over computerised systems of NATO, protesting, in this way, against air strikes against
Kosovo and Metohija. Also, in May 2007, government computerized network activity in
Estonia has been seriously disrupted after a cyber attack, event which was repeated in June
2008, in Lithuania.5

The advantages conferred by unforseable and invisibility (with reference to the
identification of state-origin of the attack) of a cyber aggression carried out by a terrorist
organization may lead to devastating results, context what steps should be taken to ensure
appropriate security phishing scams.

In Romania, in the same year, under the authority of the Ministry of Communications
and Information Technology, (now Ministry for Information Society) has begun to operate
National Center for Response to Security Incidents of Informatics (basicly a Computer
Emergency Response Team), with the aim of creating a center of excellence in the field of
safety information, equipment, networks, and information systems and to focus on experts
interest in IT&C environment, but also of the authorities, on the security of virtual
environment.

The main objectives of the structure are:
- setting up a national center for the dissemination of information on security tools and

guides of "good behavior" in virtual environment for the various categories of users, in the
Romanian language;

- establishment of databases, regarding the incidents of security in which Romania is
involved, with a view to identifying optimal measures to counteract and limitation of injury;

- provision of communications infrastructure and data bases for the security
environment IT&C, as core, of an entire community of specialists in the field.

In the last 3 years, more and more states have taken steps to create a legislative
framework to govern the attempt of governments to counteract potential attacks coming from
the entities that have the ability to launch cyber-attacks or to support financially the cyber-
pirates networks and make a fast intervention to cut their access to the Internet, in the context
of one of the biggest fears faced by modern world, "cyberterrorism".

The concern for cyberterrorism have been seen at the level of both structures (NATO
and EU) as well as at the level of each member state. For the North Atlantic Alliance,
protecting its systems and communications has always been one of its priorities. For the first
time, this function has been entered on the political agenda at the NATO summit in Prague in
2002, and came into the spotlight after the terrorist cyber attacks which have taken place in
the year 2007 on public and private institutions in Estonia, a member of NATO.

5 Intelligence Magazine, number 19, march – may 2011, pg.3;
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At the European Union level, combating and preventing terrorism falls under the
European Network and Information Security Agency, set up in 2004, which, in addition,
manages preparatory technical activities for updating and developing Community legislation
in the field of security of networks and information.

All these events have represented the alarm signal that led the authorities to adopting,
in May 2013, the National Strategy for Cyber Security, which serves to identify
vulnerabilities and risk factors on national critical infrastructures, the mechanisms of
knowledge, preventing and combating terrorist threats, as well as authorized institutions to
meet these challenges.

Although legislative measures subject to discussions and adoption, both at the level of
each member state as well as higher level are aimed at protecting critical infrastructures and
on the basis of the information in the case of cyber-attacks, deferred these initiatives
considering that measures hinder freedom of expression, extending policies to online
censorship damaging the impact and significance of information flow and affecting collective
consciousness.

Their arguments are varied and reflect the idea that the threat is exaggerated "rarely is
that critical infrastructure to be connected directly to the public network Internet"6 ; systems
in the private sector are far from being free of defense, and the "nightmare stories about their
vulnerability are most of them apocryphal"7, being an initiative aimed to justify offensive
actions of military structures in the cyberspace and to attract more financial resources. In spite
of these vicious remarks, the risk that tampered IT systems of economic entities, financial or
public service of a member state is one not only real, but also achievable, and preventive
actions are not only necessary but also imperative.8

Conclusions

State entities, as well as individuals, are in a uncertainty, directly proportional to their
own freedom. State actors will untertake more aggressive cyber attacks, with devastating
effects, which will try to assign to non-state actors (organized crime, hackers, etc. )

It reveals an asymmetric situation with regard to actors involved in cyberwar. The
attacks in this space are much cheaper, and produce severe effects , as compared to the
conventional ones. The value of investments made in securing critical infrastructures is,
unfortunately, inversely proportional to the size of effects caused by a potential attack against
them. If it is desired to have a high level of security, then we need to take into account certain
investments. Although in the last few years there have been budgetary adjustment, the
cyberwarfare market is yet increasing.

A major effect of technological development makes actors the opportunity to migrate
from a so-called blind-attacks, in which they were attacking multiple targets, hoping that they
will get some results, to  targheted attacks, where the victim is attacked directly and in force.

An aspect that should not be neglected is the fact that in August 2013, the president of
Russia signed the national cyber security plan up to 2020, in which reference is made about
the setting up of new special intervention troops, the so-called "cyber-special troops".

6 www.huffingtonpost.com, Bianca Bosker, Internet „kill switch”, accessed on sept. 2013;
7 www.executivegov.com, Camille Tutti, accessed on sept. 2013;
8 Intelligence Magazine, number 19, march – may 2011, pg.3;
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Abstract:
EU's cooperation with NATO is, from personal perspective, of vital importance at the moment. NATO is in a
very important organization that ensures security perspective for a large percentage of the European
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1.Introduction
The current expansion of the Eastern frontier of the EU and NATO, on the North-

Eastern and South-Eastern axes, with ten, and respectively with seven new states, is a
decisive step towards building the common European space for security and cooperation.
Practically, the new wave of member States, the largest one in the history of the two
organizations, contributes substantially to the unity and stability of the entire continent, by
strongly re-launching the debates on the common European policies for security and
cooperation.

Bringing into question the case of Romania, we may state, in a thorough analysis,
the fact that, by integration in NATO and EU, its contribution can be significant in shading
away the effect of strategic fault line from the South-Eastern European space (the Balkans,
Black Sea, Caucasus). As a member of the Alliance and of the EU, it has an important part
to play in the cooperation between the two organizations. Its advantages of medium
European country add superior valences to the common continental space for security and
cooperation, valences which are visible politically, economically, militarily, etc. Its
neighborhood to the Republic of Moldova, Ukraine, and even to Belarus enables a unique
perspective on these countries and on their importance towards the Alliance, but also
towards the EU.1

After Romania’s and Bulgaria’s accession, the EU became the largest common
market in the world, with a population of approximately 500 million people, and a huge
surface, a superior political and structural capacity, adequate to the consolidation of the
geostrategic balances in the sphere of stability and security. It is true that new specific
European problems appeared, derived from the expansion, aid for Central and South-

1 V. Popa, N. Dolghin, NATO and EU. Determinations and Finalities, National Defense University
Publishing House, Bucharest, 2004, page 17.
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Eastern Europe, ethnic conflicts, terrorism, proliferation of mass-destruction weapons,
migration control, trafficking in weapons, drugs, human beings, etc., which might affect
the functionality of the Union and the stability of the common space.

However beyond all these possible difficulties, one thing is certain: the new
member States bring about to the Union, which has defined a common external and
security policy, their own capacity to improve the power relations, their own resources of
stability and security.

Facing so many geopolitical, strategic, and technological changes, the complexity of
asymmetrical and cross-border threats, the implementation and evolution of the concept of
common European space for security and cooperation prove to be and to remain a
necessity. Founded on the common pursuit for development in security and stability of the
continent, the concept presupposes an increased dynamism and capacity of crisis
management, restoration of peace, development of humanitarian operations or eviction of
nationals.

Therefore, it is clear that the expansion of the common European space, inclusively
in the Balkan perimeter, shall consolidate the stability and the security of the continent,
shall acquire increased capacities to fill those “black holes” on the map of the region, as it
is self-proclaimed Republic of Transnistria, with a destabilizing, destructuring effect for
the unity and integrity of Europe. The spatial and structural transformation of NATO and
EU shall result in the appearance of new forms of cooperation and consolidation of the
existing ones, in the creation of new specific instruments of counteracting non-
conventional risks, positive evolutions in terms of sub-regional, regional, and inter-regional
development and security. 2

The double determination of the regional and continental stability and security by
NATO and EU fortifies the peripheral European space, assuring an accelerated diffusion of
democracy, freedom, equity, and social security at the level of the former Eastern
communist states. Our region benefits decisively from the major advantages supplied by
the harmonization process of the European Policy for Security and Defense with the new
philosophy of the Alliance as regards crisis management, which practically results in the
development of European defense, an element of complementariness of NATO adaptation
to the new security context.3

The common space practically removes the idea of alternatives which EU might
project independently from NATO in the matter of the continent security, useless
duplications, and possible fissures in the transatlantic relation. The use by EU of the
Alliance’s capacities is the expected step towards a normality about which states with
double affiliation to these organizations should have thought, as long as they were
developing the same process on two overlapping levels.4

Erecting the common space for security and cooperation cannot be exempted from
the “crises of European construction”, revealing a Europe of diversities, where the
enlargement of EU is a difficult, not at all simple and linear process. As security is
revealed as a priority objective for both organizations, the relations between them are
cohesive, and are based on the principles of a strategic partnership, beneficial for both
parties, and especially for Europe’s security and defense. The following are taken into
consideration: specificity of each organization; respect and equality of their autonomy in
making decisions; necessity of mutual consultation, dialogue, transparency, and
cooperation; respect for the interests of the EU and NATO members; respect for the

2 Ibidem, page 18.
3 Government of Romania, White Charter on Security and National Defense, Bucharest, 2004.
4 V. Popa, N. Dolghin, op. cit., page 19.
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principles from the Charter of the United Nations; commitment of each organization to
develop coherently and by mutually strengthening its military capacities, depending on the
joint needs of the two organizations.

Nevertheless, most likely not only the idea of the common managed space, but
especially the joint responsibilities for its security and stability represent the arguments for
an expansion of partnership nature.

Facing the complexity of the world, the collapse of the former international
balances, terrorism, and other global threats, NATO and EU must settle an active, united
Europe that has projected a fair strategic vision, has freed itself from the spectrum of
nationalisms, by expanding its territorial and ideational frontiers towards the unique border
of a common European space.5

2.Romania’s Vision towards NATO - EU Alliance

Even before Romania’s accession to NATO, this country has supported the
development of a strong partnership between NATO and the European Union, which
observes the autonomy of the two organizations, and multiplies the effect of their policies
and actions.6

Regarded in the current geopolitical and geostrategic context, as well as in the light
of the distinctive elements in terms of state and cultural identity, the diagram Romania -
NATO / Romania - EU is placed under the joint interest channeled firstly on common
values, and implicitly on the collective interests of the partners involved in the two
organizational structures. In this context, one must notice the bilateral dimension of
Romania’s involvement in the mentioned bodies, namely the political-military body,
represented by NATO (The North Atlantic Treaty Organization), with mainly military
valences, and that of super-state construction which is permanently expanding and
developing - the European Union, both generating equally for our country obligations of
political-military nature with respect to security, as well as of economic, social,
institutional, cultural nature, etc.

As a partner with equal rights, in NATO, as well as in the EU, Romania’s action,
towards the interoperability on all the levels with the two bodies, must be focused on
solidarity, economic growth, promotion of democracy, etc., considering the fact that the
phenomenon of globalization is delimited, as a characteristic of competitiveness based on
the enlargement of the internal market, economic performance, stability of the common
currency, also as a resultant on the plane of technologies, social cohesion, and internal
stability, all these under the spectrum of political influence, and military power of the
states representing these integrated systems for globalization.

Taking into consideration the international dimension of the involvement and
participation of our country in the common projects for collective defense and security
promoted by the two world actors, we believe that the correlation security-defense is
extremely important, also the complementariness between NATO and the EU, materialized
in EU taking over the Balkans as regards national security, participation with the highest
weight of NATO in the security of Afghanistan, and eventually in a part of the Iraqi
territory, as well as development of NATO Response Force for security missions outside
the territory of the Alliance. As far as Romania is concerned, these elements are with a
nature to delimit even clearer the options that our country needs to follow in these two
entities, respectively of standardization of its own structures according to the diagrams of

5 V. Popa, N. Dolghin, op. cit., pages 20-21.
6 Speech by NATO General Secretary from Berlin, 29 January 2007, as regards the relations between NATO
- EU.
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relational nature, of communication efficiency, and solving aspects of any kind during the
zonal or regional partnerships, as well as of permanent preparation of the human, material,
and decision-making infrastructure, in order to answer, in a prompt and professional
manner, to the commitments laid down with these structures.

Regarded in the light of affiliation to South-Eastern Europe, however in the context
of openness to new occidental political-military and civilization standards, the chance
offered to Romania towards modernization and integration in this spectrum, must be
analyzed in correlation with the main dimensions of action and contact: the political,
economic, and military dimension.

As regards the military dimension, our country must establish and operationalize
firmly the place, role, weight, intensity, missions, and management of its military or
military-like structures, in various actions during peace, crisis or war. Appreciating
Romania’s contribution to the collective security in the last decade, one can state that it has
been constant and consistent, defining characteristics of a true NATO member.

This is the reason why it is of the utmost importance for Romania to act in the sense
of accomplishing the common European defense (EU) and Euro-Atlantic collective
defense (NATO) in complementariness with the process of permanent adaptation and
transformation of the two international bodies to the realities and challenges of the new
millennium.

Thus, taking into consideration the NATO - EU binominal, Romania must promote
its partner programs by taking into account the duality of the relations with both world
actors.

Nevertheless, Romania must not forget its national interests, supported by the
American military presence on its territory, which increases the security of the state and the
promotion of security in the Black Sea region.

Concurrently with the European Union’s drafting of the Common Security Strategy,
Romania supports the non-proliferation of the nuclear, biological and chemical weapons,
and it is the signatory of all the international agreements relevant in this field. Romania has
introduced and exercises a strict control as regards the products and technologies with
double use, and it is part to all the international treaties concerning the control of weapons.7

The classification in the global spectrum of the Union, forming an “efficient multilateral
order” shall be taken into consideration.

As regards the territorial-cultural affiliation to the Balkan Region since Romania’s
accession to NATO/EU, the role of our country, as a “buffer” between the initiative of
regional remodeling of the system of relations between states (promoted by USA, as well
as by NATO and by EU) and the geopolitical realities of the reminded space has been
permanently consolidated, and further resides in the technical assistance granted to the
states from the Balkan Peninsula aspiring to the capacity of NATO member, experience
pooling, cooperation for the reform of armies, democratization, and adaptation of
doctrines, our country serving as a connection link between the traditional members and
the aspirants to the North-Atlantic Alliance.

Not lastly, in the context of Balkan cooperation and of the good neighbor relations
with the states in this area, Romania proves the institutional-state maturity, confirming
once again the chance of its partner modernization by promoting the Romanian model of
respect for human rights, and minorities’ rights inclusively.

In conclusion, we may state that Romania, by its bi-dimensional affiliation to the
two world forums, NATO, and EU respectively, has received the responsibility to be
integrated and to participate complementarily in the activity of these institutions, and,

7 Gabriel I. Năstase, Challenges of the Third Millennium, Ion Basgan Publishing House, Bucharest, 2006,
page 258
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taking into consideration the remarks from this paper, our opinion is that it has successfully
and professionally complied with the tasks received until now.

The conduct and the coherent manner to treat standard and relational indicators
entitle us to state that our country is currently a viable, stable, and competent partner on the
political and strategic map of the new millennium.

3.Conclusions
The cooperation between the North-Atlantic Alliance and the EU in the Balkans

offers most likely the best example about the things that these two organizations can do
together. The collaboration between them in places such as Bosnia-Herzegovina or the
Former Yugoslavian Republic of Macedonia has had a direct, positive impact on regional
stability and security.

We believe that the experience of the successful cooperation between NATO and EU
in the Balkans has proven the fact that NATO and EU are indispensable partners in the
consolidation of Euro-Atlantic and international security. The cooperation between NATO -
EU also contributes to a solid transatlantic relation.

As a member of the EU since 1 January 2007, Romania continues to be an advocate
of dialogue and cooperation between NATO - EU on common subjects. From Afghanistan
and Kosovo to supporting democratic reforms and integration of the Western Balkans and
Eastern Europe or to fighting global challenges such as terrorism, proliferation of mass-
destruction weapons, or trafficking in human beings, there is a huge potential of
collaboration by whose materialization NATO and EU can have together an important
impact on international security.

Another example emphasizing clearly the cooperation between NATO - EU can
easily result from the contemporary realities. I am referring to the events from Libya -
NATO’s consultation with the international and regional organizations as regards the
modalities of intervention in this country and the possible operations, by reviewing the
options, resources at their disposal, and the most important missions (imposing the embargo
on weapons, decreed by the UN, humanitarian assistance, evictions of persons, etc.).
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This paper aims to illustrate, from a theoretical point of view, the idea that great powers are

constantly looking for opportunities to get more power, arguing their actions that are made to achieve this
goal, through the fact that this way they feel more secure.

This paper focuses on the evolutions of key international actors on the international scene in the
context of competition for energy resources. Taking into account that energy security is an essential
component of national and international security, identifying the threats and vulnerabilities of energy
infrastructures is absolutely vital.

The use of energy resources in the relations between great political powers became an efficient
instrument to influence other actors’ behavior or to control them in order to achieve someone’s own interests.
NATO and especially EU are directly interested in ensuring the energy security of its members and try to
complete each other.
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1.Introduction
Energy has become a strategic factor in global policy, a vital component for the

overall economic development and progress of the society, generating a series of
preoccupations worldwide since the period immediately following the First World War.[i]

The expression “energetic security” has been used more and more lately, it is
deemed to be the key of regional security: “any failure of critical energetic infrastructure
has the potential of a political, military and social impact”.[1] The term of critical
infrastructure refers to infrastructures of high importance, which are related to the national
security of each state. Higher energetic security means firstly a higher diversity of the
supply sources. Hence, the major importance of the projects regarding the transportation of
energetic resources, in this case of oil and natural gas.

Historically, two major episodes put a mark on the subject of energetic security,
namely: the oil crisis from 1973, and respectively the crisis in natural gas supply by Russia
of West-European states from January 2006.

Energetic security, together with food security, financial security, commercial
security, etc., is part of a wider concept of the national and individual security issue,
namely economic security[2]. Reaching a certain level of security depends on the capacity
of the state to aggregate resources at an internal level, and to win or keep its access to
external economic resources.

No doubt, any longer energy supply interruption is a significant damage to the
economic growth, political stability, and prosperity of the citizens of a nation. Therefore,
energetic security aims mainly at the following dimensions: assuring certain alternative
supply sources, identifying certain alternative energy transportation routes, securing the
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existent sources and routes, and increasing the weight of alternative energies in the internal
consumption. However, the realities of the current era have proved that the major
consumers should let go of the utopia of energetic independence, and accept energetic
interdependence.

2.Geopolitical considerations
From the geopolitical point of view, energetic security takes into consideration the

actions concerted to secure international trade with energetic goods, the adoption of an
overall legal framework in the field of transnational energetic services, such as Energy
Charta Treaty from 1994, the tendency of re-nationalizing deposits, infrastructure, and
energetic corporations, and the necessity for strategic concepts and overall approaches.

Another dimension begins to become an independent component of energetic
security, namely the military one. It is manifested internally in the defense policies of the
most important actors on the energetic market, aiming eventually at using the military
means to maintain the favorable positions. In their military programs, USA is aiming at
creating worldwide force projection capabilities, Russia is perfecting its nuclear arsenal as
a guarantee of territorial inviolability, the Middle East states and Venezuela are those
purchasing the biggest quantities of weapons, Iran is supporting its controversial nuclear
program, China and India are developing their military programs with unforeseeable
effects in the near future, etc.

Obviously, energetic security is not threatened only by terrorism, political distress,
armed conflicts, piracy, but it is vulnerable also before hurricanes, floods, earthquakes or
destructions caused by human activities. For instance, an explosion caused on an oil field
in China shall determine the Chinese government to buy as much oil as possible, which
shall result in a growth of the oil price internationally, and implicitly of the gas in the USA.
In conclusion, one may state that energetic security is endangered by six major challenges
of the twenty first century:

• short circuits in supply flows;
• determined nature of energetic resources;
• energy use as a pressure instrument;
• energy-related income used in view of supporting non-democratic regimes;
• overall transformations of the climate;
• high costs of energy for the developing countries.
Therefore, energetic security must take into consideration the challenges brought

about by the globalization process, any dysfunction or vulnerability from one part of the
globe (regarding an energetic source) affects consumers worldwide.

2.1 Use of Energetic Resources to Influence Geopolitical Strategies

Using the “energetic weapon” in international relations is a form of blackmail, an
action classifiable in the category of covered or discrete techniques, aiming at
accomplishing certain political, economic, military objectives, etc. This instrument is used
to weaken military, economic or political power of a nation, by undermining the moral,
loyalty or trust of the citizens. Therefore, we believe that the “energetic weapon” is an
additional instrument of the political pressures exercised by the states/international
community against a country which is guilty for serious trespassing of international norms.

Concurrently, the “energetic weapon” might represent an asymmetrical form of
action in the power relations at a global level, as answer to other political, economic and
financial, and military forms that have always been used.[3]
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In the opinion of Daniel Yergin, Chairman of Cambridge Energy Research, in order
to achieve energetic security, the decision-making factors must take into consideration ten
key principles[4]

- diversification of energy supply sources is the starting point for energy security;
- there is only one oil market;
- the existence of spare capacity, emergency stocks and redundancy in critical

infrastructure is important;
- relying on flexible markets and avoiding the temptation to micromanage them can

facilitate speedy adjustment and minimize long-term damage;
- understand the importance of mutual interdependence among companies and

governments at all levels;
- foster relationships between suppliers and consumers in recognition of mutual

interdependence;
- create a proactive physical security framework that involves both producers and

consumers;
- invest regularly in technological change within the specific industry;
- commit to research, development and innovation for longer-term energy balance

and transitions.

2.2. Europe’s Energetic Dependence

Energetic and raw material resources are generally limited and distributed unevenly
throughout the world. The spectrum of energetic resource depletion in the years to come
made an important part of external and power policies preoccupied, on one hand, with the
accessibility of pipes and terminals, future tracks of the energetic routes, partnerships, etc.
On the other hand, the following are emphasized: identifying the most efficient ways of
use, and possibilities to substitute such resources; diminishing environmental unbalances
determined by the exploitation, conditioning, processing, and using of resources.

According to some estimates, the largest world hydrocarbon pools are found in: the
area of Persian Gulf, Russian Federation - Siberia; the area of the Caspian Sea - Central
Asia; South America - Venezuela - Orinoco river area; USA and Alaska; Canada -
Newfoundland. Other less important pools are found in the North Sea, Northern Africa,
etc. Currently, Europe has become more and more dependent on energetic resources, and
therefore, is searching new suppliers in the field, suppliers that can help Europe to assure
its demand and security. The current projects reflect mainly the interests of Europe for the
Caspian Area, intending to limit its dependency on Russia.

On the contrary, Russia, in its capacity as supplier, wishes to keep its influence and
decision-making power as regards the export of gas, but also to limit the need of transit
through the Ukrainian territory, facing towards Turkey, and initiating concurrently
alternative projects to those promoted by the European Union.

European Union has a special interest in the issue of energetic security. Currently,
the Union of the 27 countries is one of the largest consumers of energetic resources in the
world. Except (possibly) Norway, all the other EU states are dependent on the imports of
hydrocarbons, especially from the Russian Federation. At the end of 2006, EU was on the
second place, after the USA, with a consumption of oil of approximately 14,995 million
barrels/day[5], and on the third place, following the USA and the Russian Federation, with
a consumption of natural gas of 18,869 billion m3/year[6]. The dependence on energetic
imports is foreseen to grow from 55% currently to 70% in 2030.

Following the repeated interruption in the supply with gas of Europe (energetic
crises commenced by Russia in 2006-2007), and the current conflicts from Northern Africa
(which ceased the supply of the Southern Europe with natural gas and oil products), the EU
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is faced with the decision to speed the process of consumption efficiency and source
diversification.

Therefore, the European Council adopted an Action Plan, where the member States
are entitled to select the modalities of achieving the established objectives. Energetic
security guarantee measures and eventual crises management shall be strengthened. The
EU shall insist upon energetic efficiency, renewable energy, and bio-fuel use.

In 2007, the European Council launched the initiative An Energy Policy for Europe
[7] which is meant to bring about more efficiency to the Community policy, coherence
between the member States, and consistency in the actions from various fields.

The document identifies three major challenges in the field of supply security:
- common approach to external policy;
- diversify sources, routes and resources;
- common management of crises, based on principles of solidarity and
subsidiarity.

As it is noticed, in the field of energetic policy, the Union has a series of documents
and action plans. However, one Strategy is needed, to establish concretely objectives and
modalities to fulfill the above in the field of external energetic policy. EU must identify the
major risks as regards the supply sources, and formulate its political and security interests,
all integrated in a pragmatic strategic concept. A closer collaboration with NATO and
revitalizing the transatlantic partnership could help the European Union to decrease its
energetic vulnerability.

Concurrently, EU states - Germany, Bulgaria, Slovenia, Austria, Italy - participate
in the Russian projects for diversification of routes for natural gas through the North Sea
and the Black Sea, which shall practically accelerate the role of Russia on the energetic
market of the European Union.

Therefore, not only the EU is preoccupied with energetic security, but also the most
important military block (NATO). On the occasion of the summit from Bucharest (2-4
April 2008), one of the main issues of debate was energetic security and clear strategies to
be established for the future.

Energetic security is no longer only an economic issue, but it became a deeper one,
with political-military implications. The member states of the North-Atlantic Alliance,
therefore indirectly NATO too, have already been involved in the efforts for securing
energetic resources. In the first Gulf War, the participation of the USA, France, Great
Britain, and Italy aimed at assuring the fact that Iraq would not gain control on the Kuwaiti
oil, threatening thus Saudi Arabia and other important producers in the area. Also, some
states such as the Great Britain, France and Holland have participated in Operation Earnest
Will to protect the traffic of Gulf tankers during the war between Iran and Iraq from 1980-
1988. The operation Active Endeavour can also be classified in this category. Here, the
maritime forces of the Alliance are directly involved in the actions to maintain the security
of key ships and energetic routs in the Mediterranean.

2.3. Pan-European Energetic Corridors

These corridors have a double objective: to complete the economic and territorial
integration of (former Communist) Eastern Europe in the European market, however it
equally represents a strategic way to assure the future of European economy (by assuring a
big part of the necessary raw materials, mainly of energetic nature).

As regards the most adequate routes to transport oil and natural gas within the
former Soviet territory, and mainly in the Caspian Area, harsh competition has been proven
lately. Therefore, Moscow wishes to continue the transportation of hydrocarbons by
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crossing Russia towards the North and North-West, and through the Black Sea towards the
West, aiming at:

- Connecting the existing or future Caspian pipes, to Drujba pipe (Friendship),
with the length of 4,023 km, which has been supplying Central Europe for a long
time; it has two branches: a Northern one, supplying Poland and Germany, and a
Southern one, towards the Czech Republic, Slovakia, Hungary, and Croatia (with
the destination point in the Croatian port Omisalj from the Adriatic Sea).
- Transporting through the straits (Bosphorus and Dardanelles) or to some ports
on the Western shore of the Black Sea (preferably in Bulgaria), and further
through pipes crossing the Balkan Peninsula to the Adriatic Sea.

Meanwhile, Occidental Europe and the USA wish to avoid these routes; a first step
and concurrently an example for this purpose is the oil pipe BTC (Baku-Tbilisi-Ceyhan).

At their turn, the other countries in the area or in the neighborhood either have
resources of hydrocarbons (Azerbaijan, Kazakhstan, Turkmenistan), or they are only
classified or may be classified in the energetic corridors (Georgia, Turkey, the Balkan
Countries, Romania, Hungary), are associated only to some projects, depending on their
own personal interest.

3. Energetic Security of Romania
For Romania, assuring energetic security translates into assuring the necessary

energetic resources and limiting the dependency on the import ones, diversifying imported
sources of energetic resources and the transport routes thereof, increasing the level of
compliance of the national transport networks of electricity and natural gas, protecting
critical infrastructure.

A brief presentation of Romania’s advantages consists of the following aspects:
- Geostrategic considerations: it is the biggest country in the area, it has political stability,

and it is situated at the crossroad between the Eastern-Western and Northern-Southern
European economic (and commercial) corridors.

- Romania is included in three major Pan-European transport corridors:
a. Berlin (Germany) - Prague (Czech Republic) - Bratislava (Slovakia) -

Gyor-Budapest (Hungary)-Arad-Craiova-Bucharest-Giurgiu (Romania) - Sofia
(Bulgaria) - Istanbul (Turkey);

b. transcontinental shipping route (Danube-Main-Rhine, connecting the
Black Sea with the Mediterranean Sea);

c. Helsinki (Finland) - Sankt Petersburg-Paskov (Russia)-Vitebsk (Belarus)-
Ljubasivka (Ukraine)-Chişinău (Republic of Moldova)-Bucharest (Romania)-
Plovdiv (Bulgaria).

- Romania is the only country in the area included in both programs of the European
Union, TRACECA and INOGATE, having as aim the oil and natural gas fields from the
Caspian area and the transport routes thereof to the Central and Western Europe.

- Romania has the biggest and most active port to the Black Sea, Constanţa, with fully
operational special terminals both ways for crude oil (24 million tons annually) and for oil
products (12 million tons annually), as related tanks (1.7 billion m3). In a not too distant
future, Constanţa shall become, owing to the wide-spreading works that have been
commenced, the second biggest port of Europe (after Rotterdam), and concurrently one of
the biggest worldwide.

- Romania has not only offers of crude oil transiting, but also of processing raw materials
brought from the Caspian region. Our country has a rather well developed system of pipes,
for the crude oil (approximately 4,500 km), but also for the oil products (approximately
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2,500 km), system which can be easily connected, with minimum investments, to the
central-European transport system.

- Existence of an oil refining capacity (over 30 million tons annually), exceeding by far
its own production of oil (a little over 6 million tons annually) and the domestic necessary
oil products. Therefore, it has an excessive refining capacity. The biggest and most modern
unit of this nature, Midia - Năvodari, is right near Constanţa port.

The territory obtained by Romania after the decision of the International Court of
Justice from 3 February 2009, further to the dispute with Ukraine, allows Bucharest to
exploit the resources existing in the newly obtained area of the continental platform of the
Black Sea with the area of 9700 square kilometers. According to the National Agency for
Mineral Resources, maximum preliminary assessments mention the existence of
approximately 70 billion cubic meters of natural gas and of 12 million tons (85 million
barrels) of oil.

4.Conclusions
In the circumstances of a growing competition for power and influence in the global

arena, material resources, and especially energetic ones, have a more and more important
role in the position and role of a state in the system of international relations. The uneven
distribution and foreseeable depletion of the resources of hydrocarbons, resources which
remain for now the engine of the world economy, have led to the development of the
games with respect thereto, and have enabled certain “monopolies” as regards the control
of sources and routes, of markets and prices.

The component of oil and gas of energy represents a challenge, and concurrently a
reason of concern not only at the European level, but also at worldwide. This depends on
many factors: on the reserves in the field, on the managing countries, on their policy, on
the transit routes, on the geopolitical situation, economic and diplomatic power.

Since 1990, EU has succeeded in diversifying significantly its gas supply sources:
Norway, Algeria, Libya, Nigeria, and the Middle East are responsible for the growth of
imports with over 80%, while Russia’s share from the total of gas imports decreased from
75% in 1990 to a little over 40% in 2008. However the problem resides in the extreme
differentiation of the degree of dependency on Russia: from 100% from the internal raw
consumption of gas for Estonia, Finland, Latvia, Lithuania, Slovakia and between 60-95%
for Bulgaria, Greece, Czech Republic, Austria and Hungary to 10% in Portugal and Spain.

In the case of natural gas, the economic and geographic considerations make
impossible for Central and Eastern Europe (CEE) to decrease significantly the strategic
dependency on the Russian gas. Taking into consideration the current geopolitical
perspectives, Russia still seems a surer source than Caucasus and Caspian Sea region.
However, the situation needs no radical approaches, due to the fact that the dependency on
Russia is mutual, and therefore the use of energy as a weapon can have repercussions also
on the country that uses such an instrument.
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1. Rationale
There are numerous explanatory - interpretative models that try to define leadership

in small and medium-sized groups, the emphasis moving from leadership as a polysemic
notion, often understood as management, to effective leadership and excellence building
(Leadership Effectiveness). We agree on the systemic-psychosocial approach of team
leadership laying stress on the personality of the military leader, on the complexity of the
situations arising from specific military missions, on the features of military groups similar
to the social micro groups, and especially on relations of interaction, interdependence, inter
influence, compensation and feedback existing between the variables of the organizing,
integrating system, - the military team leadership. Therefore, military leadership can be
defined as the action by which a social actor – i.e. the military leader – produces attitudinal
and behavioral changes in his subordinates so as to make them achieve the objectives of
the military missions or organizations as a whole, depending on the requirements and
features of the given context.

This requires training of psychosocial skills of military leaders at group, operational
or strategic level, since it is well-known that the “raw material” of leadership is people; it is
through people and with people that the technical means can be handled.

2. Emotional, situational, multicultural awareness - an essential
condition for efficient military team leadership

It is self-evident that it is not necessary to add more about the emotional, situational,
and multicultural awareness, and its importance in the command and control act or in the
efficient military leadership that contain a varied set of roles: to decide, to negotiate, to
motivate, to integrate. “The  Conscious Paradigm States” (Hobson, Strickgold, 1995 in
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Endsley, 2004) argues that individual experiences of consciousness differ  during the day
depending on how the functional organization of neural networks of the brain changes, so
the states of consciousness can be considered as both substrate having neurophysiologic
and psychological substrate. Ordinary general awareness, characterized by awareness and
lucidity of the psyche, as a result of the flooding of the sensory cortex with messages is
located in the right hemisphere of the brain, (“analogous brain”) i.e. cortex where the nerve
centers of imagination, empathy, intuition and orientation in time and space can be found.
The right hemisphere, opposite in significance to the left hemisphere (which is pure
rationality) is more creative, more insight based.

We will try to introduce emotional awareness within the broader emotional
intelligence area, since the two concepts share similarities of content. If for Mayer and
Salovey (1995), self-awareness involves “nonreactive attention and lack of judgment on
the inner state”, emotional intelligence implies the ability to correctly perceive emotions
and to express them, the ability to access or generate feelings when they facilitate thinking,
the ability to know and understand emotions and to adjust them in order to promote
emotional and intellectual development.

The authors cited above revealed several levels of emotional intelligence training:
assessing the perception and expression of emotion; emotional facilitation of thinking;
understanding and analyzing emotions; regulate emotions to promote emotional and
intellectual development. In another line of investigation, of R. Bar-On (1997), the
components of emotional intelligence related to emotional awareness point to the
intrapersonal aspect (emotional self-awareness, optimism and assertiveness, self-esteem,
self-realization and independence), interpersonal aspects (empathy, interpersonal
relationships mutually positive, social stress tolerance, impulse control),  and general mood
(happiness, optimism). According to Bar-On, emotional intelligence includes skills
grouped by areas: self-awareness of their own emotions, mastering emotions, inner
motivation, empathy, establishing and managing relationships. An interesting and
challenging perspective is provided by Jeanne Segal (1999) which highlights four
components of emotional intelligence with reference to emotional self-awareness:
emotional awareness, acceptance, active emotional awareness, empathy. An invaluable
contribution is made by Daniel Goleman (2001) which lists similar constructs: self-
awareness, self-control, motivation, empathy, social skills. This is what Goleman means by
“own effectiveness”.

Indeed, “own effectiveness” is the essential requirement for a military leader to
determine the effectiveness of leadership in the military group: good emotional self-
control, realistic, clear and creative thinking, managing stress and constant change, making
the right decision, self-motivation, motivating the subordinates to achieve mission
objectives, good communication skills, good management of interpersonal relationships,
display of self-confidence,  and  confidence in subordinates, empathy.

Situational awareness is studied primarily in the context of military leadership, of
military command and control operations requiring rapid response, of complex military
tasks under time pressure, where the dynamic of information flow and decision making is
very high and where making a decision can lead to consequences on which survival
depends. The military leader consciously perceives the situational time – space
coordinates in a continual change, having a certain kind of intuition, to understand how
information, events, own decisions will affect the subordinate military group and the
mission objectives on short and medium term.

Specialty literature describes numerous attempts to conceptualize situational
awareness. A widely accepted definition of situational awareness in science was launched
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by Endsley (1995): “the perception of elements in the environment within a volume of time
and space, the comprehension of their meaning, and the projection of their status in the
near future”, a definition involving the synthetic perception of information from the
environment, understanding their significance and prediction in time and space according
to the variables that change,  and goals of military operations, aiming at the adaptation to
the  objective reality.

Other definitions of situational awareness aim at similar fields: “situational
awareness is a state achieved when information that is qualitatively and quantitatively
determined by given configuration as suitable for assumed role is made available to
stakeholder by engaging them in appropriate information exchange patterns” (Soratia,
2008) or “the ability to maintain a constant, clear mental picture of relevant information
and the tactical situation including friendly and threat as well as terrain” (Dostal, 2007).
Dostal (2007) brings further clarification: “In the context of military command and control
applications, situational understanding refers to the product of Applying Analysis and
Judgment to the unit's situation awareness to determine the relationships of the factors
present and form logical conclusions concerning threats to the force or mission
accomplishment, opportunities for mission accomplishment, and gaps in information”.

Assessment of situational awareness is a dynamic and continual process involving
all members of the military (physical and mental health, personality, attitudes) through a
common mental representation of the military situation, which Glaser (1989) and
Kozlowski (1998) called a common mental model: “a set of well-defined, highly-organized
yet dynamic knowledge structures developed over time from experience”. In this context,
situation awareness is viewed as “a state of knowledge”, and situational assessment as “the
processes” used to achieve that item of knowledge. This perspective explains the crucial
importance of situational awareness in decision making by military leaders based on the
experience, knowledge, and instruction of the subordinates.

Another important conceptual distinction in situational awareness is bringing the
debate sense making by opposition, as “a motivated, continuous effort to understand
connections (which can be among people, places, and events) in order to anticipate their
trajectories and act effectively” (Klein et al., 2006, p 71). Endsley (2004) also  points out
that  sense making is backward focused, forming reasons for past events, while situation
awareness is typically forward looking, projecting what is likely to happen in order to
inform effective decision processes

Based on these assertions, Endsley (2001) developed a theoretical model of
situational awareness which involves three important stages: the first stage refers to the
perception the status, attributes, and dynamics of relevant elements in the environment.
The second stage is comprehension as a process of pattern recognition, interpretation, and
evaluation, integrating the information to understand how it will affect the individual's or
group's goals and objectives. This includes developing a comprehensive picture of the
world, or of that portion of the world of concern to the individual. The last projection stage,
as the highest level of situational awareness, involves the ability to project the future
actions of the elements in the environment. The model gives rise to other variables that can
influence the development and maintenance of situational awareness, including individual
actions, characteristic tasks, surrounding environment, time and space variables.

For the efficiency of military team leadership, it is not enough that only the military
leader has a personality with high levels of emotional or situational awareness, but also
subordinates team conducting military mission objectives.

Endsley (1995, p.39) defines group situational awareness as “the degree to which
every team member possesses the SA required for his or her responsibilities”.
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It is natural to be so, because the military relations between members of the group
are interdependent and coordinated, focused on meeting common goals and objectives;
there exists a well-articulated network of hierarchical statuses and roles for each member
of the group with a well specified role. The success of the missions depends on teamwork,
on the high level of situational awareness of each member, on the fulfillment of each
individual objective of subordinates, so as to meet the overall objective of the group.
Moreover, the above cited author uses the inspired phrase of “shared situational
awareness” just to mean “the degree to which team members possess the same SA on
shared SA requirement” (Endsley & Jones, 2001, p 48). In this way, shared situational
awareness becomes an essential function of cooperation, collaboration, cohesion of
military group members who share a common understanding and interpretation of complex
tasks elements. As the military group works hierarchically, not all members of the group
should possess all the information (as it will be dysfunctional and redundant), but only
those relevant to individual tasks.

Endsley and Jones (2001) developed a team situational model with four important
factors: requirements (the extent to which group members know which information should
be shared, which their current tasks are), devices (how to transmit information: direct
communication, technology), mechanisms (shared mental models that facilitate common
understanding, coordination), and processes (effective engagement in carrying out of the
objectives: checking correctness of the information, prioritizing tasks, coordination,
establishment of joint plans). This helps the military leader in training, and development of
a cohesive, performance and objective-centered team.

The need for a high level of situational awareness is revealed in the correct
decisions made by the military leader in a strictly limited time, based on the information of
the decision maker on the specific situation. Experience has shown that maintaining a high
level of situational awareness is not necessary in routine situations, in the execution of
common tasks, as it and can lead to mental fatigue, overloading tasks and errors. This is
required in new, unusual, or unpredictable situations.

International military missions are a new challenge for the military leader who leads
a multicultural military team - multicultural awareness. Multicultural awareness involves
the ability to lead good interpersonal relations within all members of the multinational
military, regardless of their cultural, religious, ethnic traditions, customs, gender and
sexual orientation, or socio-economic status. Multicultural awareness involves dialogue
with the otherness, respecting the other without sending out judgments with reference to
value or axiology. In order to build a cohesive and successful multicultural team with an
invigorating, positive work environment, the military leader is to influence subordinates in
the spirit of multicultural awareness. The psychosocial means by which the military leader
influences his subordinates are extremely complex and subtle, and this takes place at the
level of the cognitive, affective, motivational subsystems and especially at the level of the
attitude subsystem. We understand the procedural dynamics of the influence more deeply
as we define attitudes as predispositions to react in a certain way to a class of objects,
actions and social situations. Also, if we consider attitudes as " interfaces" between
personality and military socio-professional environment, we can say that they are
depositaries of values, knowledge, assimilated cultural traditions, motivations and personal
experiences which are structured as vectors that generate a general predisposition,
relatively stable and consistent; this leads to a certain behavior, which is adjusting to the
multicultural objective reality, in times of peace, crisis or war.
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Applied to students and officers of the navy, our own research (Cojocaru, 2008)
identified factors of emotional intelligence in the junior students’ personological profile, as
well as in imminent graduates and officers of the navy.

Thus, the junior navy students’ factorial solution identifies, for the  emotional
intelligence factor, in the structure of a set of eight variables of high and very high
saturation 3 components of emotional intelligence – the  Bar-On Empathy (.74), social
skills (.76) and Emotional Awareness (.72) - 3 empathetic values - Emotional Empathy
(.74), Cognitive Empathy (.80), and Predictive Empathy (.76) - a personality trait -
Socialization (.74),  and a variable in the field of general intelligence - Verbal Intelligence
(.70).

When students graduate, the set of eight components of emotional intelligence
placed in the starting matrix is added to the structure factor of emotional intelligence of
medium-high and high saturation: the  Segal Empathy (.78), the Bar-On Empathy (.77),
Socialization (.76), Social Skills (.71), Emotional Awareness (.60), Verbal Intelligence
(.81), Figural Intelligence (.78), Intellective Brilliance (.70)

Finally, the factorial solution for the emotional intelligence of the navy officers does
not represent a formal or reproductive continuation of the solution for students, but a
factorial solution with new elements: Realism (.80), Sociability (.77), Optimism (.75)
Emotional Awareness (.72), Social skills (.68), the Segal Empathy (.64), the Bar-On
Empathy (.59) and Emotional Control (.47).

The special importance of emotional intelligence, of emotional, situational and
multicultural awareness respectively, lies in the fact that this is a key point in achieving
leadership effectiveness; it requires training and practice of these skills in the educational –
instructional process of the military.
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Abstract

It is well known that the new generation of “digital natives” needs new teaching-learning strategies
complementary or opposed to the old/traditional ones that permit learners to communicate and collaborate,
and even switch the role with their teacher, sometimes. E-learning is the common frame of this new type of
transmitting-acquiring information, providing an open and transparent environment for learners, ensuring
also an authentic audience when they are to display the results of their work. Web-based learning and
computer-learning showed that new technologies make a difference in education when properly used.
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1.Introduction

Some years ago I had the opportunity to attend a course in USA, in the Defence
Language Institute, a place considered by teachers of EFL working for the military the
heart of teaching and sharing knowledge. My course was called Materials Development
Seminar, and I did not know what to expect from a course that stated it could improve my
personal way of developing teaching materials. My personal experience in teaching based
on my own teaching materials was pretty large- I had had 12 years of teaching at that
moment (4 in the primary school, 3 in the secondary school and high school, and 5 in the
University) and I was over confident on my skills. The course was given to us by two of
the best English teachers I have ever had the opportunity to work with, and it was based on
using the internet for developing our own teaching materials. At the end of the course I had
the feeling that my teaching career was going to change as a result of my new approach
towards teaching and learning. And it changed, and it is continuously changing because my
courses and seminars are constantly changing- improving I may add- becoming more
personalized, trying to individually respond to my students individual needs in improving
their skills.

2.Material Development

As an example of how web-based learning can be sustained, I developed some
activities answering ESP requests for my military students. The topic is TERRORISM, a
subject that is present in our lives more than we would want because of the rise of terrorist
attacks nowadays. I have chosen to develop my students speaking skill knowing that it is
the second most difficult skill to develop in English after writing, but also the most needed
by anyone who has to communicate in English.
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2.1 Pre-speaking activity. I considered that a pre-speaking activity based on
listening would introduce the students better in the topic and would be a good way of
introducing/ clarifying information about The Informative Speech.

Go to the following web page

http://www.americanrhetoric.com/rhetoricofterrorism.htm
 Click on the President’s Address to the nation 9-11-01

 Click on the MP3 play button.
 Listen to the entire speech.

2.2  Speaking activity. After listening to the speech, the students could be given
the general information about WHEN, HOW, and WHY this kind of speech is delivered.

THE INFORMATIVE SPEECH
There are some features you should take into consideration when referring to an
informative speech:
 the occasion the speech is delivered,
 the construction of the speech,
 the function of this kind of speech.

In addition to the already given information, I considered helpful for the students to read
and discuss on a given chart on the construction of the informative speech.

THE CONSTRUCTION OF THE INFORMATIVE SPEECH

1. INTRODUCTION
1.Salutation -The speaker greets the audience
2.Background
Information

-The speaker provides the audience with some general
information about the topic of the speech

3.Topic
Sentence

-The speaker introduces the main idea of the speech

2. BODY
1.First Argument -The speaker presents the first main point of his speech
2.Second Argument -The speaker discusses the second main point of his

speech. Some introductory phrases could be used:
secondly, immediately following, to continue with…

3.Third Argument -The speaker presents the third main point of his speech.
Note the introductory phrases: third, my third point is …

4.Fourth Argument
(Rarely Found In A
Speech)

-The speaker presents the fourth main point of his speech.
Note the introductory phrases: my fourth point is, then …

3. CONCLUSION
1.Restatement Of
Topic Sentence

-The speaker reminds the main point of his speech

2.Concluding
Statement

-The speech is concluded with a memorable statement, and
the speaker thanks the audience for their participation

A second listening would help the students identify the three parts of the speech and its
topic.
Listen again to President Bush’s address to the American people from the Oval Office on
9/11/01.While you are listening, mark the different parts of the speech on the given
transcript. Underline the topic sentence from the Introduction.
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Good evening.
Today, our fellow citizens, our way of life, our very freedom came under attack in a series
of deliberate and deadly terrorist acts. The victims were in airplanes or in their offices:
secretaries, business men and women, military and federal workers, moms and dads,
friends and neighbors. Thousands of lives were suddenly ended by evil, despicable acts of
terror. The pictures of airplanes flying into buildings, fires burning, huge structures
collapsing have filled us with disbelief, terrible sadness, and a quiet, unyielding anger.
These acts of mass murder were intended to frighten our nation into chaos and retreat. But
they have failed. Our country is strong.
A great people has been moved to defend a great nation. Terrorist attacks can shake the
foundations of our biggest buildings, but they cannot touch the foundation of America.
These acts shatter steel, but they cannot dent the steel of American resolve. America was
targeted for attack because we're the brightest beacon for freedom and opportunity in the
world. And no one will keep that light from shining. Today, our nation saw evil -- the very
worst of human nature -- and we responded with the best of America. With the daring of
our rescue workers, with the caring for strangers and neighbors who came to give blood
and help in any way they could.
Immediately following the first attack, I implemented our government's emergency
response plans. Our military is powerful, and it's prepared. Our emergency teams are
working in New York city and Washington D.C. to help with local rescue efforts. Our first
priority is to get help to those who have been injured, and to take every precaution to
protect our citizens at home and around the world from further attacks. The functions of
our government continue without interruption. Federal agencies in Washington which had
to be evacuated today are reopening for essential personnel tonight and will be open for
business tomorrow. Our financial institutions remain strong, and the American economy
will be open for business as well.
The search is underway for those who were behind these evil acts. I have directed the full
resources of our intelligence and law enforcement communities to find those responsible
and to bring them to justice. We will make no distinction between the terrorists who
committed these acts and those who harbor them.
I appreciate so very much the members of Congress who have joined me in strongly
condemning these attacks. And on behalf of the American people, I thank the many world
leaders who have called to offer their condolences and assistance. America and our friends
and allies join with all those who want peace and security in the world, and we stand
together to win the war against terrorism.
Tonight, I ask for your prayers for all those who grieve, for the children whose worlds have
been shattered, for all whose sense of safety and security has been threatened. And I pray
they will be comforted by a Power greater than any of us, spoken through the ages in
Psalm 23:

Even though I walk through the valley of the shadow of death,
 I fear no evil for you are with me.

This is a day when all Americans from every walk of life unite in our resolve for justice
and peace. America has stood down enemies before, and we will do so this time. None of
us will ever forget this day, yet we go forward to defend freedom and all that is good and
just in our world.
Thank you. Good night. And God bless America.

(http://www.americanrhetoric.com/speeches/gwbush911addresstothenation.htm)
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To expand the area concerning the informative speech additional reading could be given:

Go to the web address:
http://writing.colostate.edu/references/speaking/infomod/index.cfm
Read about purpose of informative speeches, major types of informative speeches,
structuring, outlining and delivering informative speeches.

After having so much information, each student must be able to start the construction of his
informative speech. To help them I considered useful giving some roles and situations they
might choose from in order to deliver their speeches:

1. You are the U.S. Secretary of Defense and you have to inform the public opinion about a
car-bombing attack in Philadelphia.
2. You are the U.K. Prime Minister and you have to inform the public opinion about the
capture of the man who was responsible with the London terrorist attacks.
3. You are the U.S. President and you have a press conference on the capture of Osama
bin Laden.
4. You are the Egyptian President and you inform the press about the investigation of the
terrorist attacks in Sharm el Sheik.
5. You are the U.S. Vice-president and you inform the chiefs of the secret agencies about
the steps to be followed after a terrorist attack.
6. You are the French President and you have a press conference about a terrorist attack
on Tour Eiffel.
7. You are the wing commander and you inform your pilots about an attack on a resistance
nest in El Salvador.
8. You are the captain of a frigate and you inform your crew about a rescue mission.

Students are also given a time limit:
Your speech has to be up to 15 minutes.
A last draw of attention on the speech features could be useful before students start their
work:
When preparing the speech, keep in mind the following features:

1.  Clarity
2.  Organization
3.  Choose words carefully.
4.  Don't try to cover too many points
5.  Use words like “First”, ”Second”, “Furthermore”, etc.
6.  Keep the speech moving forward according to a well-developed plan.
7.  Use precise vocabulary without being too technical for the audience.
8.  Simplify whenever possible.
9. Use reiteration, but avoid repeating with exactly the same words.
10. Coherence
11. Use motivational appeals, interesting intros, etc., to keep audience interested.

2.3. Post- speaking activity. After listening and discussing on all speeches, for
expanding the students view on other types of speeches, additional sites are brought to their
attention:

For more speeches (informative, persuasive, etc) go to the following addresses:
http://www.americanrhetoric.com/MovieSpeeches/moviespeechcrimsontide.html
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http://www.americanrhetoric.com/MovieSpeeches/moviespeechgettysburg.html
http://www.americanrhetoric.com/MovieSpeeches/moviespeechtheamericanpresident.html
http://www.americanrhetoric.com/MovieSpeeches/moviespeechweweresoldiers7thcavalrya
ddress.html
http://www.americanrhetoric.com/MovieSpeeches/moviespeechreturnoftheking.html
http://www.americanrhetoric.com/MovieSpeeches/moviespeechindipendenceday.html
http://www.americanrhetoric.com/MovieSpeeches/moviespeechgladiator4.html
http://www.whitehouse.gov/vicepresident/news-speeches/

3.Conclusion

Teaching English for Special Purposes had appeared an impossible mission for me
years ago, but thanks to continuous learning, assiduous work, and training courses, like the
one mentioned in the beginning of the paper, ESP – military branch- has given the most
fulfilling satisfactions.
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Abstract:
Even if you’ve encrypted and secured your wireless network with Wi-Fi Protected Access (WPA or

WPA2), a security hole affecting most wireless routers may make it fairly easy for those with the right tools
to hack your network and connect. They could then steal the wireless Internet access, possibly connect to
your computers, and snoop on your network traffic to perhaps capture your passwords and hijack your online
accounts. This security hole comes from the Wi-Fi Protected Setup (WPS) feature designed by the Wi-Fi
Alliance to – ironically – make securing and connecting Wi-Fi devices easier and has been included on the
majority of wireless routers made since 2007.

Key words: WPS, wireless, security, threat, network, router.

1.Introduction

“Wi-Fi Protected Setup” (WPS; originally Wi-Fi Simple Config) is an optional
certification program from the Wi-Fi Alliance that is designed to ease the task of setting up
and configuring security on wireless local area networks. Introduced by the Wi-Fi Alliance
in early 2007, the program provides an industry-wide set of network setup solutions for
homes and small office (SOHO) environments. The goal of the WPS protocol is to allow
home users who know little of wireless security and may be intimidated by the available
security options to set up Wi-Fi Protected Access, as well as making it easy to add new
devices to an existing network without entering long passphrases. Prior to the standard,
several competing solutions were developed by different vendors to address the same need.

The Wi-Fi Simple Configuration Specification (WSC) is the underlying technology
for the Wi-Fi Protected Setup certification. Almost all major vendors (including
Cisco/Linksys, Netgear, D-Link, Belkin, Buffalo, ZyXEL and Technicolor) have WPS-
certified devices, other vendors (eg. TP-Link) sell devices with WPS-support which are not
WPS-certified.

Although WPS is marketed as being a secure way of configuring a wireless device,
there are design and implementation flaws which enable an attacker to gain access to an
otherwise sufficiently secured wireless network. WPS has been shown to easily fall to
brute-force attacks. A major security flaw was revealed in December 2011 that affects
wireless routers with the WPS feature, which most recent models have enabled by default.
The flaw allows a remote attacker to recover the WPS PIN in a few hours and, with it, the
network's WPA/WPA2 pre-shared key. Users have been urged to turn off the WPS feature,
although this may not be possible on some router models.
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Terminology:
 The enrollee is a new device that does not have the settings for the wireless

network.
 The registrar provides wireless settings to the enrollee.
 The access point (AP) provides normal wireless network hosting and also proxies

messages between the enrollee and the registrar.

2.The Wi-Fi Protected Setup Security Hole

Wireless vendors have a few ways to implement WPS, but the PIN method is the
only one required, and is the source of the security hole. The way the PIN information is
exchanged between the router and clients makes it much easier to brute-force the PIN,
repeatedly sending guesses to the router from a client using a tool like Reaver or
WPScrack. After a few hours, these tools will likely reveal the target router’s WPS PIN
and the WPA or WPA2 passphrase, both of which can be used to connect to the network.

Label with WPS PIN on the back of a D-Link router

The standard emphasizes usability and security, and allows up to four usage modes
aimed at a home network user adding a new device to the network:

1. PIN Method, in which a personal identification number (PIN) has to be read from
either a sticker or the display on the new wireless device. This PIN must then be
entered at the "representant" of the network, usually the access point of the
network. Alternately, a PIN on the Access Point may be entered into the new
device. The PIN Method is the mandatory baseline mode; every Wi-Fi Protected
Setup certified product must support it.

2. Push-Button-Method, in which the user simply has to push a button, either an actual
or virtual one, on both the access point and the new wireless client device. Support
of this mode is mandatory for access points and optional for connecting devices.

3. Near-Field-Communication Method, in which the user simply has to bring the new
client close to the access point to allow a near field communication between the
devices. NFC Forum compliant RFID tags can also be used. Support of this mode is
optional.
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4. USB Method, in which the user uses a USB flash drive to transfer data between the
new client device and the access point of the network. Support of this mode is
optional, but deprecated.

The WPS push button (center, blue) on a wireless router

The last two modes are usually referred as out-of-band methods as there is a transfer
of information by a channel other than the Wi-Fi channel itself. Only the first two modes
are currently covered by the Wi-Fi Protected Setup certification. The USB method has
been deprecated and is not part of the Alliance's certification testing.

In December 2011, researcher Stefan Viehböck1 reported a design and
implementation flaw that makes brute-force attacks against PIN-based WPS feasible to
perform on WPS-enabled Wi-Fi networks. A successful attack on WPS allows
unauthorized parties to gain access to the network. The only effective workaround is to
disable WPS.

The vulnerability centers around the acknowledgement messages sent between the
registrar and enrollee when attempting to validate a PIN. The PIN is an eight digit number
used to add new WPA enrollees to the network. Since the last digit is a checksum of the
previous digits, there are seven unknown digits in each PIN, yielding 107 = 10,000,000
possible combinations.

When an enrollee attempts to gain access using a PIN, the registrar reports the
validity of the first and second halves of the PIN separately. Since the first half of the pin
consists of four digits (10,000 possibilities) and the second half has only three active digits
(1000 possibilities), at most 11,000 guesses are needed before the PIN is recovered. This is
a reduction by three orders of magnitude from the number of PINs that would have to be
tested.

An attacker can derive information about the correctness of parts the PIN from the
AP´s responses.
 If the attacker receives an EAP-NACK message after sending M4, he knows that

the 1st half of the PIN was incorrect.
 If the attacker receives an EAP-NACK message after sending M6, he knows that

the 2nd half of the PIN was incorrect.
This form of authentication dramatically decreases the maximum possible

authentication attempts needed from 108 (=100.000.000) to 104+ 104 (=20.000).
As the 8th digit of the PIN is always a checksum of digit one to digit seven, there are

at most 104 + 103 (=11.000) attempts needed to find the correct PIN.
As a result, an attack can be completed in less than four hours. The ease or difficulty

of exploiting this flaw is implementation dependent, as Wi-Fi router manufacturers could
defend against such attacks by slowing or disabling the WPS feature after several failed
PIN validation attempts.

1 http://sviehb.files.wordpress.com/2011/12/viehboeck_wps.pdf
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In some devices, disabling WPS in the user interface does not result in the feature
actually being disabled. The device remains vulnerable to attack. Firmware updates have
been released for some of these devices so that WPS can be disabled completely.

3.Protecting your network from the WPS security hole

Since the vulnerability lies in the implementation of WPS, your network should be
safe if you can simply turn off WPS (or, even better, if your router doesn't support it in the
first place). Unfortunately, even with WPS manually turned off through his router's
settings, Reaver was still able to crack his password. The inability to shut this vulnerability
down is widespread. We have found it to occur with every Linksys and Cisco Valet
wireless access point. On all of the Linksys routers, you cannot manually disable WPS.
While the Web interface has a radio button that allegedly turns off WPS configuration, it's
still on and still vulnerable.

Wireless vendors and/or the Wi-Fi Alliance may help patch this security hole by
implementing additional security measures, such as limiting the amount and frequency of
PIN guesses. They could possibly fix the issue in new models and in existing models by
releasing firmware updates that you may even be able to use with your current router. If
they don’t make any enhancements, the only way to patch the security hole is to turn WPS
off, but even then some routers still might be vulnerable as they may still response to PIN
queries.

To see if your router supports WPS—whether or not you should be worried about
this security hole—first check if there’s an 8-digit PIN number printed on the bottom of
your router. Also see if there are any WPS logos on it or on the box it came in. But even if
you don’t see any evidence, you should still double-check your router’s settings for any
mention of WPS.

To check or change your router’s settings, log on to the web-based interface by
typing the router’s IP address into a web browser on a computer that’s connected to your
network. If you don’t remember the password to log on, try the default, which can be found
in the router’s documentation or online. Once logged on, look for WPS settings, perhaps in
the wireless or advanced settings.

If you find you have WPS, you can usually disable via the router settings. But again,
it may not actually stop people from taking advantage of the security hole.

Before giving up on your router, check the wireless vendor’s website and look for
any firmware updates for your particular router that were released in January 2012 or after.
Then look at the release notes for any mention of a WPS fix or update. If you see one, then
you can simply download the firmware file and upload it to your router via the settings
interface in your web browser. Otherwise, you might consider checking to see if your
router is supported by after-market firmware, like DD-WRT or Tomato, which don’t
support or include WPS.

As a last resort for full peace of mind, if your router doesn’t have firmware updates
and can’t go the after-market route, you may consider buying a different router model that
doesn’t come with WPS.

DD-WRT is a Linux based alternative OpenSource firmware suitable for a great
variety of WLAN routers and embedded systems. The main emphasis lies on providing the
easiest possible handling while at the same time supporting a great number of
functionalities within the framework of the respective hardware platform used.

DD-WRT does not support WPS, so there's yet another reason to love the free
firmware.
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If the router is for business use, consider using the Enterprise (802.1X) mode of
WPA2 instead of the personal or PSK mode. When using the enterprise mode, the WPS
vulnerability doesn’t apply even if you have WPS on your router. This is because WPS
only works with the personal mode, and if you don’t have it enabled there isn’t anything to
worry about.

The Enterprise mode, however, is much more complex to set up. It uses 802.1X
authentication, which requires a RADIUS server. If you have a domain network, you can
use the Internet Authenticate Service (IAS) feature of Windows Server 2000 or 2003 or the
Network Policy Server (NPS) feature of Windows Server 2008 or later. If you don’t have a
Windows Server, consider the free open source FreeRADIUS server. But if you don’t want
to run your own server, consider APs with built-in RADIUS servers or cloud services that
can host the server for you.

Conclusion
As nearly all major router/AP vendors have WPS-certified devices and WPS – PIN

(External Registrar) is mandatory for certification, it is expected that a lot of devices are
vulnerable to this kind of attack.

Having a sufficiently long lock-down period is most likely not a requirement for
certification. However it might be a requirement in the WSC Specification Version 2.

Collaboration with vendors will be necessary for identifying all vulnerable devices.
It is up to the vendors to implement mitigations and release new firmware.

Affected end-users will have to be informed about this vulnerability and advised to
disable WPS or update their firmware to a more secure version (if available).
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Abstract :
Technological developments in recent years combined with better price-performance ratio and

increasing mobility have led to a major development of wireless network technologies. Often in this process
encouraged by the enthusiasm of their findings as well as increased demand from the market for such
equipment developers have focused their efforts mainly on creating technologies that will provide better data
transfer rates over greater distances and neglected the problem of safeguarding the privacy of data. However,
organizations need to control and prevent their network and systems from being exposed to wireless attacks.
Because many organizations overlook the potential impact of a Denial of Service (DoS) attack against their
wireless networks this paper aims to analyze this kind of attacks and present the massive destructive impact
that could range from service degradation to a complete loss of availability of the wireless network within the
organization.

Key words: wireless, security, access point, protocol, wep, wpa2, wi-fi, attack, DoS

1.Introduction
The first wireless network was developed in 1971 at the University of Hawaii in a

research project called ALOHNET and for the first time radio communication technology
interacted with computer network technology.

The first equipment in this area was developed between 1979 and1981 and it was
the result of amateur attempts to create wireless data transmission systems. It was only in
1991 that the first workshop discussing the subject was held and in 1997 the 802.11
standards appeared. The great interest shown by the public for this technology increased
the spread of this type of equipment and therefore numerous 802.11 standards amendments
appeared.

Although initially data security was not a criterion for the first developers to take
into account, with the advent of 802.11 standards the WEP (Wired Equivalent Protocol)
algorithm was implemented with the intention to provide a level of security comparable to
that of a wired network. The standard had serious flaws and in 2004 the 802.11i
amendment appeared with the intention to improve security mechanisms. Basically, the
amendment introduced enhanced authentication mechanisms, encryption algorithms and
key management procedures.

The 802.11i standard also called "Robust Security Network" provides improved
authentication mechanisms by using high level protocols like 802.1X, EAP (Extensible
Authentication Protocol ) and RADIUS (Remote Access Dial In User Service) and a more
powerful method of securing data using the protocol AES - CCMP (Advanced encryption
Standard - Counter Mode with Cipher Block Chaining Message Authentication Code
Protocol).

In 2000 the Wi-Fi Alliance was founded with the goal to create a set of common
standards for all producers in order to achieve maximum interoperability. The group
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worked on the IEEE 802.11i existing schemes and developed WPA (Wi-Fi Protected
Access) protocol. As a result, compared to 802.11i standard, WPA did not implement the
AES support because many devices that were on the market at that time lacked
technological capabilities to cope with increased levels of computational resources
required to achieve that encryption algorithm.

With the ratification of the 802.11i amendment in 2004 Wi-Fi Alliance introduced
WPA2 protocol, a protocol that is fully compatible with 802.11i standard.

2. Protocols
2.1 WEP
The first wireless security protocol WEP uses for encryption the RC4 algorithm

which combines a 40 bits stored key with a 24 bits initialization vector. The station then
executes an XOR operation on the result with the actual data required to be transmitted and
the resulted encrypted data stream is sent to the client station with the initialization vector.
In order to decrypt the data the equipment uses the stored key from its memory and
initialization vector attached to the data package.

2.2 WPA
Shortcomings of WEP protocol determined the need to seek an alternative and in

2003 the Wi-Fi organization has standardized WPA protocol. This was a restrictive version
of 802.11i but it could be put in practice before the release of the final version.

The measures taken to combat the WEP security breaches are:
a) authentication mechanisms using superior technologies like 802.1X protocol,

RADIUS (Remote Authentication Dial In User Service), EAP (Extensible
Authentication Protocol ). WPA provides mutual authentication, meaning that the
client station can be authenticated before being granted access to the WLAN, and
WLAN client can authenticate the AP before joining the network;

b) encryption has been improved by using Temporal Key Integrity Protocol ( TKIP ). It
is based on the RC4 encryption algorithm, which is applied over a mixing function
that generates a key for each transmission frame (dynamic keys);

c) WPA increases the RC4 initialization vector size to 48 bits and a key size of 128 bits;
d) the use of Michael Integrity Check method to test the integrity of data packets;
e) provides compatibility with 802.11i security standard

2.3 WPA2
Launched in 2004 the protocol is 100% compatible with the 802.11i standard and

comes with some improvements over the WPA security mechanisms:
a) the use of the Counter Mode with Cipher Block Chaining Message Authentication

Code Protocol (CCMP) protocol, based on the Advanced Encryption Standard (AES)
for encryption and message authentication. Although the TKIP standard was kept for
compatibility with older systems the RC4 encryption vulnerabilities have been
eliminated;

b) the implementation of WRAP (Wireless Robust Authenticated Protocol) which is
based on the Offset Codebook (OCB) of the AES. Unfortunately, as several parties
requested intellectual rights for this protocol, IEEE recommended the use of WRAP
protocol only as an alternate component;

c) WPA 2 implements secure roaming support. Thus, two mechanisms are introduced
for quick and secure client relocation between two APs:
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 storing the credentials of the recent used wireless connections allows the
client to quickly reconnect to an AP to which he has previously been
connected without the need for re-authentication;

 the pre-authentication support allows customers to connect to a new AP
while maintaining the connection with the older AP.

3. Wireless DoS attacks
The idea of a wireless network introduces multiple opportunities for attack and

penetration that are either much more difficult or completely impossible to execute with a
standard, wired network. During the past few years, wireless LAN security threats have
increased rapidly which has affected users, vendors as well as manufacturers. The level of
attacks has become more and more complex as more and more sophisticated and highly
automated applications were made available. One of the most destructive attacks of a
network and especially of a wireless network is a DoS (Denial of Service) attack.

In a DoS attack an attacker tries to stop the provision of services of a
protocol/application or a particular machine within the network. Although the reasons for
this kind of attacks are varied and do not necessarily lead into compromising data they
obstruct access to networking resources of the organization and cause considerable
damage. In a wireless environment such attacks generally target the access points because,
given their role of nodes of interconnection, their operational status affects a lot of other
users. An analysis of this type of attack revealed that in the first 3 months of 2013 the
number of DoS attacks increased by approximately 27% compared to the same period of
the last year. [3] In the next lines we are going to introduce the main DoS attack modes,
present their mode of operation and provide some protection measures.

 3.1. DoS by de-association / de-authentication
The 802.11i standard defines the conditions

which must be satisfied by the client in order to be
allowed to associate to the network. As depicted in
Figure 1, before a station is granted the right to
transmit it has to pass the authentication and then
the association process. Consequently, when a
station or AP wants to interrupt communication
they will send a de-authentication request.
Unfortunately, those messages are not secured so
it is very easy to spoof the mac addresses of the
station or AP and forge the de-authentication
requests.

In a DoS by a deautentication attack one
will try to take advantage of this behavior and send
false data packets to the client or AP in order to
make him believe that the other party wants to
interrupt the connection (to de-authenticate).
Because the client is involved in a communication
it will immediately start the reconnection
procedure. However, if the attacker will repeatedly
send deautentication packets the client station will enter a connection-disconnection cycle
and interrupt the transfer of useful data. This kind of attack offers great flexibility to the
attacker and he can choose which station to attack or by capturing the AP's MAC address
and using the broadcast MAC address he can target all stations connected to the network.

APCLIENT Attacker

Authentication request

Authentication respond

Association request

Association respond

Data

Deautentication
request

Deautentication respond

Figure 1 - 802.11i Authentication and association
process
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3.2 Jamming AP
Another method which can be used to achieve a DoS attack on a wireless network

is by jamming frequencies that are used for communication. Currently 802.11 refer to the
use of 2.4 GHz, 3.6 GHz, 4.9GHz and 5 GHz spectrum for wireless networking [11]. Each
spectrum is divided
into several partially
overlapping
channels. For
example, the range of
2.4 GHz is divided
into 14 channels of
which 11 are used in
the United States and
13 in Europe.

With the help of adequate hardware and software equipment an attacker can
identify the frequency used for communication and by using a high-power noise emission
he can block the signal from the AP and consequently the stations are unable to connect or
pass traffic.

3.3 Quensland DoS
The previous attack required specialized equipment to create a high power radio

signal, equipment that costs a lot and is not always available. The Queensland method
eliminates this drawback. This type of attack speculates the behavior of CSMA / CA
(Carrier Sense Multiple Access / Collision Avoidance) protocol used is wireless
networking to initiate data transmission. The protocol specifies that before sending a signal
the station has to listen if some communication occurs on the selected channel. The station
will initiate transmission only if the channel is free. By putting a NIC into continuous
transmit mode no other communication can be initiated.

3.4 Association DoS attack
An association DoS attack consists of two phases. The first phase of this attack is to

capture the MAC address for one or more stations. Then, using these addresses, the
attacker floods the target AP with association packages causing equipment to create a huge
number of entries in the association table. During this process the equipment’s memory
fills up and customer services are limited or stopped.

4. How to protect
An effective protection against DoS attacks is very hard to obtain because even if

802.11i has increased security measures it does not provide protection against this kind of
attack. It is very important for an administrator to quickly identify such an attack and take
appropriate measures. The most useful tool is a wireless intrusion prevention system
(WIPS). It can help organizations establish a performance baseline for the network,
detecting the DoS signatures, identify emerging attacks (a DOS de-authentication attack
usually is followed by a “Evil twin” attack ), identify emerging access points within
network, provide detailed logs of the activities within the network, and even detect the
source of the attack.

Because the DoS attack uses the unprotected association / disassociation /
authentication / de-authentication packets IEEE developed the 802.11 w amendment in

Pict. 2 - The 2.4GHz channels
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order to increase the security of management frames. So using equipment supporting this
amendment could improve wireless security.

To defend against physical attacks strategic placement of access points is crucial.
The equipment layout has to be made based on good area coverage, minimization of the
signal spread outside of the desired space and interference avoidance. Because the
frequencies are unlicensed and everybody can use them a lot of interferences can appear
from other wireless equipment (wireless cameras, bluetooth devices, cordless phones, etc)
or even other access points.

5. Conclusion

Recent years have witnessed a trend towards wireless technology. The latter
provides organizations with advantages which are very attractive to them: quick provision
of service, cost cuts, high mobility, etc. However, it has also created big vulnerabilities
which can be exploited by attackers and create huge losses - DoS attacks being one of the
most destructive of them.

Because the media used for signal propagation is the air it is very hard to create
physical boundaries of the internal network. Combined with the automatic network
discovery and association services provided by the modern operating systems a very good
environment for an attacker to exploit the vulnerabilities of this kind of systems is created.
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1.Introduction

Broadly speaking, culture is the set of definitions that people have at some point of
all that exists and happens around them - their representation of the world. The sphere of
culture encompasses symbols, norms, laws, values, rituals, customs, myths. All these form
a style that defines in a particular way each organization, representing a micro-society at
the organization level.

Organizational culture is one of the main factors of productivity and profitability
because it forms certain structures of thought and ways of action, widespread throughout
the organization through individual and collective patterns of behavior, through widely
accepted behavioral scale of values, through objectives and common strategic direction.

Organizational culture tends to be a key parameter for the design and control of the
management processes.

2.Cultural traits of effective organizations

Researchers have been interested in the relationship between the culture and
effectiveness for more than three decades, more precisely in the early 1980s. Many authors
have investigated culture from a strategic perspective and have presented culture as being a
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source of competitive advantage, they explored the importance of the “fit” between an
organization and its environment emphasizing the characteristic of “adaptability”. Daniel
R. Denison [1] created a model based on four cultural traits of effective organizations:
involvement, consistency, adaptability and mission as can be seen in figure 1.

Involvement refers to how organization manages to develop into their members the
sense of ownership, showing commitment to their work. People at all levels of
management feel that they have a say into the decisions that will affect their work and that
their activity is directly connected to the goals of the organization.

Consistency refers to strong coordination and integration. The individual and group
behavior is built upon a set a core of strong values and agreement and common points of
view are sought in order to take a decision. Consistency is a powerful source of stability
and internal integration because it creates a common mindset and conformity.

Adaptability refers adaptation to the environment. Sometimes, internal integration
and external adaptability are in contradiction. Adaptable organizations are more open to
change and take risks. Well integrated organizations are less willing to change what they
consider to be well built.

Mission refers to a purpose and direction, there is a clear image of the objectives
and where the organization needs to be in the future.

Fig. 1 Model of culture traits

Therefore, maximizing the efficiency of the military leadership is and should be a
constant concern of all commanders due to the diversity and complexity of the tasks
entrusted to the military on the one hand and on the other hand, the trend of diminishing
the human, financial, material and information resources allocated as a consequence of the
austere defense budgets. An organization will be effective only if pursues a mission which
is meaningful to its members thus obtaining their involvement but, at the same, time it
must be able to receive and interpret signals from the environment and turn them into
normative, cognitive and structural changes.

AdaptabilityExternal
Orientation

Internal
Integration

Involvement

Mission

Consistency

Change and flexibility Stability and direction
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The efficiency of the overall behavior of the organization is determined by the
consistency o the relationship among some changing and variable components which are
subject to diagnosis analysis. The analysis will be focusing on the following issues:
individuals, organizational configuration, task and management (leadership).

Efficiency will be influenced by the extent to which the organizational
configuration corresponds to the individual needs, the extent to which each member has an
accurate perception of their task and how their individual skills and abilities match the task
requirements. Furthermore it is very important that the individual needs should intersect if
not overlap with those of the organization and that every individual should be influenced
and made to commit to fulfill his obligations. All these elements and relations are set in
place by the managerial team.

3.Methods, techniques and procedures to maximize the influence of
organizational culture on the effectiveness of military leadership

Increasing military leadership efficiency can be achieved through a combination of
methods, techniques and different procedures. Thus, the maximization of the military
leadership efficiency is achieved through the flexibility of the commandant and his
management team members, through their creativity in performing the duties emerging
from their status in the organization, through the effectiveness of their entire management
work.

The relationship among these elements is shown in figure 2.

Fig. 2: The relationship between creativity, flexibility and the effectiveness of the military
leader and his management team

Hereinafter, I will define briefly the terms of flexibility, creativity and effectiveness.
Flexibility is the ability of a person to be fully aware of the current situation and to

persist in or change their behavior in accordance with what best helps attain the objectives.
Therefore, the flexibility of the leader and his team shows their ability to adapt, without
causing major disruptions, to new and challenging situations. [2]
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Creativity has been defined in cognitive psychology, as the ability to produce new
as well original and appropriate ideas. Researchers in the domain have identified two
components of the creative performance: divergent thinking and cognitive flexibility.
Divergent thinking refers to the ability to develop original ideas and to consider many
solutions to a given problem.

Cognitive flexibility describes the ability to restructure knowledge in multiple ways
depending on the manner the demands of the situation evolve.
Nowadays, creativity is defined as the art of asking a question and finding original ideas
within a given context. Each of the terms of the definition has its importance. The art of
asking a question means insisting on the fundamental stage of problem formulation and
absorption. During this phase the members of the team will be involved in a creative
competition. The ideas obtained can be transformed into a number of solutions,
nevertheless only the original and relevant will be maintained. Originality means new ideas
in the individual and / or group context. Of course, there is no such thing as an absolute
novelty. Context is also very important because it simultaneously generates the problem
and assesses the originality and relevance of the proposed solutions.

In my opinion, creativity contributes to the efficiency of military leadership by
seeking and finding innovatory solutions while taking into consideration the resources
allocated for the accomplishment of a mission or another. At the same time, creativity
helps the military leader to assimilate new knowledge and to experiment with new waysof
action in his daily management of the organization, which translates usually by an
increased effectiveness and efficiency. In addition, a divergent and creative thinking of the
military leader means that he is open to changes and transformations, even within the
military organization, resulting from the technological progress in the field of defense and
national collective security.

Effectiveness means the ability of an individual or group of people to achieve their
goals entirely and at the required quality parameters. [3]
At the individual level of the military leadership, flexibility, creativity and efficiency are
obtained by applying methods such as the management methods adopted by the
commander, the leadership styles used to motivate the individuals, case study method and
simulation method. These methods will be discussed below.

The management methods adopted by the leader are subject to a number of
parameters: the military hierarchical organization, the nature of the tasks entrusted (combat
missions, training and education, professional etc.) and the resources allocated.

Essentially, a management method represents a set of rules, principles and
procedures which enable the functioning of an organization. In practice we will not
encounter neither pure management methods nor will we find any pure management style –
what we use are hybrid methods and styles bearing features of several methods depending
on the psychological traits of the leader.

Of the many management methods existent we can enumerate the following: results
management, management by objectives, management by exceptions, management by
crisis, management by walking around, systems management, participatory or consultative
management method, forecast management, creativity management etc. [4]

In my opinion, results management is the most appropriate for the specific activity
of the military organization as it sets rigorous targets on all matters related to the
functioning of such organizations. This management method usually has two stages, the
first one is to assess the military organization at certain moment in order to pinpoint targets
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and to develop appropriate strategies, taking into account which service that specific
structure belongs to. The second step is to determine the actual concrete objectives which
are necessary for the organization to accomplish the mission assigned and then to adopt the
most appropriate strategies.

At the same time, I consider that a management method which allows for creativity
can add value to the results achieved. Basically, such a method consists in managing
through the use of techniques which stimulate creativity both individually and in groups
(brainstorming, Sinectics, Philips 6-6 method, 6-3-5 method, Frisco method etc.)

According to my assessment, the combination of the two methods of management
is beneficial because it takes into account the specific activity of the military organization
and the nature of the tasks entrusted by the law. In fact, after the decision is taken and
transmitted to the subordinate(s) the commander expects them to use their knowledge and
skills acquired during education and professional training as well as their imagination in
devising and carrying out specific tasks.

4.Conclusions

These methods develop the flexibility, creativity and effectiveness of the
management team characteristics which will be reflected by increasing in the efficiency of
the military leadership. Making use of such methods the management team members relate
directly to organizational culture which leads to an increase in its influence on their
behavior oriented towards tasks fulfillment.

Also, the usage of these methods strengthens management team cohesion and consensus,
obedience, the organizational climate improves as well as the effectiveness in fulfilling the
organizational tasks.
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Introduction
A simplified study of groups’ motivation influence on a company performance may

take into consideration a combination of group cohesion and goal acceptance. The
combination of different levels of the two input factors would lead to different levels of
performance. While in the civilian life there is abundance of tools to adjust the cohesion
and goal acceptance (through financial, social, or constriction means), there is different
situation within the military: a commander will have only limited means to influence the
behavior of the group.

This discusses the main factors that influence the group cohesion and the
implication of group cohesion in organization’s overall performance. In the second part,
the paper focuses on the specific group category, the military organization, looking into the
differences civilian vs. military organizations and analyzing specific factors that affect
military group cohesion.

1. Defining group cohesion.
Cohesion is defined as the “act or state of sticking together”1, or the degree of the

motivation to stay in that specific group.2 Broadening the meaning, “cohesiveness” is the
term generally used in human resources and psychology to analyze the human behavior,
either individually as part of a group, or the group as a whole.

As general rule, the members of a cohesive group are highly motivated to work
together, to cooperate and to continue to be part of the group. The affirmation is valid not

1 Merriam-Webster, Incorporated. Merriam-Webster's Speaking Collegiate Dictionary. Franklin
Electronic Publishers, Inc. (Burlington, N.J., 2009).

2 Joyce S. Osland, David A. Kolb, Irwin M. Rubin, and Marlene E. Turner. Organizational Behavior: An
Experiential Approach. (New Jersey, NJ: Pearson Prentice Hall, 2007), 259.
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only in positive situations, when group cohesion leads to organization’s success but also in
less desirable situations where there is a disconnection between the leadership and the
working groups and the group cohesion inhibit or even decreases organization’s
performance. A positive influence of group cohesion on the performance is enabled by the
following factors:3

a) Similar opinions and values, considered by Bogáthy as the most powerful
source of group cohesion. Interpersonal attraction (shared liking for the
members of the group) occurs when there are common values and
knowledge, as in the military organizations that lead to similar opinions. Is
this interpersonal attraction that maximizes the positive influence of group
cohesion on organization’s performance;4

b) The initiation phase – harder to accede to the group, more attractive is the
group membership and stronger the cohesiveness;

c) The dimension of the group – smaller groups allow the interaction among its
members and facilitate common opinions; on the other hand, bigger groups
may split in smaller groups, based on specific common values and opinions,
and the intergroup conflict may arise;

d) Task commitment – tasks successfully accomplished by the group develops
individual confidence in group membership, increasing the motivation to
remain part of it;

e) External threat – reasonable external threats to the group lead to increased
cohesiveness.

It is widely accepted in the psychology field that high cohesiveness, coupled with
high quality leadership, leads toward high performance, even though too high cohesiveness
may lead to low productivity in the economical sector.5 It is safe, then to consider that
influencing positively the group cohesiveness, we may alter, to some extent, group’s
performance. Steers and Black define the following factors influencing group’s
cohesiveness:

a) Group homogeneity – the more members share the same values,
backgrounds and characteristics, the greater the cohesiveness;

b) Group maturity – one group’s cohesiveness becomes stronger in time;
longer interaction between members helps develop a shared experience
within the group;

c) Frequency of interaction – individuals that interact on a regular basis have
the opportunity to discover common values and values and, if part of the
same group of interests, develop a more cohesive group than groups that
meet less frequently.

d) Success, if based on common success and recognition, raises the group pride
and facilitates increased cohesion.6

In addition to these factors, Steers mentions group size, external threat and clear
defined group goals as factors that directly influence the group cohesiveness, not only
augmenting the cohesiveness influence on the performance.

3 Zoltán Bogáthy, Manual de psihologia muncii şi organizaţională. (Iaşi: Polirom, 2004), 258
4 Daniel J. Beal, et. Al, Cohesion and Performance in Groups: A Meta-Analytic Clarification of Construct

Relations. (2003, Vol. 88, No. 6: 989–1004), 997
5 Zoltán Bogáthy, 259
6 Richard M. Steers and J. Stewart Black. Organizational Behavior (Fifth Edition). (New York, NY:

HarperCollins College Publishers, 1994.), 258
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If we’ve mentioned the positive influence of group cohesion on organization’s
performance, it worth taking a look at the negative consequences of low degree of
cohesion: individual isolation, low work satisfaction, absenteeism, members’ autonomy. In
this respect, we can see that there are some consequences that are not desirable at all in the
military organization.

From the study on an AT&T Credit group, Steers illustrates that there is a strong
relation between the degree of cohesiveness, agreement on organizational goals and
group’s performance, as shown in the following exhibit:

Agreement with Organizational Goals
(goal acceptance)

High Low

High
High

Performance

Low

PerformanceDegree of Group
Cohesiveness

Low Moderate
performance

Low

Performance

Table 1. The relation between Group Cohesiveness, Goal Acceptance (Agreement)
and the Performance as Outcome. (Steers and Black 1994)

What the table suggests is that all the military leaders (at different levels) need to
do is, in order to boost unit’s performance, either build robust, cohesive small groups or
facilitate cohesion development within larger groups. If that is the case, is the goal of next
chapter to study.

2. Military Groups. Cohesion in the Military.
Besides the direct relationship between group cohesiveness and group’s

performance, we need to study different factors that differentiate the civilian life from the
military environment. The military group, including the leadership, is differently structured
by the civilian organizational group; the organizational goals are different in both
situations; there is no situation in the civilian life that may compare to the in combat status
of a military group, and nevertheless, the motivational means in the military are different
from the motivational tools available in a civilian organization.

2.1 Military Groups.
From the perspective of cohesiveness, the military groups differ from the civilian

groups in the following aspects:
a) Group structure: while the composition of a civilian organization is based

on individual performance and skills, in the military the group members are
usually appointed to perform duties on a specific position;

b) External threat – there is no situation we may think of in the civilian
organizations where the external threat against a group is higher that the
external threat on a military group in battle. The reliance amongst military
members is very high during military operations and there is high possibility
the group dismantles in case of (heavy) casualties;
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c) Organization’s Leadership – if the formal leader often the same as the
informal leader in civilian organizations, usually based on meritocracy, the
military leaders are usually appointed, not infrequently, from different
reasons that meritocracy (either they followed a strict, specific career path,
or they just partially met the job description). In both cases, there might be
the situation that the formal (appointed yet not elected) leader is different
than the informal leader.
The military leader, at least at tactical level, is a passive leader, i.e. he
receives the mission from his/her superiors and requires the same from the
subordinates. He has limited input on the model that defines the group
performance (actions). The conservative military institution, based on rules,
technical standards and standard operating procedures accentuates the
“passive” character of military leadership.

d) The dimension of the group – depending on the level of the military
structure, the groups might be small (the air forces and to some extent the
navies), or large, as a company or battalion in land forces. Although it is
expected that the former groups are more cohesive than the later, there
might not always be the case: the technicality of the air and naval forces,
limits the interaction between group members. In land forces, including
special forces, there is an inter-dependency amongst members and greater
interaction that leads to greater cohesiveness, even in bigger groups,
company size for example.

2.2 Cohesion in Military Organizations.
The military might be seen both as an institution (strict norms, regulations,

structure, and the chain of command influence the personal behavior and limit the personal
relations at the formal level), but also as organization – its members interact through social
or cultural events, they have a common background and history from relatively early age,
starting from schools. The social interaction between military members is even more
visible in small services, like the Romanian Navy or Air Forces, where almost all members
know each other. This social interaction is a preferred solution when it comes to
developing cohesiveness and becomes practice in almost every civilian organization, or
even in large military organizations. But, as experts in the Canadian military Academy
mentions,

“[t]he military’s deliberately powerful socialization system and
processes [might] create and reinforce a “tight culture” in which in-
groups undoubtedly develop. One of the intended consequences of these
socializing influences is the development of the cohesive, highly
motivated groups deemed necessary for group survival and successful
missions. One unintended – often negative – result is the emergence of
norms, values, and stereotypes that exclude the “not like us” groups.”7

We may see that, even though the high cohesion enables a group to attain great
performance, sometimes it has negative impact in the military. The questions of when the
cohesiveness is advantageous and when there is not worth answered.

Daniel Beal considers that when the members of a group work together to
efficiently attain a common goal in the organization, then the cohesiveness successfully
contributes to performance. Instead, when the members are focused on successfully

7 Franklin C., Pinch, Allister T. MacIntyre. Challenge and change in the military: gender and diversity
issue. (Kingston, Ontario: Wing Publishing Office, 2006.), 3
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complete a given task, as it is the case of the military actions, the cohesiveness doesn’t
prove to weigh too much; Beal says that “cohesive groups also achieve performance
benefits when group performance is conceptualized as a behavior instead of an outcome.”8

Groups focused on efficiency rather than effectiveness will benefit more from high
cohesiveness.

When acting during peacetime, a military group behaves more like a civilian
organization: the rewards are more valued, the discipline is negatively affected by
members’ social status, and leaders tend to negotiate their leading position within the
group instead to gain it. The group is, in peacetime, required to focus on efficiency rather
than effectiveness. Studies within the Royal Regiment of Canadian Artillery shows that:

“cohesion is always an important aspect in any efficient group and
especially in an Artillery Troop but when it gets to the level that negative
norms are created it causes a problem and members begin to have
altered judgment.[…] Within the Artillery world leadership is very
essential and sometimes when members are not lead in the right direction
as seen through the sergeant in this situation, they will make poor
decisions.”9

Since the military fights during battles and are concerned about efficiency during
peacetime with the same personnel, it’s necessary that there is a balance between cohesion
and leadership. Neither one has to overweigh the other yet there should be a balance
between the two. More than that, there might be the case that a poor leadership develops
negative high cohesion, the group acting against the leadership and the organizational
goals.

One may argue that using proper tools, the leadership may adjust group’s cohesion
to fit organization’s needs. This is not easily done in the military, though. Compared to a
civilian leader, the military commander doesn’t have too many tools available: there is
nothing to say about remuneration and very little about rewards others than remuneration.
The military becomes more an organization than a profession and is focused more on
financial gains than self esteem or proud. Nor punishments are nowadays easily available
for the commander: the young soldiers are tempted by the civilian life and the military is
less and less attractive; a punishment would easily influence the young members switch to
civilian jobs, more and more attractive. In comparison, the civilian companies have an
abundance of means to adjust groups’ cohesion, from remuneration to social events or
intergroup competitions.10

Conclusion
It is no doubt that the cohesion in the military should be considered differently than

in a civilian organization: due to the effectiveness focused military in battle, the cohesion
plays lesser role in military groups, when their actions are mission focused. In peacetime,
the leadership cannot fully benefit from a cohesive group, but should be focused on
balancing the authority and group expectations.

8 D.J. Beal, 998-999
9 Pugh, RCAS. The Royal Regiment of Canadian Artillery. When Cohesion Turns Evil, 2012
10 Bob Nelson proposes a thousand ways to reward employees in his book (1001 Ways to Reward

Employees. New York, NY: Workman Publishing Company, Inc., 2005.), but at a glance, and probably even
after a detailed study, there are very few methods applicable in the military: the financial and social rewards
make a good cluster out of the thousand.
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1.Introduction
Nowadays we have to face the daily challenge of living in an unpredictable and

complex world who expanding in every second. Law which govern the global economical
society can still be reduced to demand and supply market, leading to supplier / consumer
duality.

On one hand, from the supplier’s point of view, the present economic downturn has
maybe reduced a company’s business, but it has not decreased the requirements related
with doing business. Taking into consideration the fact that IT became the core of almost
all human activity, the previous statement is particularly true for the numerous activities
associated with technical data interpretation and application. For example, even though the
quantity of components to be produced may be significantly less than in the near past,
everything linked with the technical data box up has still to be addressed.

On the other hand, from the consumer’s point of view, new technologies, new
devices and a large scale of products are flooding the market despite of financial crisis. In
order to live in our world we need to use some of them. For sure anyone, starting from an
individual consumer to the largest corporation, cannot afford to buy every product
available on the market. So, we have to make choices.

And now it raises one question: How many choices do we make?
According to one study, the average human makes about 612 decisions a day. This

equals to 4,900 decisions in a week and 254,800 in a year[1]. Another study suggests that
the average person makes thousands upon thousands of decisions each day both
involuntary and voluntary. Involuntary are those in which your brain sends messages to
your body to follow through on and voluntary decisions are those you actually debate to
choose. From a psychological perspective, it is necessary to examine voluntary individual
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decisions in the context of a set of needs, preferences an individual has and values they
seek[2].

In respect with this, a very useful tool in decision making process is something that
can be defines as "the totality of features and characteristics of a product or service that
bears its ability to satisfy stated or implied needs.[3]". But this is in fact a definition of
quality.

2.Instead of definition
"Quality is not an act, it is a habit." – Aristotle

The term comes from Latin, the word "Qualis" which can be translated by the
phrase "way of being". You can find a lot of definitions, starting with short one: “Quality is
doing the right things right and is uniquely defined by each individual”[4] and continuing
with a realistic one “Quality is a really, really boring definition that has no real meaning to
most humans on this planet unless you are a millionaire consultant writing a new book or a
quality coordinator applying for some "Quality" award or certification so you can quit and
become a millionaire consultant who writes books and produces infomercials from his
private island in the Caribbean” .[4]

Quality indicates the degree to which product characteristics meet the needs of the
beneficiary, the measure to which the product meets a particular service or comply with a
particular mission. Quality is a measure of the value in use. If the using values differentiate
products according to the utility they satisfy, the quality differentiated products of the same
type by the number of useful properties they hold, and by the degree of correspondence in
the field in which it is used. Quality presents a dynamic facet, because its content is
evolving in step with practical necessities. This fact reveals a less discussed aspect of the
concept of quality – dependence from the temporal dimension. Due to the dynamic
changes in the contemporary environment, products and services are demanded for rapidly
changing. A product that is still on the designer board, until put it in production, it is
possible to be already overcome.

3.From Stone Age to nowadays
But concerns about quality are not an attribute of contemporary world. Maybe the

oldest evidence of quality control is from the excavation of a mine (dated in Stone Age) for
producing flints in Scandinavia (from around 3500 BC) used in the manufacturing of
Viking boats. The excavation relieved unnecessary parts - finished tools unwanted at the
mine (internal failure costs) and thrown out before to be purchased by travelling merchants.
The motivation for rejection was to stop unsuitable flints to be transported to Sweden, just
to be rejected at point of use (external failure costs). This is an early example of a method
to reduce the cost of non-quality.

Historians have indicated the concept of quality far rear around 1780 B.C. also in
Babylonia.  In the code of Hammurabi, ruler of Babylonia, we can find the following
statement: “The mason who builds a house which falls down and kills the inhabitant shall
be put to death”[5].

In China, quality control for handiwork industries progressed during the Shang
Dynasty (16th - 11th century BC). The handicrafts involved included bamboo, wood-
working, metallurgy and textile industries. The process of quality control was exercised by
a branch of labor. At the same time and going into the Zhou dynasty (11th - 8th century
BC), a standardized system of measuring equipment was laid down. This included a twice
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yearly calibration by the state using an official organization, parallels current trading
standards/accredited calibration laboratories. Typical specifications included: “utensils
under standard are not to be sold on the market”.[6]

In the Middle Ages, in Venice, rudimentary production control and standardization
was introduced in the shipbuilding.

In the middle of the eighteenth century, in France, Honoré Le Blanc developed a
kind of quality guide related to interchangeable components of the same kind of products.
The idea was exported by Benjamin Franklin, at that time Ambassador to France, in USA
to Eli Whitney who had a significant role in promotion and popularizing of the idea of
interchangeable parts. Next, during the Industrial Revolution and the consequential factory
system, the concept of quality and the way in which process were controlled started to have
some of the features that we know today.

At the beginning of 20th century Frederick Winslow Taylor, an American
mechanical engineer developed a philosophy known as “Scientific Management”. Later on,
in 1924, Walter Shewhart introduced “Statistical Quality Control” and plan-do-study-
act (PDSA) which was the first time when cycles were used for increasing quality.

After Second World War, William Edwards Deming, who was a census in occupied
Japan “taught that by adopting appropriate principles of management, organizations can
increase quality and simultaneously reduce costs (by reducing waste, rework, staff attrition
and litigation while increasing customer loyalty). The key is to practice continual
improvement and think of manufacturing as a system, not as bits and pieces.”[7] He is also
considered the founding father of the cycle Plan – Do – Check – Act.

In the 1950s, after long academicals debates concept of ‘Quality Assurance’ went
forward and his development had gained increasing influence, covering ‘Quality Control’
concept. Almost in the same time, Joseph Juran developed `Cost of Quality’ approach.

 During the 1960s, Philip Crosby introduced the concept of “Zero-defects”, who
was centered on the idea of realization of employee motivation and awareness. In the
1970s quality assurance / control principles covered not only the manufacturing world but
also penetrated the services area. In the late of 70s, a spectacular shift of quality assurance
approach was happened from a reactive approach – based on inspection of the product to
pro – active approach based on preventing defects.

In the 1980s to the 1990s, quality control and management went to Total Quality
Management (TQM) concept. This philosophy can be summarized as “customer focus, the
involvement of all employees, continuous improvement and the integration of quality
management into the total organization as a result of the creative involvement of all
stakeholders”[8].

In the same time, in 1994 “British Standards 5750” was adopted as ISO
9000 International Standards of Quality series (revised in 2000 and 2008).

4.Military and Quality Processes
Military system has had an essential role in developing quality philosophy. Due to

the specific materials necessary to carry out military activities, concern for high quality
products supplied has been the center of attention of military organizations wherever the
world.

Starting with the early times, military played a role in establishing quality standards.
As early as 1450 B.C. the Egyptians made use of a form of inspection and measurements
for swords.
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Honoré Le Blanc, the father of interchangeable parts, mass production innovator,
was a French gunsmith and he developed a quality guide for musket manufacture and
interchangeability focused on artillery field. Again, Eli Whitney had a contract to produce
10,000 muskets which had to have interchangeable parts. Because of problems related to
the new requirements and mass production technology that concerned special machining
and comparison of each piece with a standard, it took nearly ten years instead of two years
to deliver entire quantity (also because the military inspectors were implied in acceptance
of the muskets).

Before the Second World War, all materials supplied by military were inspected
100% to assure quality. During the war, because of the large quantity of material needed to
be procured for the war effort, it became too costly and almost impossible to continue this
method and thus turn out to be necessary to introduce a method to shorten the time allotted
to inspection but, at the same time, to ensure a high rate of confidence in product quality.

The solution was to use sampling methods, theory that was developed by Walter
Shewhart but his ideas attracted little enthusiasm at the moment when was delivered. For
entire industrial environments it was necessary that the United States Army to introduce
this method in 1942 in order to understand the importance and efficiency of sampling
charts or “Statistical Quality Control” in manufacturing. By the end of the war, all services
of the U.S. military have developed similar plans and used them during acquisition
processes. After the Second World War, with the emergence of the Cold War, weapons
systems have become increasingly sophisticated. As a reaction, US Department of Defense
issued three military standards for inspection sampling. It was the beginning of a long
series of Military Quality Standards (MIL-QSTD), and in 1963 one of these documents
turned out to be an ABCA (America, Britain, Canada, and Australia) Standard. So quality
standards began to have an international level. But these standards were not enough.

Former President of United States, D. Eisenhower said in his last political speech
that in US was created a permanent armaments industry of vast proportions. Related to
this, 3.5 million men and women were directly engaged in the defense system. This
combination of a huge military machine developed an arms industry was a new experience
in American life. It was created a huge "military industrial complex". In order to keep
under control this “monster”, Government inspectors from Air Force asked first that
requirements for a contractor quality program to be issued. These requirements were
intended at major contractors appointed in the development, production and selected
service commissions for aircraft and missile systems. Using the Air Force example, the
other Services set off similar requirements for their products of comparable complexity. In
the late 1950s the responsible acquisitions staff brought all parties together to create a
harmonized approach on quality. These organizations developed and issued Military
Specification MIL-Q-9858, Quality Program Requirements. So was born the document that
will decisively influence how the quality assurance will be done for a long period of time
related to acquisitions of products and services for US DoD which was signed on 9th April
1959. It established what contractors had to do in order to achieve conformance. The
development of quality standards reflected the need to transfer the burden of work from
inspection by Government inspectors to “quality assurance” guaranteed by the contractor.
By 1962 the NASA had also developed its “quality system requirements” for contractors,
based on MIL-Q-9858. But the area of influence of this basic standard went far away. In
1979 it was released British Standard BS-5750 were you can find a great degree of
commonality with MIL-Q-9858 (which meantime was revised as MIL-Q-9858.A in
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December 16 1963). And I want to remind the fact that BS-5750 was adopted in 1994 as
ISO 9000 standard.

In 1968, in order to spread on the entire organization the same procedures among
partners, NATO has established a frame of standardized procedures (AQAP series) linked
by STANAG 4107 in an attempt to support quality assurance in acquisition activities.
AQAPs series were revise in 1993, 2003 and 2009.

5.Conclusions
Quality assurance and control processes are one of the most dynamic growth

engines of the production of goods and services, being a pillar of the development of
human society.

Quality, like beauty, can be defined in different ways. It is an intrinsic attribute of a
product or service that evolves over time (and not necessarily downwards, for example
some drinks become tastier in time).

During the time quality assurance and control processes has been a constant
presence and it was in a close correlation with the level of civilization of the society.

Since ancient times the military system was linked to the quality assurance and
control processes, most often being in a position to shape the concepts and philosophies on
quality. Also, the military has pioneered the spread and acceptance of international level of
common quality standards.
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Abstract:
In this paper I try to emphasize the link existing among organizational life cycles and management

styles, starting from the models of organizational evolution and the ways different type of organizations are
managed according to the stage of their existence. I choose to study the model designed by Lawrence M.
Miller, which had an interesting approach regarding organizational life cycle. Cyclic evolution of
civilizations and larger organizations was described in the book Barbarian to Bureaucrats having six stages:
prophet, barbarian, builder & explorer, administrator, bureaucrat, and aristocrat. Based on this model that
is referring mostly to civilizations and corporations, I try to transfer the view toward military organizations.
Some typical features that characterized organizations according their life stage and, the relationship between
the nature of leadership and the stage an organization go thorough will be presented.

The reason I choose this topic is connected to the idea, people could behave better and perform well
in an organization they know and, also, they could be confidently involved in changes that faces organization
environment and its management. It could be valuable in a military organization as it is worthy in others
fields.

Key words: organization life cycles, management styles, organization, leadership, prophet, barbarian,
builder & explorer, administrator, bureaucrat, Barbarian to Bureaucrats.

1.Introduction
The organizational environment faces continuously with old or new phenomena

that affect organization evolution. To adapt organization to new challenges or change it
according to new trends and environmental constraints is a matter of management. Some
examples of phenomena which I would like to mention are: condensing activities, splitting
in layers or substructures and decentralization – they belong to the group of old ones and,
others: new informational infrastructure, fast informational flow, new technologies,
globalization trends, and new expansion of virtual world. The impact of those phenomena
in organizational environment is tough, sometimes could be predictable, and leaders and
members should be ready to go though changes that occur inside organizations which must
to adapt and sustain their existence and cyclic evolution. What’s happened if adaption is
missing or leaders can’t figure out the challenges? Maybe the end is too closely for those
organizations and for their members the song could not be from their favorite playlist.

Trying to understand how organization step over through stage to stage, I found
models that presents organization as open system which start its life, goes further to a
developed age and, somewhere further in time may touch its end.

Organization’s evolution was compared by some theorists with human life and
behavior; organization are passing stages as people go from early years, childhood, teenage
phases, youth, and maturity through elderly. Other similar life cycle was compared to
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seasons; the transformation of an organization being considered similar to seasons’ cycle in
a year.

In fact, among theorists there is a common approach regarding these three phases of
organization life: beginning – evolution – ending. Also, some particular views are
connected to the evolution part of an organization life which is considered more debatable
due to environmental influences.

There is an interesting theory designed by Lawrence M. Miller referring to
organizations evolution. Based on Miller’s pattern the organizations go through diverse life
cycles as people do. For example, people go through infancy, childhood and early teenage
phases that are characterized by lots of fast growth. People in these stages often do
whatever it takes just to stay alive, for example, eating, looking for protection and sleeping.
Often, these people tend to make spontaneous, very reactive decisions rooted in whatever
is going on around them at the moment. At the beginnings, new organizations are like this,
too. Often, creators of the organization and its various members have to do whatever is
necessary just keeping organization in function. Leaders make highly reactive and
instinctive decisions. They dread taking the time to hold up and do planning.

In this comparison of organizations to people, could be noted that, as people
continue to grown-up, they begin to understand more about the environment and
themselves. In time, people develop a sort of wisdom that sees them through many of the
challenges in life and work. They learn to plan and to use a definite discipline to put plans
in practice. They discover how to manage themselves. To continue to exist and evaluate,
organizations ought to do this, the same. Experienced leaders have learned to identify the
specific life cycle that an organization is stepping through. These leaders know the kinds of
difficulties faced by the organization at some stage in its life cycle. That understanding
provides them a good judgment of perspective and helps them to choose how to respond to
problems in the workplace.

2.Organizational life cycles and management styles
According to Lawrence M. Miller model, there is no doubt, organizations, have a

cyclic evolution. Characteristics of new organizations are generally different from older
ones. There are broad patterns that seem to follow some natural evolution as there are
natural patterns in the birth and growth of infants, animals and even plants. There can be
no exact roadmap drawn from history, but there can be wisdom derived from the patterns.
The culture at the birth of an organization (or civilization) is of one kind, and that is
entirely different than the culture at old age or in decline. The performance of leaders, their
relationships, expertise and objectives are different at each age.

Organizational life cycle model designed by Lawrence M. Miller comprises six
stages: prophet, barbarian, builder & explorer, administrator, bureaucrat, and aristocrat.
Also, there is stage named “synergist” who is characterized by some innovative
management, interventions and changing into organization in the way to continue at upper
levels the previous stage.

In figure nr. 1, the graphic presents, cyclic evolution of organizations from
beginning to the end, going through integration to disintegration process, or having the
chance to step on new start under the synergist intervention and transformation. [1]
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Fig.1

2.1. The Prophetic Age: Inspiration and InnovationThe prophetic stage is in fact generated by inspiration and innovation.According to Miller’s model, “in the beginning is the word, the creative act, the spiritof renewal. Creative personalities, including religious prophets, seem to follow apattern of withdrawal-and-return. They disappear into the mountains or desert. Theyremove themselves from the distractions of the current order and seek some vision ofa better future. Their power to inspire others is only seen on their return when theyare intentionally disruptive. A revolution begins and their followers can hardly becalled an organization, more a group of disciples. It is disruption, not order. It is thenature of creative personalities. The vision of these prophets is like a rocket blast, asurge of energy that disturbs the old and propels movement toward something new.Often these prophets are incapable of doing their work within the framework of theold order, but must but be exiled to a new land.”[2]
Characteristics for organization in the Prophet stage

- it is lead by a visionary and creative person on whose ideas the organization was
founded;

- organization is at risk because it is a beginner in the environment;
- there is more chaos than organization, with things changing frequently, reporting

relationships ambiguous, structure and processes uncertain;
- there is an excitement and deep belief in what leader and members are trying to

accomplish.
Leader as a Prophet

- ideas are long range and visionary;
- is willing to make great sacrifices in time and energy to see your ideas realized;
- tends to withdraw for long periods to work through your ideas;
- sees challenges others don’t see;

 84



ORGANIZATIONAL LIFE CYCLES
AND MANAGEMENT STYLES

- others see leader as being “different”;
- is probably not very well organized, and is impatient with details and administration.

Example: Alexander the Great, Thomas Edison, Henry Ford, Alexandru I. Cuza

2.2 The Barbarian Age: Crisis and Conquest
The prophet founders of organizations are soon followed by, or become themselves,

barbarians, the commanding generals whose strength of will focuses energy in crisis. The
initiative and inspiration must be continued with decisive action in building the
organization. “Every new organization is in a crisis, a fight for survival. The ability to
move quickly, with discipline and unity of energy and effort, is the key to victory”. [3]

Characteristics for organization in the Barbarian
- it is rapidly expanding, taking in new territory and integrating the conquered;
- the decision making process is fast and only a small group of members are implied in

decision procedure;
- administration, processes and organization structure are well definite;
- the demand for performance is high and those who can’t are left behind or expelled.

Leader as a Barbarian
- mission is understandable and imperative;
- the priority is to conquer and go forward faster;
- is in charge and very comfortable making decisions;
- others view the leader as being authoritarian and not consulting them on decisions;
- is very action-oriented and has little patience with planning and administration.Example: Alexander the Great, Hernando Cortez, Attila the Hun, George S. Paton,
Michael the Brave.

2.3 The Age of the Builder and Explorer: Specialization and Expansion
The period of the Prophet may be a brief moment in the history of the organization.

The age of the Barbarian should also be short. The organization’s leadership should not
remain in the Barbarian Age, trying to move on and enter a period of specialization, a time
when the organization is developed whit specific systems and structure.

Now leadership has to take on a different quality. It must be joint, delegated, and
increasingly collaborative. While the decision making process must continue in a creative
way and fast moving, leaders must also develop new particular competences. If this
happens, this stage may last for centuries in the case of civilization and decades for largest
organizations.

Characteristics for organizations in the Building and Exploring Age
- rapidly growing based on competitive services and products;
- great efficiency;
- needed staff to develop management systems and to make processes routine and stable;
- numbers of members increase rapidly.

Leader as a Builder
- enjoy the “real work” of organization, involved in making the products, outputs or

delivering the service;
- enjoy measuring the results of work;
- lead the decision process with efficiency, decisions are made quickly, action is a

priority, and results must be seen;
- know is not a visionary and don’t waste a lot of time dreaming about the future;
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- committees are avoided, the schedules are precisely structured and time is considered
worthy.

Leader as an Explorer
- is a convincing and enthusiastic communicator;
- sometimes feels that work to accomplish objectives and others often seem to be

obstacles in reaching the organization’s goals;
- believe the organization should place a high priority on expansion;
- is curious and naturally explore for new opportunities for organization;
- is competitive by nature and has records of performances.

2.4 The Age of the Administrator: Design Systems, Build Structure and
Provide Security

Increasingly the challenge is within, not from the external environment.
Increasingly the leaders are seeking to bring order to the chaos of differentiated
organization created in the previous stage. Counting and recording, systems and structure,
are now important. And increasingly the processes of administration become dominant in
their minds, and the leaders are drawn from the administrators. In time, with
Administrators in charge, counting and recording become more important than the
substance and spirit of creativity, the response to the external challenge that was the source
of initial growth. Increasingly the focus is on internal, rather than external, challenges. The
unchecked priorities of administration will soon lead to bureaucracy. [4]

Characteristics for organizations in the Administrative Age
- the managers are focused on modernizing and updating procedures;
- stability and confidence in relation with others;
- the stability cover the possibility of surprising situations or crises;
- workplaces, staff headquarters and offices have an expensive endowment;
- new services and new performance are expected to come from the staff research and

development group.
Leader as an Administrator

- develop his career in the corporation’s staff functions;
- is considered by himself as expert at the procedures and coordination of management;
- order, consistency, and smooth operations are high priorities for him;
- he devotes more time to checking on what has happened, as reflected in analytical and

other reports, than he spend focused on future growth in services and outputs, or
exchanges with other organizations.

2.5 The Age of the Bureaucrat: the Tight Grip of Control
The transition from the Administrative Stage to that of the Bureaucrat occurs

without any plan or intention. Old age comes to pass. It needs no support. No one in the
history of organization ever created a design team to design and implement bureaucracy.

As soon as the leader imposes increasing levels of control in his love for order, he
becomes a bureaucrat and loses understanding of the original organizing principle that was
the energy created by the “word,” the creative act that was the reason to unite and sacrifice.
Now the lack of creativity leads to impotence in the marketplace, and survival is dependent
on cost cutting and control and anyone with the creative spirit, potential Prophets who
possess the very cure that is so needed are driven to exile or crucified for their violation of
order. The decline will soon lead to death. The bureaucracy causes the exile or execution
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of those who are creative but unable to conform to the required order. With the departure
of creativity, the fate of the company is sealed. [5]

Characteristics for organizations in the Bureaucratic Age
- organization is growing more by acquisition than by internal new services creation;
- organization has reorganized more than once in the past three years;
- it is more interested in the internal challenges of the organization than the external

relationships and interchanges;
- organizations members and leaders alike feel that they couldn’t alter the company’s

fortunes;
- the stories about “good old days” are often told by managers and members.

Leader as a Bureaucrat
- spend most of his time in meetings reviewing what has already happened or should

have happened;
- cannot remember when he last participated in the development of a new product or

service, or output and, doesn’t think that’s job belong to the leader;
- is more concerned with how he and him organization are viewed by analysts than by

members or customers;
- believe tighter control will solve many of organization’s problems;
- activities at the top management, meetings with central staff members are too frequent

and the based line and structures are quite isolated and faraway from leaders.

2.6 The Age of the Aristocrat: Alienation and Revolution
Management derives its power from its legitimacy, and in the Aristocratic Age

legitimacy is lost. It is lost because the managers have stopped doing their job, that of
leading, creating vision, and building unity of energy and effort across diverse people and
interests.

Legitimacy is a matter of perception, and it is the perceptions of the constituent
groups that matter. In every relationship there must be a balance of power, a mutual
concern, and respect. When these mechanisms break down, leadership acts on its own
interests, and contrary to the interests of its followers; rebellion inevitably results. [6]

Characteristics for organizations in the Aristocratic Age
- there is a complete separation in perception, expectations, and communication between

those workers and managers who produce and provides and those who claim to be the
leaders of the corporation;

- the leader thinks of himself (herself) as indispensible and almost synonymous with the
organization;

- a great deal of the time and energy is spent in internal warfare, both between horizontal
units and vertical “classes”;

- reshaping and reorganizing are almost continuous;
- there is a continual effort to cut costs, hold down salaries;
- leaders are constantly warning of the situations and organization problems;
- leaders compensation is increasing without any relationship to the efficiency.

Leader as an Aristocrat
- manages an organization that has not successfully developed and marketed a new

product or service for several years, and the only expectation for growth is through
acquisition;

- most of leader time is spent on restructuring the organization, planning, budgeting and
the organization outcomes are somewhere far-off ;
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- leader offices are plush with expensive artwork, have limousine service, and spend a
lot of time at expensive social gatherings, for organizational maters;

- leader feels that only him and a small circle of advisers are capable of understanding
the strategy of the organization.

Synergist:
Miller says a synergist is “... a leader who has escaped his or her own conditioned

tendencies toward one style and incorporated, appreciated and unified each of the styles of
leadership on the life-cycle curve. The best managed companies are synergistic.”[7] Miller
asserts that the synergist is a synergy of the other management styles, and therefore, is best
described by a set of principles.

3. Cyclic evolution of Romanian Army
History gives us significant data about evolution of Romanian Army during time.

There are three cycles I would like to mention: 1859-1945, 1946-1989, and 1990-present
time. First period mentioned had started with reforms implement during the lead of
Alexandru I. Cuza, continued with Independence War, First World War, and ended right
after the Second World War. Second period was under the communist regime and also
under the Soviet Union influence. After 1990, Romanian Army faced a new cycle in
evolution.

Starting from the characteristics of stages described by life cycles theory, I wrote
down some ideas regarding the revolutionary change of culture have happened in military
environment right after 1989. It is obvious, in 1989, the Romanian Army touched a sort of
end for a one of its comprehensive cycle and faces to new challenges and maybe started a
new stage in its evolution.

Some features could link the Romanian Army stage in the 1989th to a sort of
aristocrat age. The aristocrat stage is characterized by the preparation of a revolution done
by leaders (aristocrats). The facts happened in social real life as the theory presumes. Some
aristocrats created revolution and the revolutionaries have the mission to do it. Changes in
social environment determine a lot of transformation at institutional levels and military
organization begun a revolutionary transformation process from 1990. At that time people
imagined a lot of changes and as a burning revolutionary flame, they not only dreamed and
expected them, but fought to have those changes. The revolutionary people dreamed in a
way and leaders did the job in their proper styles. Maybe, wherever the revolutions have
happened, there are significant differences in the real world beyond the dreamed lines.

There are two important levels where the revolutionary change of culture has
happened. First one, which is an almost soft level, comprises changes in sentiments,
beliefs, personal behavior and leadership. The second one is a significant level and
includes changes in system and structure embedding the principles of a new culture in a
practical process.

For the first level, some views over sentiments, beliefs, personal behavior and
leadership in military environment will be presented as results of direct observation of
occurrences and others coming from event analysis.

Right after 1989, young people wanted to deal with new professional challenges,
expected a new world of requirements and they were going ahead without worries about
their private life, having the belief they will do the best and many returns they will have.

At that time, just older professional people were thinking and behaving differently,
that could be a mater of motivation, but they really expected dissimilar returns which were
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anchored in a sort of stability, continuity at the level of professional power more balanced
to an essential option for a social powerful situation.

What about leaders? They have to manage new challenges from the perspective of a
new environment and to work along with organization’s goals and missions. Many leaders
were tending to keep the balance between old culture and new challenges.

Who were right? In the options and dreams mater, it is right to assume each of them
were correctly but the big question is “Which was the best way to face the change?”

Were young people touching their dreams?
Do the older professionals receive power and continuity in their social status?
Do the leaders manage the organization toward a new age or do they just assume

and rich the existing goals and missions?
Let’s joggle somehow with what was possible to happen if they will face again whit

the similar situation. I assume the fact as a personal opinion, al of them, young people,
experimented professionals and leaders have changed their dreams, beliefs, behavior and
decisions if the life bring them in similar situations.

Regarding this first level of revolutionary changes, I would like to mention the fact,
leaders have the entire responsibility regarding the path organization have to follow, they
must respond creatively with challenges, understood what people wanted before people
wanted, imagine the future, be models, manage the environment, build structures, design
systems, generate values based on behavior, be and create models.

Were these responsibility done? Maybe yes or sometimes they were done partially.
Seeing around and encountering the organizational environment which is totally different,
new organizations, new structures had appeared, changes after changes have been done,
new types of leaders in charge, new structures, new missions, theatres of operations,
heroes, it could be said “Yes, they were done”. But those changes did not occur just with
positive results. There were a payroll containing a lot of disappointments for some
organization members and those bad results must be assumed by leaders as lessons learned
and important information for the future decision-makers.

Regarding the level which includes changes in system and structure embedding the
principles of a new culture in a practical process, I will mention the key elements of
Romanian Army transformation roadmap.

After 1989, transformation of Romanian Army was considered a key element for
the new democratic and economic environment. The reformation of security system was
connected to a new transformation program, which will modify the Romanian military
system and its main components: structure, education, training, logistic, action, mentalities.
The main goal was to build a new army, with optimal dimensions, ready to serve
efficiently the national security interests and to participate in cooperative security. The
transformation means also to achieve some objectives: a new legislative framework in
defense field, distinct and comprehensible attributes for political and military command
structures, civilian and democratic control over military system, modernize army structures
and endowment, simplify de command act, redesign the education and training system,
develop the relationships with other army.

The new strategic goal for Romania – integration in NATO, brought for the Army
other changes: Partnership for Peace, new security concept as part of government program,
decentralization of Ministry of Defense management by giving to Army Services larger
responsibilities, establishing distinct attributes and competences for Ministry of Defense,
also for General Staff and chiefs of Army Services, concept of “sufficient defense”.
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An important fact in this process was the appointment of the first civilian as
Minister of National Defense, in person of politician Gheorghe Tinca in 1994.

Till 2000, new important documents completed the transformation framework:
Romanian National Security Strategy, White Book of Romanian Government and
Romanian Military Strategy.

The changes made in Romanian Constitution in 2003 were the base lines for a
framework that offered the possibility to be part in collective security structures and
suspended the obligatory military service in peace time switching to voluntary military
service.

Becoming NATO member in 2004 and EU member in 2007 Romania had to
reconfigure its strategy considering new conditions. Those facts have influenced all
domains where Romania had built strategies. In such kind of situation was the defense
domain where the National Security Strategy would have been changed. That had
happened and, in 2007 a new National Security Strategy was built. Based on National
Security Strategy, Romanian Army had to build its own strategy. In this way the new
Strategy of Romanian Army was born in 2007. Transformation of Romanian Army started
from the argumentation of necessity of military transformation based on the evolution of
security environment. Some new concepts appeared: military vision, fundamental mission
of transformation, the objective of transformation. NATO transformation, the processes
developed at the level of EU military structures and regional initiatives influenced
transformation of Romanian Army.

In present, Romania is deeply involved in international efforts to manage the new
threats in global security environment. Romanian armed forces have participated in abroad
missions, in theatres of operations with units, structures and military personnel. Also,
Romanian Army is involved in peace keeping operations or peace support operations under
the ONU mandate, leading by NATO and UE.

Transformation process continues and Romanian Army has new challenges to step
through: capability based planning system, new informational infrastructure, new level of
ambition for NATO, new capabilities required, changing and reshaping the political and
military command structures in NATO, changing and adapt its structures, and all of them
under the constraints of not enough resource allocations.

It could be said, till now, Romanian Army have been managed well the
transformation process, and this means the way Army goes on is the path of integration
through a builder and explorer stage.

4. Conclusions
The theory of life cycle could be use to analyze the stages military organizations go

on. Also the model designed by Lawrence M. Miller offers some interesting tools that
could be useful in understanding the present and the future of huge organizations including
here also the military ones. Beyond the characteristics of organization ages it is obvious
that, there is a strong link between management styles and life stage of an organization.
Managers should know the stage organization they lead go through and in this way they
could be innovative, creative during decision they made in order to establish conditions to
integrate and develop the organization and keep it in a growing and efficient trends. The
managers ought to assume the changes needed to be made and keep a balance between
organization life, performance and evolution in one side and the organization members’
interests and determine members to be part in transformation processes.
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General Erwin Eugene Rommel (the Dessert Fox): “In a war logisticians determine
who will win, then the operators go forth and make it happen.”

1.Introduction
Expeditionary warfare is the terms used to describe capability of military forces to

fight when are deployed abroad (usually away from their own basis).
Expeditionary forces were established starting with ancient world, and first

examples are Sea Peoples, a confederation of maritime raiders, who, during the second
millennium BC, attempted to control Egyptian territory. Later, Alexander the Great
expanded the raider’s tactics in his campaigns using naval vessels for transportation of
both troop and logistics.

Carthaginians, another exponent of the expeditionary warfare, improve these
procedures, not only joining naval and land troops but also combining multi-national
forces during the land phase of operations. The Viking migrations can be also considered
expeditionary operations, with their raiding, long term land operations and occupations.

Crusades reached a new level in development of expeditionary operations with
introduction of political alliance which influenced military strategy.

The European colonial empires can be considered a revolution in military affairs
that led to dramatically changes of national strategies, operational procedures and tactics
both at sea and on the land. Naval troops, which previously were used exclusively for
defense of the ship, were expanded to carry out extended land operations. The colonial
experience persisted in 20th century.
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First World War relieves expeditionary warfare as an organized and planned type of
operations and represents the beginning of development of joined operations at a strategic,
operational and tactical level. As examples several forces can be reminded as
expeditionary: Russian Expeditionary Force, British Expeditionary Force, American
Expeditionary Force, Australian Naval and Expeditionary Force, Portuguese Expeditionary
Corp etc. And, subsequently during the Second World War: Italian Expeditionary Corps in
Russia, China Expeditionary Army, Africa Korps etc.

And lately, after the fall of the Berlin wall and the end of Cold War, all the major
operations in the world (Irak, Afghanistan, Libya etc.), were expeditionary operations.

For the strategist, the economic component of all these operations has always been
subject of reflection and a great concern. The economic component is represented by
military logistic.

Frequently, if a military operation is a fiasco, the blame is laid upon logistic
failures, while the successful operations are attributed to the commander, despite any of his
logistic support. For example, very few know about the excellent logistic arrangements
made by ever victorious Duke of Marlborough, than about Hitler’s supply breakdown
when German troops were defeated in Russia. Or, like General Dwight D. Eisenhower
said: “You will not find it difficult to prove that battles, campaigns, and even wars have
been won or lost primarily because of logistics.”

2.Environment
The fall of the Berlin Wall in 1989, followed by dissolution of the Soviet Union

changed the geopolitical context and the nature of global conflict. The success of logistic
in supporting Cold War scenarios was accomplished through a system that could deliver
quantity rather than velocity. Depots with materiel were positioned near the likely area of
operations and there was no need for fast and responsive supply chain.

The latest decade revealed that the governments preferred to adopt an
interventionist approach to foreign policy. The nature and the essence of the new armed
conflict have requested an increase of military operations conducted beyond the national
borders. It was necessary to redesign the role of logistic in all level: strategic, operational
and tactic. Logistic will seek autonomy, discretion, and mobility. The old logistic system
failed to meet these requirements. Experience revealed few specific areas in which
logistics shown it limits:

- insufficient or lack of stocks;
- incomplete visibility of resources
- inadequate asset tracking;
- poor logistics communications
- inadequate control over LLOC (Logistic lines of communications);
- failure to provide priority items;
- do not provide the necessary training/specialization of personnel.
 „For time and the world do not stand still. Change is the law of life. And those who

look only to the past or the present are certain to miss the future” - John F. Kennedy said,
and if we take a look into the future, we will see that coming military operations and
correspondently logistic support will take place in joint manner, with high speed in order to
achieve success, in the shortest time, in the missions on field, and beyond it. To complete
this mission logistic is considered to be the key of success, and its continuous adaptation to
the new challenges of asymmetrical threat must be a priority objective in the medium and
long term. A different way of thinking is essential to be prepared for the future
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requirements; correspondingly the forces must be prepared to adapt rapidly to unexpected
circumstances and new challenges.

"The army must revolutionize its logistics program and provide support on time, at
the right place and with the right quantity. It must become predictive, proactive and
responsive. The logistic system must be able to anticipate the problems before they occur.
Technology can accurately predict it. By implementing the fashionate information systems
of the state, the military can monitor the consumption of consumables (such as fuel, repair
parts, ammunition, rations) on a daily basis, at the national and regional levels. Fully
exploited, these systems can also provide automatically the supplies for the required level,
as a priority, accordingly with the available resources"1.

3.Expeditionary logistic
Mounting and sustaining the expeditionary operations create a huge logistical

challenge as it require that men and materiel to be deployed at strategic distance, in places
with no or just a little infrastructure, for an unknown period of time.

The expeditionary logistics must deal with three particular challenges.
1. The expectation regarding logistic responsiveness were raised by the companies

like DHL, eBay etc. through their high efficiencies supply chains in retail and
manufacturing retail. If these companies are capable to make a deliver next day
after the order had been placed with a click of the mouse, then why the military
logistics it wouldn’t be the same? In the military environment, even if the
transmission of information is instant, the time required for procurement and
transportation of a military materiel in an operational theatre is in most cases
too long, because the military equipment are produced in low volume, industry
takes time to produce it, protected strategic airlift is not available all the time,
the space available for transportation is also limited and in-theatre line of
distribution can be affected by the enemy. All these factors represent a huge
challenge for logisticians, despite the fact that were made improvements in
distribution capability, and the flows of logistic signals from the field through
the supply chain were increased. The risk of logistics shortfall can be only
reduced but not removed. These restrictions are well understood by the logistic
community, but the operators / commanders will always claim that the logistic
is inefficient.

2. For a civilian company, the investment in informational infrastructure and
physical logistic system offers the advantages of a measurable grow in sales,
while the investment in military logistic system is hard to be measured. It could
be done if we compare the military logistic with other capabilities for which the
result could be easier evaluated. Lack of investments in military logistic system
created a major difference in comparison with civilian operators.

3. Logisticians must ensure that the logistics capabilities (as information system,
strategic lift etc.) are designed and operate to support the expeditionary forces
required by the Strategic Defense. Because even the forces that are in high
readiness state, will not be able to deliver the military effect, if the deploying
and sustaining at strategic distance will not be available. Thus, the logistic
capabilities must be developed and supplied adequately for the military

1 http://www.iwar.org.uk/rma/resources/logistics/Piggee_A_F_02.pdf
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capabilities that they are supposed to support it. Maintaining this balance
between logistic support and the military forces that are supposed to be
supported is difficult in most times, but this could be the key for a successful
sustaining.

All these challenges show that operator/commanders will continue to blame
logisticians for every shortfall in logistic support. There are five principles which can be a
catalyst for a range of practical actions to obtain a real improvement in capability and
increase confidence in supporting expeditionary operations.

1. In all three levels (tactical, operational and strategic) of expeditionary
operations are essential to have an integrated planning process between
logisticians and operators. The role of the logistician’s community is to enable
the plans elaborated by the operational and strategic planners. The latter have
the responsibility to design the operations in concordance with the resources
available in the field. The integrated planning is very important, and from the
very beginning of the planning process the logistic capabilities must be taken in
consider. If this not happen, we could reach in a point in which the operational
plan exits from limits of the supporting capabilities. At worst scenario this lead
to lives lost; at least it could generate adverse perception. In the field, the
opportunities to use the in-country logistic (Host Nation Support), must be
considered; is it inefficient to import resources (raw material, manpower, skills)
that could be acquired in-country, assuming the effort it could be done.

2. Expeditionary logistic must be implemented as an integrated part of the training
cycle. It has to be prepared to deal with unexpected demands at tactical,
operational and strategic level. Lack of resources allocated to training activity in
supporting expeditionary operations, conduct to a capability weakness, which
will undermine the next expeditionary campaign. The joined nature of the new
expeditionary operations emphasizes the need for training. As an example,
nevertheless the Iraq, Afghanistan and Libyan operations were all expeditionary
operations, experience gained by the logisticians in first two operations, doesn’t
help too much to be prepared to support the third one. Civil companies have to
join this integrated training. The key to unlocking complementary logistic
capabilities in supporting expeditionary operations is the integration of civilian
contractors into training activity. Of course, bring the civil companies into field
add an operational risk and this risk will be necessary to be managed.

3. The almost all new expeditionary operations are inevitably multinational, and
this proved to be an opportunity for logistic proficiency. As it can be seen in
Afghanistan, under the NATO “collective responsibility” it was developed a
huge multinational support. These approaches, in which lead nation’s efficiency
is combined with alliance led provision, are the key to achieve a feasible and
affordable expeditionary operation for a wide range of nations. Consequently,
the coalition cohesion and the alliance became more strengthen by making
affordable the participation of some nations to operations. Also NATO and the
NSPA (NATO Supply Agency, former NAMSA – NATO Maintenance and
Support Agency) demonstrated their efficiency in giving access to in-theatre lift
and strategic lift, “real life support” and fuel. Thus, the collaboration between
NATO and NSPA needs to be preserved to be ready for activation in next
expeditionary operations.
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4. Cost is a sensitive factor in modern expeditionary expeditions, and logisticians
must do more to obtain better value for money. Short notice requirements
increase the costs and many companies which support military operations have
made a good profit meeting these requirements. It could be better to make in the
home base arrangements for longer term support, in which provision for
deployed support and integrated training activity can be included. A financially
attractive option is contracting, as contractors have lower expenses than military
system, and they are able to adapt their workforce to meet the requirements of a
contract. Moreover, the equipment which enters in service is more complex
from year to year, and the maintenance may require skills which are probably
only available at contractor. Again, the operational risk induced by the
availability-based contracts, must be accepted and managed by the front line
commanders. Using the contractors, can release the logistics capabilities to be
employed elsewhere. However, in the field, over-reliance on contractors is a
cause for concern, because this creates problems regarding control, security and
management. And, if the environment became hostile, it will be uncertain if the
contractors will remain in theatre. The risk may be insignificant for a single
contract, but having several contracts, the risk is raising. To minimize the risk,
the military must meet the contractor requirements regarding operating in
theatre and must be warned “how to get civilians into theatre and how to
manage and protect them once they are there”2

5. The main logistics arrangements, the large operations, the success and whatever
is considered relevant must be exhibited to domestic audience through a media
strategic influence campaign. This is not a naïve aspiration, because if a
negative perception at home persist, could compromise the consensus needed
from politicians to sustain military operations.

4.Conclusion
In conclusion, the contemporary strategic environment characterized by the

uncertainty, require an special expeditionary logistic and support capability which could be
achieved through integrating planning, training and budgeting,  uses of multinational and
civilian capabilities. In addition, regarding to strategic influence effort, every opportunity
must be used to show the logistic success to domestic opinion, because the public support
is crucial.

And, to summarize, besides the four tenets of expeditionary logistic (modularity,
flexibility, adaptability, dexterity and agility) the characteristics must include:

- Support expeditionary forces fire, maneuver and force protection;
- Control bases, stations, and stocks to deploy and sustain forces;
- Provide to expeditionary forces C2 capability to execute missions;
- Use technology to increase the logistical capabilities and interoperability;
- Create the necessary infrastructure that transmits information end services;
- Provides visibility of logistical assets (goods and services) through item unique

identification, radio frequency identification, automated information technology
and automated information systems.

2 http://www.almc.army.mil/alog/issues/SepOct06/expedition_log.html
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Abstract:
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1.Introduction

All the mankind achievements along history were either determined by, or at least
linked to a specific social arrangement. It was never the individual, but always the human
society that determined and sustained evolution. Valuable ideas and revolutionary findings
might have been indeed sparked by individuals, but none of the knowledge seeds could
turn into a real harvest outside the social environment.

Over centuries, as the human society has become more and more complex, it relied
on a more and more vast network of subsystems, or organizations. Regardless reference is
made to a specific small organization, or to the society in general, the proper settlement of
such gathering, as well as its functionality were determined by some essential factors
which needed to be defined:

- the inner structure of the society and wiring between its members;
- the set of applicable rules and procedures;
- the role(s) and placement of the specific organization within the society as to a

mechanism compared to the big machinery.

Records are being kept from history of various types of human organizations that
were established per different specific criteria, such as: age (e.g. teenagers groups, retired
people organizations etc.); gender (e.g. militants for the rights of women); profession (e.g.
architects, engineers, doctors, pilots etc.); hobbies (e.g. fishermen, radio-amateurs, hunters
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etc.); artistic skills (e.g. painters, singers, poets, film directors etc.); physical skills (e.g.
gymnasts, athletes, swimmers etc.).

Among lots of group types which can be found as elements of the present society, a
fine observer could spot a limited number of them as being a little bit more special due to
the fact they seem to require at the same time a broader range of native abilities, and
developed skills. Some examples of such particular organizational categories are doctors,
priests, or military. The latter group is the subject of the present paper which will try to
capture a personal view of the specific assumptions and constraints that this profession is
connected with.

2.Assumptions and constraints of the military organization

2.1. The military organization visibility
Being myself part of the military organization, I am supposed to have quite a

qualified point of view on both the military system as a whole, as well as on the individuals
that it consists of. It took many years though for crafting and maturing a presumptively
thoughtful perspective on the organization. Based on this accumulated experience I will try
to define in this chapter the assumptions and the constraints that govern the military
organization, while providing it with such a unique profile. Where possible, my attempt
will mirror the outsider’s expectations with the real limitations that can be found within the
system.

As a starting point for this analysis I will refer to the particular situation that all the
members of the military organizations have been faced with at the beginning of their
career. Specifically, this is the moment when the youngsters are taking the decision to join
the military, which basically occurs either before going to high-school, or after they
graduate it. Regardless such decision is taken at the age of 14 or at the age of 18 there are
still quite few relevant entries to support a decent analysis. Fact is that whatever pros and
cons can be identified at that time, they seem insufficient for founding the decision on the
future professional life. Needless to say that no longer than two decades ago the situation
was much more difficult, as the means of communication were not even close to the level
of development reached today, and the relevant information was hardly accessible.

As a first resort one who investigates the possibility of embracing a military career
tries to get some insights from family members that are, or have been at some point in time
part of the system. Those who have a relative to whom they can turn to and seek assistance
from are considered lucky. The information provided by these active or ex military, as
obsolete or subjective as it may be, is definitely preferable to any theoretical inputs or to no
information at all.

Secondly, a potential applicant can use and interpret to the best of his/her abilities,
any personal contact that he/she might have had with the military world, either on unique
occasion or on regular basis. In the past not many persons were able to access relevant
information due to the fact that the military organization was by definition a discrete
organism which unveiled itself to the civil world as little as possible, usually in some
specific circumstances such as:

- during certain targeted campaigns carried out for the advertisement of military
career, usually conducted in high-schools, at the ending phase of the
gymnasium, or

- during military ceremonies, when only the shiny side was visible, thus a very
limited perception of the system was offered to the civil society. As surprising
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as this may be, image sells very well at all times, and can be more powerful than
a thousand words. Therefore such festive exhibitions of the military and their
uniforms were actually very efficient in terms of impact to the public, and
consciously or not, they were remembered for long periods and revisited by
those who considered joining the military.

Fortunately the access to information no longer represents an issue due to the
numerous means of communication we have today. Information is collected and processed
much easier now but eventually, what really counts for a teenager who struggles for the
right decision concerning a possible military career is more or less an inventory of
assumptions concerning the military organization, and the constraints that he/she might
have to deal with.

2.2.  Discipline
Probably the first word that the military career can be associated with is discipline.

It is beyond any doubt that the military people are deemed to be the most disciplined
members of a society. The control of each individual within the military system is indeed
as close as assumed.  Actually the whole military machinery relies on two verbs which go
hand in hand: to give orders – to execute. This binomial is almost like a religious belief
which is most of the times taken as granted without any explanatory notes. Therefore from
a candidate’s perspective it is not only essential but vital that all military people accept
being obedient to superiors, executing their orders, and avoiding as much as possible
conflicts with the military hierarchy.  On the other hand this does not mean that the
military are no more than dummies trained to willingly execute whatever they are ordered
to without pursuing any personal judgment. The question though is how the system
manages to enforce discipline and at the same time, avoid any interference between this
constraint and the individual ego and self respect of the military, which is crucial for
preventing conflicts. The answer may reside in the fact that military people are given a vast
and rigorous set of rules and regulations to follow, usually broken down into approved sets
of procedures.

Everything has to be done by the book. The personnel are being given explicit
assignments. The organization has tried to fill all gaps by delineating clearly the
responsibilities and specificities for different positions or types of missions. Even the daily
schedule of the military is meticulously detailed. All these elements that the military
systems is very keen on maintaining, have composed the picture of a disciplined
organization which promotes clear paths, where efforts are not to be duplicated and
confusion or misunderstanding are most of the times prevented. Additionally, the
regulatory framework facilitates an effective control of the system.

2.3. Hierarchic structure
In close connection with the main characteristic – discipline, next comes the

architecture of the military organization which has to be hierarchic. This has always been
the only workable model as it facilitates complex processes being run effectively,
efficiently, and in many cases within a given timeframe. Moreover, such an arrangement
provides the support for materializing the unique command principle. This is essential for
any organization which is exposed to multiple risk factors. For the military world,
consequences of any miscoordination can be dramatic.
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The principle of hierarchic configuration for the military institution has not changed
since the establishment of armed forces thus this is less of an assumption and more of a
certainty. The only variables that have evolved and continuously influenced the profile of
the leaders on different levels were the set of skills required for them to prove and be
evaluated against, which have changed in time from brut force to superior mindset.

As good as hierarchy may look from the organizational perspective it still carries a
payload of constraints for its members. Most of the times military people can only access
one level upward as they are not allowed to report directly to higher commanders. Reports
of which recipients are two or more levels upper are processed exclusively via the
hierarchic flow in place. However, should a matter request being addressed directly at a
higher level, the first commander still needs to be informed prior to pursuing such action.

2.4. Good health and resistance
Expectance is that the military people maintain good health and physical condition.

Actually these are mandatory requirements for those who want to join the military system,
as their acceptance is conditioned by them passing the medical tests. But this does not stop
here. Once they are part of the organizations they are also subject to regular medical
checks and they are obliged to keep themselves in a good shape for being able to pass
periodical physical tests. Certain specializations such as pilots or divers are even more
demanding than others, as they are required to have an exceptional health and pass much
more rigorous tests.

When it comes to the mind’s health, things are even clearer and more stringent.
Under no circumstance may a candidate access or be maintained within the military system
if he/she has a medical record of any mental disorder or psychological issues. These are
instant show-stoppers for both new applicants and experienced military, as no compromise
is accepted in this very stressful and risky profession. Besides a good physical and mental
condition, and in strong connection with the latter, the military have to prove resistance to
a large scale of stress factors. It is part of their day-to-day business to face frequently, and
quite often simultaneously, stressful situations. Therefore it is mandatory for the military to
have a good state of mind and self control, provided he/she is by definition required to act
adequately in times of crisis.

2.5. Loyalty, honor, courage, patriotism
The sacred set of values that encompasses loyalty, honor, courage, patriotism, and

ultimately, spirit of sacrifice is definitely the most vibrant one associated with the military
organization and equally recognized by the civil society. This cluster of exceptional
attributes is essential for the profile of any potential members of the armed forces therefore
by no means should it be missed or accepted by the military organization with limitations.
As much as the civil society would like to think that it embraces these values at the same
level, it is beyond any doubt that such marks are not widely spread among civil population
especially when the society is divided, egocentric and governed by a permanent struggle
for personal wellbeing.

Since the early stages of the armed forces, military people were required to be
honorable, brave, and loyal to the organization and to their leaders. The tights between the
military were and still are unique as they are strengthened in years of training or fighting
together. The mutual support shown by military people during the service of duty and the
long lasting relationship they preserve long after retirement cannot be observed even
among close members of civil society.
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The loyalty for the organization and for the country is even stronger and more
profound. Since early ages the rudimental armies stood up to defend human settlements
had such admirable characteristics which were derived from the attachment to a certain
form of social organization. As the human society developed more and more, notions like
homeland or nation got buried deeper and deeper into the minds and hearts of the military.
National symbols such as the flag or the anthem acted like effective catalysts. Patriotism
enlightened more and more the spirit of modern military and ultimately they have
consciously accepted the idea of a potential total sacrifice, should it be required for the
preservation of national sovereignty, integrity, and independence.

Indeed, such state of mind and behavior were cultivated over generations of military
people. Then the military organization, always rigorous and determined, had found a way
to formalize the pledge of its members to their country and nation by introducing the
military oath. An analogy could be made to the Hippocrates oath by which doctors are
sworn, only the military oath is much more binding than that, as it speaks of unconditional
commitment to obey superiors’ orders, to respect the organization, and to defend the
homeland even by ultimate sacrifice.

2.6. Tidy looks – the uniform
No reference can be made to the armed forces without instantly visualizing a

military uniform. Generally speaking, people like uniforms. They have to be both
functional and good looking, and at the same time they carry some symbols which are
familiar only to military. Uniforms, on the other hand, are not easy to wear. They require a
certain posture and they have to be always clean. Surprisingly, civilians have opposite
perceptions about uniforms. Some assume correctly that the uniform is not only a
mandatory piece of clothing designed to display the attachment to a certain professional
cohort, but it also embeds symbols of courage, honor, and sacrifice. Therefore uniform
should be worn proudly. On the contrary, some others think that uniform, besides its
recognized functionality, has some undesirable effect on the military. Specifically, they
consider uniform being the perfect means for leveling different personalities and for
limiting the personnel in expressing themselves visually. As odd and divergent different
opinions may be, overall it is unanimously accepted that:

- the present society does not conceive for now, nor does it foresee for the near
future giving up of uniforms from the military;

- uniform should not be dishonored or worn inappropriately due to the noble
values and symbols it is associated with.

2.7. Social position
Most of the people who join the military system assume that they are going to be

granted with a recognized position in society once they become active military. This is not
only about a certain financial comfort which, by the way, in many armed forces ceased to
be a valid criterion. Most important, the applicants aim onto being pinned on the social
billboard at a similar level corresponding to the level of trust and respect that the
organization itself is granted with by the civil society. The expectation for a good social
position is legitimate as long as the military are part of the system.

Some issues may appear after they leave the organization and face the civil world.
Regardless this change occurs at the regular retirement or after the minimum tour of duty
the former military should accept this change as a start over and prove their adaptability.
Unfortunately human characters cannot be re-booted like computers. Moreover, neither the
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military system always provide a real back-up tool for a better integration of the departing
personnel, nor is the civil society prepared to accept former military in the already
complicated labor market.

2.8. Rigorousness
A constant perception from the civil society is that the military people are extremely

well organized. They are known to possess a structured way of thinking as well as ordered
mind and life. To a certain extent this is perceived as a discipline of mind. Beside let’s say
this good part there is also a less favorable opinion according to which such organized
minds are less creative. But I dare to say that this is not necessarily true. The military
people may be addicted to rules and regulations as also they may not be able to write
essays or poems on regular basis. Nevertheless they can sure manage various types of
crisis, and that shows some creativity and versatility. Having to face quite often
unexpected situations and being confronted with cuts of resources the military prove that
their mind is rapidly adaptable. Various challenges that they are undertaking on regular
basis made them recognize and react to multiple tones of grey between black and white.

One can argue with the above considerations by saying that the military people have
their limitations determined by many years of following regulations. As an example of self
limitation one can mention the military-type of greeting of different expressions which
continues to be used by the retired military. I would say that this is a voluntary addiction to
military habits, rather than a limitation. The retired military are willingly keeping the
service-like kind of greeting so they maintain some informal strings attached and stay in
touch with the system they have left.

2.9. Adaptability and versatility
The military are required to easily switch assignments and take over new

responsibilities during their career. Therefore it is essential for them to be versatile and
adaptable to new challenges. Moreover, they are expected to not really settle down in a
specific location for their entire activity. Change of tasks, units, and garrisons represent
major challenges for one who aims at joining the military organization.

Among all the challenges the change of location of duty is the ultimate test of
military’s adaptability. This factor touches the personal life of a military and becomes even
more complicated when his/her family is involved. Such challenges may be accepted by
one who’s part of the system but they are most of the times strongly rejected by the
members of the family. Again, this is also the result of the society evolution. Time has past
when the armed forces were represented almost entirely by men and for those who had a
family wives were either jobless or had some less demanding jobs that allowed them to
allocate significant amount of time for taking good care of the family members.

Nowadays more women have joined the military organization and improved the
gender footprint of the system. Some of them have non-military spouses. On the civil side
of the society women are much more active members and fair contributors to its progress,
having most of the times full-time stressful jobs. Therefore taking into consideration the
afore-mentioned, the possibility of relocation is usually perceived by the military spouse
with anger and lots of tension, regardless the gender. Repetitive relocations generate a lot
of frustration and may even disband families. Some armed forces with high budgets may
afford sustaining the periodical reposting of the military and their families. Other
concurrent elements though are not something that can be accommodated into any military
procedure nor can they be fully compensated by immediate reparations.
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2.10. Technological advancement
Another assumption related to the military organization is about the technological

developments that it gets in contact with. Military personnel are being given modern and
robust pieces of equipment to operate and maintain. The state of the art technology
acquired by the armed forces all around the world is extremely expensive and thus
inaccessible to civilians. It is not only about weapon systems which are dedicated by
definition to the military. Some of the equipment is not military exclusive, yet those that
are aimed for military use posses extra features compared to similar civil applications (e.g.
ruggedized laptops, secure means of communication, special means of transportation on
land, by air and or sea, dedicated software etc.).

Even this assumption which may look like an advantage does imply some
constraints. From the organization’s perspective the procurement of such equipment needs
a significant budget to be secured for the Ministry of Defense and this may not be possible
at all times. When financial resources are limited acquisitions are postponed and this may
determine operational gaps, as well as frustration. On the other hand, from perspective of
the military personnel, having access to such advanced technology calls for high
qualifications and continuous training process in order to ensure that the equipment is
properly operated and maintained.

3.Current challenges

3.1. Civil control of the military
The human society is continuously evolving and reshaping the relationships

between its various components. Tremendous changes are required as a result of
technological progress, appearance of new global challenges, threats or needs. The military
organization is permanently connected to those changes and has always adapted itself to
the transformation within the civil society.

One of the significant changes that occurred in the modern history of military
organizations was the control of the civil society over the armed forces. Many nations
empower by Constitution their Parliaments to exercise control over the military. For many
states the appointment of a minister of defense who is a civilian was quite a challenge after
a long history of having high ranked flag officers filling that position. This shift looked
strange to the military but eventually they realized that the political burden was actually
taken over their shoulders. The active military understood that their tasks were simply to
follow the direction set by their civil minister, and to train for military operations. On top
of that, even though the military life is led by politicians, regulations state that any
involvement of the military in politics is strictly forbidden regardless the rank and position.

3.2. Sometimes less is more
There was a time when not only the quality of the weapons but also the size of the

army was considered vital. The challenges, the needs, but also the tools of the present
world are much more complex, hence the quantitative factor is no longer critical. Efforts
are being made nowadays by the international diplomacy and international organizations
(e.g. United Nations - UN, North Atlantic Treaty Organization - NATO) to prevent or at
least to better anticipate armed conflicts. With this shield being effective, and having more
accurate early warning of a potential conflict, nations have considered the decrease of the
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armed forces. Savings are also taken into account but this diminishing the forces does not
necessarily mean lower costs.

Today’s military organizations are no longer oriented towards quantity, but towards
quality. They are compensating by being more professional, more agile, and much better
trained and equipped. The result is a less numerous but more effective military
organization.

3.3. Regional or worldwide defense
The lessons learned from the 20th century conflicts, as well as the analysis of the

21st century threats have determined many nations to engage themselves towards adhering
to a coalition of forces. During this type of endeavors the political element is playing a
crucial role prior to joining to international politico-military organizations such as NATO
or the European Union (EU). As soon as this step is complete the military organization
jumps in and plays the main part according to the mandate granted by the politicians. This
includes various new tasks for the military people, such as filling posts in international
Headquarters (HQs), or participating to international operations in different corners of the
world. Consequently the military are faced with a new spectrum of demands and
constraints for being able to successfully accomplish the tasks. Most important, they are
required to be interoperable with the other forces engaged in the theatre. Building
interoperability is a huge effort to which contributes both the military organization
(increased budget for new acquisitions or modernization of equipments, and for
deployment), and the personnel (learn foreign language, adapt to standards, learn common
procedures). Besides that, other challenges are directed to the personnel who participate in
operations outside the country, which are usually long and developed in diverse types of
climates to which they have to adapt.

3.4. Improved communication
It is again the recent history that is appealed to evidence another change that

occurred in the military organization. During the 20th century, and especially the cold war,
there was a poor exchange of information between the civil and the military side of the
society. Due to the specific attributes of their job military have developed certain opacity
to the world outside their garrisons. They were not use to share much information to
civilians and they were quite reluctant to queries from the civil society.

Things have changed since then due to the boom of the information era and the
globalization of conflicts. The organization had to adapt and at present it displays more
openness to civil society. The military people have become better communicators. The
military organization is nowadays visible and accessible through different means:
newspapers, magazines, radio, television (interviews, documentaries), and internet. This
proves once more how the power of information can break even the tightest sealed
organizations.

4.Conclusion
The military organization remains a unique group within the modern society. Some

of its traditional behaviors and constraints continue to be kept unchanged while other have
been softened or even abandoned as a result of the progress. Nevertheless the military
system continues to be governed by discipline and hierarchy and surprisingly, people
continue to be attracted by the military despite the constraints and challenges far more
demanding than in other duties.
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              Abstract:
CRM was initially developed as a response to new insights into the causes of aircraft accidents. One of the
causes has been found the inability of crews to respond to the situation in which they find themselves.
Inadequate solutions could lead to a loss of situational alertness, a failure in teamwork in the aircraft, and final
to a wrong decision or series of decisions which outcome in an incident or a fatal accident. This concept is now
adopted and implemented in many domains where seems to be a very good instrument dedicated to improving
safety and performance.
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INTRODUCTION
It has been normally accepted that human action is from time to time imperfect. The

Roman thinker Cicero thought two thousand years ago “It is the nature of man to err” and a
Latin quote said “To err is human”. Complete elimination of human error is almost
impossible. When people are involved in an action, human error will appear at some point,
doesn’t matter the gender. A human is not a machine. When an accident occurs, is largely
reported in mass media and attract significant public courtesy. Usually there is an
investigation into any incident/accident, and almost all nations have investigating aircraft
accidents. NASA study has found that up to 70% of aviation accidents implied human error
(fig.1). Almost all accidents have human factors as a main contributing factor or cause.
What management can do is to cope with error efficiently, diminishing the probability and
minimizing their effect.
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Fig. 1. Aviation accidents causes [3]
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1. Why Crew resource management (CRM)?
There are a lot of people which are working in hazardous environments. Their

responsibilities include interaction with modern and sophisticated technologies and with
other people. Aviation is one of these domains. From time to time accidents may appear.
Aircraft accidents may occur rarely, with a percentage accident ratio of one to two per
million sorties. The origins of Crew Resource Management (CRM) are usually found in
1971 to a congress sponsored by the NASA. During the time, the concepts in CRM have
changed. The lessons learnt from every generation were unified into CRM. There have been
six generations of CRM until now [1]. CRM has been useful to a diversity of domains from
aviation to industries including nuclear power facilities, ship handling, firefighting, surgical
teams and obstetric care, medical operating rooms.

For better understanding, we need to define some concepts:
Human factors - a multidisciplinary field dedicated to improving human

performance and reducing human error.
Threats - events that appear without the influence of the flight crew, but which need

crew attention and management if safety has to be preserved.
Errors - flight crew actions or sometimes inactions that could lead to deviations from

intention or expectation. Old-fashioned thinking was focused on eradicating error in the
cockpit. Modern thinking recognizes that error it’s a part of existence, and it’s mandatory to
deal with it. [1]

From the beginning of first flying hours, pilot training programs have dedicated
almost totally on the technical aspects and on pilot's performance regarding solving
problems skill. But accident indicators show that a lot of difficulties encountered by crews
have just a little to do with the technical problems.

2. Defining CRM
CRM refers to the effective use of all available resources. These resources are

divided into four broad categories - people, machinery, fuel/time and information. CRM is
designed to optimize the human/machine interface and accompanying interpersonal
activities. These activities include team building and maintenance, information transfer,
problem solving, decision making, maintaining situational awareness and dealing with
automated systems. CRM includes a wide range of abilities, attitudes and information
containing situational consciousness, communication, decision making and cooperation in
resolving problem.

CRM can be defined as a management system which makes optimum use of all
available resources - equipment, procedures and people - to promote safety and enhance the
efficiency of operations. CRM is concerned with the cognitive and interpersonal skills
needed to manage resources within an organized system, not so much with the technical
knowledge and skills required to operate equipment. [1]

In this context, cognitive skills are defined as the mental processes used for gaining
and maintaining situational awareness, for solving problems and for making decisions.
Interpersonal skills are regarded as communications and a range of behavioral activities
associated with teamwork. In many operational systems as in other walks of life, skill areas
often overlap with each other, and they also overlap with the required technical skills.
Furthermore, they are not confined to multi-crew craft or equipment, but also relate to single
operator equipment or craft as they invariably need to interface with other craft or equipment
and various other support agencies in order to complete a mission successfully.

2.2. Elements of CRM
Inquiry is every crew member's right and obligation. Inquiry is a behavior that

causes a pilot to question, analyze, and investigate all that is his surroundings. It is curiosity,
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skepticism, interest; it exploits learning and awareness at all times and ensures larger gains
in knowledge from each experience. Active inquiry is a method that stimulates early
detection and definition of problems by helping crew members sense a discrepancy between
what is and what should be occurring. Human errors are reduced by exposing and correcting
them at an early stage.

Advocacy -The essence of advocacy involves a crew member accepting the
obligation to speak out in support of a course of action different from that is currently being
planned or followed. At the same time, it is listening to viewpoints that may be contradictory
to one's own. Advocacy is the obligation to support a position firmly, but to also respond to
a sound alternative.

Conflict Resolution - Conflict is inevitable. In fact, it is often beneficial if controlled
properly and in a useful manner. Differences in feelings, ideas, thoughts, principles, or
action (actual or perceived) may lead to divergence or dispute. Sometimes differences in
personality alone can create a source of conflict.

Decision Making - Many types of decisions are made during the flight. Specific
decisions of high quality can be made especially by one member of the crew; other decisions
are of such difficulty or importance that the ideas from more than one crew member, or from
an external source, are required to guarantee higher quality decisions.

Critique - used in the context of CRM - refers to consultations between crew members
concerning the flight. It begins in the planning phase, continues throughout the flight, and
concludes in a post-flight debriefing. Well utilized, critique can be initiated by any crew
member at any time when could be helpful to the safety and efficiency of the flight. When
free discussions are held between crew members, misinterpretations and errors in
perception can be explained and fixed. [3]

2.1. CRM skills
Pilots have a tendency to make decisions quickly, sometimes without gathering all

available information. This type of decision making may be an effect of a sum of factors
including self-confidence, faith in one’s ability and training. To face those tendencies, they
need to implement CRM skills.

Communication/interpersonal skills- Specific skills related with good
communication practices include polite confidence and participation, active listening and
feedback. Polite confidence is a skill regularly ignored in communications training but
essential to a healthy environment. To develop the communication channel, some influences
should be taken into consideration as well as issues such as crew position, age, rank; all
those can generate communication obstacles inside the crew.

Situational Awareness - Situational awareness refers to one's aptitude to precisely
recognize what is happeneing in the cabin and outside. Keeping a state of alertness in a
situation, is a difficult process, highly motivated by the understanding that one's discernment
about reality from time to time differs from what is in reality.

Judgement/ Problem-solving / Decision-making these three themes can interconnect
with each other or other expertise areas. One may consider problem-solving as a cycle of
events beginning with information input and ending with making a final decision. During the
phase in which information is requested and offered, some conflicting points of view or
differences of opinion may be represented. The concept of "legitimate avenue of dissent" is
an important vehicle for clearing the air, maintaining lines of communication and
maintaining self-image. Skills in resolving conflicts are therefore especially appropriate at
this time. [4]

Leadership/"followership" -. The pilot-in-command is in charge for accessing and
managing all resources that are accessible and applicable for the flight safety. This process
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will guarantee that informed decisions are made and if mandatory, specific responsibilities
delegated.
Also, every non-command crew member is responsible for dynamically contributing to the
team effort, for observing changes in the situation, and for being firm when is compulsory.
This is particularly important when flying with a pilot-in-command who does not subscribe
to the CRM concept.

Stress Management - Any emergency situation produces stress, but for crew
members there is also the residual stress (physical and mental) that might bring into a
situation impossible for others to perceive. A crew member could be affected because of
exhaustion, mental / emotional problems. In this case, the other crew personnel must be
vigilant for any performance decrease or weakness. Skills associated to stress management
state not only to one's ability to observe the stress in colleagues but mainly to anticipate,
identify and deal with one's stress in good condition.

This could include emotional stress such as those related to crew flight program,
commander’s orders, anxiety during the fire support flight, career and accomplishment
stresses, inter-personal problems with other flight crew member (including home and work
interface and domestic problems). We can also include so-called life event stresses, such as
those associated to the death of a relative, divorce or marriage, new born baby; all those
signify major life events.

Sometimes is good to try to improve stress problems by encouraging open and free
communication between management and flight crew members, and inside the crew, trying
to view stress as part of the "capability to fly" concept. Fixing relationship problem with
humor could be an option when stress level is too high. In every moment, management must
be open to understanding stress problems and to deal with it.

Critique -Talents of critique usually refer to the ability to study a future, present, or
former plan of action. Procedures for obtaining critique may vary according to the
accessibility of time, resources, and information. There are three main types of critique:
pre-mission analysis and planning, during the mission analysis as part of the in-flight
solving procedure, after-mission debriefing. All those are relevant, but can sometimes be
ignored in flight maneuvers. The talent of critique is not to be negative, but to emphasize the
positive points and to boost participation from the team. [2]

3. Conclusion
Pilots like to think that they are robotic, performance-oriented beings, capable of

incredible achievements. In fact they have feelings, they could be in a bad mood, and they
are now encouraged to acknowledge but this seems to be in conflict with the every backbone
of the pilot's reality. [6] To admit that any "softness" may appear could be interpreted as a
loss of confidence opposing to the image of what a pilot is expected to show. But the fact is,
pilots are human. Homo sapiens are not perfect 100 %, as we have seen in several accidents
and disasters. For a pilot, the skill to work with a crew member a helpful resource will
compensate for the human factors errors involved in risk management and decision making.

The CRM concept has been exposed to deliver synergy, which is the combined
outcome of cooperation in the cabin and exceeds the amount of individual actions. The
results of cockpit synergy would be the mathematical equivalent of 1+1=3.

Handling the crew resources could warranty that all decisions and activities are in
conformity with safety procedures, and reduce the risk of incident, accident or worst –
disaster.
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Abstract:
Motivation is a very important process in human resources area. Personal motivation will increase the
individual performance and by default the organization performance, but is contributing also to increasing the
employee satisfaction. The development and evolution of the organization is linked to the employee
improvement. Using the theories as a base, some factors and the associated opportunities were analyzed to
underline ways for motivating employees and recommending actions at the manager’s level.
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1.Introduction
Human factor is the most important resource an organization can have. The way the

employees are developing influences the organization success. Why is necessary to
motivate employees, or to be concerned of their level of satisfaction? Because all processes
inside an organization are only the results of the employees’ work and satisfaction.

* * *
A traveler was walking on a road and met a man that was carving in a stone. The

traveler asked: “What are you doing?” The man, bored, answered: “Don’t you see? I’m
carving.” The traveler said: “Interesting!” and he kept going on the road. After a while, he
met another man on the road side that was carving in a stone. The traveler asked: “What
are you doing?” The man looked at his hands and answered: “I’m earning my life”. The
traveler said: “Interesting!” and he kept going ahead on the road. Then, he met another
man that was also carving in a stone. The traveler asked: “What are you doing?” The man,
smiling, answered: “I’m building a cathedral!” Three individuals were doing the same
thing but each of them had his own vision about the results. The last was the only one to
integrate his work to a more comprehensive picture and underlined its utility. Each of us
needs this kind of vision, consciously or not, to help the development on personal plan and
to leave something behind that will remember of us.

2.The theories
There are different ways in which motivation is defined. Generally, it includes the

needs or expectations, behavior directed toward goals and the feedback on meeting the
initial needs. According to Business Dictionary [1], motivation is defind by „internal and
external factors that stimulate desire and energy in people to be continually interested and
committed to a job, role or subject or to make an effort to attain a goal”. Internal factors
identify intrinsic motivation (something that exists within the individual – you are the one
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who wants to do it) and external factors identify extrinsic motivation (something that comes
from outside of the individual – someone else wants you to do it).

From a historical point of view, motivation was studied first by the psychologists
who developed theories1, and then by the managers who developed models2. The theories
explain the individuals’ behavior starting from a very simplistic view (looking for
satisfaction) then, adding new elements (instincts influence, consequences or rewards of
past behavior, future expectations and beliefs, satisfying needs) as the society was evolving.
The models put emphasis on the managerial concern: production, people and finally,
production and people.

Nowadays, conceptual approaches define different types of theories based on the
factors that influence the motivation (content theories3), or the processes and
interrelationships that cause motivation (cognitive theories4). The most popular theories
describing specific sets of needs of individuals are:

a) Maslow’s hierarchy-of-needs theory – first and still the most popular one.
Individuals have five needs (physiological, safety, belongingness and love, esteem and self-
actualization) arranged in a hierarchy from the most basic to the highest level. Lowest
unsatisfied need becomes the most powerful and significant (prepotent need). The prepotent
need motivates an individual to act to fulfill it. Satisfied needs do not motivate.

b) Alderfer’s ERG theory. The Maslow’s hierarchy is reduced to only three needs:
existence, relatedness and growth – ERG. Individuals are motivated by unsatisfied needs
and generally they move up the hierarchy in satisfying their needs. Satisfied lower-level
needs become less important and higher-level needs become more important as they are
satisfied. Non-satisfying a higher need, individuals may refocus on a lower level need.

c) McClelland’s trichotomy of needs theory. It includes the needs for achievement,
affiliation and power. Individuals have all three needs to some extent, but only one of them
tends to motivate at any given time.

d) Herzberg’s two-factor theory. This theory makes a difference between the factors
that generates satisfaction (responsibility, autonomy, self-esteem and self-actualization
opportunities known as motivators) and dissatisfaction (physical working conditions, salary,
organization policies and practices, known as hygiene factors)

These theories differs in number and kinds of the needs identified and how
motivation is influenced by the unfulfilled needs.

3.Factors and opportunities
Motivating individuals to behave, think, or feel and make them more willing to work,

to achieve or to be creative implies a series of factors that can be explored/ used by the
managers in order to achieve the organization goals. There is no single solution and no
single element to be taken into consideration. The factors listed below are not exhaustive.

The job itself – is the way the employee sees the working activities in relation to the
responsibilities. The manager is to enhance the satisfaction over the post responsibilities.
Less satisfaction is observed to the administrative posts. The tasks are perceived as routine
and boring. Delegating responsibilities gives new tasks to the employee and involve a
greater freedom of action. This should be done incremental, in time and level of
responsibilities. Due to delegation of authority, a subordinate employee feels that manager
has confidence in him and his ability to use authority in a proper manner. Employees get

1 Hedonism, Instinct Theory, Reinforcement Theory, Cognitive Theory, Need Hierarchy Theory - [2]
2 Traditional Model, Human Relations Model, Human Resources Model - [2]
3 Need hierarchy theory, Manifest needs theory, Reinforcement theory
4 Social learning theory, Equity theory, Goal-setting theory, Expectancy theory
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mental satisfaction when authority is given to them. They take interest and initiative in the
work and try to prove that they are competent to work at the higher levels. Thus, delegation
of authority is a powerful motivating factor. Job rotation will eliminate routine and give a
better vision over the organization. There is a tendency to consider the department in which
the employee is working, the most important. This is the case where the results of some
departments are more visible or tangible (production or sale). Job rotation will increase the
motivation over the support departments.

Professional achievement – is the way the employee sees the result of his work and
the level of satisfaction generated by these results. The manager is to enhance this level of
satisfaction. Job description is mandatory. The employee knows from the beginning what is
expected from him. In addition, the manager will explain to him/her the role inside the
organization, being part of the general vision. This will contribute to the increased devotion
feelings and loyalty. Sharing the organization values, the employees will realize the
importance and compliance with a clear set of values. When the professional achievement is
doubled by the employee progress, and the promotion is not possible for the near future, the
job description can be enriched. In doing so, the managers can eliminate the routine that can
be present after 2-3 years, and will bring that variety any employee need for his/her
development.

Responsibility – is the way the employee sees the responsibility involved by his/her
post, the freedom to take decisions, and the freedom to express ideas and opinions. The
manager is to make them responsible over the job requirements, to give them the freedom to
take decisions, and to help them to express their ideas and opinions. Engaging employees to
take responsible decisions will enhance their self-esteem. When the level of freedom in
fulfilling the tasks or expressing the ideas and opinions is low, the organization is not taking
advantage of the entire employees’ potential. The organization should initiate training
programs for managers in order to develop the necessary skills to overtake the barriers in
delegating responsibilities. Responsibility can be also enhanced through a suggestions and
proposals collecting system. This system will allow the employees to be involved in the
activity improving process. The employees should be permanently informed, and their
proposals have to be analyzed and when necessary implemented. Otherwise, the employees
will lose confidence in the system and the effect will be the opposite.

Recognition for accomplishment – is the way the employee sees the manager, the
colleagues and the beneficiaries are appreciating his/her work. The manager is to appreciate
the employee results. The impact of these appreciations is very strong for the individual.
There is a need for the work efforts to be valued. The manager should develop the spirit of
competition at each structure level, following the organization values and making known to
all employees the criteria. Competition is a good opportunity to reward the ones with
excellent results. The reward can include honorary titles along with symbolic prizes.
Recognition for accomplishment is to be made openly, at an appropriate time and in front of
all employees and the comments have to be explicit. This is also an opportunity to give
example to the other employees and to remember what is expected from them.

Opportunities for growth and advancement – is the way the employee perceives his
evolution inside the organization and the development on the personal and professional
fields. The manager is to develop an efficient system that will allow career planning,
promoting, and a favorable environment for personal and professional employee
development. A good start will be to have a job catalogue. In this respect, any employee
will know the requirements for certain position. A career planning policy and procedure will
establish the criteria for getting a job into an organization. The manager should identify the
employees that can get a higher post and prepare them granting an increasing level of
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responsibility. Fair opportunity of promotion in accord with the professional competences
motivates the employee himself as well as his colleagues. The employee desire to grow and
develop should be fully exploited in order to motivate. When promotion is not possible,
conducting trainings and seminars in which employees are free to improve their
professional level can be a solution to keep increasing the employee motivation.

Shared values – the employee values and their correlation with the organization
values. The manager should act in order to facilitate overlapping the two sets of values.
Each organization has its own set of values, even if they are not always explicit or shared by
the employees. A successful organization is one with well defined values which are
assumed by each employee. The difficulty for a manager to make the employees assume the
organization values is the employee resistance to change. An error a manager can make is
the perception that the resistance to change is something negative. Building pride is based
on shared values. A good organization will pay enough to attract and retain good
employees, but to motivate them to higher level of performance rely much more on
nonmonetary approaches. An intrinsic feeling of pride is a lasting and powerful motivating
force.

Policies and administrative practices – is the way the employee perceives the
organization policies and practices. The manager should use the policies and administrative
practices to create a proper environment. The practices and procedures are to be simple to
avoid bureaucratic working processes. The policies and administrative practices will not
increase the motivation, but the lack of them will definitely have a negative impact.

Working conditions – is the way the employee perceives the environment (space,
cleaning, equipments etc.). The work environment should be safe and pleasant, creating the
desire to work efficiently. The manager is to create/assure a suitable environment for work.
In this respect, the tendency is that the technological equipment progress is faster than
human relation one.

Supervision – is the way the employee perceives the leading and coordination style,
and the relationship between manager and employee. The general opinion is not in favor of
the managers. It is not supposed that a manager will know in detail each operation executed
by the employees. Important is how to organize and make them reach the organization goal.
The manager is to pay more attention to strategic activities instead of operational ones. The
subordinate staff should not exceed a certain number (seven). By this way, the manager will
have enough time for each employee.

Pay – is the employee’s satisfaction on pay and other benefits. Apparently this is the
main incentive for motivation or lack of satisfaction. In reality, there are many opportunities
to find other ways to motivate or to satisfy employees. Often, not the level of pay is the
problem, but the internal inequity (reference to the efforts, the colleagues etc.). A clear
hierarchy and evaluation criteria can illustrate the post importance. Monetary incentives are
very attractive to lower level employees (quick benefit), and the non-monetary incentives
are more important at the higher levels of management. A new organization will pay better
than a well known one. The first is to attract specialists and the last is taking advantage of
the employees’ interest in gaining experience. A clear link between performance and reward
will motivate the employee. The pay or benefit system should treat individuals differently
when appropriate.

Personal life – the way working is affecting personal life and the support an
employee gets from his family. Even if the employee is assuming a reduced time allocated
to personal life, there are some limits not to pass over. Working overtime is not necessary
the result of a lower level of employee’ performance. Coordination and communications
deficiencies inside the organization or manager’ working style could be also the reason.
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Program flexibility, where possible, is desirable. By this way the employees can be
motivated to work overtime. The opportunity to visit the working place will give to family
members a better understanding of job responsibilities and can enhance the employees’
pride.

Interpersonal relations – is the way the employee perceives communication and
collaboration with team members, and how is perceived the team members’ qualities. The
manager is to improve the relations between employees. In order to build a good team work
is to invest efforts from both the manager and the team members. The manager’ role is to
get involved and to provide the necessary framework: activities outside the organization
with the aim to develop cohesion, communication and the spirit of competition; analyzing
sessions to identify and work out the deficiencies (open atmosphere; expressing free
opinions); socialization sessions – getting out for a beer, in the mountains, at the picnic
(team members will know each other better and will discover their common interests; the
sessions cost is to be supported by the organization).

4.Conclusion
From all human resources processes that can be developed in an organization, the

motivation process is taking a central role. All others processes derive from it. Poor
motivation is a common characteristic of current work organizations. The issue resides
mainly on two actors: the employee and the manager. The manager is to be the one to
control the process. First, he should be aware and give attention of employee needs. Some
needs are common and easy to be identified. The impact of the needs depends on their
intensity and priority which is specific to an individual. Then, the manager is to understand
the motivational process and the causes that conduct to certain behavior. Finally, he should
intervene, finding ways to overlap the employee’s objectives with the organization ones.

The managers should focus more on the internal environment, not only on the
opportunities from external environment. After a careful evaluation of the organization, the
manager should develop guidance and actions to ensure the success. Main effort should be
focused to efficiently motivate the employees in order to increase the performance and their
satisfaction. In this respect, two elements are to be present: confidence that all we can
imagine can be implemented and passion to bring to the reality all we dreamt about.

* * *
 “Motivation is the art of getting people to do

what you want them to do because they want to do it” 5

References:
[1] http://www.businessdictionary.com
[2] Richard M. Steers; J. Stewart Black, Organizational Behavior, HarperCollins College
Publishers, 1994, 134-239.
[3] Judith R. Gordon, A diagnostic approach to organizational behavior, Allin and Bacon,
1993, 123-164.
[4] Jon R. Katzenbach, Niko Canner, Marc A. Feigen, Human Resources in the 21st

Century, John Wiley & Sons, Inc., 2003, 59-66.

5 Dwight D. Eisenhower

 115



The 8th International Scientific Conference
“DEFENSE RESOURCES MANAGEMENT

IN THE 21st CENTURY”
Braşov, November 14th  2013

THE IMPORTANCE AND PRACTICABILITY OF THE
OPERATIONAL RISK MANAGEMENT

IN THE MILITARY FLIGHT LINE

Capt. cdr eng. Visinel STEFAN
Aplication School of Aviation “Aurel Vlaicu” / BUZAU/ ROMANIA

Abstract:
In this study I've tried to emphasis the significance and aplicability of the ORM in the RO Air Force

flight line.Using the ORM theory (purpose, goals, principles and steps of the process) I explained how that
process is implemented in romanian military aviation. To undestand the practicability of the process I have
been presented the main cathegory of  mishap that could appear in flight or in the flight line emphasize on
how we implemented the diminution or removing measures. I presented the responsabilities of Air Force staff
at all level of command, tools used for implementation and also the conclusion.

1. Introduction

All ROU Air Force missions, operations or daily training implies risks.  All actions,
both on- and off-duty, require decisions that include risk assessment as well as risk
management. Each commander and supervisor, along with every subordinate, is
responsible for identifying potential risks and adjusting or compensating appropriately.
Risk decisions must be made at a level of responsibility that corresponds to the degree of
risk, taking into consideration the significance of the mission and the timeliness of the
required decision.  Risk should be identified using the same disciplined, organized, and
logical thought processes that govern all other aspects of military endeavors.  The ROU
Air Force aim is to increase mission success while reducing the risk to personnel and
resources to the lowest practical level in both on- and off-duty environments.

2. The Operational Risk Management definition, purpose and scope

2.1. Definition
Operational Risk Management is a decision-making process to systematically

evaluate possible courses of action, identify risks and benefits, and determine the best
course of action for any given situation.1
2.2. Purpose

The main purpose of the ORM in the military flight line, for an individual or
section, is to accomplish their missions no matter whether it is doing maintenance on the
aircrafts, is loading aircrafts weapon or is flying a helicopter, jet or turboprop airplane for
training or combat. The ORM has a very useful tools and techniques which allows wing
commanders and subordinates to obtain more substantial results in combat or in daily

1AFI 90-901, Page 1, Section A
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training overcome the traditional methods utilized to mission accomplishment who are
usually empirical.
1.3. Scope

"Everyone" (commanders, maintainers, pilots, logistic assurance personnel), to
reduce all assumed risk by applying a methodic and appropriate process could use the
ORM. In addition, the risk management could be applied to "everywhere" in the military
flight line (runway, aprons, taxiways) or in immediate vicinity of them.

3. GOALS OF OPERATIONAL RISK MANAGEMENT

The ultimate objective of any organization within the ROU Air Force is to
maximize the combat capability.  The most important element of this objective is to protect
the personnel and to conserve combats weapon systems and their support equipment.
Preventing mishaps and reducing losses is an important aspect of conserving these
resources. Like is state in AFI 90-901, Operational Risk Management, gives four goals.
That aims have applicability in ROU Air Force too.

3.1. Enhance mission effectiveness at all levels, while preserving assets and
safeguarding health and welfare.
In RO Air Force that is in my opinion the ultimate goal but in the following order:
life of the pilot's or other personnel have the higher priority after that the
preservations of the main assets (aircrafts or other equipment used in flight line).

3.2.Integrate ORM into mission processes, ensuring decisions are based upon
assessments of risk integral to the activity and mission.
In this matter there were few steps implemented by the Safety Officer (SO) at wing
level. SO identify the main risks that could appear in the flight line and brief daily
the appropriate personnel.

3.3.Create an Air Force in which every leader, airman, and employee is trained and
motivated to manage risk in all their on- and off-duty activities.
That statement has applicability in RO Air Force because all pilots, maintainers or
logistic assurance personnel from the flight line are trained in their field and
everyone takes appropriate measure to diminish risks and to enforce the flight
safety.

3.4.Identify opportunities to increase Air Force war fighting effectiveness on the
battlefield and in the operational aerospace environment, helping to ensure
decisive victory in any future conflict at the least possible cost.

Unfortunately, that goal could be reached only by the states that have very valuable
assets in terms of mission capabilities. ROU Air Force has to improve his air combat fleet
in order to achieve that goal. For instance, the F-16 has a Terrain Fallowing Radar (TFR)
pod who allows pilot flying at very low altitude, out of radars range, using autopilot too. In
this case the threat raise by the low level flight and enemy radars was considerable
diminished by the techological development of the asset.
Risk management contributes to mishap prevention and therefore to combat capability by
minimizing risks due to hazards consistent with other cost, schedule, and mission
requirements. Beyond reducing losses, risk management also provides a logical process to
identify and exploit opportunities that provide the greatest return on our investment of
time, money and personnel.
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4. OPERATIONAL RISK MANAGEMENT PRINCIPLES

Every process has to have principles that govern him. Those principles perform guidance
within decision-making process. Operational Risk Management is no different. There are
four principles that govern all actions attached to the management of risk. All these
principles if we refer to the timeframe of the task or operation could be applied before,
during or after each action.

The four principles, well known in the ORM theory are as fallow:
4.1. Accept No Unnecessary Risk.

This principle has to be interpreted that you could take a decision to assume the risk
that could endanger in some way the safety of the assets (aircrafts) or personnel (pilots,
airman) but you still reach the mission accomplishment as well. For example F-16 has
MESL (Mission Essential Subsystems List) where is state that you could use specific
weapon system (e.g. bombs) in order to accomplish specific task even other subsystems of
the weapon system (e.g. missile) are out of order or not present. In this case, the safety of
flight is not endangered, the aircraft could fly and the pilots are able to hit the enemy using
bombs but the risk exists in case of the air-to-air attack. In the RO Air Force is written in
the "Maintenance regulation L 11-2" that we could use in flight an aircraft with minor
discrepancies if those not put in danger the safety of flight. Unfortunately the MESL`s for
each type of RO military aircrafts are on going. This principle applies to the RO carrier
aircraft in Otopeni Air Base. The commanders have to make the best choice in taking a
decision putting in balance the results obtained while the assets, pilots or airman's are
exposed to an acceptable risk.
4.2. Make Risk Decisions At The Appropriate Level.

Taking decision at a particular level allowed us to account the risks and establish
the responsibility zone for every chain of command. The successful or unsuccessful of the
mission is accountable too. This way of thinking, to delegate responsibility to specific
decisional factor, allows decision-making process to be very smoothly and agile. Who
knows better the field situation or the particularity of the mission or operation? The answer
is my opinion: the commander of the unit, section or the person in charge.Related to this
aproch, in the flight line, the final decision if an aircraft will fly or not is taken by the Fligt
Director (a pilot with experience) appointed by the commander of the unit, using imputs
from the tower, maintenance, logistic assurance or other source direct connected to the
flight. If we are speaking about maintenance, the person in charge to make decision, that an
aircraft could fly or not without putting in danger the safety of flight ,is the Logistic
Director (has to be an aviation engineer with a very good professional background),
appointed by the Chief of Logistic who receive information about the aicraft "healty" from
the maintenance chief of flight section.
4.3. Accept Risk When Benefits Outweigh The Costs.

The acceptation of this statement is to take in balance what we gain and what we
could loose if we accept a risk. Even a high-risk appears commanders or supervisor could
assume that risk if the benefits or opportunities are better than the added costs. In the RO
Air Force maintenance field, the "Maintenance regulation L 11-2" allowed flying an aircraft
to the overhaul with one or more parts out of service if that not endanger the flight safety.
The level of decision in this case is to RO AF Logistic Division. I put in place this example
to emphasize  relation between benefits and costs because it cost  more to replace the bad
spare parts with good one in comparison to send  the aircraft and bad parts to refurbish.
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4.4. Integrate ORM Into Operations And Planning At All Levels.
Integration of the risk management in the operation and planning will confer in my

opinion the best manner to conduct a mission. The risk assessments actions for an
operation add value to mission accomplishment. The assessment of the risk has to be a
normal way of conducting a mission, not an add-on process performed by people not
otherwise involved2.

5. OPERATIONAL RISK MANAGEMENT SIX-STEP
PROGRAM

Like every process, the ORM has steps that have to be followed in order to achieve the
purpose and goals of risk management. ORM is a systematic decision-making process that is
consisting of six steps. If we take into considaration the nature and pressure of the situation, these
steps have to be fallowed in a split-second manner as the pilots are flying a jet.The six ORM steps
are described in fact in AFPAM 90-902, Operational Risk Management (ORM) Guidelines and
Tools and those explanations are fitted to RO Air Force flight line missions too. The ORM process
is a cyclic one and have to have feed-back to regulate the system in a proper way.

The ORM six steps used in theory, but very strong related to practice, presented in Fig.1
are:

1.Identify the Hazard.
This step in my opinion is the most important stair of the ORM process, dealing with

appropriate hazard identification technique. The easiest technique that could be used is to ask
"What if?" questions. In this case we could create scenarios in which a danger may occur.
E.g. "What if the power supply generator goes down?", "Could the aircraft accomplish the
mission using the back up supply system or have to land immediately?". This step is specific
all level of command and is based on observation of the entire flight line activity. The hazard
occurred in the flight line could be real or potential. Both cases involves appropriate measure.

2.Assess the Risk
Measuring the risk should give to the flight line supervisors the image about the

immediate or potential danger of an activity or mission. The exposure to a hazard has to be
measured both quantitative and qualitative.

3.Analyze Risk Control Measures
Step number three is dealing with appraisal of particular strategies and controls that

diminish or eliminate risk. The risk that could appear in the flight line has to be analyzed
by Safety Officer first if the risk involves the security of the pilots or by the maintenance
officers if the risk endangers aircrafts or the healt and wellfare of mainteiners. Three risk
components have to be taken into consideration: probability, severity and exposure. We
could use in this case the risk matrix.

4. Make Control Decisions
In an RO Air Force base, every month representative personnel direct related to the

flight line have a scheduled meeting where they analyze the risks appeared in that month
that could affect safety of flight. After risk analyze and weighting benefits and
opportunities against costs, the committee take the appropriate decision to control the
menace. In case of immediate actions the meeting  takes place unscheduled.

5. Implement Risk Controls
After the control procedure have been selected we have to put it in practice in order

to diminish or eliminate all risk appeared in the flight line.

2 AFI 90-901, Page 2, para 3.4.
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6.Supervise and Review
This step implies the leader supervisions throughout the risk control

implementation. Commanders or representative have to assure themselves the measures
taken was putted in place proper and timely.

They should decide if it needed to make corrections to the previous stages of ORM
to ensure effectiveness and supportiveness of the mission or activity. The process has to be
periodically evaluated.

6. TYPE OF FLIGHT LINE HAZARDS, RESPONSABILITIES
AND MEASURES

6.1.Air hazard
-Mid air collision of the aircrafts: The responsibility to avoid this type of risk goes to
Air Traffic Control Operation Officers that should be aware to air traffic nearby to the
base runway. They have to have proper schedule for take-off or landing of the assets.
Pilots should be provided with appropriate maps showing the on-base routes.
-Severe weather conditions (rain, blizzard, snow, powerful wind, high temperature,
fog):  Meteorologist officer have to predict the weather and brief daily the commander
about the severity and future evolution of this type of hazard. Air base commander is
responsible in approval or not the flight. In day-by-day operations if the weather
condition became worse in some areas the aircraft commander that is flying on that
route have to inform immediately the ACT and Flight Director about the danger using
communication equipment. In that case all pilots who are flying have to be warned.
-Aircraft in-flight emergencies : Flight Director  or commander of the aircraft judge the
severity of the danger and they decide if the mission could continue or not. The aircraft
with in-flight emergencies has maximum priority for landing.

1. IDETIFY THE
HAZARD

2. ASSESS THE RISK

3.ANALYSE RISK CONTROL
MEASURE

4. MAKE CONTROL
DECISION

5. IMPLEMENT RISK
CONTROLS

6. SUPERVISE AND
REVIEW

Figure 1, The ORM Six-step Process
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-Bird aircraft strike hazard: Base Safety Officer is in charged to manage the BASH
program. In day-by-day operations responsibility goes to Duty Meteorologist Officer
and birds hunters like is states in ROU Air Force regulations FAv -1.

6.2.Ground hazard
-Aircraft ground operation (engine run, refueling or defueling the aircraft, towing,
taxiing the aircraft with engine run): The entire responsibility and management of the
operations belongs to Logistic Director.
-Movement of flight line vehicle or emergency-response auto vehicle (towing vehicle,
fuel vehicle, firefighting vehicle, ambulance, crash and rescue vehicle):The Chief Auto
Means is direct responsible to manage the safety vehicle movement in the entire flight
line.
-Movement of personnel in the flight line: This is the Force Protection responsability at
the ingate and outgate of the flight line.
-Foreign object: All personell from the fligt line are responsible with.The SOF is in
charge to manage the FOD (Foreign Object Damage) program.
-Dropt object: All personell from the fligt line are responsible with.The SOF is in
charge to manage the DOP (Dropt Object Program).

6.3.Weapon hazard
The biggest danger into the flight line for the aircrafts and personnel are the aicrafts

weapon itself. To reduse the eventual personnel casualties or assets damage when the
mainteners are loading, unloading a weapon (bombs, missile or rockets) or sign off a
weapon system discrepancies, the place where the jets are armed should be diffrent than
the flight line production. To avoid the number of casualities or damage in that area in case
of improper use of ammo or a malfunction of weapon system, only the appropriate
personell (mainteiners, pilot's or auxiliary personell) and specific number of the aircrafts
have permission to stay.To avoid hazard if a missile, gun bulet or rocket were released
accidentaly all aircraft from the weapon loading zone have to have the nose oriented to less
or whithout any obstacle (e.g. buildings, equipment, pesonnel).All this safety measures are
putting togedher in a ORM plan called Risk File. In the ROU Air Force that kind of actities
was very well implemented after an catastrophic accident who take place in Craiova Air
Base at 9 July 1997 when a bomb, that was for the first time tested, exploded accidentaly.
In that accident were 18 casualties consist of 16 deads and 2 hard injury.

7. ROU AIR FORCE RISK MANAGEMENT
IMPLEMENTATION

7.1.Roles and Responsibilities
7.1.1. Air Force HQ

The Air Force HQ Safety Office is the ultimate responsible section that account and
track all hazard appeared in the ROU military flight line. This office is in charge to issue
directives, plans and orders direct related to safety of flight or safety of personnel in the
flight line. They provides also command level training (scheduled meetings) and guidance
for field trening.This office supervise, controls and regulates the implementation and
sustenament of the ORM program in the ROU Air Force.
7.2.2. Air Base
Safety Officer

At the unit level the focal point in this matter is Unit Safety Office.The chief of this
unit is a pilot who has a colonel rank. He has responsability to account and track all events
direct related to the safety of flight. He brief daily the commander of the Air Base about
the flight or ground event or what it could be happen "If" an specific hazard apear and also
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present measure and posible way to avoid or eliminate the mishap. He brief daily, when a
flight was scheduled, all personnel who will partipate to sorties generation into the flight
line.
Commander

Since ORM is not a “one-size-fits-all” program, commanders must tailor ORM
application and techniques to accommodate the unique mission needs of their organization.
In addition, they develop and maintain ORM implementation and sustain plans for their
organization that direct the integration of ORM into all operational decision-making
processes.
7.2. Tools for Implementation

The first line commanders have a great opportunity as well as the responsibility to pass on
ORM to the troops.  In order to do this they have many tools at their disposal.  Some are for
imparting and some are for documenting but all are valuable in implementing their ORM plan.
Although not an exhaustive list, a few of them are listed below:

1. Safety briefings and directives
2. OJT (on-job-training)  programs
3. Employees safety records
4. Material Safety Data Sheets (MSDS)
5. Technical Safety Data
6. Safety Orders
7. Other units/Subject matter experts (Safety, Bioenvironmental Engineering)

8. Conclusion

The fundamental goal of risk management is to enhance mission effectiveness at all
levels while preserving assets and safeguarding health and welfare. Starting to that
statement the ORM is appropriate techniques that guide us to obtain the best results with
less costs and losses.

The assessment of the risk has to be a normal way of conducting a mission, not an
add-on process performed by people not otherwise involved3.

The ORM principles and the steps of that process are well implemented in ROU
Air Force but from my point of view, we need to create database with lesson learned and
risk case scenarios. To create this database we have to motivate the all flight line personnel
to fill in a timely manner reports that could have the design like in Appendix 1.

We implemented very well in the RO Air Force the flight safety, ground safety and
weapon safety programs but we have to implement also system safety programs were
appropriate.

References:
[1] Secretary of the Air Force , AFI 91-202, 1998, 73 ( vizible at www.e-
publishing.af.mil );
[2] Secretary of the Air Force , AFI 90-901, 2000,7 (visible at http:// afpubs.hq.af.mil);
[3] Civil Air Patrol National Headquaters , Maxwell AFB AL, Operational Risk
Management advanced level course, 2010, 64;
[4] Civil Air Patrol National Headquaters , Maxwell AFB AL, Operational Risk
Management intermediate level course, 2009, 36;
[5] Frederic Bouder, David Slavin & Ragnar E. Löfstedl, The Tolerability of Risk,
Earthscan, 2007, 159.

3 AFI 90-901, Page 2, para 3.4.
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Abstract:
It is well known that changes in the structure of an organization should be performed after extensive
analysis, starting from the necessity of changing and lead the way for making the effective change. In MoND
changes are very well planned and do not occur without warning. In fact, before the effective change,
military units follow some strict steps, during few months. The project of future structure suffers a lot o
changes/updates before becoming operating. But what happens when changes occur as a result of external
pressures, without any analysis, in short time, and is limited just to cut the empty positions at the time? What
will happen with the military unit goals? Will the remaining personnel accomplish all the objectives of the
unit? If yes, how much will be the efforts and what about the quality of their work?

1.Introduction

During the economic crisis, the Romanian government took a lot of measures in
order to reduce the public expenses, usually by emergency ordinances. In 2010, the
Romanian government, led at that time by Prime Minister Emil BOC, has issued an
Emergency Ordinance, in which it was stated that in public services all the empty
positions should be cut from the function lists. I do not want to blame anyone, because we
know that measures have been taken in accordance with the commitments undertaken by
Romania in front of international financial institutions.

I will not study the implications on the military units which were in normal shape,
having only few empty positions, but only a special case of a military unit that in 2010 had
been performing its transformation, with a lot of unoccupied positions.

This unit was assigned for a new mission and, after months and months of analysis,
proposals and studies, on August 1st the new structure, larger than the previous one, was
approved by the military authorities. This new structure should start operating on
September 1st, same year. Between August 1st and September 1st the Government
Emergency Ordinance had to be put in application and Minister of National Defense
delivered his own order [1] whit precise instructions regarding the reorganization and
modernization of commands, large units, units, subunits and military formations in
Romanian Armed Forces in 2010. Unfortunately, being in the transformation process, this
unit was strongly affected, remaining with only 60 percent of the initially manpower.

I will not cover all the implications of this kind of “unannounced” change. I just
want to present the situation of the remaining people in the military unit after the change
occurred.
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2. Theoretical phases during military structure change
Transformations in MoND occur as a result of the reorganization of the Romanian

Armed Forces, based on the National Defense Strategy [2]. Taking into consideration the
new challenges of the 21st century, the structure of the MoND has changed continuously;
the missions and structure of the military units are also upgraded periodically.

As I said before, all the changes should be done following a strictly procedure.
Briefly, the steps and frame time stated in military regulations are as follows:

Step
No.

Time
(days)

Time
(chronological) Activities Level

1 0 March 1st Establish the mission
Give directions to Service HQ

General

Staff

2 30 April 1st Get informed
Give directions to subordinate unit

Service

HQ

3 60 May 1st Get informed
Propose the new structure chart
according to new mission (1st version)

Unit

4 90 June 1st
Receive the proposal for the new
structure Analyze the proposal and, if
need, give new directions to
subordinate unit

Service

HQ

5 105 June 15th
Receive the new directions from
Service HQ Redefine the new
structure and submit it to service HQ
(2nd version)

Unit

6 120 July 1st
Receive the 2nd proposal for the new
structure
Submit the proposal for new structure
to General Staff (a version)

Service

HQ

7 150 August 1st
Receive the proposal for the new
structure
Analyze and approve the new
structure (final)

General

Staff

8 180 September 1st Receive the approved structure chart
Implement the new structure chart

Service
HQ
Unit

Table 1 Steps and frame time in changing a military unit structure

For this case study, everything had been going correctly until step 7 (August 1st).
After the new structure chart of the unit was approved, the government measures to reduce
the expenses in public sector spending had applied. All vacant positions were suppressed
for the peace time, remaining available only for the war time.
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In such situation, ideally is to reappraise the main mission and other additional
tasks of the unit for peace time, according to the new structure and available personnel. If
would been acted like that, the activity of the unit would worked properly.

3. Structure change made under external (political/economic)
pressure

In fact, the downsizing of the unit’s manpower was done without any changes
regarding unit’s mission. Even if the unit command group had sent a lot of reports
regarding the huge gap between mission and manpower, nobody on the chain of command
agreed the reducing of the main mission or other tasks of the unit. In addition, in October
2010 the Control Body of the Minister of National Defense left the measure to reconsider
the structure and the manpower of the unit (the dead line to implement their measure was
October 2013! but nothing have happened).

To underline this specific situation, I specify that I am talking about a particularly
military unit which performs with maintenance of communication and IT equipments
within entirely MoND. Starting from the acquisition, going to operate and maintenance,
along the all life cycle of the equipments, this unit has the most important role in
equipments functionality. In this type of unit works specialized military personnel and
they cannot be replaced with regular personnel.

As I said in the introduction, I will present only the implication on the remaining
personnel in the unit. First of all I want to specify that every single small structure
remained with partial manpower. This decision was taken in order to cover all range of
tasks assigned to the unit. To do this, some specialists were moved on from their previous
structures to the new structures. We can imagine that their efficiency was not so high from
the beginning. Even if after some time they became more efficient, still too many tasks
were assigned to each structure.

For instance, if one team was deployed for a mission on the field and a new
demand occurs, it is not possible to cover it. To accomplish this new task are two
possibilities: first, to designate other team, from other structure, able to accomplish this
kind of task and second, to postpone the task. The worst scenario, but nobody wants it, is
to not accomplish the task.

Sometimes, in order to cover all the tasks, is reduced the number of the team
members, but in this case the occupational safety and health rules are broken, because
some activities should be done with a minimum number of persons.

Other problems occur when the personnel should get the compensation for their
extra time work. Considering that in the public system can not be granted financial
compensation for the time worked in addition, the personnel should get compensatory time
off. For this particular unit is quite impossible to apply this rule, because there are too
many tasks, and there are not enough personnel to accomplish all of them. Not forget that
they are still military and they have to participate at specific activities like duty officer,
military exercises etc.

In addition, trying to reduce the expenses of the MoND, some of the activities
which previously were done by contracting private companies were designated to this unit,
too. This action had a huge positively influence in the financial domain (just for an
example, to repair the light on the top of the antenna pylon, private companies require
around 1,300 €, while repairing by unit’s specialists costs only 260 lei for two specialists
and the price of fuel consumption, depends on distance), but put a new burden on the

 126



MODIFYING MANPOWER IN MoND. FROM THEORY TO PRACTICE

unit’s compartment. There is not a special section designed for the mission presented as an
example, just few military personnel specialized in a short course.

Sometimes the quality of the services provided was poor, and sometimes the unit’s
personnel couldn’t accomplish their tasks in proper time. The command group pushed the
personnel to give all the best in order to accomplish their tasks, but was not in the position
to punish personnel when the tasks were done in longer time than planned.

Looking back in time, we remember in that period all salaries in public sector were
reduced with 25% [3]. Military personnel are trained to execute orders, but sometimes
their mind is running around, looking for solution in their day by day lives.

As if it was not enough, the minister of defense in that time, Mr. Gabriel Oprea,
accepted the mission for MoND to solve the problem of National Digital Map. In order to
accomplish this new task, some personnel were detached to the Military Topographic
Directorate, including from this unit. Meantime, according to the national legislation, the
civilian personnel who have left the system couldn’t be replaced (only 1 new employee at
7 vacant posts) [4]. Those two new obstacles increased the difference between the
possibility to accomplish the unit’s mission and its manpower.

Adding those negative aspects to the multitude of tasks assigned to this unit, a lot of
rumors appeared within the unit’s personnel. Some of them looked out for other posts and
moved in other units. Some of the specialists got tired or sick (real or fake!) and required
medical exemption. In accordance with national law, they received several days of medical
exemptions, affecting once again the unit’s possibility to accomplish all tasks. A lot of
requests regarding the extra payment for special activities (as working at great heights)
were posted, but in this crisis conditions, couldn’t be provided.

4.Conclusion
Showing this particular situation, I want to underline the importance of

understanding those situations when the choice regarding the unit’s structure is taken
under the external (usually political or economic) pressure, when all the theoretical
concepts that we have learned are broken.

Presenting the principles and the rules stated in theory in opposition with what
happened in reality, I want to emphasize that this kind of practices shouldn’t happen again.
Even if we cannot totally avoid this kind of situation, besides fulfilling the mission of the
unit, we should at least minimize the impact on human resource, the most important
resource of any organization.

References:
[1] Minister of National Defense order no. M.S. 45, Bucharest, 2010
[2] National Defense Strategy, Bucharest, 2010, page 18
[3] Law 118/2010 regarding necessary measure to restore the budgetary balance,
Bucharest, 2010, art. 1
[4] Emergency Ordinance 32/2010 regarding some measures for filling up the posts in
public sector, Bucharest, 2010, art. 1
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Abstract:
There are new trends and concepts in defense capability planning. All of them try to develop models

capable to provide efficiency in resources allocation and obtain the maximum response to the national
security.

Defense capability planning using game theory falls within a much broader category of conflict
interaction that also includes economics competitions, election campaigns, industrials disputes, lawsuits.

In this paper I develop a model, based on mathematical tools provided by game theory, to study how
the defense planners have to react to a given sets of threats, and how this treats is changing as a response to
the capability structure and level of readiness.

The national security is viewed as a strategic defender who defends a system of independent
components against attacks of strategic attackers. The reliability of system’s components depends on how
strongly it is defended and attacked.

Key words: game theory, defense capability, conflict, the contest success function

1.Introduction
Game theory provides a number of analytical tools designed to assist us in more

comprehensive understanding of phenomena that we observe when decision-makers
interact. A game describes the strategic interactions between players who act through their
interests with the consciousness that their action affect each other. The basic entity in all
game theoretic models is the player. A player may be understood as an individual, group of
individuals or any kind of organization, even countries or alliances who face to make
decisions.

In order to describe a theoretic game we need to specify four essential elements:
players, actions, payoff and information. Rasmussen refers to these by acronym PAPI [3].

To develop a model based on game theory capable to describe an optimal defense
resource allocation, and identify the planning “game” elements, it is needed to bring out
the defense capability definitions, and see what this implies.

The Australian Defense Force defines the defense capability as “the power to
achieve a desired operational effect in a nominated environment, within a specified time,
and to sustain that effect for a designated period.” [4] This comprises the combined effect
of multiple inputs such as: personnel, organization, training, major systems, supplies. The
Department of Defense of US defines as a military capability “the ability to achieve a
desired effect under specified standards and conditions through combinations of means
and ways to perform a set of tasks” [CJCSI/M 3010 series]. It includes four major
components: force structure, modernization, readiness, and sustainability.
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Both definitions are built around the notion of “effect”. This leads us to the question
“what decisions can be taken to maximize the general security effect, having design certain
capabilities to encounter certain threats, under the pressure of limited resources at disposal
(such as the allocated defense budget)?”

The model developed in this paper is focused on allocations of the available defense
resources over the assumed capabilities in order to achieve the best response to the national
security. I consider as a game the competition between strategic decision-makers involved
in defense resource management and the threats to the national security.

2.The model formulation
In the following game model we have, on the one hand, the main player with

fictitious name “defender”, who tries to defend as much as possible a series of valuable
targets. On the other hand we have a series of “attackers” who tries to attack the targets and
determine as much loses as possible.

The notion of “attacker” does not want to define a specific country or terrorist
organization that interacts with national security; it takes into consideration the effect of its
action as a “threat” against national security. This threat is evaluated in terms of
probability of occurrence and the level of impact over the target on which is directed. I
assume that the attackers (as well as their generated threats) are neither static, or fixed, nor
immutable.

When I refer to a target I mean a complex system which can be conceived to have
economic value, human value, and/or symbolic value, and could generate an interest for a
potential aggressor. As example, the target such as The U.S Statue of Liberty has
substantial symbolic value, and no human value. I don’t want to insist with more details
what a target comprises and how this can be evaluated. For my purpose I take into
consideration a theoretical target which has a different value from defender and attacker
perspective.

The first and foremost approach to modeling a player’s interest is utility theory.
This theoretical methodology deals with measuring the degree of preference across a set of
available options. The purpose of this paper is not to evaluate the targets, but we need to
set the theoretical values for each target, measured in money. Further research will explore
in details the ways of evaluation.

I denote with “vi” a total value of the target “i” (economic, human and symbolic)
from the defender point of view. From the attacker “j” perspective, j

iV  represent the total
value of the target “i”.

The functionality or successful operation of each target depends on the relative
investments in defense versus attack. The defender seeks functionality of the system while
the attacker seeks non-functionality. [9]

The approach allows analyzing the phenomenon from both the defender and
attackers’ point of view.[9]

The defender and attackers are considered having both strategically thinking and be
capable to adapt optimally own action to the opponent action by spending
defensive/offensive resources for each target.

In order to assure the reliability of a target “i” the defender assigns a capability
which needs having spent the resources “xi” to have assured a certain level of readiness.
The total cost of allocated resources is constraint by the defense budget Bd.
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where:
 n – the number of the capabilities;
 Bd – the defense budget;
In the same time each attacker tries to allocate resources j

iy  in such ways to
decrease the reliability of each target, also being constrained by the budget.
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where:
 m – the number of the attackers;
 Ba – the budget of the attackers;

Tullock (1980) has introduced in game theory the notion of rent-seeking contest in
which players compete for a rent of a given value. The fundamental notion of a contest is
the contest function success (CFS) which measures the probability for each player to gain
the prize. Tullock has come with two forms of this function: one of them is based on the
ration of the effort of each player, and another based on difference between the players’
resource allocation.

The probability to have success in defending the target “i” is given by the relation:
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 nii 10   is the cost-effectiveness of each capability;

Employing the difference form instead, we can write the contest function success
using the logistic function as following:
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Te ratio form is used in confrontations which take place under “idealized” condition
such as: full information, unflagging weapons effectiveness. In contrast, the difference
form is used when information is imperfect, and the victorious player is a subject to fatigue
and distraction. [8]
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The aim of defender is to save as much as is possible from the total value of the
defended targets, through resource allocations for each developed capability, knowing the
attackers’ efforts (resource allocation) for each targets.

The total value expected to be saved by defender if a confrontation with the attacker
will occur is:

   
n

i
ii

j
ii

j
ii vpVvyxS ,,, (6)

The objective function for defender is to maximize the total value expected to be
saved:
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From the perspective of attackers the contest functions success can be written as

following:
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or using the logistic function (the difference form):
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The total value expected to be lost by defender if a confrontation with the attacker
will occur is:

  mjVqVvyxL
n
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ii

j
ii

j 1attackereachfor,,,   (10)

The aim of the attackers is to cause as much as possible damages (lost value) to the
defender (targets).

 max , , ,j
i

j j j
i i i iy

L x y v V  (11)

3.THE SOLUTION
Let’s suppose a virtual country, XLand (dfender), in a security environment which

has to face with a series of threats from a virtual enemy, YLand (attacker). The Ministry of
Defense has to develop a series of capabilities, with a restraint budget, in order to counter
these threats.

In the process of capability based planning it was assumed as necessary three types
of capabilities: A - land defense, B- air defense, and C – maritime defense. Each of these
capabilities is developed to defense, against the virtual enemy, three virtual independent
targets (having human value, economical value and also symbolic value): T1 - land
territory, T2 – airspace, T3 – maritime territory.

It is assumed both “defender” and “attacker” have different evaluation of three
targets as described in Table 1. Their actions (defending and attacking) against three
targets are limited by the budget allocation: Bd = $300 billion – the defender’s budget, Ba =
$400 billion – the attacker budget.
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The defense planning specialists evaluate the cost-cost effectiveness of both own
capabilities, and attacker capabilities through following parameters: 3.0d , and

1.0a .
To estimate the probability of success both attacker and defender use the difference

form of CFS.
Taking into account all above assumptions and evaluations, and with the help of

Excel solver, it can be found out that the model rapidly converge to the Nash’s
equilibrium, and there is a single optimal solution in resource allocations to defend/attack
the targets for both defender and attacker (Table 2). This solution assure the “maximum
saved value” – 4662 billion dollars (from defender’s perspective) and “the maximum lost
value” – 2032 billion dollars (from attacker’s perspective), if a conflict between defender
and attacker occurs. Any others allocation of resources will conduct

Capability Targets
Defender’s target

evaluation
(billion dollars)

Attacker’s target
evaluation

(billion dollars)

A. – Land Defense T1. – Land
Territory 3000 2800

B. – Airspace Defense T2. – Airspace 2000 2500

C. – Maritime Defense T3. – Maritime
Territory 1500 1700

Table 1

Capability Targets

Defender’s
resource

allocation
(billion dollars)

Attacker’s resource
allocation

(billion dollars)

A. – Land defense T1. – Land
Territory 134 155

B. – Airspace Defense T2. – Airspace 94 145

C. – Maritime defense T3. – Maritime
Territory 72 100

TOTAL RESOURCE ALLOCATION 300 400
Table 2

4.Conclusion and future research directions
This model, developed based on game theory, can become a powerful tool for

defense planning makers who need to design the structure of resource allocation over the
capabilities.

The major problem faced was in defining the elements of the games in such ways in
which the equilibrium can be reached, and provide a solution to defense capability
planners. The Rasmunsen states that “lack of a unique equilibrium is a major problem in
game theory”[3].

Even some parameters of the game are hard to be evaluated (the value of the targets,
the cost effectiveness parameters) the model can provide a structure of resource allocation
over capabilities at disposal. There is no so important to know the absolute values of the
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parameters. It is very useful if we have relative evaluations, and if we could establish
rations between them within a certain tolerance field.

Also, the results can show that it no necessary to know how the attacker allocates
resources over his capabilities. To take an optimum decision it is enough if it is known the
budget and the nature of attacker’s capabilities (in order to estimate the cost-effectiveness
parameter) and estimate the threats (the value of the targets from attacker perspective).

This simplified model can be first step in a more complex analysis of defense
capability planning based on resource allocation.

Interesting future research can include: (a) sensitivity analysis and determine the
important parameters which have the most influence over the resource allocation; (b) how
the cost-effectiveness parameter influence resource allocation, and the probability to win
against attacker. What are the circumstances under which the planners decide to acquire a
new capability instead to maintain an older one? (c) develop a more complex model with
multi-purpose capabilities in an security environment with more independent and/or
dependent enemies; (d) consider the enemies who act both strategically and non-
strategically.
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Budget 300

Probability
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Airspace Defance 94 0,70 Land 3000 2800
Maritime defense 72 0,69 Airspace 2000 2500
TOTAL RESOURCES 300 Maritime 1500 1700
Cost-efectiveness 0,3

The expected
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(bilion dollars)

The expected
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(bilion dollars)

ATTACKER 4622 2032
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Land Attack 155 0,28
Airspace Attack 145 0,30
Maritime Attack 100 0,31
TOTAL RESOURCES 400
Cost-efectiveness 0,1
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Abstract:

After the affirmation of Western-style democracy, citizens are no longer constrained by national
borders, and democracy spreads through dialogue and incentives, not coercion and war.

Traced in European age of discovery and voyages to the New World, Globalization, a reality of our
life and a more common term, is the process of international integration coming from the interchange of
world views, products, ideas, and other aspects of culture. Advances in transportation and
telecommunications infrastructure, including the rise of the telegraph and its posterity the Internet, are major
factors in globalization, generating further interdependence of economic and cultural activities. In a search to
response to the challenges of globalization we are looking for viable and humane behavior and, why not, this
could be the cosmopolitan one.

Cosmopolitan behavior could determine and influence cosmopolitan democracy, global governance
with democratic norms and values trough strengthening and reforming, shaping and transforming existing
international organizations and creating new ones, dramatic changes in the foreign policies of nations to
make them compatible with global public interests in order to reach „The Global Commonwealth of
Citizens” [1].

Democracy can be extended to the global political arena giving voice to new global players such as
social movements, cultural communities, and minorities to solve common problems, and encourages
democratic governance at the local, national, regional, and global levels.

As actors in this process, acting trough human nature, intercultural and cross-cultural, knowledge is
a must.

Key words: Cosmopolitanism, cosmopolitan, intercultural, cross-cultural, transcultural, personality, big five
theory, Hoefstede cultural dimension, culture and civilization.

1. Introduction
In “Civilizations and Historical Laws. Essay of Comparative Studies on

Civilizations” Romanian historian, essayist, philosopher, journalist, novelist and diplomat
Neagu Djuvara points out civilization is a summed up of contiguous cultures. Civilizations
have fallowed phases in their evolution (embryonic, formation, flourish, fight for
hegemony, and imperial). In five thousand years of history mankind can distinguish
civilizations as Egyptian, Babylonian or Middle East, Cretan or Mynoic, Indian, Chinese,
Mexican. Peruvian, Hellenic or Greco Romans and the next generation for the last are
Byzantines or Christian-Orthodox, Arabic or Islamic, and Occidental or Western.[2]

Western Civilization was born from the contact between Germans and Greco
Roman civilization, the last strongly colored with oriental elements. Western Civilization
is now in a point to be adopted by the entire world with various results.
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So being a part of this civilization, a part of organization such NATO and EU, in
fact core and values of freedom and democracy, specifically to the Western civilization,
the question for military is what will be the trend and the necessity as citizen. Are we the
citizens of a nation or the citizens of a civilization? To be cosmopolitan could be an
answer.

2.Definitions of Cosmopolitanism and cosmopolitan

Cosmopolitanism has been used to illustrate a broad variety of important thoughts in
moral and socio-political philosophy. The imprecise nucleus shared by all cosmopolitan views is
the idea that all human beings, not considering of their political affiliation, do (or at least can)
belong to a single community, and that this community should be cultivated. Different versions of
cosmopolitanism imagine this community in different ways, some focusing on political
institutions, others on moral norms or relationships, and still others focusing on shared markets or
forms of cultural expression. The philosophical interest in cosmopolitanism lies in its challenge to
commonly recognized attachments to fellow-citizens, the local state, parochially shared cultures,
and the like.

A cosmopolitan community might be based on an inclusive morality, a shared economic
relationship, or a political structure that encompasses different nations. In a cosmopolitan
community individuals from different places (e.g. nation-states) form relationships of mutual
respect

A person who adheres to the idea of cosmopolitanism in any of its forms is called a
cosmopolitan or cosmopolite

3.Etymology of the concept

The word draws from Greek κοσμοπολίτης, cosmopolites, with the meaning of "citizen
of the world", composed by κόσμος, cosmos, "(the) World" and πολίτης, polites, "citizen".

In English dictionaries, cos·mop·o·lite  [koz-mop-uh-lahyt]  is a noun with the following
meanings:1.a person who is cosmopolitan in his or her ideas, life, etc.; citizen of the world, and 2.
an animal or plant of worldwide distribution.

Particularly, from fourth edition with writing assistant 2006 of Longman dictionary of
contemporary English, as adjective, cosmopolitan is firstly a cosmopolitan place has people from
many different parts of the world, and secondly a cosmopolitan person, belief, opinion etc shows a
wide experience of different people and places. As a noun cosmopolitan is someone who has
travelled a lot and feels at home in any part of the world.

4. History and philosophy of the concept1

It seems cosmopolitan firstly was used by Diogenes of Sinope (c. 412 B.C.), the founding
father of the Cynic movement in Ancient Greece. About Diogenes it is said when people asked
him where came from, he answered: 'I am a citizen of the world (kosmopolitês)'. The Stoics, who
later took Diogenes' idea and developed it into a full blown concept, typically stressed that each

1 Work inspired by the view from Wikipedia with cosmopolitan key word.
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human being "dwells [...] in two communities – the local community of our birth, and the
community of human argument and aspiration". A common way to understand Stoic
cosmopolitanism is through Hierocles' circle model of identity that states that we should regard
ourselves as concentric circles, the first one around the self, next immediate family, extended
family, local group, citizens, countrymen, humanity. Within these circles human beings feel a
sense of "affinity" or "endearment" towards others.

Prussian modern thinker Immanuel Kant stages in his 1795 essay Perpetual Peace, an “ius
cosmopoliticum” (cosmopolitan law/right) as a guiding principle to protect people from war, and
morally grounds this cosmopolitan right by the principle of universal hospitality. Kant there
claimed that the expansion of hospitality with regard to "use of the right to the earth's surface
which belongs to the human race in common" would "finally bring the human race ever closer to a
cosmopolitan constitution.

The philosophical concepts of Emmanuel Levinas, on ethics, and Jacques Derrida, on
hospitality, provide a theoretical framework for the relationships between people in their everyday
lives and apart from any form of written laws or codes. For Levinas, the foundation of ethics
consists in the obligation to respond to the Other.

French philosopher Jacques Derrida summarized "cosmopolitanism" in 1997 Geoffrey
Bennington interview: “There is a tradition of cosmopolitanism, and if we had time we could study
this tradition, which comes to us from, on the one hand, Greek thought with the Stoics, who have a
concept of the 'citizen of the world'. You also have St. Paul in the Christian tradition, also a
certain call for a citizen of the world as, precisely, a brother. St. Paul says that we are all
brothers, that is sons of God, so we are not foreigners, we belong to the world as citizens of the
world; and it is this tradition that we could follow up until Kant for instance, in whose concept of
cosmopolitanism we find the conditions for hospitality. But in the concept of the cosmopolitical in
Kant there are a number of conditions: first of all you should of course welcome the stranger, the
foreigner, to the extent that he is a citizen of another country, that you grant him the right to visit
and not to stay, and there are a number of other conditions that I can't summarise here quickly,
but this concept of the cosmopolitical which is very novel, very worthy of respect (and I think
cosmopolitanism is a very good thing), is a very limited concept”.[3]

After the Second World War, as a reaction to the Holocaust and the other massacres
cosmopolitanism face a additional state with the generally-accepted category in international law
of crimes against humanity concept. Consequently, it was clear individual responsibility is
considered to exist toward all of humankind. In the same time cosmopolitanism have been seen a
bad thing and starting from the idea of “rootless cosmopolite” a lot of people suffered, especially
over the “iron curtain”.

Due to planetary phase of civilization today is a unique historical moment witch creates a
latent potential for the emergence of a cosmopolitan identity as global citizens and possible
formation of a global citizen mentality. Favorable conditions are facilitated by improved and
affordable telecommunications; space travel and the first images of our fragile planet floating in
the immensity of space; the need to cope global warming and other ecological threats to our
collective existence; new global institutions such as the United Nations, World Trade
Organization, or International Criminal Court; the rise of transnational corporations and
integration of markets often termed economic globalization; the emergence of global NGOs and
transnational social movements, such as the World Social Forum; and so on.

Modern thinkers in present-day launches theories of “interbeing” as a way of living one's
life in relation to others, acknowledging the otherness of those who are culturally different (in
terms of future, nature, object ant rationality). Our dependence on the Other for the continuous
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formation of language, culture, and identity means that we are responsible to others and that they
are responsible to us.

Strengthening the United Nations and other international organizations by creating a
World Parliamentary Assembly is seen as a political cosmopolitan idea to reach a state of global
citizenship. [1]

The express of cosmopolitanism in art is Art Deco style and lets sound in our ears and
minds John Lennon’s song Imagine to feel the idea.

5.Military as a cosmopolitan

From History we have learnt military activities were developed most of the time in
alliances, in a multicultural and multinational environment (exception could be finding in some
civil wars).

The end of the Cold War and the War on Terror have radically changed the context of
war and defense, diminished the role of nation-states in favor of multi-lateral defense activities,
and placed a new focus on human security. International peacekeeping has superseded the
traditional act of war-making as the most important defense strategy among wealthy, liberal-
democratic nations. A characteristic is that less attention is paid to the defense of the territory and
more to the security situation outside its borders, often in cooperation with other states.

In that case we assist a movement in military behavior to the cosmopolitan one. Also this
is the challenge for the militaries engaged in peace tasks because military organizations have the
use of weapons and violence as its core professional skills (where combat is mainly). So, new
ethics is required to understand when, how and where violence can be used. Even the decreasing
of hegemonic masculinity in military life is a step toward cosmopolitanism. Romanian military
acting missions abroad like peacekeeper (Angola), observer (Democratic Republic of Congo, Ivory
Coast, Nepal, Georgia) and combat (Iraq and Afghanistan) get a new vision of life firstly trough
multiculturalism. In that case understanding cultural issue is a factor of changing, most of the time
in a positively way (despite of the danger faced in the theatre of operations).

Finally, the problem is to fit cosmopolitan morality used to allow military interventions
under the humanitarian flag, with cosmopolitan ethics in operations to be carried out.

6.The role of intercultural education

To understand cosmopolitanism is not easy. It seems using cars and planes, listening
international music, navigate internet, enjoying transboundaries goods is not enough. To have
knowledge, skills and abilities are compulsory or at least require intercultural and cross-cultural
education.

Intercultural communication is a form of global communication. It is used to describe the
wide range of communication problems that naturally appear within an organization made up of
individuals from different religious, social, ethnic, and educational backgrounds. Intercultural
communication is sometimes used synonymously with cross-cultural communication.

A framework for cross-cultural communication is Hofstede's cultural dimensions theory
that describes the effects of a society's culture on the values of its members, and how these values
relate to behavior, using a structure derived from factor analysis. The theory has been widely used
in several fields as a prototype for research, particularly in cross-cultural psychology, international
management, and cross-cultural communication.
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Dimensions of national cultures are: Power distance index (PDI), Individualism (IDV) vs.
collectivism, Uncertainty avoidance index (UAI), Masculinity (MAS), vs. femininity, Long term
orientation (LTO), and Indulgence versus restraint (IVR). [4]

But culture is related with people and nothing could happen if people are not. Their
behavior and beliefs make culture. To be more aware of this is good to take in account the traits of
human personality based of modern psychology theory named the Big Five. The Big Five factors
are openness, conscientiousness, extraversion, agreeableness, and neuroticism. OCEAN, NEOAC,
or CANOE are acronyms commonly used to refer to the five traits collectively.

Recent work has found relationships between Geert Hofstede’s cultural factors, with the
average Big Five scores in a country.

Knowing prior this dimensions regarding people and cultures from different specialized
or open sources, feeling the temper of human nature, allow militaries deployed in the theater to
predict behavior on subject matters in order to avoid actions that can jeopardy the accomplishment
of the mission.

7.Conclusion

In our times we face with globalization and more and more permissive boundaries.
Having knowledge and tools to understand people within their societies and birth places is not
enough to be aware of the environment you are deployed. A cosmopolite attitude and view seems
to be something from interior that allows you a better understanding. In this rainbow of culture and
uniquely of human being the good news are deeply inside people are the same (let’s remember
what want European Union: unity in diversity).

People are attracted and intrigued by an individual who is educated and possesses
knowledge. Though usually assumed that is something you are born into, anyone can become a
cosmopolitan individual, meaning that you get knowledge of culture and the world, and value
diversity.

Activities as learning another language, expanding the eating habits, getting on an
education to obtain a degree, reading a lot, looking as good as you can without freaking out about
it, taking care of yourself physically, attending plays, concerts, and art galleries whenever you get
a chance are steps to become cosmopolitan.
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1.Introduction
The developers of communications and information systems (CIS) architecture

frameworks try to shape designers’ (architects) and users’ (operators) minds to look not
only in technical description of a system that supports a particular business, but also in the
way that business is functioning and how the system best serves it. For a better
understanding of different aspects in building such architectures, the need for
formalization, simplification, comparison, the structuring of the design, budget allocation,
the physical implementation, the operation and maintenance of the system etc., led to the
development of architecture frameworks which define different points of views of the same
architecture. Each (point of) view has a specific template and complexity, and serves a
particular purpose and audience. The methodology of designing of such architectures is
also described, more or less, in these frameworks.

In the military environment there are used different frameworks, depending of the
ability, experience and interest of an organization to build and use such frameworks for
developing their CIS. The US Department of Defense (DoD) was the first military
institution which introduced the use of CIS architectures and the formalisation through an
architecture framework in the middle of 1990s. The Ministry of Defence (MoD) of UK,
NATO and the Department of National Defence of Canada followed and built their own
framework. Other organizations chose not to have their own framework, but to use the
already existing ones. The MoDs of France and Sweden, and the European Defence
Agency (EDA) are such examples. Because the number of users was not very high and
because of the diversity of such frameworks, the software tool developers were not very
keen in developing all the aspects for all these frameworks but more to build them for a
particular purpose. Because of all these, there was not a unique standard for structuring or
a methodology for engineering of such architectures or to store them in standard
repositories for later use. Also, the architects and users complained that these frameworks
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are too complex and tend to concentrate more on the means of building of architecture and
not on the final goal which is their implementation. This led to the need for a standardized
meta-model and later to a unified framework. The experts in this field are working to
merge the US’s DoDAF (DoD Architecture Framework), the Department of National
Defence / Canadian Armed Forces Architecture Framework (DNDAF), the UK’s MODAF
and the NATO’s NAF (NATO Architecture Framework) in such called Unified
Architecture Framework (UAF) which is envisaged to be delivered in 2016. The purpose
of this unification is to standardise the interpretation of the architecture views, the tools
and training [2]. Afterwards, the organizations will have to modify their own policies in
order to be able to design, store, use and reuse of different architectures in accordance with
UAF specifications.

2.Different views used in architecture frameworks, NAF in particular
The first architecture framework C4ISR Architecture Framework version 1 was

developed in 1996 by the US DoD “in response to the passage of the Clinger-Cohen Act”.
“This Architecture Framework is especially suited to large systems with complex
integration and interoperability challenges.” [1]. There were some refinements in version
2.0 in 1997 and further development in the DoD Architecture Framework 1.0 from 2003.
This framework constituted the model for developing NATO Architecture Framework
versions 1 and 2 in 2004. NAF v.2 was using 4 types of template categories, so called
views: NATO All View (NAV), NATO Operational View (NOV), NATO System View
(NSV) and NATO Technical View (NTV). The UK MoD extended the DoDAF v.1, adding
more sets of views (viewpoints) in so called MODAF v.1. In 2007, NATO upgraded the
NAF to version 3.0 (and later 3.1) which used as model the MODAF adapted to NATO
needs. The set of views added in this framework were NATO Capability View (NCV),
NATO Service-Oriented View (NSOV) and NATO Programme View (NPV), as well as
the NATO Architecture Meta Model (NMM).

2.1 NAF 3.1 views description
The views are used to communicate easier with the systems’ stakeholders. Each

view contains a number of sub-views grouped by purpose. Each sub-view has a particular
pattern, template, and defines the techniques for the creation, analysis and display of the
sub-view. Depending on the audience level, purpose and/or the level of detail, the
architectures can contain a certain number of sub-views.

For a better understanding of their purpose, I will briefly describe each of the views
used in NAF 3.1 [3]:

- NAV – has a general purpose, and describes the overarching aspects of all other
views used;

- NCV – analyses the delivery of military capabilities in accordance with the
strategic intent and defines a capability taxonomy in order to investigate the
capability gaps and overlaps;

- NOV – describes the activities, operational elements, organization and
information exchanges required to accomplish war-fighting missions and
business processes;

- NSOV – identifies and describes the services needed to support the operational
domain described in NOV;

- NSV – describes systems and their interconnections supporting war-fighting and
business functions, as well the system resources association to NOV;
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- NTV – ensures the satisfaction of the operational requirements by a system and
the guidelines of technical systems implementation;

- NPV – describes the correlation between capability requirements and the
programmes that are being implemented.

The architecture meta-models are used for defining the languages and processes to
model architecture sub-views and to facilitate interoperability between architecture
development and analysis tools (e.g. Artisan Software Tools, Sparx, No Magic etc.).

To facilitate the sharing of information between different architecture sub-views
and also between architectures, the data would be stored in a NATO architecture
Repository (NAR) which follows a set of rules stipulated in the NMM.

3.The usage of NAF in the Romanian Armed Forces
The far as I know, the NAF was used in four cases in the Romanian Armed Forces:

in the modernization of the Romanian Permanent Telecommunication Network from the
National Defence Network (RTP/RMNC), in the definition of the C4ISR system
architecture for a Mechanized Brigade, in the CIS technical exercise “CETATEA” and in
an EDA training course organized at Bucharest.

The first case succeeded only to define the architecture of the management system
for the RTP/RMNC due to the system’s complexity, and the lack of the information
exchange requirements for the business processes at the entire Romanian Forces level. The
result of the second case was supposed to conduct to a gap analyses, the development of
the technical specifications and the acquisition of a C4ISR system. Unfortunately, due to
the lack of funds, the results were not fruitfully used. The last two cases tried to familiarize
the CIS experts with the methodology of constructing CIS architectures according to the
NAF.

In all the cases described above, the limited training and lack of experience of the
Romanian military personnel, the great amount of work and resources necessary to allocate
for the development of such architectures as well as the limited understanding by the
decision makers of the usefulness designing of CIS architectures conducted to a
misperception that the architectures are not necessary.

The developing and use of architectures is not the responsibility only for the
specialists who are working in the CIS domain. Especially in the first phase of a CIS
acquisition, when the operational requirements for the system are defined, the specialists
from other domains should contribute and cooperate to the developing of different views to
better reflect these requirements.

4.Conclusion
The Romanian Armed Forces should use other organizations’ experience in order to

better manage the processes and progresses in this field of expertise. This will allow the
development of better systems, cheaper, more interoperable with other national and NATO
CIS. I consider that the following steps are essential and may conduct also to a cultural
change in longer term in this area:

- Develop a policy which describes the roles and responsibilities at Ministry of
National Defence level. Documents like NATO Networked C3 Interoperability
Policy (NIP) [4], NATO C3 System Interoperability Directive (NID) and C3
Classification Taxonomy [6] could be used as models. The acquisition
procedures for CIS will be started only if the technical requirements are
developed in accordance with an architecture framework (in particular NAF or
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UAF). This would also permit to define the interfaces and interdependencies
with other systems.

- Conduct an awareness campaign in order to familiarise different type of
stakeholders with the benefits of usage of architectures. We can consider that
the last three cases described contributed a little in this direction.

- Allocate funds for training different type of personnel on the methodologies of
developing and usage of architectures. Introduce courses in the curricula of
education and training structures. Even that in the last two cases described
weren’t used financial resources, some progress have been made but not
enough, especially due to the limited number of the attended personnel.

- Conduct a top-down approach to facilitate a better definition of the operational
requirements for the CIS by identifying all the processes and the information
exchange requirements at the business level of the Romanian Armed Forces.
This is a long and difficult process but, without it, the results may conduct to
non efficient and effective solutions. In the first case described was used a
bottom-up approach which it seems that was not the best solution in defining the
operational requirements.
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Abstract:
What can Romanian Armed Forces commanders do to prepare for succesfully implement the

organizational change? First of all the commanders must understand in detail how the military organizations
run and how the organizational change influences the military culture. The paper is an exercise which try to
explain how a military organizational change depend on a continued leadership commitment  and efforts at
all levels.
Any imbalance occured during organizational change phases will have effect in the outcome of the process.
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1.Introduction
The purpose of this paper is the examination of the interdependency between

change management and organizational culture. To make this analysis the author tries to
link some concepts and models of organizational change and cultural change with a real
event. The author issues a general thesis regarding the subject and makes particular even
fictionally assumptions about a specific organizational change in Romanian Armed Forces.
The key event selected for the demonstration of the thesis affirmed is the development
process of a new capability in the Romanian Armed Forces, the EOD (Explosive Ordnance
Disposal) capability. This paper is not intended to make an accurate analysis of the
capability development process or the defense planning process in Romanian Armed
Forces. The implementation of EOD capability at the low levels of organization is the
subject of the analysis.

2.Organizational culture. Military culture
The concept of culture is recently added to the list of possible factors contributing

to the effectiveness of the military organization. Besides the technology, leadership,
personnel and training the CULTURE, known as Military Culture, is a key factor for
organizational success during peace times or war times.

In a worldwide military context the most common conceptualization is the
competing values framework designed by Lim Cameron and Robert Quinn. In my opinion
this framework is also applicable to Romanian Armed Forces. The four quadrants represent
four types of culture: the Hierarchy, Clan, Market, and Adhocracy.
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Fig.1 the Competing Values Adjusted Model [1]

The hierarchy culture has a traditional approach to military organization. Romanian
Armed Forces focus on a chain of command and strictly defined procedures. Romanian
Military culture fits with this type of organizational culture. The clan culture focuses more
on flexibility. It fits only partial with a Romanian Military Culture due to the fact that the
system doesn’t encourage the leading through vision, shared goals and outcomes. The
market culture is driven by result and is very competitive. Romanian Military Culture
meets partially these requirements due to the conservative growth strategy. The adhocracy
culture is distinguished by independence, creative and flexibility. Our Military Culture
meets the least this type of culture. Fig.1 shows us that even if Military Culture is
predominately located in one quadrant the practical experience it will overlap into the
others.

Edgar Schein gave us another perspective over the organizational culture that can
be applied to Romanian Military Culture. He said that there are three levels of culture [1]:
artifacts, norms and values, and underlying assumptions.

Fig.2 Schein’s Organizational Culture Model [1]
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Artifacts represent the first level of culture. It can be observed by anyone. For
instance military dress code, appearance, ceremonies, reward, punishments and the way the
military personnel talk each other, are examples of artifacts. An important artifact for
Romanian Military Culture is represented by the profile of military personnel issued during
rescue operations or peace support operations. Norms and values cannot be observed and
represent a deeper level of culture. Norms allow military personnel to know what is
expected of them in some situations. Norms are unwritten rules and can produce surface-
level artifacts. Underlying assumptions are situated at the lowest part of organizational
culture and is also the trigger which produces norms especially in a military organization.
For instance in Romanian Military Culture we have an underlying assumption that soldiers
don’t comply with the daily schedule. This generates the norm that military personnel
cannot leave without permission or to be present at least five minutes prior any meeting or
activity start. As a consequences it can be produced the artifact of disciplinary profile of
the military personnel.

3.Military culture change
In a mature and successful organization the culture change is very difficult. We can

say that in Romanian Armed Forces, an old and traditional organization, the culture change
is even more difficult to be done. Edgar Schein warns that during attempts to change a
culture, “even if the assumptions are brought to consciousness, the members of the
organization are likely to want to hold on to them because they justify the past and are the
source of their pride and self-esteem”[1]. Schein provided o model based on what he call
them “embedded and reinforcement mechanism”. As a summary of the embedded
mechanism described by Edgar Schein, the successful culture change depend on the
following assumptions [1]:

- what leaders pay attention to, measure, and control on a regular basis;
- how leaders react to critical incidents and organizational crises;
- how leaders allocate resources;
- leader’s use of deliberate role-modeling, teaching,  coaching, and allocate rewards;
- how leaders recruit, select, and promote the personnel.

4.A new capability in the Romanian Armed Forces
In 2002, at the Prague Summit, NATO Heads of States and Government adopted a

package of measures to strengthen the Alliance. These measures included a new capability,
the creation of a NATO Response Forces (NRF). The creation of NRF structures was to
ensure the optimization of the Alliance’s ability to respond quickly to new challenges and
threats. This decision also influenced the partner countries, which have become members
of Alliance later, including Romania. As a consequences Romania had to establish and
prepare structures that can face the NRF challenges. One of the capabilities established as a
Force Goal was the EOD capability.

5.Military organizational change model and the impact on the
military culture

The beginning of the EOD capability in Romanian Armed Forces was modest. The
first step was done in 1997 by creating a Training Center for EOD, for Land Forces. After
Romania became member of NATO the developing plan for the EOD capability almost
followed the Lewin’s model.
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UNFREEZE STAGE. This phase was short, about one year starting with 2004.
During this stage the first EOD structures have been created at Land, Air Force and Naval
Forces mostly as part of other combatant units. The key personnel have been sent abroad
for training in order to meet the minimum standards of performances in EOD field. There
were issued the first orders from General Staff giving the guidance and establishing the
Goals. Tremendous changes in the training process occurred. The English proficiency
became mandatory for EOD personnel. Using world best equipments and following NATO
procedures the EOD operators and their leaders became open-minded to the new
challenges. Due to the fact that the personnel are inclined to embrace the changes more
easily when their organizational culture is align with the main goal of the organization, the
EOD units from Land forces and Air Forces have been created from engineering units. The
military culture reflected through the engineering branch had a flexible component. The
participations of this branch in many multinational operations made the engineer personnel
more permissive to organizational change and their military culture change. In this way the
overall process was smoothly. At the HQs level a change in management occurred defining
in a clear way the chain of command for the new capability. There were implemented
almost all embedded mechanisms, as there were described by Edgar Schein, in order to
support related military culture change.

Bottom line is as follows:
A good interdependency between the organizational change and the military culture

change in terms of mutual support was created.
CHANGE STAGE. This phase was longer than needed due to the inappropriate

allocation of the resources to this process. In the first year the existed EOD units became
distinctive units, and EOD a distinctive specialty of engineer branch. The final structure of
the EOD capability has been created for Armed Forces. During this stage some elements of
EOD capability were near the Final Operational Capability (FOC) and were engaged in
EOD support operations. But after three more years the economic crisis affected the overall
implementation of EOD capability in terms of sustainability of the capability. Without an
appropriate logistic sustainment this stage lost the TEMPO of implementation. The
personnel was less financial motivated and some of the high trained EOD operators left the
branch affecting de motivation and cohesion of their teams. Leaders try to implement
embedded and reinforcement mechanisms in order to support the culture change during this
stage but not all of them had success. Some mechanism has been implemented by chance
through the opportunity of many EOD personnel to participate into abroad ongoing
operations.

Bottom line of this stage is
The organizational changes are incomplete implemented and the military culture

doesn’t meet the level of expected artifacts.
FREEZE STAGE. This phase appeared without the finish of the previously one. It’s

a result of the necessity to close the change process and to clearly define the outcome. In
my opinion Fig.3 shows an imbalanced long-term change process. The sustainability of the
process is not enough developed and is not entirely supported by military culture. The
leaders cannot emplace Schein mechanism any more. Bottom line of this stage is:

In order to end the process a new cycle of organizational change should occur. This
new cycle has to take place after the leaders make a detailed analysis of the correction
measures and after a reasonable “waiting time”.
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Fig.3 Imbalanced organizational change process

6.Conclusion
In my opinion a successful military organizational change imply a continued

leadership commitment and efforts at all levels in order to maintain the apropriate
interdependency between organizational change and organizational culture. It is very
important to keep the TEMPO of this process. The longer change process occurs the most
difficult is to maintain the sustainability of the change (organizational and culture) and the
personnel motivation. In the case described below the embedded and reinforcement
mechanisms, as they were called by Edgar Schein, had some good influence in the change
stage but couldn’t balanced the outcome. In order to finish this organizational change the
leaders need to clear assess the outcome, to plan and start a new circle change process.
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A common awareness
Very few people are not able to see that nowadays reality is changing too quickly too often too

radical and too...you named how. In the same time nowadays reality become more and more interconected
more and more interdependent and for sure more pressed  for time, especialy decision time.

Reality overcomes us with challenges never encounter yet and the relatively new world, the virtual
one, bring at fast peace virtual adversaries or virtual tools, making the response needed to chalanges eaven
hard to find or if found are too often born already obsolete.

Hence normal human ability to predict and planning dimminished as a consequences of the
complexity and dinamics of environments and often responses necesary to cope with reality for survival have
different nature as it was used to be.

At certain extent this „behavior” of reality was encompased in V.U.C.A. terms and it must have an
answer or a solution too. More and more people use the terms of agility as the answer to this reality.

Key words: volatile, complex, uncertain, ambiguous, agility.

Introduction
Leaders of all kind but especially military ones start to look at the new reality in

order to understand and to find solutions to it. Survival and success is the stake of this
answers. Steps were taken for this stakes by increasing the amount of info structure and
creating new info tools as was well understood that new challenges that were found so
daunting are direct consequences of the capabilities associated with the IT technologies.
Over a decade was thought that we manage to overcome the reality but nowadays looks
like what was in place up to now is no more enough. Enough to be sure that survivability is
ensured and the success is achieved not in a very harder manner and at much more costs.
Remaining in these conditions is more and more unaffordable and unacceptable.

1.Volatility, Uncertainty, Complexity, Ambiguity - V.U.C.A.
environment

The dynamic and fast-changing nature of our world today is best described by
V.U.C.A.; a term coined by the US Army War College that emerged in the 1990s.
V.U.C.A. stands for Volatility, Uncertainty, Complexity and Ambiguity. This acronym
describes the capability to engage situations marked by change and challenges. In the
private sector V.U.C.A. concept really retain attention with the beginning of financial crisis
in 2008-09, when organizations all over the world found themselves faced with similar
turbulence in their environments and, subsequently, in their models. Many organizations
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are aware about a “new normal” in their environments. For leaders in the military, the
VUCA concept underscores the importance of strategic decision-making, readiness
planning, risk management, and situational problem-solving.

Volatility – The nature, speed, volume, magnitude and dynamics of change
Uncertainty - The lack of predictability of issues and events
Complexity - The confounding of issues and the chaos that surround any

organization
Ambiguity – The haziness of reality and the mixed meanings of conditions
Putting these four dimensions together is the key to unlocking not just how

organizations can survive or win in a V.U.C.A. world, but also to redefine its true place in
society. Yet leaders need first to put in place the right settings. Clarity, Foresight and
Agility is the required elements.

Leader must have the ability to simultaneously manage both the short-term and the
long-term goals of an organization. In turbulent and fast-changing times, organizations
need to be anchored in a long-term destination while also dynamically managing the short-
term objectives. The role of leadership is to have a clear point of view about the future and
build an organization that can navigate towards that destination through good times, and
importantly, also in bad times. It is also about having a new kind of leadership that is
values-led and purpose-driven and leaders who can redefine the role of organization in
society. To be values-led is more than simply putting your values down on a piece of
paper. It is about living those values every day. Having true stand with non-negotiable
aspects with a clear view what those non-negotiable aspects are, and most importantly, it is
about sticking to them in good times and in adversity. These values are values of integrity,
responsibility, creativity and respect. Being values-led is about the foundation that
underpins the organization. Being purpose-driven is about the common objective members
work towards that is larger than the organization itself. Members should be unified by a
shared belief in the purpose of their organization should be the invisible glue that holds
together all members of the organization.

Being engrossed in such a turbulent, frequently unpredictable environment has
given rise to new modalities for thinking about leadership in the armed services, especially
at unit command levels that have borne the brunt of the need for quick, effective leadership
and decision making. We are surrounded by a great level of ability to communicate and
process information that leads to a virtually universal connectivity that increased
information flows. This create conditions for interactions and feedback with consequences
in complexity and dynamics that create more uncertainty, risk and time pressure therefore
the problems we face have become more difficult while at same time there is a need to
solve these problems more quickly. We live now in a V.U.C.A. world this is the New
Normal. But even within this unpredictably changing world, there are a few important
underlying megatrends that will shape our future.

As one author has noted, “We are moving from a world of problems, which
demand speed, analysis, and elimination of uncertainty to solve, to a world of dilemmas,
which demand patience, sense-making, and an engagement of uncertainty.”

Thus, leadership thinkers have been turning to lessons learned from the military to
create paradigms for surviving and thriving in a turbulent, where old styles of managing
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predictability were falling short, a world where the explosion of “big data” is threatening to
overwhelm decision makers.

It’s not hard to see why leaders everywhere are feeling more keenly than ever the
effects of volatility, uncertainty, complexity, and ambiguity in nearly every challenge they
face and every major decision they must make.

Volatility is mitigated by “vision,” a clear cut master statement of where an
organization is headed. When confronted by volatility, leaders need to communicate
clearly and make sure their intent is well understood. Is to create a vision and “make sense
of the world.” Sense-making is perhaps more important now than at any time in modern
history for many organizations, as we are not too many years away from the time when the
global economy will actually be truly “global,” encompassing every country and in which
competitors will be emanating from everywhere.

Uncertainty yields to “understanding,” the deliberate ability to “stop, look, and
listen.” In uncertain situations, leaders need to make sure they get fresh perspectives and
remain flexible with regard to solutions. Understand one’s own and others’ values and
intentions. This speaks to having a core ability to know what you want to be and where you
want to go at all times, even while being open to multiple ways to get there.

Complexity is addressed by “clarity,” the deliberate effort to make “sense of the
chaos.” In complex situations, leaders need to make sure to collaborate with others and
stop seeking permanent solutions. Seek clarity regarding yourself and seek sustainable
relationships and solutions. The leading in turbulence demands the ability to utilize all
facets of the human mind. Even the most impressive cognitive minds will fall short in the
VUCA world - it will take equal parts cognitive, social, emotional, spiritual, and physical
intelligence to prevail.

Ambiguity is matched by “agility,” the ability of a leader to communicate across
people and organizations instantly and to move quickly in applying solutions. When
confronted by ambiguity, leaders need to listen well, think divergently, and set up
incremental dividends. This is captured in the concept of “wirearchy,” as opposed to
“hierarchy” — where in place networks allows you to engage the insights of many trumps
the brilliance of any one person. Practice agility, adaptability and enthusiasm. This means
the responsive and resilient ability to balance skillfully and right yourself to overcome
those turbulent forces that cannot be avoided, and to pivot quickly to seize advantage of
those that can be harnessed. The days of one single “great leader” are gone and the
capability to recognize that is expected. In the VUCA world, the best leaders are the ones
who harness leadership from everyone. Military activities are characterized by creativity-
stifling constraints and discipline. There is a lack of open-ended collaboration and reliance
upon formal rather than informal authority. Agility is the capability that could enhance
leadership to overcome creativity-stifling constrains in battle with increased complexity
and dynamics.

2.Agility building
We found ourselves mal adapted and ill equipped to cope with the challenges and

dangers within V.U.C.A. environment. We found ourselves without the one essential
capability we need to survive, capability needed to improve one’s chance to successfully
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meet the challenges inherent in VUCA environment, and this is agility. But improving
one’s agility is not as simple as recognizing that it needs to be improved.

Many leaders would find the road ahead to far for building agility because this
journey require some fundamental changes in attitude, priorities and processes. It is easy to
focus on the agility from time to time as something good to have but as soon as we look
other ways old habits are back and leaders continue to belief that many long-held
assumptions are still valid or the tried and true approaches can still work in VUCA
environments.

One of the must is to accept the new VUCA realities. Leaders are in the positions to
face significant more challenging situations on the one hand and be equipped with a set of
outdated approaches and tools on the other hand while are in some kind of denial attitude.
This denial ought to be the prescription for failure. In VUCA environments a key element
is to accept the limitations imposed by the increased complexity and dynamics of this
environment. Leaders know nowadays that even perfect information about the initial
conditions is not sufficient to predict behaviors and outcomes. Despite continuous
investments in technologies with our unrestrained faith in technology and in our ability to
understand and improve information-related processes in VUCA environments would still
be a significant amount of uncertainty and associated risk. Leaders believe that can accept
some residual risk and thus having a deliberate planning process with some set of
contingency plans that deal with the identified set of scenarios will adequately protect
organization. This is not the best approach and the nature of the uncertainty we face is not
fully understood. Unexpected situations would be unfamiliar to leaders and therefore is
less likely to know the solutions. And if by some chance a leader is able to find quickly
solutions it is not likely that is prepared to move quickly to implement the solution or to
implement it competently. But to cope in VUCA environment is needed a collective
leader’s response in order to be an acceptable response. Also planning process is useful but
leaders must adjust their expectation and prepare themselves for VUCA world by
developing the agility. Nowadays the agility is not recognized by leaders as utterly
important, is more like an attribute and capability along others on a wish list. Must take out
agility from this nice to have list and putted as an existential requirement, agility should be
central to one’s being.

3. Conclusions
We are clearly living in a new reality characterized by Volatility, Uncertainty,

Complexity and Ambiguity, and this new world is here to stay. For organizations to
succeed in the future, leaders need to redefine the rightful role of combined strategic
foresight with agility. More off the nature of agility must be well understood and by
definition if we can improve agility we will increase the chances of success in
unanticipated circumstances. Leaders must be able to understand what the key
determinants of agility are and how it can be improved. Also leaders must to understand
how we can measure the agility and to determine how much agility is needed for every
level and components of organization. These appropriate actions would lead to
achievements of proper levels of agility required for winning in VUCA world.
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Abstract:
The current trends in sports require resorting to human resource management in order to ensure the
interconnectivity of structures and activities. Applying management principles in winter sports contributes to
accomplishing full operation of the system, as well of the resources and, hence, the possibility to resort to a
variety of means in order to accomplish stated goals and objectives. Given the critical need to be part of the
sports elites at national and international level, the behaviors of the personnel must ensure flexibility,
creativity, responsibility and involvement into creating a powerful culture that can adapt to change. To
improve long term performance in the winter sports area, change is an imperative. With a view to all of the
above, the current article focuses on the analysis of the missions, goals and objectives of the C.S.A.M. (the
military winter sports club) “Bucegi” in order to identify the strengths, weaknesses, opportunities and
threats raised by the internal and external environment.

Key words: winter sports, performance, change, human resource management, strategy.

1.Introduction
The mission of C.S.A.M. “Bucegi” is to represent the Romanian armed forces in the

civil and military, domestic and international sports competitions.
This mission is actually the result of the merger between internal forces like

managers, club’s leadership, technicians and sportsmen on one hand, and external forces
like specialised federations, other clubs, public administration, competitors, public opinion,
etc, on the other hand.

The goal of C.S.A.M. “Bucegi”-Predeal is to obtain exquisite results in the sports
field so that the military establishment reaps the dividends of a positive image both
domestically and abroad, as well as to create the proper environment for the training and
specialization of military elites.

The scope of the club is high performance sports, even though it also focuses on
meeting the sports needs of all military.

The core of the management activities takes place in Predeal, but there are no
geographical constraints as to the training areas, acquisitions, development and
transportation.
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2. Reforming and re-launching winter sports through an improved system
of human resource management

Managers are continuously challenged by the transformations that are taking place
as we speak and that impact all activities focused on meeting high performance targets.

The role of the manager under these circumstances is to anticipate and guide teams
through the transition process.

For many years the Romanian military skiing capabilities contributed to yielding
excellent results both in domestic and international competitions, in the military and civil
environment.  Thus, despite all difficulties encountered, the Romanian military who
established the Romanian competition based sports system are viewed as representative
figures in this area.

However, given the current economic crisis, the Romanian military has to find new
ways to maintain and to update the performance level already established for the winter
sports field. This new area the military has to focus on is the implementation of the human
resource management system. Such a change triggers a number of other changes grouped
under the necessity to identify optimum solutions to reform and sensitize the decision-
making factors.

The changes triggered and required by the above goal have to comply with the
following criteria:

 Conformity with legal provisions and the requirements of any human
resource management system,

 Meeting the needs and requirements of a wide category of beneficiaries and
fulfilling the scope derived from the mission,

 Providing clear flexible easy and well structured solutions,
 Providing the possibility to accomplish and predict changes ,
 Providing relevance, innovativeness and opportunities.

Based on the above requirements is becomes obvious that the goals and objectives
of the winter sports club under discussion can be formulated as follows.

Strategic goal: to unfold activities that enable the military club to continuously
improve the sports performance by creating the capabilities needed to efficiently manage
available resources.

In order to achieve this goal and to comply with the requirements above, some
fundamental issues need to be addressed by taking action at all levels possible. Some of
these are:
 The need to motivate/entice sport men and thus the rapid increase in the interest to

do winter sports;
 The establishment of the legal framework;
 The selection, motivation and promotion system in the career of the military

sportsmen;
 Optimizing the available resources.

Strategic objectives:
 Encouraging people’s focus on winter sports in the military by reviving interest for

this area;
 Reforming the field of military sports by reevaluating and changing the

organizational and legal requirements in this respect;

 156



CONSIDERATIONS ON “SMART DEFENCE”

 Assuring the necessary resources to optimally unfold sports activities and to
transform sports into a functional mechanism;

 Establishing a long term strategic planning in the field;
 Increasing the number of good sports results.

Fundamental objectives:
 Valuing the cadre of technicians and sportsmen who are employed based on a

regular employment contract or not by juggling both the current environmental
challenges and the performance targets assigned and accepted by each department;

 Cooperating with public local authorities by establishing a partnership that covers
all the economic, social, management and marketing aspects;

 Collaborating with specialized federations, the Romanian Olympic Committee and
school sports clubs in order to sign collaboration agreements which need to
underline the contribution of the parties in the support and increase of the
performance of the club’s sportsmen, as well as the means by which these parties
are represented in domestic and international competitions;

 Cooperating with the military units in the field of educating, training and
employing experts in the field of sports, alpinism and ski;

 Cooperating with the press trust of the National Ministry of Defense, with the
national and local civil media entities, with the information center of the Predeal
town, and why not, with DRESMARA to conduct scientific research in the area;

 Undertaking activities aimed at training the children and family members of the
military personnel, and not only, in alpinism, skiing,  cross country skiing,
shooting, orientation, survival, hiking, cycling, roller balding;

 Establishing a specialized center focused on valuing the experience of the
technicians and sportsmen by editing specialized brochures, magazines, handbooks
with aid from the Ministry for Education, Research, Tourism and Sports, with the
support of the specialized faculties from across the country, as well as with the help
provided by specialized federations and domestic and international clubs.

3.Competitive Advantage

The investments that are to be made in this area by other institutions, as well,
represent an important part of the strategy. Hence, the costs are to be reduced for the
Ministry of National Defense, while the performance level for the sportsmen will definitely
boost.

The Bucegi military winter sports club will ensure the uniqueness of its products by
taking into account the services required on and by the market in the field and that are at
various stages of development in other structures.

As a result of the necessity to apply a management system focused on performance,
to carefully choose priorities, to allocate funds in accordance with the performance criteria
we have obtained good results last term. However, the strengths and opportunities that we
have become aware of have led us to the requirement to perform a SWOT analysis that
should highlight not only the above, but also the weaknesses and threats. It is only by
taking into account all of the above that we can ensure the unfolding of the activities in
good conditions and, inherently, good results.
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SWOT ANALYSIS
STRENGTHS
 Good performance results at national level;
 Young male biathlon team;
 Young coaches willing to improve

themselves by attending training skill
enhancement courses;

 Planning the training process;
 The military status of the sportsmen who

can thus be employed by the National
Ministry of Defense;

 The possibility for sportsmen and coaches
to take training and career courses;

 The capacity of the management to apply
performance management principles;

 The elaboration of strategies to analyze
and control the activities unfolded;

 The capacity of the sportsmen and
technicians to conduct skiing training;

 Remarkable records, history and tradition;
 The passion of sportsmen and technicians

for their work.

WEAKNESSES
 Low number of sportsmen registered

with the club
 The difficulty of young sportsmen to

find a workplace nowadays
 Poor involvement of stakeholders in

supporting the human resource, and
not only

 Lack of quality in the sportsmen
because of the recruitment and
selection processes

 The absence of models: physical,
biological, psychological, intellectual,
moral;

 Insufficient collaboration between the
coaches from the club and those from
the national lot;

 The absence of a research center in
the field;

OPPORTUNITIES
 The European Youth Olympic Festival-

2013, Romania, Predeal;
 The involvement of local and national

authorities in the management of this
activity;

 The possibility to participate in civil and
military international competitions;

 Organizing completions aimed at making
winter sports popular;

 The involvement of mass media in the
promotion of these sports

 Support for sportsmen and technicians
 Promoting winter sports domestically and

abroad
 Implementing a good management system

for efficiency purposes
 The possibility to organize events and

competitions.

THREATS
 Sportsmen dropout
 Impossibility to motivate children for

performance
 Poor popularity of these sports
 Dwindling number of people taking

up these sports
 Competition (private clubs).

In this context, it is important to analyze and evaluate the human resource by
focusing on the relations between:
 The strengths and weaknesses within the internal system, highlighting the advantage

provided by the former;
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 The opportunities and threats within the external system, underlining the importance of
forecasting for the identification of possible problems that may influence the conduct of
activities;

 The strengths in relation with opportunities, by analyzing the relation between the
internal and external systems by taking into account the advantages offered by the
club’s strengths in the timely identification of the issuing opportunities;

 The weaknesses in relation with the threats, by analyzing the relationship between the
internal and external systems by taking into account the weaknesses the club has in
relation with the threats that can negatively influence the good conduct of activities;

 The opportunities emerging on the market and their relation with the club’s current
weaknesses;

 The strengths and threats, by focusing on the value that the strengths bring to the club
while permanently anticipating the threats posed by the external environment.

The current trends in sports require resorting to human resource management in
order to ensure the interconnectivity of structures and activities. Applying management
principles in winter sports contributes to accomplishing full operation of the system, as
well of the resources and ,hence, the possibility to resort to a variety of means in order to
accomplish stated goals and objectives. It is only thus that individual efforts can be better
coordinated and valued in order to accomplish a common goal. As a result, the
management of winter sports is to focus on the complexity of the systems and inherent
activities and, thus, on the insurance of a continuous flow and coordination of activities in
this field for efficiency and effectiveness purposes.

The features incurred by the management of winter sports are of general value and
can be found in any sports activity and discipline. That ensures organized participation of
all stakeholders and leads to obtaining very good results in the area while endowing young
people with the physical abilities needed for winter sports.

As for the organizational structures of the club, it has experienced a transformation
during the past years. However, the pyramid shaped organization is still preserved, and that
means a high power distance, as well as that a lot of the echelons build up communication
stovepipes, which leads to time constraints, stress and disturbance.
Internal competition and performance are not highly viewed by the employees who would
rather work at a slower pace.

There is also a great number of procedures to per observed and that generates
individual delays and performance issues.

The cultural reorientation concerns the switch from a group/team culture to an
individual one by establishing individual performance goals.

The personnel of the club have the same feeling of insecurity about the future like
all society. Therefore, the goals and objectives are only short term. Thus, these threats
concerning security and safety lead to change adversity and more often than not the
opinions of the minorities are rejected.

4.Conclusion
In conclusion, it is only by supporting performance, history and traditions and by

building a system of values based on participation, adaptability, consistency, continuous
effort that one can strike a balance between change/flexibility and stability in promoting a
change within the management system with the aim of ensuring long term survival and
success.
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Given the critical need to be part of the sports elites at national and international
level, the behaviors of the personnel must ensure flexibility, creativity, responsibility and
involvement into creating a powerful culture that can adapt to change. To improve long
term performance in the winter sports area, change is an imperative. In this respect,
organizational culture plays a major role in supporting sports performance in this respect,
the organizational culture needs to simultaneously be powerful, adaptable and adequate.

The changes that have taken place for the past years, the organization of the
relations among sports structures is clearer and supported by well grounded principles.
Thus the efficiency and effectiveness of sports activities are ensured. In this respect, what
the military winter sports club needs is a creative, flexible, receptive manager well trained
in psycho sociology and management.
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1.Introduction
Probability theory as a mathematical tool is a very good basis for various human

activities related to quantitative analysis from sports (probability of winning a game) to
quantum mechanics (probabilistic nature of physical phenomena at atomic scales) or from
medicine (drug effectiveness) to politics (probability of winning elections).

Most of the studies are related to risk investment and measure the role of
probabilities in making efficient business decisions. We can imagine a large range of
situations which need probability algorithms for making the right or the optimum choices.

2.Basic Probability Concepts
To assist making rational and responsible investment decisions, and handle

expectations in an environment of risk, an analyst uses the concepts and tools from
probability theory. A probability makes reference to the percentage chance that something
will occur, from 0 (not possible) to 1 (it is sure to happen), and the scale going from
unlikely to probable. Probability concepts help determine risk by quantifying the prediction
for unintended and unhelpful results; thus probability concepts are a major focus of
numerous studies.

2.1 Random variable
A random variable is defined as any quantity with unknown expected future values.

For instance, time cannot be a random variable because we know that a day has 24 hours, a
month has 31 days and a year has 365 days and so on. Though, the anticipated rate of
return on an investment fund and the expected standard deviation of those returns are
random variables. We attempt to predict these random variables taking into consideration
past history and on our expectation for the market and interest rates, but we cannot confirm
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for sure what values variables will have in the future - all we can come up with are
forecasts or anticipations.

2.2 Outcome
Outcome is defined as any potential value that a random variable can take. For

estimated rate of return, the range of outcomes reasonably depends on the specific
investment or proposition. People who play the lottery have an almost-certain probability
of losing all of their investment (-100% return), with an incredibly small chance of
becoming a millionaire (+1,000,000% return - or higher!). Consequently for a lottery
ticket, there are typically only two extreme outcomes. Mutual funds that invest primarily in
stocks will involve a much narrower series of outcomes and a distribution of possibilities
around a specific mean expectation. When a particular outcome or a series of outcomes are
defined, it is referred to as an event. If our goal for the mutual fund is to produce a
minimum 8% return every year on average, and we want to assess the chances that our
goal will not be met, our event is defined as average annual returns below 8%. We use
probability concepts to ask what the chances are that our event will take place.

2.3 Event
If a list of events is mutually exclusive, it means that only one of them can possibly

take place. Exhaustive events refer to the need to incorporate all potential outcomes in the
defined events. For return expectations, if we define our two events as annual returns equal
to or greater than 8% and annual returns equal to or less than 8%, these two events would
not meet the definition of mutually exclusive since a return of exactly 8% falls into both
categories. If our defined two events were annual returns less than 8% and annual returns
greater than 8%, we've covered all outcomes except for the possibility of an 8% return;
thus our events are not exhaustive.

2.4 Probability
Probability has two defining properties:
a) The probability of any event is a number between 0 and 1, or 0 < P(E) < 1. A P

followed by parentheses is the probability of (event E) occurring. Probabilities fall on a
scale between 0, or 0%, (impossible) and 1, or 100%, (certain). There is no such thing as a
negative probability (less than impossible?) or a probability greater than 1 (more certain
than certain?).

b) The sum of all probabilities of all events equals 1, provided the events are both
mutually exclusive and exhaustive. If events are not mutually exclusive, the probabilities
would add up to a number greater than 1, and if they were not exhaustive, the sum of
probabilities would be less than 1. Thus, there is a need to qualify this second property to
ensure the events are properly defined (mutually exclusive, exhaustive). On an exam
question, if the probabilities in a research study are added to a number besides 1, you might
question whether this principle has been met.

These terms refer to the particular approach an analyst has used to define the events
and make predictions on probabilities (i.e. the likelihood of each event occurring). How
exactly does the analyst arrive at these probabilities? What exactly are the numbers based
upon? The approach is empirical, subjective or a priori.

Empirical probabilities are objectively drawn from historical data. If we assembled
a return distribution based on the past 20 years of data, and then used that same distribution
to make forecasts, we have used an empirical approach. Of course, we know that past
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performance does not guarantee future results, so a purely empirical approach has its
drawbacks.

Relationships must be stable for empirical probabilities to be accurate and for
investments and the economy, relationships change. Thus, subjective probabilities are
calculated; these draw upon experience and judgment to make forecasts or modify the
probabilities indicated from a purely empirical approach. Of course, subjective
probabilities are unique to the person making them and depend on his or her talents - the
investment world is filled with people making incorrect subjective judgments.

A priori probabilities correspond to probabilities that are objective and derived
from interpretation and analysis about a particular case. For example, if we predict that a
company is 80% likely to win a bid on a deal (based on an either empirical or subjective
approach), and we know this firm has just one business competitor, then we can also make
an a priori forecast that there is a 20% probability that the bid will go to the competitor.

Unconditional probability is the direct answer to this question: what is the
probability of this one event occurring? In probability notation, the unconditional
probability of event A is P(A), which asks, what is the probability of event A? If we
believe that a stock is 70% likely to return 15% in the next year, then P(A) = 0.7, which is
that event’s unconditional probability.

Conditional probability answers this question: what is the probability of this one
event occurring, given that another event has already taken place? A conditional
probability has the notation P(A | B), which represents the probability of event A, given B.
If we believe that a stock is 70% likely to return 15% in the next year, as long as GDP
growth is at least 3%, then we have made our prediction conditional on a second event
(GDP growth). In other words, event A is the stock will rise 15% in the next year; event B
is GDP growth is at least 3%; and our conditional probability is P(A | B) = 0.9.

3. Uses of Probability and Statistics
First come examples of the kinds of practical problems that this knowledge can

solve for us. Next this discusses the relationship of probabilities to decisions. Then comes a
discussion of the two general types of statistics, descriptive and inferential. Following this
is a discussion of the limitations of probability and statistics. And last is a brief history of
statistics.

Most important, the chapter describes the types of problems the book will tackle.
Because the term “statistic” often scares and confuses people—and indeed, the term has
several sorts of meanings—the chapter includes a short section on “Types of Statistics.”
Descriptive statistics are numbers that summarize the information contained in a group of
data. Inferential statistics are procedures to estimate unknown quantities; these procedures
infer estimates and conclusions based on whatever descriptive statistics are available. At
the foundation of sound decision-making lies the ability to make accurate estimates of the
probabilities of future events.

Probabilistic problems confront everyone—from the business person considering
plant expansion, to the scientist testing a new wonder drug, to the individual deciding
whether to carry an umbrella to work.
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What kinds of problems can we solve?
These are some examples of the kinds of problems that we can handle with the

methods from probability theory:
1. You are a doctor trying to develop a cure for a disease. Currently you are working on a
medicine labeled AA. You have data from patients to whom medicine AA was given. You
want to judge on the basis of those results whether AA really cures the disease or whether
it is no better than a sugar pill.
2. You are the campaign manager for the Libesocial candidate for President of the
Romania. You have the results from a recent poll taken in Brasov. You want to know the
chance that your candidate would win in Brasov if the election were held today.
3. You are the manager and part owner of a small construction company. You own 20
earthmoving trucks. The chance that any one truck will break down on any given day is
about one in ten. You want to know the chance on a particular day – tomorrow - that four
or more of them will be out of action.
4. A machine gauged to produce screws 1.000 mm long produces a batch on Tuesday that
averaged 1.010 mm. Given the record of screws produced by this machine over the past
month, we want to know whether something about the machine has changed, or whether
this unusual batch has occurred just by chance.

The core of all these problems is that you want to know the “chance” or
“probability that some event will or will not happen or that something is true or false. To
put it another way, we want to answer questions about “What is the probability that...?”,
given the body of information that you have in hand. The question “What is the probability
that...?” is usually not the ultimate question that interests us at a given moment. Eventually,
a person wants to use the estimated probability to help make a decision concerning some
action one might take.

These are the kinds of decisions, related to the questions about probability stated
above, that ultimately we would like to make:
1. Should you advise doctors to prescribe medicine AA for patients, or, should you
continue to study AA before releasing it for use? A related matter: should you and other
research workers feel sufficiently encouraged by the results of medicine AA so that you
should continue research in this general direction rather than turning to some other
promising line of research? These are just two of the possible decisions that might be
influenced by the answer to the question about the probability that medicine AA cures the
disease.
2. Should you advise the Libesocial presidential candidate to go to Brasov to campaign? If
the poll tells you conclusively that he or she will not win in Brasov, you might decide that
it is not worthwhile investing effort to campaign there. Similarly, if the poll tells you
conclusively that he or she surely will win in Brasov, you probably would not want to
campaign further there. But if the poll is not conclusive in one direction or the other, you
might choose to invest the effort to campaign in Brasov. Analysis of the chances of
winning in Brasov based on the poll data can help you make this decision sensibly.
3. Should your firm buy more trucks? Clearly the answer to this question is affected by the
probability that a given number of your trucks will be out of action on a given day. But of
course this estimated probability will be only one part of the decision.
4. Should we adjust the screw-making machine after it produces the batch of screws
averaging 1.010 mm? If its performance has not changed, and the unusual batch we
observed was just the result of random variability, adjusting the machine could render it
more likely to produce off-target screws in the future.
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The kinds of questions to which we wish to find probabilistic and statistical
answers may be found throughout the social, biological and physical sciences; in business;
in politics; in engineering (concerning such spectacular projects as the flight to the moon);
and in most other forms of human endeavor.

4. Probabilities and decisions
There are two differences between questions about probabilities and the ultimate

decision problems:
1. Decision problems always involve evaluation of the consequences—that is, taking into
account the benefits and the costs of the consequences—whereas pure questions about
probabilities are estimated without evaluations of the consequences.
2. Decision problems often involve a complex combination of sets of probabilities and
consequences, together with their evaluations.

For example: In the case of the contractor’s trucks, it is clear that there will be a
monetary loss to the contractor if she makes a commitment to have 16 trucks on a job
tomorrow and then cannot produce that many trucks. Furthermore, the contractor must take
into account the further consequence that there may be a loss of goodwill for the future if
she fails to meet her obligations tomorrow—and then again there may not be any such loss;
and if there is such loss of goodwill it might be a loss worth $10,000 or $20,000 or
$30,000. Here the decision problem involves not only the probability that there will be
fewer than 16 trucks tomorrow but also the immediate monetary loss and the subsequent
possible losses of goodwill, and the valuation of all these consequences.

5.Conclusion
A working knowledge of the basic ideas of statistics, especially the elements of

probability, is unsurpassed in its general value to everyone in a modern society. Statistics
and probability help clarify one’s thinking and improve one’s capacity to deal with
practical problems and to understand the world. To be efficient, a social scientist or
decision-maker is almost certain to need statistics and probability.

Research in social and physical sciences, statistical testing is not necessary. Where
there are large differences between different sorts of circumstances - for example, if a new
medicine cures 832 patients out of 1000 and the old medicine cures only 112 patients out
of 1000 - we do not need refined statistical tests to tell us whether or not the new medicine
really has an effect. And the best research is that which shows large differences, because it
is the large effects that matter. If the researcher finds that he must use refined statistical
tests to reveal whether there are differences, this sometimes means that the differences do
not matter much.

If the raw data are of poor quality, probabilistic and statistical manipulation cannot
be very useful. The most refined statistical and probabilistic manipulations are useless if
the input data are poor - the result of unrepresentative samples, uncontrolled experiments,
inaccurate measurement, and the host of other ways that information gathering can go
wrong. Therefore, we should constantly direct our attention to ensuring that the data upon
which we base our calculations are the best it is possible to obtain.
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1. Introduction
To decide means to choose among various variants of actions, taking into account

some criteria and then selecting the one which is considered the most advantageous for
fulfilling some targets. The choice can only be made if the set of the decisional variants has
at least two elements. The decisional act characterizes the decisional situations with a
reduced complexity, namely the situations that ask for decisions with repetitive nature. The
decision maker knows very well the variables involved, therefore there is no need to gather
information and to analyze it. For most cases, the decisional acts have an empiric nature, as
they are based on the experience and intuition of the decision makers.

For most military actions one has to take multiple decisions that are part of an
integrated plan and this is the reason planning becomes so important. Planning aims at
drawing up an action order and the analytic aspects of taking a decision characterize all the
hierarchical levels during operations [13].

2. Elements of the decisional process
From the management point of view, the decisional process includes several phases

conducted by leading persons, while involving some departments and specialists, in order
to adopt, apply and evaluate a decision. [6].

A decisional process includes the following:
 The decision maker;
 The set of the decisional variables;
 The set of the decisional criteria;
 The decisional targets;
 The environment;
 The set of consequences [2].
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The decision maker is represented by the person or the set of persons that is going
to choose the most advantageous decision from several possibilities. In a military
organization, both at the national and at the department levels, the decisional element is
represented by the commander, who decides on the way the missions are achieved.

The set of the decisional variants can be finite or infinite. In order to choose the
optimum variant, one should use either a series of methods that corresponds to model
properties, mathematical or so, or the qualities and the knowledge of the decision maker in
terms of decisional situation. In determining the set of the decisional variants, the
commander is counseled by the general staff. The tasks of the general staff officers include
the information disclosure, the elaboration of estimates, recommendations, plans and
orders as per the commander’s intention and operation plans. The commander will use all
the general staff means in order to identify and analyze all the actions of his own armed
forces and of the enemy’s. [12].

The set of the decisional criteria is represented by the decision maker’s points of
view which isolate reality aspects within the decisional process. In the management of the
military organization one uses a series of criteria as: the importance and urgency of the
mission, the risks involved, the possibilities of action, the commitment rules, the enemy’s
weak points, the possibilities of destroying and so on. The estimates based on the analysis
of the situation performed by the general staff for the commander provide the clearly
understanding of the factors related to the mission, so that a decision can be taken.

The decisional targets represent the levels of the decisional criteria which
correspond to the situations of the objective conditions sought by the decision maker in
applying their decision. The main target is represented by achieving the mission given by a
superior, while all the measures are taken so that the armed forces found in a favorable
situation at the end of the military operation.

The environment is represented by the set of internal and external conditions of the
organization. The conditions refer to the general background where the organization
develops, as well as all the factors that influence it. The elements that influence the way a
mission takes place and the information needed for taken decisions are: the structure of
forces, the type of mission assigned, the disposing of forces, the possibilities of fighting,
the strong and weak points, the limits and constraints, the available resources, as well as
other data as the moods and the preparedness of the soldiers.

The set of consequences includes the potential results that may be achieved
according to each decisional criterion and to each state of objective conditions by applying
the decisional variants. In order to decide and act faster than the enemy, the commander
and general staff focus on the situation and anticipate the course of action. In case he has a
clear picture of the decisional situation and of the courses of action out of which he has to
decide, the commander must foresee consequences and finality for each of the variants. By
transposing the possible results of each course of action, the one in charge for taking a
decision will be able to pick up the most appropriate choice. [5].

After a thorough analysis based on various criteria of the environment, the
managerial decision involves the following:

- The set of variants should have at least two elements;
- The finality (one or more targets to be achieved);
- The influence of the actions and/or of the behavior of another person except the

decision maker, by choosing a variant [6].
In case one of the conditions is not fulfilled, the process will not be a decisional

one. Therefore, without several decisional variants, the choice will not be possible. If there
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is no finality, namely one or more targets to be achieved, the process will not imply an
action, so there is no decisional process. In order to have a managerial level decision, its
application should influence the activity and/or the behavior of another person except the
decision maker, because the management process itself is an activity through which a
person determines other persons (subordinates) to perform activities that lead to achieving
the established targets.

The commander is the central element of taking a decision process in a military
environment. The main characteristic of order and control is taking decisions, which means
exercising authority and leading armed forces in achieving military missions. The
commander is responsible for commands and control.

The command represents the authorized act of drawing up decisions and operation
order and the control represents the act of supervising and determining this process. The
command and control system includes a complex set of elements, as well as a way of
organizing and using the resources by the commander in order to exercise the command
and the control of the military actions for their efficiency.

3. The mechanism of the military decisional process
The act of command includes a complex of activities and means through which the

decision process takes place, as well as the way of achieving it. In any military managerial
process the command represents the link between the elaboration phase and the fulfillment
phase. The control activity assesses and improves the way and the extent to which the
decisions are fulfilled in accordance with the specific requirements of the mission.

Planning the operations is a major part of the command and control process.
Planning represents a complex process of assessing and analyzing [32] the armed forces,
respectively the enemy, as well as the mission, in order to determine and evaluate the
possible procedures for achieving the targets. The aim is to choose in the end the best
method of fulfilling the established targets. Planning can be considered as an anticipated
decision. In cases the decisions deal with a larger field of action or detail, one should
assess more thoroughly all the factors related to these issues and this assessment must be
done in due time, within the planning process. Planning can be useless in cases the
decisions are simple or the commander has a comprehensive experience.

The military decisional process is a method of analytic approach for the variants of
action and, thus, a means that helps the commander and the general staff in solving the
problems properly.  A complete military decisional process is an integrated part of
planning, while it focuses on details and achievement. This kind of process usually
corresponds to cases when assessments and operation plans are drawn up, when a new
mission is planned, or for the general staff training, so that a military decision can be taken.

The military management, which is the process of taking a military decision, must
solve issues that apply to other fields of activity, too but it distinguishes itself by the
specific of the military action. The decisions that must be taken in cases of armed struggles
are different than ay other decisions, first of all because of the dynamics of actions, as well
as because of the requirements and risks when it comes to battle field. This background
requires major options and each error can lead to serious consequences. Decisions are more
difficult to be taken in armed struggles because of the permanent pressure involved. The
actions are hard to be implied and the result is influenced by a various random factors.

From the managerial point of view, taking leading decisions means to organize and
systemize the commander’s activities, so that the activities take place in a logic sequence.
The decisional process involves several distinct phases: [7]:
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- Drawing up (preparation) the managerial decision;
- Identifying and defining the issue which requires decision;
- Establishing the decisional targets and criteria;
- Gathering , processing and selecting the information needed in preparing and

taking decision;
- Information analysis;
- Drawing up the decision variants;
- Determining the best solution;
- Assessing the consequences of each possible solution;
- Analyzing and comparing the decision variants;
- Choosing the best variant;
- Justifying , communicating and controlling the decision
- Achieving the decision;
- Communicating the instructions for applying the decision;
- Exercising a permanent control, focusing on advising and improving.

Fig.1 Phases of a Decisional Process

The process of drawing up a decision within a military organization is similar, but
it also presents several characteristics that are specific to army.

Taking a military decision is a complex process that includes: receiving the mission
or the target to be achieved by the military unit, the strategy of the general staff, sending
the preliminary orders, appreciating the necessary period of time, analyzing the situation,
studying the data reports, calculations and proposals that will be completed in the moment
the decision is made. During the process of receiving the decision, the commander is the
one who should analyze the situation as well as possible, so that the best and most
appropriate decision is made. The commander’s decision is unique and it comes out in the
moment the commander takes the responsibility for achieving it and his responsibility is
confirmed through his signature.  During the whole process, the commander can study and
analyze the course of actions, while preparing the decision with the help of the entire staff
(members of the general staff, deputies, and chiefs of staff). Nevertheless, the outcome of
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these actions will have an individual character, as the commander is the one who takes the
decision.

In a military organization “the process of taking a decision represents a detailed,
elaborate and multiphase algorithm which is used when there is enough time for detailed
planning” [10].

Fig.4. The phases of the complete decisional process at the level of the military

3.1. Receiving the mission
The decisional process begins in the moment some superiors in rank send orders,

but the mission can be implied by the commander or the general staff. This is the moment
when the planning process starts. Planning aims at incorporating the efforts of the
commanders into a general, effective and coordinated [4]. Efficiency is higher when this
process takes place simultaneously at all the echelons. When the commander receives the
mission, first he assesses the situation and the mission and draws up the initial guidance for
planning, in order to establish the major planning issues, the necessary period of time for
preparing and completing the mission, the members of the coordination group, as well as
the future phases of the decisional process. After establishing the most important changes
in the situation of the armed forces and of the enemy, of the targets in the superior echelon,
of the main duties, limitations and constraints, one will draw up and issue the warning
order to the subordinate and support structures.

3.2. Analyzing the mission
It is an essential phase of the decisional process. One must clearly understood the

details related to the principles and strategy of the superior echelon commander: mission,
targets, intention, the desired final state, political, economical or military constraints, and
the conditions for a successful mission and the planning ideas. [9]. The activities of
analyzing the mission include the following phases [32]:

- The analysis of the order received from a superior echelon: understanding the
data from the superior echelon , the mission and the deadline for achieving it;

Receiving the mission

Analyzing the mission
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Approving the course of action

Fulfilling the orders

Comparing the courses of action

 171



MILITARY DECISIONAL PROCESS

-  Intelligence Preparation of the Battlefield  IPB [11]: a systematic, continuous
process that analyzes the threat and the environment used by the commander in order to
understand the battle field and the options offered by it both for his own armed force and
for the enemy’s. Based on the information received, the commander will be able to
establish the way of using his battle forces at maximum capacity in the critical areas on the
battle field;

- Establishing specific, implied and essential: Out of the OPORD – Operational
Order or OPLAN – Operational Plan received from the superior echelon one shall choose
the duties that are clearly assigned to the military structure, namely the implied
assignments which must be carried out in order to fulfill a specific duty. The essential
duties are decided after the detailed analysis of that specific order and they represent the
priority activities in determining the essential duties. [13].

- Identifying the available means: updating the information related to the
fighting capacity and the constraints related to the armed forces , in order to assess the
possibilities to fulfill the assignments;

- Identifying the constraints: forbidding to perform some actions or to use the
armed forces through the order received from the superior echelon.

- Determining the certain data and the critical assumptions: the certain data
represent all the information known about its own armed forces and  about the enemy and
the critical assumptions on present or future situation are made within the decisional
process if it is needed and in case there are no certain data available;

3.3. Elaboration of the courses of action:
In order to develop the Courses of Action – COA one should use CPG [10]. The

course of action is ‚ a plan or a scheme that includes the logic sequence of actions that are
going to be performed” [13] by the armed forces in order to fulfill a mission. The courses
of action present the ways the main mission assignments are carried out. These
assignments should comply with the planning guidance made by the commander and they
refer to the major issues that can prevail over the enemy’s strong points, while protecting
his own forced army and means. The operational design is thus fulfilled.

The more possible variants for using forces and planning the actions, the greater
flexibility has the commander in taking a decision.

In the first phase, all the courses of action shall be presented through a scheme and
a brief explanation. Each course of action must answer the following questions: what type
of operation takes place, what forms and procedures are used, when the action takes place,
how are the available forces and means used, which is the outcome of the operation, why
does the operation take place. The courses of action are elaborated in general terms, but
they must contain enough details in order to be distinguished. It is the differences that
answer the questions beginning with where and how.

A re-assessment of the accepted risk level should be made before outlining the
possible variants of action. The assessments of the general staff will be related to the
military information, operations, logistic support, medical support, travel capacities,
communication and IT systems, financial resources, cooperation between the civilians and
military, as well as the alternative operational capabilities.

The experts in the field shall establish the action variants based on their ideas. They
will decide on the way of using forces and means in such a way as to fulfill the major
assignments of the mission. The activity ends in the moment all the ideas and suggestions
regarding the variants of action are exhausted and the specific details will follow next
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3.4. The meeting to inform on the elaborated courses of action
It is an optional activity which is organized at the commander’s order, so that the

elaborated variants can be reviewed. Within this meeting, one should present  aspects
related to the enemy’s possible courses of action , updated information about the battle
field, reformulated mission, the commander’s intention and the intention of the superior
echelons’ commanders, the elaborated courses of action– the text and the graphics , ideas
about the effects of the enemy’s  course of action, implications of each COA on its own
fight power as compared to the enemy’s , the arguments that lead to the operational design
for each variant of action.

After the planning group informs the commander on the updated situation, the
meeting is concluded with his approval to continue the decisional process, taking into
account some or all of the elaborated COA variants. In case all the variants are rejected by
the commander, the general staff must go again through the phase of elaboration the
courses of action. [10].

At the end of the debates, the commander gives the general staff additional
indications in order to develop then ones of the variants, so that each COA should be
completed and appropriate. Moreover, he can interfere from time to time in order to
eliminate or review the ongoing options out to add a new variant.

3.5. The analysis of the courses of action
After approving the elaborated courses of action, the members of the general staff in

charge improves them, adding necessary details, in order to get a detailed analysis and
simulation verification.

The next phase deals with carrying on the analysis of the courses of action and
testing them to be sure that they still comply with the requirements, fulfilling the major
assignments and targets of the mission and justifying the estimate costs. It is also necessary
to make a distinction between each course of action, underlining their advantages and
disadvantages.

The COA analysis is made through verifications performed by the general staff , in
order to pin down the strong and weak points and to decide whether the variants are
advantageous or not.

Meanwhile, each course of action is checked through simulation, as opposed to each
possible course of action of the enemy [32]. The simulation is done through war games,
while assessing the chance of getting a successful course of action.

3.6. The meeting to inform the commander about the analysis of the courses
of action

After the COA analysis, only in case there is still time , the chief of the general staff
chairs a meeting to inform on the analysis of the courses of action, so that all the members
of the general staff can understand in details the results of the war game and of the other
analyses.

3.7. The comparison of the courses of action
This phase examines the results obtained during the analyses and simulations, the

advantages and disadvantages based on the criteria which the commander considers to be
important. Each officer of the general staff assess the courses of action and after that
identify , from his own point of view, the enemy’s most appropriate course of action.
When one compares the courses of action, he should use any methods he thinks it is proper

 173



MILITARY DECISIONAL PROCESS

to lead to the best solution to be communicated to the commander. The most used method
is the decisional matrix.

3.8. The briefing for taking a decision
The general staff shows the commander the viable courses of action within a

Decision Briefing – DB [10] and he decides whether he approves it or not. The briefing
must provide the commander with all the necessary information so that he can justify his
decision. During the decision briefing, the issues analyzed in the previous phases of the
decisional process will be presented again in order to choose the best variant.

3.9. The approval of the course of action
At the end of the decision briefing, the commander can decide to approve COA

proposed by the general staff, or another course of action, with or without changes. He can
decide on a combination of certain issues of various variants of action, out of which a new
COA comes out. The commander’s decision must be a clear declaration on the best course
of action that he agrees with [14]. Depending on the types of orders received from the
commander, additional decision briefing might take place.

Moreover, the commander gives additional advice on priorities, preparation of the
orders and for performing the mission.

3.10. Achieving the orders
Based on their commander’s decision, the general staff immediately issues a

warning order to the subordinate structures. Then , the personnel in charge develop the
selected COA into a conception of  operations and an operation plan which provide a clear
and exact presentation of the commander’s intention regarding the way of fulfilling the
mission, including the final desired situation. The orders are reviewed and approved by the
commander before they are sent to the subordinates.

4. Conclusion
Therefore, the military decisional process includes several logical steps and phases ,

each of them developed depending on its importance and the hierarchy level of thru
decision.

As mentioned above, in the army, all the activities needed for taking a decision are
specified under the forms of algorithms in the specialty rules. These regulations approach
only the theoretical part of the decisional process, which is generally used as an ideal
model for the military managers. These models are drawn up for the commander and his
way of acting rationally in a world of certainty. From the theoretical viewpoint, the
military manager must keep under control each situation; get all the necessary information,
so that in any moment he can act according to a clear and pre-established algorithm, which
can lead to successful an action. From the strict military point of view, the detailed and
algorithm decisional process represents a way of improving the military decisions.
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Abstract:
Through this paper, I am intending to analyze and understand at least the importance, the functions, the
nature and the outcomes of interpersonal conflict for organization in order to find out the answer to the
question “why is important conflict to be managed?” Conflicts in itself is neither good or bad. Therefore, the
key is how we understand and respond to the conflict. However, leaders must learn how to address and
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1.Introduction
1.1 Definition of conflict
Hocker and Wilmot define conflict as "an expressed struggle between at least two

interdependent parties who perceive incompatible goals, scarce rewards, and interference
from the other party in achieving their goals."

This definition covers all types of conflicts and includes the triad perception,
interaction and incompatibility.

Interpersonal conflict is a state of unresolved differences between individuals, an
individual and a group, or two or more groups. It exists whenever people interact in some
way to produce results or achieve goals because they differ however in many ways:
attitude, personalities, values, goals, background, experience, etc.

The participants in a conflict establish the meaning of conflict with the results
determined by the feelings, beliefs and values of those involved. Each of the parties
involved in the difficulty desires something. Usually, those involved are frustrated because
they cannot get what they believe they need or cannot give something they believe they
should be able to give. It is also essential that the individuals to be involve into an
interdependent relationship, where what one party does affects the other.

2.Why should be managed interpersonal conflict?
“The potential for conflict exists whenever and wherever people have

contact”[2].The conflict isn’t the problem, but when conflict is poorly managed that
become the problem. Conflict is a crisis when it hampers output or decreases morale and
when it causes more and ongoing conflicts or unsuitable behaviours.
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To be able to answer this question we need to analyze and understand at least the
importance, the functions, the nature of conflict and the outcome for organization.

2.1 How important is conflict?
A conflict is important if it is essential for the function or survival of the

organization. Therefore, the manager should be preoccupied about the conflict when the
importance is big and it is compulsory for the outcome to lead to a beneficial solution to
the organization.

2.2 The functions of conflicts
Conflicts can have many functions in organization. Among positive effects, it could

be mentioned:
- Conflict establishes identity. Through conflict, people clearly define their

positions on different issues.
- Conflict serves as a safety valve to maintain the unity of the group. Through

conflict, individuals “let off steams”, which increase the communication inside
the group, leading to a better understanding.

- Conflict speed the needed change. The conflict resolution identifies the weak
areas, which then hasten elimination of these problems.

- Conflict causes competition, which improve performance. Through conflict,
individuals try to prove their competence.

- Conflict develops communication. The communication process improves
because of the higher level of information exchanged and consequently a better
level of understanding.

- Conflict ends non-productive associations. When differences of opinions or
ideals are not addressed and resolved, the resulting association is useless for the
organization.

2.3 The nature of conflict
From the perspective of the nature, the conflict can be essential (substantive) and

affective. The difference between affective (relationship) and substantive (task) conflict is
that affective conflict arises due to incompatibilities in feelings and/or emotions while
substantive conflict is connected with incompatibilities in job duties and responsibilities of
the conflicting parties.

In 1969, Deutsch come out with a view of conflict that remains a usable framework
today. He stated that the negative or positive nature of conflict really is determined by
individuals behaviors; it is not an intrinsic quality of conflict itself. Some behaviors lead to
dysfunctional, destructive and unproductive effects; other behaviors have functional,
constructive and productive outputs.

Behaviors that create and maintain a conflict until it seems to be self sustained are
dysfunctional and destructive. Destructive conflicts may worsen sufficiently so that the
conflict participants forget the substantive issues and convert their purposes into
retaliation. In destructive conflict, no one is content with the outcome and at the end of
one conflict the incident turned into the beginning of the next conflict--creating a
degenerating or negative spiral. Destructive conflicts are more probably to occur when
behaviors come from rigid, competitive systems.

Behaviors that are adaptive to the circumstances, persons and issues of the moment
are functional and constructive. Many conflicts are a combination of competitive and
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cooperative impulses. Constructive conflicts properly balance the interests of both parties
to take advantage of the opportunities for mutual gains. Constructive conflicts contain an
element of creative adaptation born from the fact that one should know both one's own and
the other's interests and goals to be able to find a path both parties are willing to walk to
discover a mutually acceptable outcome. Focusing on the process, not just the benefits one
person desires is the answer to productive conflict management.

2.4 The outcome of conflict
Over the years, in the literature of organizational management, al least three distinct

perspectives have evolved about conflict in organizations. The traditional view (dominant
until the mid-1940s) assumes that conflict is bad, always has a negative impact, and leads
to decreases in performance as the level of conflict increases. Conflict must therefore
always be avoided. In this view, conflict is strongly associated with such terms as violence,
destruction, and irrationality.

The reaction to conflict in the traditional view is to reduce, suppress, or eliminate it.
The manager was responsible for freeing the organization of any conflict, often using an
authoritarian style. Although that style worked sometimes, it was not generally effective;
when they are suppressed, the root causes cannot be known, and the potentially positive
aspects of conflict cannot emerge.

This traditional vision of conflict is still broadly spread especially in industry. This
negative perspective of conflict played a role in the emergence and development of labor
unions. Violent or disruptive confrontations between workers and administration led
people to conclude that conflict is always damaging and should therefore be avoided.

The behavioral or contemporary theory, also known as the human relations view,
has been developing starting with the late 1940s. From this perspective, conflict is normal
and inevitable in all organizations and that it might have either a positive or a negative
consequence, depending on how the conflict is handled. Performance of the entire
organization may be enhanced with conflict, but only up to a certain stage, and then
decline if conflict is allowed to increase further or is left up in the air. This approach
advocates acceptance of conflict and rationalizes its existence. Because of the potential
benefits from conflict, managers should focus on managing it successfully rather than
suppressing or eliminating it.

The newest perspective, the interactionist view assumes that conflict is
indispensable to increase performance.

While the behavioral perspective accepts conflict, the interactionist view
encourages conflict based on the idea that a harmonious, peaceful, tranquil, too-
cooperative organization is likely to become static, stagnant, and unable to respond to
change and innovation. This approach encourages managers to stimulate and sustain an
appropriate level of conflict—enough to keep structures self-critical, viable, creative, and
innovative.

A synthesis of these theories regarding the usefulness of conflict is necessary. A
realistic view of conflict is that it has productive as well as destructive potentials.

“Therefore, the functional and dysfunctional outcomes of conflict in organizations
are as follows:

- Functional outcomes:
• Conflict might stimulate innovation, creativity, and growth.
• Decision making process may be improved.
• Alternative solutions to a problem could be found.
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• Conflict may lead to solutions to common problems.
• Individual and group performance may be enhanced.
• Individuals and groups may be forced to search for new approaches.
• Individuals and groups may be required to articulate and clarify their positions.

- Dysfunctional outcomes:
• Conflict may cause job stress, dissatisfaction, and exhaustion.
• Communication between individuals and groups may be reduced.
• A climate of distrust and suspicion can be developed.
• Relationships could be damaged.
• Job performance may be reduced.
• Resistance to change can increase.
• Organizational commitment and loyalty may be affected.”[3]

Consequently, in order to benefit from a conflict the positive aspects of the conflict
must be enhanced and the negative effects must be reduced.

Managers must not only be aware of well-known five interpersonal conflict
resolution modes ( integrating, obliging, avoiding, dominating and compromising) in order
to choose the most appropriate approach but also manage conflict using some realistic
guidelines that involve preparing for the conflict, planning it, facing it, and then resolving
it. They must also recognize that it is sometimes good opportunity to stimulate constructive
conflict in order to encourage self-evaluation, creativity and innovation. They must gain
knowledge of how and when to kindle conflict and how to use it to increase the
performance of organizations.

3.Conclusion
When members of any organization, interact during the course of completing their

tasks and responsibilities, there is always a potential for conflict. In fact, it is almost
impossible for people with diverse background, skills and norms to work together make
decisions and try to meet goals and objectives without conflict.

To summarize, organizational conflict has both positive and negative consequences.
Due to the bad consequences of it, interpersonal conflict must always be managed.

Unmanaged conflicts are linked with bad communication and are always leading to
stress among organization, refusal to cooperate, disruption of workflow, distrust and even
violence.

If a system is to benefit from conflict, the negative effects of conflict must be
reduced and positive effects must be enhanced.

Managers must identify, analyze, and evaluate both positive and negative values of
conflict and their effect on organization’s performance. They must deal with the source of
conflict; to resolve it permanently, they must address the cause of the conflict not just the
symptoms of it.

They must learn how and when to stimulate conflict and how to use it to increase
the overall performance. Attitudes and conflict management styles play an important role
in determining whether such conflict will lead to destructive or mutually beneficial
outcomes.

The whole notion of stimulating conflicts is difficult to accept probably because
conflict, traditionally, has a bad connotation. Stimulating conflict is a proactive approach
that requires initiative.  Some individuals may be keen in pushing their ideas. Managers
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should play devil’s advocate in order to develop and clarify opposite points of view. These
approaches should program conflict into process of planning, decision-making and risk
analysis in order to make the conflict legitimate and acceptable.
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1.Introduction
World War I brought the necessity for an operational intelligence organization, with

the main concern of locating, identifying and deducing the goals of foremost German
fighter units. Knowledge in war revealed the requirement for a clear explanation of the
connection between operation branch and naval information branch. The employ of radio
intelligence and cryptanalysis offered to naval intelligence division an enormous
operational achievement. In the inter war stage we could see a decline of naval intelligence
activities. World War II showed to us a new start-up with more structured activities and a
wide panel of data gathered. The expansion of this organization revealed the increasing
importance attached to intelligence in shaping the outcome of war at maritime operations.
As an example of those times, as a doctrine and an organization, naval intelligence had to
struggle for its place within the hierarchy of organizations that composed all modern
navies.

There was nothing astonishingly new about collecting information for actual or
possible enemies. Admiral Lord Nelson used intelligence information during the Trafalgar
campaign. He and his eighteenth century forerunners realized the need for constant and
opportune data relating to the activities and probable intentions of the opponents and the
strengths and potential of his force.

Though, in the pre-modern war time, the sea commander could only gain such
important information when he was going into a port or a fast frigate located him.  In the
same way naval authorities ashore had no awareness of operational environment, because
of lack of reliable communications means. Still in the instantaneous operational
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environment higher-ranking officers afloat were similarly reduced, since they were not
capable to put into effect TACON outside the limits of visibility.

The thought that information is vital for maritime operations is not new-fangled,
warships at sea have been contributing to a common picture more wide distances for
hundreds of years. Certainly, network centric warfare (NCW) was what the Admiral Sir
John Jellicoe from the Royal Navy was seeking to attain at the Battle of Jutland in 1916.
The so called ‘Grand Fleet Battle Orders’ structure of centralized control was intended to
manage fleet shoot, and therefore pertain maximum effect upon the opponent. To
accomplish this coordination, the arrangement relied upon the velocity and precision of the
signal communication system. Nevertheless, when the signal system (or network) failed, it
undermined synchronized (or centric) navy tactics and fire power. The significant point to
remind is that information distribution in networks is not new. Nonetheless, the approach
wherein technology is being used as ways to get the precise ends is new.

With the beginning of wireless telegraphy, and the later sudden increase of
communication technology, the outcome and role of intelligence changed consequently.  It
was a time-consuming process whereby it became recognized that commanders at sea
ought to be done with as much intelligence as realistic and given wide-ranging directives,
but left with the individual right and conscientiousness to build the needed tactical
decisions in the perception of their understanding and interpretation of the current
situation.

It is now essential to go to a phase away from this which covers the more delicate
issues of the economic, community, environmental, historical and political variables that
can relate to a foe at sea, and additionally an positive reception of his habits, tactics and
doctrines that facilitate towards an thoughtful of his naval organization and function, and
the position of this inside the wider political background, as well as the expectedness of the
character of a potential war at sea, and the coverage to which one can anticipate to break
the enemy’s determination to oppose, or in certain conditions his response to the true
danger of escalation.

Intelligence can not at all be a foolproof guide. At no time in the past has the course
of a war been accurately predicted. Some factors and variables remain too complex and
their inter relationship too subtle to gauge. No computer, analyzing intelligence
information could have precisely weighed the consequence of an insubstantial such as the
enemy’s offensive character in naval warfare all through this period, even though such
intelligence appreciation were gained and proved extremely important.

Naval intelligence raised out of its early limitations and turned into allied to the
entire complex of major political assessment making in the field of foreign and defense
strategy, and their connection with economic.

2.Network centric warfare concept for maritime operations
In the most recent years, the skill of maritime forces to project supremacy on shore

from the littoral has turn into a strategic assignment of escalating importance. In reaction to
this and further evolving strategic responsibilities, Navy has been undergoing what it has
turn out to be known as a maritime force change.

The leading paths for maritime force change were in the beginning trying to obtain
advantage of new information technology, now personified in NCW. Yet, this change has
also more and more aimed at achieving reasonable fleets that can gather surfacing strategic
tasks during the peacetime or crisis phase. The endeavor is to cover a sort of balanced
capabilities, counting mine warfare, force protection and surveillance, which can rally
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predictable or asymmetric threats for the naval environment, and so increase and maintain
sea control or sea supremacy. Nonetheless, it is about information management concept
throughout NCW that has develop into the identified objective of transformation for most
of the navies, for it gives the ready for action up to date tools or paths to attain the ends.

Reaching command of the sea theatre is the critical concern of naval warfare
strategy, and the means of gaining that authority, in particular sea control or sea denial, has
been the centre of gravity of maritime theorists for over a century. Nevertheless, over the
past ten years we might have seen a cycle of new concepts, several technologically based,
which have been challenging for awareness in military and naval strategy. Theory such as
maritime force change, Network Centric Warfare (NCW) and Effects Based Operations
(EBO) has been updated maritime operations, maybe approaching aside the well known
theories. Knowledgeable theorists frequently advise us that these concepts, mainly the
technologically based ones, are supposed to not become ends in themselves.

There has been a large amount of papers written about Network Centric Warfare
(NCW), and most of the spotlight has been on the utilization of technological progress in
sensor equipments, communications, data processing systems and precision-guided
munitions. In fact, NCW is more than just technology. It means to merge doctrine,
instruction and technology to handle information more effectively. The principle belief is
that networking develops information sharing, which increases common situational
awareness, which in turn boost the speed of command chain decision and finally increases
mission success to accomplish the outcome ordered.

Looking back, one analyst praises part of Admiral Lord Nelson’s triumph at the
1805 Battle of Trafalgar to an improvised NCW. It seems that, Nelson’s NCW was not
regarding fast data and information swap, but concerning shared common understanding.
Over many years of fighting actions, a network of collective understanding had been build
up among Nelson and his commander’s onboard ships. Therefore at Trafalgar, Nelson was
convinced that every one of his commanders would recognize the developing situation
(based on information) in the same manner, and as a result would have common situational
consciousness. Additionally, Admiral Lord Nelson was equally confident that his
commanders understood his target, and so, with no supplementary direction, would use
weaknesses inside the enemy line and carry out reciprocally helpful actions. This is a
typical illustration that tells again us that NCW is more than some aspects about
technology; it is about common understanding and decision-making processes.

In the end it is not about possessing information or a transformed one, reasonable
maritime force, but having the conditions to do somewhat useful about it in chase of the
ends. The connection among means and the results is conducted by maritime strategy. For
example, networking of isolated maritime forces can be of large advantage as a means to
make possible sea control or sea denial in compound littoral environment. In the same way,
the equipment of weapons and platforms such as underwater devices might be a serious
enabler for a lesser naval force that is aiming to accomplish its strategic results throughout
blockade or fleet-in-being case strategy. While the conventional maritime theories might
be tailored by such technical advance, they will not be essentially distorted.

2.1 Information dominance using NCW
We are beginning to notice the wide impact NCW the whole time for all modern

navies around the world. As input technology building blocks are deployed, in nowadays, a
single aircraft carrier acting in western Pacific, for example, sent 54 000 emails in one
month, about half the quantity of all of the conventional message traffic that was sent in
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western Pacific in the same period. That is an illustration of a very multifaceted outfit
organizing itself from the bottom to up. At this moment it is the custom. Such capabilities
facilitate a shift into the realm of speed of command. Questions diminish because
ambiguity decreases, collegiality enhances, and timelines cut down.

Information is no longer restricted to an enabling function. Navy information in
combat amplifies dynamic combat capabilities. Navy information as warfare delivers
prolonged tactic space, new operational and strategic alternatives, asymmetric operational
effects, and facility for leading control of the battle space. Information as a weapon will be
used to control, deny, degrade, disrupt or destroy athwart the full sort of maritime and
naval actions.

Information Dominance (ID) is the capacity to seize and control the information
area when, where and however required for vital competitive gain across the range of Navy
goals, objectives and missions. Information Dominance means liberty of action to
maneuver and act (carry out offensive and defensive military actions, kinetically and non-
kinetically) at the intersection of naval, information and cyberspace fields. At this meeting
point, Navy exploits bottomless penetration, widen maneuver space and information
benefit to bring war fighting alternatives and effects. To reach information dominance, the
Navy has to fundamentally realign battle capabilities. We need a shifting from a Navy that
is based on individual units managing their own electromagnetic scale, to fleets and battle
forces cooperatively achieving command and control over the electromagnetic spectrum in
an automated approach. This will involve to reshape our Navy starting with concepts,
equipments, people management and specific training or battle space or environment
management systems.

2.2 Information as a weapon in naval operations
Navy thought for information dominance and decision superiority covers and links

four major interconnected understandings of the idea of information in warfare. A modern
and up to date Navy will increasingly manage and maneuver in and throughout the
information and cyberspace fields to accomplish operational effects sustaining naval
missions and the national security framework. This framework is covering the achieving
information dominance and decision supremacy for commanders and acting forces. The
future fleet of a reliable Navy for next challenges depends on the capability to influence
evolving technologies to include unmanned and remote sensors. Develop arrangement for
information dominance engineering and gaining disciplines to sustain timely, affordable
fielding and life cycle management of important enterprise services, information systems
and information weapons. Network centric warfare operations provide new ways for
attaining deep access required to distinguish patterns of performance, perceptions, and
intentions and bottomless understanding of the environment.

The last objective of the Navy’s accomplishment strategy should be to sustain the
development of desired Cyberspace capabilities regularly throughout the fleet but with the
long term vision of being compatible with the entire joint operations concept. The intention
is that cyberspace operations will offer a comprehensive information environment of
assessment tools, analytic tools, and ISR that will bear the full spectrum of naval
operations, from combat operations, logistics to manning improvement.

The anticipation is that Cyberspace operations will make possible the use of
electronics in providing precise intelligence and information that will help naval leadership
at the strategic, operational and tactical levels tackle challenges. It potentially will do so by
incorporating countless digital data resources and sensors and broadly dispersing the
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results, a superior thoughtful of the common operating picture, and increasing the joint
force commander skill to manage combat effects at the lowest achievable possible with the
utmost impact.

According to US Navy Admiral Mullen, future naval operations will use innovative
information superiority and detached networked force capabilities to:

a) Consider scale, tempo, and other aspects of change, by aggressively identifying
aspects of change that have been neglected or dismissed;

b) Examine blurring of strategy, operation, and tactics related to how will we
organize, train, and equip a future Navy to prevail;

c) Pay particular attention to how “command, control, and collaboration” must
evolve;

d) Look at Navy culture and identify aspects that should be preserved, protected,
and those that interfere with ability to see, recognize, and adapt to future challenges;

e) Identify cyber capabilities the future naval force brings to the joint operations.
There are more than a few aspects that will guide to a flourishing accomplishment

of cyberspace capabilities within the fleet. Two of the most important are a unambiguous
understanding of the terms coupled with a disciplined systems approach. Once terms are
clarified, the completion continues in three stages based on criticality to achievement, task
interdependence and time. Stage one is related to tasks critical to the successful
implementation and adds to the basis. Stage two will include those tasks whose start is
reliant on the output of previous phased tasks. The third stage contains those tasks whose
start is reliant on the output of stage tasks one and two. Some critical responsibilities,
contained in the base and the first two stages, have been identified as type to addressing the
results, and these tasks will be monitored directly to guarantee performance.

The opening rounds of the upcoming conflicts in cyberspace have already been
launched. Comparable to the Cold War, this will be a constant conflict, involving not a
particular foe but multiple, from time to time anonymous adversaries. Brutal extremist and
terrorist engagements, strategic competitors, regional opponents, and yet unlawful
elements are determined to corrode the nation’s finest information capabilities. Nowadays
challenge is to preserve a crucial information advantage over enemies across an
information-rigorous, multi-domain operating environment that keeps to enlarge daily in
conditions of its capacity and complexity. Navy, consequently, has to recycle old structures
and processes to develop opportunities in the Information Era and maintain and enlarge
ready for action advantage in the information field. Achieving a new vision of Navy
Information Dominance requires that has to get rid of long standing institutional and
operational barriers that obstruct the full incorporation of operations and information. We
must also get a holistic approach to the progress and integration of the sensors, networks,
activities, and information professionals.

3. Conclusion
The background of military operations has shifted deeply since 1990.  In a world of

worldwide distributed networks, built upon progressively more spread information
technologies, persons, non-state bodies and governments at the present carry out and
distribute terabytes of data at the rate of light crosswise the world. Conventional
boundaries among military and civilian infrastructures no longer subsist and point-to-point
radio frequency (RF), earthly and satellite communications, RADAR, sensors, and control
devices are quickly linked collectively into a complicated worldwide network of data
providers and information end users.
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Since our adversaries do not entirely run in the identical environment today, naval
forces at this time possess exceptional opportunities to profile and control the combat
space to get nationwide objectives.  As our opponents turn out to be more competent, this
exclusive skill will grind down and as a consequence, these similar capabilities create
themselves a goal by these same adversaries. Most of the kinetic missiles are entirely
incorporated into networks and are in the same core for Network Centric Warfare (NCW)
battle actions or operations. Cyberspace is not just concerning the know-how.  It is in the
same weight about the broad ranging of human connections that take place inside it, and
because of it.  The accurate highlighting on characteristics the Navy is supposed to use
obligation arrange in a line themselves with the joint concept.

The development of a worldwide dispersed information networks stressed us on
aware of the confrontations to speed up the progress, operation and service of full-range of
operations at the joint stage in order to accomplish Joint Concept as well as national or
domestic constraints, in favor of Information Dominance in all steps of a military clash. At
this time the individual proprietary means build it complex to support all the efforts.

A special and specific cyber warship or EW capabilities ships require to be
designated and operational today and not to far from this time. A vision of such warships
whose main task is the basement of the net to make available a subsequent strike facility
can afford extended term prevention.  As mentioned above, the naval forces offer a unique
opportunity for providing a geographically independent second strike potential provided
the fleet which does not go away on the assault using the similar devices already
concessional on a nationwide level, if such ability turns out to be vital to employ.

The whole time of history, conflict has been about equally influencing one’s
adversary, and when needed, annihilating that opponent. There is a field for both theorists
Sun Tzu and von Clausewitz in the information era.

The guarantee of outlook strategic and operational capacities comes up out of
information dominance and judgment advantage is deep. The naval forces place on the
shelf of a conversional uprising no less significant to our warfighting supremacy than the
changeover from era of sail to steam, from frigates to aircraft carrier, from fossil coal to the
beginning of nuclear propulsion. The inference for naval forces organization and the
readiness service of information are related to centric warfighting capabilities is uniformly
insightful, spanning all existing assignment zones. The main concern of nowadays naval
forces is to lay down a comprehensible path to bring into line the Navy with the cyberwar
and information operations or actions by setting a specialized structure or command both
ashore or embarked in order to realize mixing of concepts, forces and capabilities and to
encourage improvement inside. The naval forces track on this approaching thinking and
the specific paths will lead to future necessities, structural design and the achieving plan to
reach information time operational capabilities.

The technological support of cyberwar however, consents to instantaneous, multi
nodule, communication on a worldwide level.  The price of an assault has to be analyzed as
an attack on the whole information network and dealing that is prepared on it and not just
on ground forces.

As our possible opponents apply the similar knowledge and support of NCW tactics
to their command and control and military hardware systems, information superiority will
offer a smaller amount of non conventional or asymmetric returns than we at this time
could have.
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Abstract:
A budget can be defined as a financial plan of action or a quantitative expression of planned

activities. The Information Resources Management (IRM) budget alone does not provide a complete picture
of the IRM’s level of responsibility or training needs, but is a tool that enables implementation of its strategic
goals and their associated objectives, that are aligned with the organization mission, organization vision,
general strategic goal and related general strategic objectives.

1.Introduction
Information Resources Management means “the process of managing information

resources to accomplish the mission and to improve organizational performance.”[1]
The term 'Information Resources' includes “information and related resources, such

as personnel, equipment, funds and information technology.”[2]
 Information Resource Management (IRM) is a management concept that brings

together individual’s knowledge and skills, information, organizational goals and
objectives, and information technology, with a final goal: using IRM to effectively
accomplish the organization's mission. Also, the term includes the management of
information resources, e.g. printed materials and electronic information, various equipment
and technologies that manipulate these resources, and the people who generate, organize,
and disseminate those resources.

1. Information Resources Management (IRM) history
The earliest effort to place information and knowledge in an economic context of

significance to business and government, and established the concept of information
economy was made by the Princeton economist Fritz Machlup in 1962. But Adrian
McDonough – Microeconomist - Economics & Business Management is the person that
understands the role of information for the economic performance and said in 1963:
“Treat information as a resource”.

In the early 70’, USA enters in a state in which everything was based on
information, but Information Resources were not yet managed.

In 1975, was established the USA Congressional Commission for analyze and
assess information as a resource. The USA Congressional Commission findings were that
information was considered a “free good”, information was not managed, the computer
acquisitions were done with little accountability and big information handling costs.

Braşov, November 14th  2013
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The Commission’s perspectives and concerns were that information is a valuable
resource for the government and citizens, has a cost, is not a free good and information
resources must be managed (collect only information needed, information should be
integrated and information should be shared). Also, it was revealed the rising cost of
information technology as a significant portion of programs cost, and information costs are
largely hidden and invisible.

Conclusion: the commission provided a model for IRM (Information Resources
Management) legislation.

In 1979 John Diebold brings IRM concept to business, stating that the information
is a supplementary capital beside the physical assets. Successful organizations will use
information…

- as a major resource and structure it as efficiently as they do with other assets . . .
- as a capability that allows them to change tactical plans more rapidly . . .
- primarily for planning and decision making . . .
- to measure performance and the organizations responsiveness to its growing and

varied constituencies …
- to form instantaneous bonds with the customer . . .
- for tracking product performance, liability and product
- maintenance on a longer-term basis.

In order to implement the concept, in 1980, from the Paperwork Reduction Act, all
US agencies were required to establish a new management function, called “Information
Resources Management” or “IRM”. The Paperwork Reduction Act establishes some
guidelines:

- Minimize paperwork burden;
- Minimize information costs;
- Maximize information usefulness;
- Coordinate information policy;
- Ensure effective information technology acquisition to improve service delivery;
- Ensure information management consistent with law.

In 1996, the Clinger-Cohen Information Technology Management Reform Act
opens a new era in IRM (Information Resources Management) by introducing a number of
significant reform initiatives:

- Acknowledge the criticality of information systems to effective governmental
performance,

- Focus on organization management and effectiveness,
- Update policies for information technology acquisition,
- Establish a mechanism for holding organization’s leaders and their information

systems accountable for achieving efficiency and effectiveness in all operations.
The main issue in this respect is how to put into practice even the most perfect

law/policy? The answer is having the right people in the right positions!

3. Chief Information Officer (CIO)

The Clinger-Cohen Act establish in each military/civilian organization a Chief
Information Officer (CIO) - to focus on IRM management.

Also, the Clinger-Cohen Act establishes issues or problems to deal with:
- Information assurance and network security;
- Privacy, confidentiality, and accessibility of information;
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- Records retention and e-mail preservation;
- Electronic submission of paperwork and public key infrastructure;
- Information technology acquisition and contracting;
- E-commerce;
- Management reform, institutional change, and electronic government.

The central IRM policy functions reside within the Office of Information and
Regulatory Affairs (OIRA), and Office of Management and Budget (the American
equivalent of the Ministry of Finance). As a result, there is a direct responsibility and
accountability linkage between Office of Management and Budget (OMB) and the
organizations chiefs in regard with the IRM domain.

The acronym CIO - Chief Information Officer, is “a job title given to someone
within an enterprise who heads, at the executive board level, information technology
within an organization. The CIO is largely responsible for the computer systems and the
information technology (IT) that support the organization, and works within the
organization's budget to oversee the IT implementation, often reporting to the
organization's CFO (Chief Financial Officer). Within the organization, the job of a CIO is
to overall derive greater demonstrable business value from IT spent...”[3]

As information technology (IT), or information communication technology (ICT)
and systems have become more important, the CIO has come to be viewed in many
organizations as a key contributor in formulating strategic goals. The importance of the
CIO position has risen greatly as information technology has become a more important part
of business. The CIO may be a member of the executive board of the organization.

4. Role of the CIO

A role is the set of responsibilities and/or expected results associated with a job.
Complex positions in an organization such as the CIO may include a large number of tasks,
which are sometimes referred to as functions (McNamara 1997).

In time, the role of the CIO has changed significantly from the technology
administrator to the senior executive responsible for aligning IT with the business goals
and leveraging IT to achieve the strategic vision of an organization.

The CIO role has become much more strategic, with the CIO often sitting on the
executive management board. As IT has become more important, the CIO has become a
key contributor in formulating the strategic goals of an organization. In many companies,
the CIO reports directly to the Chief Executive Officer (CEO).

5. Aligning IRM with organizational goals and performance
measures

“Strategic planning is an organization's process of defining its strategy, or direction,
and making decisions on allocating its resources to pursue this strategy.

In order to determine the future direction of the organization, it is necessary to
understand its current position and the possible avenues through which it can pursue
particular courses of action. Generally, strategic planning deals with at least one of three
key questions:

"What do we do?"
"For whom do we do it?"
"How do we excel?"
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Many organizations view strategic planning as a process for determining where an
organization is going over the next year or—more typically—3 to 5 years (long term),
although some extend their vision to 20 years, or even (in the case of Mitsubishi) 500
years.”[4]

Strategic Planning key components are: organization mission, organization vision,
general strategic goal and related general strategic objectives.

Mission: defines the fundamental purpose of the organization, succinctly describing
why it exists and what it does to achieve its vision.

Vision: outlines what the organization wants to be, or how it wants the world in
which it operates to be (an “idealized” view of the world). It is a long-term view and
concentrates on the future, a description of the desired future state of the organization;

General strategic goal is an elaboration of the mission statement and vision
statement that should provide greater specificity of the desired future (or end state) that the
organization is working to achieve, expressed so as to facilitate future assessment as to
whether the goal was or is being achieved, no achievement date and outcome or result
oriented.

General strategic objectives represent an elaboration of the general (strategic) goal,
expressed so as to facilitate future assessment as to whether the supported strategic goal
was or is being achieved; is closed-ended (contain an achievement date), outcome or output
oriented and directly measurable (contains performance indicator).

In an organization or an enterprise, information technology and computer systems
are important tools used to support organization or enterprise goals. Strategic planning and
IT should be aligned. In this respect, vision and mission are up-to-date, clear and
understood, primary and support activities are identified, accountabilities are assigned,
goals and performance measures are agreed on, activities are aligned with goals and
performance measures, IT is a performance enabler for activities/processes in achieving
their goals, systems are established for collecting and using performance data, and
performance gaps are identified. If activities aren’t aligned, information technology may do
more harm than good.

6. Budgeting

A budget is defined as management’s quantitative expression of plans for a future
period of time, usually a year. Budgets are prepared at different levels of an organization.
The master budget is defined as the overall financial plan for the period, which reflects the
organization’s goals and objectives. The master budget includes operating and financial
budgets. Operating budgets show the organization’s planned sales and operating expenses.
Financial budgets reflect financing plans such as borrowing, leasing and cash management.

Budgeting, when done properly, can serve as a planning and controlling system. By
budgeting, the company’s goals and performance objectives are documented in financial
terms. Once formulated, these plans are used throughout the year.

Planning is a future oriented process of determining the volume, structure and
allocation of resources (human, material, financial etc) needed for the fulfillment of
objectives. Planning involves making predictions and assumptions about organization’s
external environment, which is incontrollable: social, technical, economic, political
variables. Because external environment factors can not be manipulated, a plan consists of
what management is going to do with the variables it can control.

The planning process starts with goals establishment.
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Performance objectives, or targets, are excellent means of implementing goals –
associated objectives, and can be stated in financial terms for a specific period of time.

Preparing the master budget requires coordination of all activities performed inside
the organization. It integrates planned expenditure, revenue plans, asset requirements and
financial needs.

The assumptions and specific plans detailed in the master budget should be
documented – a key for the budgeting process.

The budgeting phase. All department’s managers, including CIO, initiates the
budget preparation phase. Each of these managers prepares an operating plan for the next
year and submits it to the budget director.

Like all others department’s managers, CIO must also prepare a program for
operating IT that will become the basis for this department’s operating cost and expense
budget. Information Resources (IR) budget is the total of all funds needed by IR operations
and projects, both development efforts and technology upgrades, for the entire organization
during the next year period. It consists of all:

- IR internal staff costs;
- IR procurements (whether purchased, rented, leased, leased for purchase, or

licensed) for all hardware, software, and services. This includes:
- Computer hardware;
- Hardware maintenance;
- Software;
- Software maintenance;
- Contract services (consultant and non-consultant);
- Disaster recovery services;
- Site disaster recovery costs and/or data center operations costs;
- Telecommunications (voice, data, hardware, maintenance);
- Training (end user or IT professional);
- Supplies;
- Other.

In addition to the operating plans of all departments, the budget must be completed
with the capital investment programs required by the department’s managers to accomplish
their goals and objectives.

Translation into budget. With all of the basic data furnished, the task of assigning
currency values to the operating and financial programs is the next step in the budgeting
process. This step is accomplished by translating the program into currency and by using
the same account codes used in responsibility reports.

Management review and adjustments. The budget draft is submitted to the CEO
with comments and recommendations. When the project result of the budget is not
satisfactory, the CEO ask department’s managers to adjust their programs in specified
ways to accomplish the desired profit and return of investment goals. After suggested
changes are made, CEO will approve the organization’s budget.

This control and evaluation phase is very important, as it “insures the feedback
regarding the accomplishment of the objectives set for each program, in correlation with
the budgetary execution”[5]

Budgetary slack. Because performance objectives are set during the budgeting
process, conflicts between personal and organizational goals can arise. For example, from
the IT personnel perspective, IT is the most important department inside the enterprise. The
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computers must be upgraded according with latest gains of technology, the programs (soft)
also. But IT is not in the productive area of the business.

From the other’s point of view (for example, Chief Financial Officer), all the
expenditures should be made especially for the productive sectors of activity, in order to
improve organization’s productivity/effectiveness.

Here comes the CIO’s role. CIO proposes the IT infrastructure that the
organization/enterprise will need to achieve its goals and then works within a budget to
implement the strategic IT plan. He must made a balance between upgrading the IT tools
and technology, costs and benefits, ensuring that the business navigates these trends
through expert guidance and proper strategic IT planning that is aligned to the strategy of
the organization.

7. Conclusion

A budget can be a very important and effective tool for management in guiding and
controlling the affairs of the organization. However, to prepare a useful and appropriate
budget, the organization must know where it is heading and what are its goals and
objectives. Priorities change and this means that many people should be involved in the
budget preparation and approval process to ensure the resulting budget is fully supported.”

IRM is driving or heading up crucial IT projects which are essential to the strategic
and operational objectives of an organization. To work properly, IRM needs financial
resources, which are reflected in the organization’s budget.

“Once prepared, the budget must be compared to previous results on a timely basis
throughout the year to ensure that management knows where deviations are occurring for
corrective actions to be taken when necessary. The budget is a tool or management, not a
substitute for management. A good budget can do very little by itself. Good management
and a good budget can do much together.”
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Abstract:

The paper provides some important elements dealing with the complex and dynamic area of
evaluation. Overall, the evaluation process purposes to improve the combat readiness and capability of units
and force components with respect to their capability including resources and performance, in order to
effectively and efficiently conduct assumed missions and tasks. It is also examine the validity and
consistency of systems, procedures and objectives. It allows creating a continuous improvement learning
cycle, encouraging the units to become the best they can be. The system helps transforming the lessons
identified into lessons learned through specific tools and monitors their implementation during evaluations.
Consequently, units improve their training and deliver forces that are better fit for purpose. An important
benefit comes from the evaluation scoring and reporting on unit’s performances. Validated deficiencies will
be tracked until closed out, and if necessary, they will be re-assesses during the next evaluation. The
evaluation is not focusing on performance during exercises only; it takes into consideration all activities
during the entire preparation cycle of the units, in order to verify that forces are ready and prepared to meet
current and contingency operational priorities in accordance with required standards.

"We verify that you’re doing what you think you’re doing!”

Carter McNamara, "A Basic Guide to Program Evaluation”

1. Purpose
The paper provides some important elements dealing with the complex and

dynamic area of evaluation. This is a time of rapid change in the evaluation's community.
The old system is not available anymore and the changes appear as a result of
transformation and reform processes.

My desire here was to present a proposal for the future Air Force evaluation system.
My proposal summarises the outcomes from six years of experience and work with and
within NATO evaluation system and it is issued to stakeholders and members of the
evaluation community as an invitation to think openly and creatively about AF evaluation
needs and contribute to improvements.

There are four elements that drive the necessity to analyse the AFs’ operational
readiness evaluation systems and one significant opportunity for this analysis. The first
element is the AF transformation process. Since Romanian Armed Forces Training Policy
was last promulgated, the AF has suffered perhaps its most significant transformation, a
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process needed to remain relevant in the 21st Century to meet the changing strategy and
military requirements of the current security challenging environment. In this context it
will be important that we understand how to adapt the AF existing Training and Evaluation
Policy in a general line to encompass the challenges getting up from its transformation
process, consequently better developing operational realities.

The second element is connected with our Target of Capabilities and the third one is
related to the AF commitment to consolidate the combat readiness forces. Currently, the
AF evaluation system is limited and focuses on evaluation of NATO declared forces only.
As a result of the AF reform, we know that there will be new evaluation requirements to be
met for the consolidated forces. We need to find out how to meet these needs.

The fourth element is our Training, Exercises and Evaluation (TEE) system which
is a key element in this approach, setting the basis for training standards and providing
essential tools to achieve appropriate standards for forces and capabilities, ensuring that all
of our TEE activities are systematically linked to an operational objective. It is important
to realize why and for what we are preparing forces, so prioritisation and allocation of
resources and effort can facilitate a more dedicated programme. In this respect, in his
Annual Guidance on ETEE1, SACEUR has said that “national forces are highly
encouraged to take advantage of the ETEE opportunities and to utilise their national
system for the betterment of the Alliance. NATO relies on nations to provide forces of
known standards, focused evaluation processes, clear ACO forces standards and well
recognised national responsibilities for the achievement of them, therefore remain
paramount ….. NATO evaluation programme should be used as guidance for nations when
developing their national evaluation programmes”.

From the last 5 years, NATO has been evaluated most of the AF declared units and
capabilities providing us with a wealth of practical experience through a variety of
methods in this area of expertise. In my opinion, this experience has been properly
captured providing a tremendous opportunity to intelligently and promptly chart the proper
course for the future of the AF evaluation system. This is, actually, the aim of my paper, to
identify a new and adapted evaluation concept as directed by AF chief of staff, as a way to
implement the NATO evaluation system into the AF’s activities.

“ROU AF requires a fully implementation of the NATO evaluation system, with the
intention of creating a new and adapted evaluating concept for the consolidated national
home defence forces”.

As a member of evaluation community, I found the chief of staff concerns to be
well founded. Most nations have adopted and appreciate NATO evaluation programme.
For many nations, the structured methodologies support force level training programmes.
Although the NATO evaluation methodologies are well regarded and used by our AF as
important aids in the development of their force capabilities, their effectiveness could be
enhanced and increased by smarter way of working. We recognise that our evaluation
system is reactive and has a limited area of implementation. We need to change it to a
proactive evaluation system and more operationally oriented approach. This will provide
more relevant date on capability, readiness and performance, not only of NATO declared
forces, but also of national home defence consolidated combat readiness forces.

As recommended by SACEUR, the NATO evaluation program should be used as a
guide when developing our national Evaluation System for the combat/operational
readiness units. Operational readiness is the organization, manning, and training level of a

1 SACEUR’s Annual Guidance on Education, Training, Exercises and Evaluation (SAGE), 2013-2017, dated 08 July
2011
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unit that allows it to be rapidly deployed, integrated, and immediately employed as part of
a joint, allied, or coalition force2. Combat readiness is the capability of a unit, ship, weapon
system, or equipment to perform the combat missions or functions for which it is organized
or designed3. Evaluation is a structured process consisting of the thorough examination of
capabilities and performances against defined standards and criteria4.

2. NATO evaluation system as a best practice
The North Atlantic Treaty Organization (NATO) developed a military structure to

create and maintain the military capabilities to conduct Article-5 (NATO member
attacked) and non-Article 5 Crisis Response Operations (CRO). NATO had to create an
integrated military structure that established performance, interoperability, equipment
standards, standard operating procedures, support, and a framework for common language,
terminology, and doctrine. In order to ensure that these diverse forces were trained to
operate and fight together, NATO developed training, exercise, and evaluation criteria.

NATO nations “declare” forces as available to NATO force requirements and have
a designated readiness category and standards to maintain. NATO directs that the
evaluation and assessment of declared units must be made by means of an independent
evaluation program. The TACEVAL is that program and is mainly focused at the AF unit’s
declared capability. The program contains several generic tools, which evaluate or assess
the operational or combat level of a specific unit or a capability. The TACEVAL presents a
unit with an integrated operations, logistics, and force protection scenario to demonstrate
its declared capability, in a simulated contingency in either a conventional or NBC
environment. TACEVAL evaluators are given specific directions on how to properly
coordinate and conduct the evaluation. The evaluators conduct an objective, honest
evaluation against specific detailed criteria and standards.

TACEVAL uses a logical, simple framework for NATO forces to understand their
responsibilities. NATO forces are to focus their preparation on rapid deployment,
sustainability, interoperability, standardization, and training with a balance between
operations, logistics, and force protection. NATO also encourages declared forces to train
together and holds exercises to facilitate this integration and for saving money. TACEVAL
conducts a detailed tactical level evaluation and does a very good job of integration at the
operational level. The TACEVAL scenarios also enhance operational reach, agility,
adaptability, integrated operations, and interoperability.

NATO TACEVAL is a good system that evaluates elements at the operational level
of war that will enhance operational scope. It provides a balanced evaluation of operations,
logistics, and force protection. We need to develop an operational readiness evaluation
system to test and exploit these new concepts to increase operational reach.

NATO TACEVAL has procedures that test and evaluate agility, is the only system
that truly evaluates integrated operations and, in my opinion, is the best system to evaluate
interoperability. While the other systems are not as good at this as TACEVAL, the
increased requirement and attention on interoperability is improving service efforts. The
AF needs to develop an operational evaluation system where it can ensure it is
interoperable with joint and coalition forces as technology and systems change.

2 School of Advanced Military Studies United States Army Command and General Staff College Fort Leavenworth,
Kansas, AY 02-03, Evaluating Operational Readiness for Fixed-Wing Tactical Aviation Units, by LtCol Jeffrey L.
Hoing, USMC, 11;
3 Department of Defense, JP 1-02, Department of Defense Dictionary of Military and Associated Terms, 77, 311;
4 MC, NATO Education, Training, Exercise and Transformation Policy, MC 0458/1, dated 27 March 2006.
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3. Vision and core principles
Vision for the Evaluation Concept comes from the AF annual guidance and sees a

superior delivered operational capabilities outcomes, by improving effectiveness and
efficiency and achieving a smarter way of working. The Evaluation Concept will utilise the
existing methodologies, constantly improved where possible. It will be a tool flexible and
complex to requirements and challenges of the future AF. It will be focused on delivering
better capabilities outcomes rather than just checking standards, in this way ensuring that
forces are prepared to meet contemporary operational challenges and encouraging these
forces to continually improve. In addition, a better outcome it will be achieved by more
efficient and effective use of resources (improving efficiency and effectiveness) – having a
clear prioritisation of evaluation effort, matching the allocated resources to AF priorities
and providing ability to reduce the evaluation cost. Finally, it will engage smarter ways of
working by quality assurance of the whole training system, creating premises for a
common evaluation framework.

In relation with this vision I propose a statement for AF evaluation system that will
raise its horizon and bring it into line with AF’s mission focused objectives:

“To assure that consolidated home defence forces and/or capabilities are ready and
prepared to meet current and contingent operational priorities in accordance with
national required standards in the operational, procedural, material and technical fields”.

In order to incorporate the best practices of the existing NATO evaluation system, I
propose implementing the following core principles5:

- Trust but verify. Apply the mutual trust as a mean of reflecting AF unit’s
responsibilities for preparing their consolidated forces to national standards and only
undertaking national led evaluations where risks and priorities are highest and where the
benefits of evaluation exceed the cost;

- Risk based prioritisation. Change from an evaluation system based on cyclical
approach to an evaluation based on priorities and risks. This will enable AF to make
informed choices about best use of scarce resources by balancing costs of evaluation
versus priorities and risks of the missions and tasks. Risk is defined as the total number of
factors that could have a critical effect on the success or failure of the AF
missions/objectives. It is important we all understand why and for what we are preparing
forces, so that prioritisation of effort and allocation of resources can facilitate a focused
programme. Risk based prioritisation is a dynamic management tool which must be
permanently reviewed in order to be relevant. Evaluation should be performed when
priority and risks are high. In this way it will deliver a greater value. Evaluation of low
priority and low risk must be rarely performed as an exception, if budget allows;

- Continuous improvement. We use to say that evaluation is part of training
process, but in fact it is not integrate in it. The artificial organisational barriers create a lack
of feedback for the training system. The evaluation is an opportunity to assess current
performance, capability and readiness, is a viable solution to improve doctrines and
standards, to share best practices and lessons learned and to solve the identified
deficiencies. A continuous improvement will enable consolidated structure to become
better by applying lessons learned and feedback from evaluations. The concept is proposed
to provide an interactive and effective approach in which evaluation looks on the whole

5 ACO Evaluation Programmes Review, SHAPE, dated 05 August 2011, page. 2, 10

 197



A  NEW AND ADAPTED EVALUATION CONCEPT
FOR THE ROMANIAN AIR FORCE

training system not just on the end of the product, when in my opinion, is almost too late to
change something;

- Quality Assurance and Quality Control. Quality Control contrasts obviously
with Quality Assurance approach, the last being a proactive process. As I mentioned
before, current type of evaluation is a reactive one, as it scrutinise and detect if forces
comply or not with standards/criteria and finally it makes recommendation for corrective
actions at the end of the training process. Switching from just Quality Control to a wider
Quality Assurance means to check the finished product and permanently focus on the
entire training process as well. This solution, which can be successfully applicable to all
consolidated forces will prevent non-compliance with standards and will reduce the risk
the forces not being combat ready on time. However, Quality Control remains an essential
and integral part of the Quality Assurance concept;

- Accreditation of AF evaluation system. Consider and recognise the AF
evaluation system as being top class local-solution which might be accepted by other
services as a best practice and providing a valuable team of experienced and
knowledgeable evaluators, in this manner promoting inter-services burden sharing. Later
on, each service will participate to other two service’s evaluations with experts having
special and narrow expertise and experience required within specific functional areas,
relevant to that service. This approach conducts to the next principle by creating the
possibility of using multidisciplinary team as a consequence of the need to join resources
and to unify effort to conduct joint evaluations in a most efficient and effective manner;

- Common evaluation platform. A common evaluation platform covers common
standards across all services. It will enable to develop a multi-service evaluation team for
the operational level. The services evaluation methodologies must continue to be used
especially on the tactical level. It sounds extremely difficult to create a common evaluation
platform for joint level using a single methodology. However, there is room for building
more coherence between the services in regard of policy and methodologies. There are
substantial parts which might be applied as a common evaluation framework and evaluated
regardless of service background, such as administrative elements (policy, legal affairs,
and finance), command and control, force protection and some logistic elements. These
commonalities might be described as “common service knowledge” and create the
possibility and chance of developing a multidisciplinary, multiservice evaluation team
which will be most likely oriented on the operational level evaluations. It will create a
valuable pool of experienced and knowledgeable evaluators which will act more efficiently
and effectively at joint level. It never happened until now, that’s way we need sooner a
positive experience in order to verify, validate and encourage identification of this
principle. In my opinion, a multidisciplinary team and a common evaluation platform
could be employed possibly in the General Staff led evaluations, only. Implementation of
this principle generates and creates permissive conditions to the last one principle;

-  Exploiting Common Information. We must frankly recognise that each service
uses its own database, paper records and scenarios, injects etc., to build and perform an
evaluation. In addition to this, I should mention the extremely valuable team and database
existed at the Nation Defence University Simulation Branch. Also the training, exercises
and lessons learned databases must not be neglected. The ability to link all these individual
databases enabling exchange and sharing information, would contribute to a significant
greater return on the investments and hard work individually performed. The most
important fact is that appliance of this principle of Exploiting Common Information would
avoid possible wasted effort and sub-optimal expenditure.
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Having looked at how we evaluate, my proposal of a new system based on
Alliance’s evaluation core principles it will be clearly linked to the rest of the training
system while extending the lessons learned process and providing a better feedback
instrument. This will be managed more effectively by the new AF A7 entity.

4. The need
In general, evaluation has a specific organisational structure, location, philosophy

and application. Specific for AF, evaluation is undertaken by dedicated teams, composed
by a core team (key personnel working in a HQ) augmented by trained and qualified
evaluators from different operational structures. However, this well organised and
dedicated structure has some potential weaknesses and some areas of concern.

First of all, the current evaluation system is cyclical and limited to specific forces.
At a time of AF reform when there are demands for more units to be evaluated, but
resources are less, we need more detailed consideration of need. We must look for a better
efficiency and to increase effectiveness. Such a system it appears unsustainable, that’s why
we need to adjust it by assessing priorities, adapting the scale of the evaluation system in
order to match the affordable budget. How to do this? Through applying the good practice
of the NATO evaluation programme.

Second, we must take into consideration priorities established within the Chief of
AF Annual Guidance. It is self-evident that, with some exceptions, the vast majority of
evaluations do not address consolidated forces, which are now the highest level priorities.
Most of these forces are not evaluated and Chief of AF has no independent assurance that
they meet standards. What to do? We need to review our priorities, focus on consolidated
forces (priority 1) and extend the evaluation cycle for those forces from priority 2 and 3.

Third, the cost-effectiveness needs to be bringing into sharper focus demanding for
efficiency. In general, leadership continues to question the cost of participating in exercises
and evaluation, being mainly concerned of the cost effectiveness, contemporary relevance
and time commitments demanded by the evaluating systems. Training, exercises and
evaluation are to be conducted in the most cost effective manner, which meets the AF
interest and the operational training objectives. The scale and complexity of an AF
evaluation combined with a specific exercise in support of this event (having direct cost,
indirect cost, and possible hidden cost) makes difficult to establish the true cost and
benefits of an evaluation. In the absence of accurate costs we must focus on opportunities
to improve the efficiency, effectiveness and quality of evaluation.

Fourth, the value of evaluations is related to the quality of final evaluation report
and how useful is for the leader for making pragmatic decisions. The quality of evaluation
report is a consequence of the quality and highly experience of qualified evaluators. On
one hand, they must come from operational units where they are currently performing
specific job similar to that position they occupy into the evaluation team. On the other
hand, they must perform a specific training in order to be certified as qualified evaluators.
All of these mean dedication to this job, time and budget for training and maintaining the
qualification level by attending an international evaluation every three years.

Fifth, and the last, we need to use evaluation as a feedback of training and exercises
process. It must be real part of the training system; it must not act separately and should
not come at the end of the process, focusing on the quality “check” and not on the quality
of the training product. It is necessary to conduct our evaluations sufficient time in advance
in order to get the chance to influence the development of capable and ready forces. In fact,
we do this, but at a low level scale and visibility being forced to act in this way by scarce
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of resources. As a consequence, some feedback from training and exercises is provided but
not adequately exploited. Moreover, there is little relationship between evaluation process
and lessons learned. The focus of AF training must be on the achievement and
improvement of effective capabilities. Therefore, the evaluation procedures are designed to
identify existing capabilities and shortfalls, identify their causes, determine future priorities
for training at all levels and identify necessary changes to doctrine, procedures and force
structure to meet the agreed standards and criteria.

5. The benefits of the new evaluation concept
It is important to say that benefits of the new AF evaluation system are direct

consequences of using the identified best practices. It increases the evaluation perspective
and concentrates on allowing outcomes that fits with AF missions. The evaluation system
follows a core of principles and limits the number of assessments in accordance with
priorities and risks identified. In this way the benefits exceeded the cost, creating an added
value from AF involvement. There is a potential for substantial cost saving from prioritized
evaluations rather than cyclical which does not provide a value for money.  It allows the
AF to create a continuous improvement learning cycle, encouraging the consolidated units
to become the best they can be. The system helps transforming the lessons identified into
lessons learned through specific tools and monitors their implementation during
evaluations. Consequently, units improve their training and deliver forces that are better fit
for purpose.

The new AF evaluation system could make an important step in building a
common evaluation platform which might be applied at joint level enabling multiservice
team to be created. This will allow using a pool of qualified evaluators which potentially
decrease the overall evaluation cost. Also, it will permit to share the information and the
lessons learned database.

An important benefit comes from evaluation scoring and reporting on unit’s
performances. Validated deficiencies will be tracked until closed out, and if necessary,
they will be re-assesses during the next evaluation. For AF Evaluation Branch data
tracking purposes, all findings will be assigned a cause code in the evaluation report in
accordance with assigned deficiency level.

6. Conclusion
The New AF Evaluation System might be a significant improvement and an

opportunity to make optimum use of resources. Findings in this paper are focused on one
single service evaluation system, only. However, some findings might apply to other
services as well. Evaluation can be used either for determining and proving own
capabilities at a certain level before informing the higher echelon (”bottom up”), or on
higher level for validation of subordinated units’ readiness (“top down”). Commanders at
all levels are responsible for the cost-effective and correct administration of resources
provided to sustain exercises, training and evaluation activities. In order to get the
requirements within agreed budget ceilings, commanders will frequently be asked to make
difficult decisions in terms of priorities of competing training, exercise and evaluation
elements.

The evaluation will no longer focus on performance during exercises only, it will
take into consideration all activities during the entire preparation cycle of the consolidated
units, in order to verify that forces are ready and prepared to meet current and contingency
operational priorities in accordance with national required standards.

 200



A  NEW AND ADAPTED EVALUATION CONCEPT
FOR THE ROMANIAN AIR FORCE

This new evaluation system will permit implementation, in a convenient time, of
remedial actions throughout the entire preparation cycle of the consolidated units.
Evaluation will be an on-going process aiming at improvements throughout the preparation
phase.

This paper lays a foundation and it findings might be developed. All evaluation and
lessons learned stakeholders are encouraged to contribute their ideas and help adapt and
improve evaluation methodologies. Evaluation requests a much severer focus on AF needs
and priorities, superior integration into the training process and greater contribution to
continuous progress of consolidated forces.

You may see my try as a way to consolidate a local solution – finding. I would wish
to expect high influence on my proposal. On one hand I am looking for a proactive support
from the entire evaluation community. They will easily understand it as they have
permanently got in contact with other NATO qualified evaluators and have shared their
experience.  On the other hand I am sure there will be a proactive resistance as well,
mainly from the operational environment. They would probably consider this concept not
sufficient adapted to our national standards and difficult to apply against them. I am ready
to work on it and to change this resistance into a desirable support. This approach will
make evaluation methodologies relevant and congruent with the current AF reform
programme.

This evaluation concept represents an opportunity to make optimum use of good
practice already being applied or developed within NATO.  More importantly, it wishes to
align the evaluation system with the AF reform were limited resources, not only in terms of
funding but also in terms of personnel, will be available.
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Abstract:
Project Quality Management includes the processes required to ensure that the project will satisfy the needs for

which it was undertaken. It includes “all activities  of the overall management function that determine the quality
policy, objectives, and responsibilities and implements them by means such as quality planning, quality assurance,
quality control, and quality improvement, within the quality system” .

1. Introduction
Quality management in projects addressing both outcomes of project management such as

cost and schedule performance and quality of the product / service from the project, eg
deliverables. Quality control of project is used to verify that the specific deliverables are of
acceptable quality and that they meet the criteria of completeness and fairness established in the
planning process quality.

Quality Management processes include the following major projects.
1 Quality Planning—identifying which quality standards are relevant to the project
and determining how to satisfy them.
2 Quality Assurance—evaluating overall project performance on a regular basis to provide

confidence that the project will satisfy the relevant quality standards.
3 Quality Control—monitoring specific project results to determine if they comply with

relevant quality standards and identifying ways to eliminate causes of unsatisfactory performance.
These processes interact with each other and with the processes in the other knowledge areas

as well. Each process may involve effort from one or more individuals or groups of individuals,
based on the needs of the project. Each process generally occurs at least once in every project
phase.

Although the processes are presented here as discrete elements with welldefined interfaces, in
practice they may overlap and interact in ways not detailed here.

The basic approach to quality management described in this section is intended to be
compatible with that of the International Organization for Standardization (ISO), as detailed in the
ISO 9000 and 10000 series of standards and guidelines. This generalized approach should also be
compatible with a) proprietary approaches to quality management such as those recommended by
Deming, Juran, Crosby, and others, and b) nonproprietary approaches such as Total Quality
Management (TQM), Continuous Improvement, and others.

Project quality management must address both the management of the project and the product
of the project. The generic term product is occasionally used, in literature regarding quality, to refer
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to both goods and services. Failure to meet quality requirements in either dimension can have
serious negative consequences for any or all of the project stakeholders. For example:

_ Meeting customer requirements by overworking the project team may produce negative
consequences in the form of increased employee attrition.

_ Meeting project schedule objectives by rushing planned quality inspections may produce
negative consequences when errors go undetected.

Quality is “the totality of characteristics of an entity that bear on its ability to satisfy stated or
implied needs” . Stated and implied needs are the inputs to developing project requirements. A
critical aspect of quality management in the project context is the necessity to turn implied needs
into requirements through project scope management.

The project management team must be careful not to confuse quality with grade. Grade is “a
category or rank given to entities having the same functional use but different technical
characteristics” . Low quality is always a problem;low grade may not be. For example, a software
product may be of high quality(no obvious bugs, readable manual) and low grade (a limited
number of features),or of low quality (many bugs, poorly organized user documentation) and high
grade (numerous features). Determining and delivering the required levels of both quality and
grade are the responsibilities of the project manager and the project management team.

The project management team should also be aware that modern quality management
complements project management. For example, both disciplines recognize the importance of:

_ Customer satisfaction—understanding, managing, and influencing needs so that customer
expectations are met. This requires a combination of conformance to
requirements (the project must produce what it said it would produce) and fitness for use (the
product or service produced must satisfy real needs).

_ Prevention over inspection—the cost of preventing mistakes is always much less than the
cost of correcting them, as revealed by inspection.

_ Management responsibility—success requires the participation of all members of the team,
but it remains the responsibility of management to provide the resources needed to succeed.

_ Processes within phases—the repeated plan-do-check-act cycle.
Figure 1 provides an overview of the following major project quality management processes:

Figure 1. Project Quality Management Overview
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In addition, quality improvement initiatives undertaken by the performing organization (e.g.,
TQM, Continuous Improvement, and others) can improve the quality of the project’s management
as well as the quality of the project’s product.

However, there is an important difference of which the project management team must be
acutely aware—the temporary nature of the project means that investments in product quality
improvement, especially defect prevention and appraisal, must often be borne by the performing
organization since the project may not last longenough to reap the rewards.

2. QUALITY PLANNING

Quality planning involves identifying which quality standards are relevant to the project and
determining how to satisfy them. It is one of the key facilitating processes during project planning
and should be performed regularly and in parallel with the other project planning processes. For
example, the changes in the product of the project required to meet identified quality standards may
require cost or schedule adjustments, or the desired product quality may require a detailed risk
analysis of an identified problem. Prior to development of the ISO 9000 Series, the activities
described here as quality planning were widely discussed as part of quality assurance.

The quality planning techniques discussed here are those most frequently used on projects.
There are many others that may be useful on certain projects or in some application areas.

The project team should also be aware of one of the fundamental tenets of modern quality
management—quality is planned in, not inspected in.

Figure 1.  Quality Planning Overview

2.1 Inputs to Quality Planning

1. Quality policy.
Quality policy is “the overall intentions and direction of an organization with regard to

quality, as formally expressed by top management” .
The quality policy of the performing organization can often be adopted “as is” for use by the

project. However, if the performing organization lacks a formal quality policy, or if the project
involves multiple performing organizations (as with a joint venture), then the project management
team will need to develop a quality policy for the project. Regardless of the origin of the quality
policy, the project management team is responsible for ensuring that the project stakeholders are
fully aware of it (e.g., through appropriate information distribution).
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2. Scope statement.
The scope statement is a key input to quality planning since it documents major project

deliverables, as well as the project objectives that serve to define important stakeholder
requirements.

3. Product description.
 Although elements of the product description may be embodied in the scope statement, the

product description will often contain details of technical issues and other concerns that may affect
quality planning.

4. Standards and regulations.
The project management team must consider any application area-specific standards or

regulations that may affect the project.
5. Other process outputs.
In addition to the scope statement and product description, processes in other knowledge

areas may produce outputs that should be considered as part of quality planning. For example,
procurement planning may identify contractor quality requirements that should be reflected in the
overall quality management plan.

2.2 Tools and Techniques for Quality Planning

1. Benefit/cost analysis.
 The quality planning process must consider benefit/cost tradeoffs. The primary benefit of

meeting quality requirements is less rework, which means higher productivity, lower costs, and
increased stakeholder satisfaction. The primary cost of meeting quality requirements is the expense
associated with project quality management activities. It is axiomatic of the quality management
discipline that the benefits outweigh the costs.

2. Benchmarking.
 Benchmarking involves comparing actual or planned project practices to those of other

projects to generate ideas for improvement and to provide a standard by which to measure
performance. The other projects may be within the performing organization or outside of it, and
may be within the same application area or in another.

3. Flowcharting.
A flow chart is any diagram that shows how various elements of a system relate.

Flowcharting techniques commonly used in quality management include:
_ Cause-and-effect diagrams, also called Ishikawa diagrams or fishbone diagrams, which

illustrate how various factors might be linked to potential problems or effects. Figure 2 is an
example of a generic cause-and-effect diagram.

_ System or process flow charts, which show how various elements of a system interrelate.
Figure 3 is an example of a process flow chart for design reviews.
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Figure 3 Cause-and-Effect Diagram

Flowcharting can help the project team anticipate what and where quality problems might
occur, and thus can help develop approaches for dealing with them.

4. Design of experiments.
 Design of experiments is a statistical method that helps identify which factors might

influence specific variables. The technique is applied most frequently to the product of the project
(e.g., automotive designers might wish to determine which combination of suspension and tires will
produce the most desirable ride characteristics at a reasonable cost).

However, it can also be applied to project management issues, such as cost and schedule
tradeoffs. For example, senior engineers will cost more than junior engineers, but can also be
expected to complete the assigned work in less time. An appropriately designed “experiment” (in
this case, computing project costs and durations for various combinations of senior and junior
engineers) will often allow determination of an optimal solution from a relatively limited number
of cases.

5. Cost of quality.
Cost of quality refers to the total cost of all efforts to achieve product/service quality, and

includes all work to ensure conformance to requirements, as well as all work resulting from
nonconformance to requirements. There are three types of costs that are incurred: prevention costs,
appraisal costs, and failure costs, where the latter is broken down into internal and external costs.

2.3 Outputs from Quality Planning

1. Quality management plan.
The quality management plan should describe how the project management team will

implement its quality policy. In ISO 9000 terminology, it should describe the project quality
system: “the organizational structure, responsibilities, procedures, processes, and resources needed
to implement quality management” (5).

The quality management plan provides input to the overall project and must address quality
control, quality assurance, and quality improvement for the project.

The quality management plan may be formal or informal, highly detailed, or broadly framed,
based on the requirements of the project.

2. Operational definitions.
An operational definition describes, in very specific terms, what something is and how it is

measured by the quality control process. For example, it is not enough to say that meeting the
planned schedule dates is a measure of management quality; the project management team must
also indicate whether every activity must start on time or only finish on time; whether individual
activities will be measured, or only certain deliverables, and if so, which ones. Operational
definitions are also called metrics in some application areas.

3. Checklists.
 A checklist is a structured tool, usually item specific, used to verify that a set of required

steps has been performed. Checklists may be simple or complex. They are usually phrased as
imperatives (“Do this!”) or interrogatories (“Have you done this?”). Many organizations have
standardized checklists available to ensure consistency in frequently performed tasks. In some
application areas, checklists are also available from professional associations or commercial service
providers.

4. Inputs to other processes.
The quality planning process may identify a need for further activity in another area.
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Conclusion

Quality planning involves identifying which quality standards are relevant to the project and
determining how to satisfy them.

It is one of the key processes when doing the Planning Process Group and during
development of the project management plan

Any required changes in the product to meet identified quality standards may require cost or
schedule adjustments, or the desired product quality may require a detailed risk analysis of an
identified problem.
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Abstract:
The electromagnetic spectrum is a limited national resource with a huge economic potential. This resource is
concerned not only by the applications in the military domain, but also by those in the civil domain,
generators of value in terms of economy. If because of the spreading features, radio waves don’t follow the
administrative boundaries, effort coordination of international standardization and regulation has a capital
importance. In context of telecommunication market globalization, standardization and procedural regulation
of this field is of great interest. Because of this a lot of institutions were founded. The goal of those
institutions is represented by the standardization and field regulation for optimizing administrative radio
frequency activities.
This article presents the reasons that electromagnetic spectrum resource is so valuable and describes the main
institutions involved in this area.

Key words: spectrum management, frequency management, administrative procedures, international
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1.Introduction

The radio frequency spectrum is a limited and natural resource administrated by
each nation. Electromagnetic spectrum frequencies have an economical value. They can be
commercialized and represent an important element for economical development and
industrial competition. Because of propagation particularities electromagnetic waves
trespass administrative boundaries. This resource must be distributed and coordinated
between nations. At the same time the nations want to impose their total sovereignty in
terms of frequency allocation. To make electromagnetic spectrum accessible in those
circumstances it’s necessary for all nations to agree on some standards and regulations to
respect.

The necessity of leading and coordinating the process of electromagnetic spectrum
management became more significant in comparison with the last years. In the last two
decades the radio spectrum’s political environment has changed significantly. In this
period services and equipment which have been developed are being implemented rather
worldwide than on national scale. Traditional radio spectrum users which assure public
services at a national level are now in competition in radio spectrum utilization with global
commercial players, especially in broadcast and telecommunication areas.
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The radio spectrum availability appears due to solutions promoted by commercial
transactions. In consequence, when liberalization of telecommunication market is
considered, radio frequency issues represent a major topic. All of these aspects highlight
the importance of international cooperation in respect with radio spectrum policy in order
to speed up promotion and provision of services and equipment at international level.

Nowadays, in most states, the majority of frequency resources are reserved for
military services. In the same time, a rising pressure is felt for the disposal of these
resources to commercial services. In this context it’s important to underline the fact that
NATO, an alliance of nations, doesn’t have the right of property neither over frequencies
nor frequencies bands anywhere in the world.

2. Electromagnetic spectrum as a national resource

The electromagnetic spectrum consists of an infinite number of frequencies any of
which can be utilized to transmit electromagnetic energy. It includes radio waves, the
infrared radiation, ultraviolet rays, x-rays, visible light, etc.

According to ITU (International Telecommunication Union), radio waves are
electromagnetic waves with less than 300 GHz wavelength, waves that are classified in
frequency bands standardized at international level as you can see in “Table 1”.

Band Frecquency
(Hz) Abrev.

Extremely Low Frequency < 3×101 ELF
Super Low Frequency 3×101…3×102 SLF
Voice  /Ultra Low Frequency 3×102…3×103 VF/ULF

Very Low Frequency 3×103…3×104 VLF
Low Frequency 3×104…3×105 LF
Medium Frequency 3×105…3×106 MF
High Frequency 3×106…3×107 HF
Very High Frequency 3×107…3×108 VHF

Ultra High Frequency 3×108…3×109 UHF
Super High Frequency 3×109…3×1010 SHF
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Extremely High Frequency 3×1010…3×1011 EHF
Far Infrared 3×1011…1014 FIR
Moderate Infrared 1014…2,14×1014 MIRInfra-

red
Near Infrared 2,14×1014…4×1014 NIR

Visible Light 4×1014…7,5×1014 VL
Ultraviolet A 7,5×1014…9,55×1014 UV A
Ultraviolet B 9,55×1014…1,07×1015 UV BUltra-

violet
Ultraviolet C 1,07×1015…3×1015 UV C

X-rays (Soft X-rays, Hard X-rays) 3×1016…3×1020 SX, HX
Gamma Rays > 3×1020 γ

Table 1 Electromagnetic spectrum

Because of technological impossibility of using frequency with wavelengths smaller
than visible light, the part of the spectrum that can be taken into consideration for the
international regulation is only the radio frequency one. Unfortunately the radio frequency
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spectrum is a limited natural resource. This frequency band can not be divided as much as
we want without the allocated frequencies to interfere with each other.

The first man to utilize radio waves was the Italian G. Marconi in 1895. At that time
all frequencies were natural. Today, over little more than a century, due plenty of
technological developments there is a huge request of spectral resources. Today the radio
frequency spectrum is utilized for all wireless types of communication including television,
broadcasting, cellular telephony, maritime communication, aeronautical communication,
satellite communication and others. The radio communication spectrum is used as support
for a variety of commercial, governmental or personal applications [2].

As a result of those discoveries some areas of the spectrum, in particularly radio
frequency band, are completely polluted. Other spectrum areas develop limitation features
in terrestrial environment because of the propagation conditions not raising compatibility
issues inter or intra frequencies bands. That is why for some spectral areas (others than
radio frequency ones) no international coordination is needed. Some examples of
frequency bands in which there are many communication applications are: infrared band
and visible light band [5].

The development of informatics and communication services led business
companies and governmental agencies to request more frequency resources. Because two
or more collocated communication signals could interfere with each other, the frequencies
must be coordinated. The process of spectrum management includes setting up regulation
structures usually owned by national governments, structures that develop general politics,
allocates frequency bands for different services, establish work rules for services, assign
frequencies for specific users and impose rules that they must obey.

Fig. 1. The cycle of spectrum management challenges

The process of frequency coordinating is more complex as a series of new
technologies were developed. As the new technologies became commercially viable,
congestions and interferences between users have raised [4]. The last technological
developments requested the utilization of some new spectrum bands and redistribution of
the old ones. Those actions imply a new raise of congestion, the appearance of other
interferences, so a new cycle is initiated (fig.1).
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This is the reason why, for optimizing simultaneous emissions of more users,
administrative measures must be used with the main purpose of interference mitigation.

3.Spectrum coordination and regulation structures at global level

The electromagnetic spectrum is a public resource. To assure a balanced
distribution of the resources as to promote the public interest, utility or necessity, the
spectrum is administrated by the government of each state. At international level spectrum
resources utilization is coordinated by ITU. This is an ONU agency that has the
responsibility to standardize the telecommunications sector including the radio frequency
spectrum. It is structured in 3 big sectors of which the radio communication sector of ITU,
ITU-R, has the responsibility of radio spectrum regulation. Because of this, ITU-R has a
list of frequency allocation (Table of Frequency Allocations – TOFA) which identifies
spectrum bands for 41radio services as to avoid the apparition of interference between
them [6]. Once these large classes are set, each state can allocate specter for these services
between its borders, according to TOFA. TOFA divides the world in 3 big regions (fig. 2).
Region 1 includes Europe and Africa, Region 2 includes North and South America and
Region 3 includes Asia and Australia.

REGION 2
REGION 1

REGION 3
REGION 3

REGION 2
REGION 1

REGION 3
REGION 3

Fig. 2 The Regions set by ITU for worldwide frequency allocation

The ITU-R coordinates the efforts of removing interferences between radio
equipment of different states and seeks to improve the utilization of the specter and orbits
by geostationary satellites utilized in telecommunication services. The ITU-R the organizer
of WRCC (World Radio Communication Conferences) which is held every 2 or 3 years to
update TOFA in agreement with the new needs of specter allocation. The last WRCC was
held in 2012. The development sector of ITU, ITU-D, is concerned by communication
problems and needs of developing states so it can also take part in issues related to
spectrum policy.

The most important documents produced by this institute are: The Constitution of
ITU, The ITU Convention, The International Telecommunication Regulation and Radio
Regulations.
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4. Coordination and regulation structures of the spectrum at
regional level

The spectrum management became so economically and politically important that
regional organization started to manifest the intention of intervening in the standardization
of its politics. For example, the European Union adopted in 2001 a “Decision of
Regulatory Framework for Radio Spectrum Policy in The European Community”. This
regulatory package reflects the raise of The European Commission’s importance in relation
with European national authorities for spectrum regulation [3].

In relation with this trend, by its decision in the spectrum policy, The European
Union invites European regulation organizations in this domain to cooperate to assure the
coordination of politics, the harmonization and efficient utilization of the spectrum in
domains like electronic communications, transport, research and development. This
decision establishes procedures to facilitate the implementation of politics on economic,
health, public interest, freedom of speech, cultural, scientific, social and technical aspects
with the purpose of optimizing the utilization of the spectrum and avoidance of harmful
interference occurrence.

In The European Union two organizations were established with the role of
regulation and standardization of the radio spectrum. RSC (Radio Spectrum Committee)
assists The European Committee in the development and acceptance of technical measures
for the harmonization and efficient utilization of the spectrum. The second organization
Radio Spectrum Policy Group assists and approves European Commission in political
problems for spectrum management.

The coordination of technical, regulator, commercial and operational standards
realization, for communication in Europe as part of ITU Region 1 is realized by CEPT
(European Conference of Postal and Telecommunication Administrations). CEPT has the
task of attribution of frequency bands which will be presented to WRCs as the point of
view of European Commission. In its framework a civil/military group exists to annually
meet as to harmonize the interests of EU with NATO’s.

In Region 2, the similar responsibilities of The European Commission are realized
by CITEL (Inter-American Telecommunication Commission). This organization represents
35 member states and, through the second committee (Radiocommunications and
Broadcasting Committee) it realizes the standards coordination and harmonization as well
as efficient planning and utilization of the radio spectrum in Region 2[1].

5.Spectrum regulation structures at national level

Romania’s national authority with regulation and administration attributions of the
electromagnetic spectrum is ANCOM (Autoritatea Nationala pentru Adminisrare si
Reglementare in Comunicatii). It was established based on OG nr. 22/2009 and has the role
of applying national policy in electronic communications, audiovisual communications,
radio equipment and terminal equipment of electronic communications domains, including
from the point of view of electromagnetic compatibility, information technology and postal
services.

ANCOM continues the activity of ANRC which has imposed its activity since
September 25th 2002. ANRC was established with the target of promoting the competition
in the electrical communications and postal services domain and to protect the rights and
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interests of service and network electronic communications and postal services utilizations,
in what concerns the transpiration of the providers towards the users, referring to rates and
utilization conditions of the services, but also concerning personal character data
processing and the assurance of exertive conditions of the right to every Romanian citizen
universal service. The transformation was made concerning the full harmonization of
national legislation with the community one and the need of regulation in the domain of
information technology in relation with the electronic communication and postal service,
as convergent domains.

The assurance of electromagnetic spectrum management found in MoD’s
administration and the representation of its interests in relation with the institutions and
military and civil organizations with responsibilities in this domain, on the line of specific
regulation harmonization and correct utilization of the radio frequencies is realized by
Agentia Militara pentru Managementul Fregventelor Radio a Statului Major General
(AMMFR).

This organization was established in March 1st 2001, by order of the SMG leader,
for efficient use of electromagnetic spectrum resources available to MoD, to represent and
defend MoD’s interests in the competition with the other big users (G&NG) for this type of
resources, to represent and defend MoD’s interests at NATO/EU level and to harmonize
the national regulations with those of NATO/EU.

6.Conclusion

The radio frequency spectrum is a limited resource found in the administration of
each nation. Radio frequencies are allocated with the respect of noninterference’s
principles and the assurance of radio electric activity mean’s compatibility. Due to the
specific of propagation electromagnetic waves do not follow the national borders. That is
why at national and international level a lot of institutions exist to allocate and assign those
resources.

The target of frequency management in the radio spectrum, regardless of the
exertive level, national or international is:
 To regulate and standardize the utilization of frequency spectrum;
 To establish and impose rules and procedures for the allocation of spectral

resources coordination with the purpose of minimalizing inter-user interferences;
 To realize a balanced repartition of the resources in support of governmental and

commercial activities, without affecting the population by exposure to
electromagnetic radiation;

 To solve the situations of interference when they still appear.
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The continuously changes generated by the development and modernization of the aeronautical technique,
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1.Introduction
Aviation Maintenance Activities are the backbone of all successful aviation

enterprises.
Good maintenance provides safer and more reliable aircraft usage. Without a good

maintenance management, the aviation enterprise is adversely affected.
The maintenance manager is continuously encountering a variety of problems

involving phases of technology, administration, production, personnel and management
function. In order to direct the maintenance effort of his organization, the manager must
understand the required operating principles and to apply them in his work. [1]

2. Maintenance activity. Types and Definitions
Maintenance, repair, and operations (MRO) or maintenance, repair, and overhaul

involves fixing any sort of mechanical, plumbing or electrical device should it become out
of order or broken (known as repair, unscheduled or casualty maintenance). It also includes
performing routine actions which keep the device in working order (known as scheduled
maintenance) or prevents trouble from arising (preventive maintenance). MRO may be
defined as, "All actions which have the objective of retaining or restoring an item in or to a
state in which it can perform its required function. The actions include the combination of
all technical and corresponding administrative, managerial, and supervision actions." [3]

Generally speaking, there are three types of maintenance in use:
Preventive maintenance, where equipment is maintained before break down occurs.

This type of maintenance has many different variations and is subject of various researches
to determine best and most efficient way to maintain equipment. Recent studies have
shown that Preventive maintenance is effective in preventing age related failures of the
equipment. For random failure patterns which amount to 80% of the failure patterns,
condition monitoring proves to be effective.

Corrective maintenance, where equipment is maintained after break down. This
maintenance is often most expensive because worn equipment can damage other parts and
cause multiple damage.
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Reliability centered maintenance, often known as RCM, is a process to ensure that
assets continue to do what their users require in their present operating context.

Aircraft maintenance - operational level is the day-to-day work that an operating
unit performs in support of its own operations. The mission of the O-level activity is to
maintain its aircraft and equipment in a full mission capable status while improving the
local maintenance process. Maintenance at this level includes line operations (inspections,
servicing, handling, and so forth) and periodic inspections of aircraft and equipment and
associated tests. O-level maintenance also includes repairs and minor adjustments that do
not require shop facilities as well as the removal and installation of components. Operating
units perform O-level maintenance in assigned facilities.  In an operating activity,
permanently assigned specialists normally perform maintenance.

The aircraft maintenance includes both preventive maintenance and corrective
maintenance.

The activity has a high level of complexity. It requires qualified personnel,
technological and financial resources, and an efficient management.

The Aircraft Maintenance Management - operational level, could be defined as the
act of coordinating the efforts of people to accomplish desired goals: maintaining the state
of operability of aircraft using available resources efficiently and effectively.

2.Essential Stages of the Aircraft Maintenance Management

Resources: represent the inputs:
 human resources: airframe and powerplant technicians, electrical and

avionics technicians, armament technicians and so forth
 material resources: aircraft and equipment, testing devices, special ground

vehicles, other technological equipments
 information: military regulations, technical specifications, maintenance

guides, orders,  informational links with other maintenance structures.

RESOURCES
Human
Material
Financial

Information PERFORMANCES

PLANNING

ORGANIZING

         STAFFING

           LEADING

        CONTROLING
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    Essential Features of Organization Management

Planning

  maintenance activity plan preparation
  evaluation of the necessary resources involved : human, financial, materials,

information
 evaluation of time requirements

Organizing

 organizing refers to the judicious use of resources to achieve the objectives .
 periodically analysis of activity (daily and weekly)  in order to estimate the

amount of resources necessary for the next period. In addition, it provides
the necessary time to relocate resources as needed.

Staffing

 recruiting the right  personnel for the maintenance activity,  according with
the requested technical specialty for each position team. The level of
qualification of personnel and the number may depends on the complexity
of the planned mission and by the volume of work required

 maintaining a high level of qualification by training courses

Leading

 setting clear attributions and responsibilities for the technical team members
according with the military regulations. The technical team leader must
make sure that his team members work in according with the technical
regulations. He is the one who decides what would be right in a particular
situation and take the necessary measures.

Control

 The leader is permanently informed about the work in progress, based on
the hierarchies inside the team or by personal inspections.

Time Management

 prioritization of actions in order to be on schedule.

Motivation

 motivation goes a long way in binding the team members together.
 appreciating the employees for their good work make them work efficient

for a longer span of time.

Performances: represent the outputs
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  maintaining aircrafts and equipments in a full mission capable status.

[1], [2], [3]

4.  Conclusions

Development of new strategies regarding the aircraft maintenance must consider
the essential features of management organization.

A good management offers benefits regarding the safety of flights, an efficient
usage of resources and accomplishment of the flight missions in time.
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1.Introduction
“The most valuable of all capital is that invested in human beings”– Alfred

MARSHALL, „Principles of economics”.
For an organization the most difficult problem in the transition phase, considering

the fast evolution of current societies is the success of transformation, change. The
traditional, legislative, political, educational, but especially social and economic
environments define the process of structural adjustment, the main engine of the policy for
the transformation, change of the organization. Such a transitional stage can be
successfully transited only under the conditions of effective Human Resources
management which ensures a priority for the managerial procedures and methods to the
technical and technological means.

The special importance of Human Resources management has been highlighted
since the 19th century by L. Lloyd Byars and Leslie W. Rue, by underlining the
investments in human resources represented by important amounts allocated to the
employment, payment, loyalty and personnel training development1. The human resource
has and will respond permanently active, to the current and future challenges and
requirements, due to the characteristics specific to the capacity for growth and
development and the limitless practical potential. The unique representative particularity
for the human resources has been defined by Wright, McMahan, and McWilliams as being
the value, rarity, difficulty of imitation and hardship of replacement. They considered that
the main sources to ensure competitiveness are those resources of the organization which
fulfill the necessary criteria2.

1  Byars, L.L., Rue, L.W., ”Human Resource Management”, Edition Homewood Irwin, 1987.
2  Aurel, Manolesc, ”Managementul Resurselor Umane” (Human resources management), Editura Rai (Rai
publisher), Bucureşti, 1998.
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2.The Army Reform
The reform and restructuring process is presented in all types of publications around

the world, which offer large spaces to many articles, studies, documentaries, interviews
etc. on this subject.

The political and military leadership of the U.S.A. and N.A.T.O. member states, as
well as the Russian Federation, decided in the past years the initiation of reorganizing the
armed forces in the respective countries. They initiated an ample process of revision of the
capabilities centered on the new military operations arisen, process pronounced in the new
military doctrines established by the political will of each country or organization. Stahel
also mentions, „This reorganization must be welcomed because the armed forces are
subject also to the changes and transformations which take place in the strategic,
economic, and social fields.”3

For more than a decade, after 1990, the army reform and restructuring has been a
hot subject especially in the context of fulfilling a strategic objective, that of the integration
in the Euro-Atlantic structures. Basically, the integration, which was possible especially
due to the political will at the time, required the performance of interoperability with the
new structure in which we found ourselves. The fundamental and irreversible direction
given by the priority of interoperability characterized the entire reform process and
restructure of our army and in the future will also constitute a permanent requirement,
because the evolution of the social-economic factors will require it so.

The convulsions of the army reform and restructure were due to a lack of vision
and especially to a punctual and immediate course of action for obtaining minor objectives
clearly not integrated in a unique plan.

Along with the accumulation of the minimal experience, both theoretical and
practical, the first objective analysis had also appeared, starting with 1997-1998:
“Although actually initiated in 1993, based on a design that targeted the alignment of the
military system with the N.A.T.O. standards, the reform and the National Defense field did
not benefit from a clear, comprehensive strategy, undertaken politically at the highest
level, regarding the security of Romania and the role of the army in achieving these
objectives. Without a clear perspective on the modern structure of the Romanian Army, an
algorithm for achieving it, but especially without the necessary resources to accomplish the
background measures, the military reform has not surpassed, by December 1996, the stage
of local measures inspired by the organization of armed forces from various western
states.”4

Moreover, our Army reform entered a new stage defined by the Governing
Program. Through the implemented concept, adjustment was pursued, as well as the
change of structures for increasing the quality of the leadership act and the army’s response
capacity to the new assignments in the geopolitical and strategic context, after overcoming
the division of the European continent5.

A clearer staging of the restructuring process was presented by the General Chief of
Staff at the celebration of 140 years from the foundation of the General Staff.

The first stage, from 1990 to 1993, included, as major changes, removing the
political influence of the former Communist Party on the army, and removing the

3 [3] A., Stahel, “Politica de securitate 2000 şi Armata XXI: încotro?” (the security policy 2000 and Army
XXI: where to?), in “ASMZ”, Switzerland, year 165, no.3, March 1999, p.16-17.
4 *** “Panoramic Militar, Revista de informare şi relaţii publice”, (Military panoramic, Information and
public relations magazine) no. 1/1998, p.3.
5 Ibidem, p.5.
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structures generated by the membership to the Warsaw Treaty, concomitantly with the
foundation and initiation of the new legislation in the Defense field.

Between 1994 and 1996, the second stage had as main objectives: the acceleration
of the structural reform at the level of strategic leadership; the organization of the Army of
arms congregated in army corps, brigades and battalions; initiation of the process of
objective achievement for interoperability with the armies of the N.A.T.O. member states;
the reform of the military education system; completion of the organization of the units for
peace keeping missions.

Initiated in 1997, in the context of major changes in the Romanian society after the
elections of November 1996, the third stage implies, above all, the surcease of the military
decline and restoring its confidence in its destiny, in its capacity to guarantee the military
security of Romania, by national effort, as well as through the integration in the European
and Euro-Atlantic structures.

The last stage, 2001-2004, is associated with the performance of the first phase of
the FARO-2005/2010 Program6.

This stage, initiated in 2000, has the following objectives: providing the credible
defense capacity and achievement of the undertaken interoperability level; putting into
operation the new elements resulted from the continuation of the restructuring process.

The 2004-2007 period had as objectives the completion of putting into operation
the entire force structure. Modernization of its endowment considering that there were few
financial resources.

Within these stages of the Army, restructuring the impact on human resources was
considerable. Therefore, the work force was gradually reduced, from 320 000 to 247 000 in
1997, nearly 180 000 at the end of 1999 and approximately 105000 military and 36 000
civil employees at the end of September 2001.

In the field of the human resources development policy, a priority for 2002 was to
outline the strategies for the development of the professional human resource according to
the work force in FORŢA-PROIECT, and to redesign the flows of professional military
personnel according to its options. Therefore, at the end of 2003, the structure of the
military personnel was the following: 18 000 officers, 40 200 warrant officers and non-
commissioned officers, 22 300 contract technicians and 31 500 technicians.

The real reduction ensured by the performance of the stages presented in the reform
of the military body from 230 000 to 110 000 people with reaching in 2008 of the
threshold of 90 000 people (75 000 servicemen and 15 000 civilians) created the dimension
of manpower, which ensures the quantitative maintenance of the military structures
envisioned through the force project of the Romanian Army and the commitments
undertaken within the North-Atlantic Alliance.

For the fulfillment of „Force Goals” requirements of terms undertaken to the
Alliance, as well as the requirements of the process of integration into NATO and EU, the
Romanian Army’s process of transformation continued and will continue between 2005-
2015 in three distinct stages:

1. The stage for the completion of the basic restructuring, finished at the end
of 2008; in this stage were achieved the short term objectives of the transformation
process;

6 “FARO-2005/2010: The Step Forward of the Romanian Armed Forces”, The Military Technology, 1999,
Issue 10.
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2. The stage of full integration in NATO and E.U., envisioned the 2012
perspective, when the medium term goals were achieved for the transformation
process and the structures nominated in the „Force package" were put into operation;

3. The stage for the consolidation and harmonization within NATO and E.U.
concerns the period 2013-2015, when the long-term goals of the transformation
process will be achieved7.

The threshold of 90.000 people will allow the force categories and the other structures
to enter a future stage, after 2010-2012, in a new process of revision and adaptation to the
future security risks and threats, as well as the specific of the technological advancements,
which are envisaged to be performed after this period8.

3.Conclusion
The limit of work force number must ensure a balance between the forces assigned

for NATO and the generation and regeneration forces considering the goals, purposes,
missions, and resources.

The dimension of the human resources, assigned to the force structures of own army
under NATO command, for NATO, in development for NATO, for generation and
regeneration (non-commutable forces, with the purpose to replenish with personnel the
forces assigned for NATO), must be characterized by quality and not by quantity without
going under the minimum of forces necessary for national and collective defense according
to the provisions of „FORCE GOAL 2007”.
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Abstract:
The security of the European Union (EU) requires a holistic, strategic civil-military

vision that combines achievable means and ends.
Military defence is just a small part of the effort and military power should be

oriented to enforce wider security responsibilities.
The European Security Strategy (ESS) upon which this strategy is based is a pre-

strategic concept that must be converted into a mechanism that defines when, where, why
and how the European Union will act.

Such a strategic concept can generate the instrument that will weld all the EU’s
security tools (aid and development, prevention of strategic intrusion by terrorists, robust
policing and armed forces) into the single institutional framework that contemporary
security demands.

Key words: strategic concept, institutional framework, security demands.

1.Introduction
The Venusberg Strategy 2004 calls upon EU member-states to rapidly harden the

European Security Strategy into a European Strategic Concept, wich would represent a
new departure in transnational security thinking and organization.

European Security Strategy as a conceptual must be translated into security and
defence missions with a detailed military task list developed thereafter that would form the
basis for a strategic European Security and Defence Policy (ESDP).

The strategic ESDP military task list will provide the framework for European
force transformation, integration of European armed forces, planning for future missions,
equipment programmes and defence financing requirements.

As a long term provision, the EU should be in a position to undertake all ESS-type
missions at their most demanding by 2015.

2.ESDP Strategy
The security and defence missions implied in the European Security Strategy (ESS)

call for the development of a European Security and Defence Policy (ESDP) that carries
out a far broader range of missions than currently envisaged, over far greater distance, at
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potentially higher levels of conflict intensity and for longer periods. A strategic ESDP is
essential to the achievement of the ESS.

2.1 Objectives inside Strategic ESDP
1. Secure external borders of the EU and strengthened co-operation under the

Schengen Agreement.Political consolidation, due to EU enlargement and emerging threats.
2. The ESS must be rapidly consolidated into a European strategic concept that will

formalise when, why, where and how the EU will act.
3. Military missions requested by the ESS suggest the need for European armed

forces to operate at a large scale, possibly anywhere in the world.
4. An EU Security Council (EUSC) should be established incorporating the

Political and Security Committee (PSC) with main role to balance security with political
legitimacy. The EUSC would be responsible for both military and civilian security and in
time the defence of the Union. The EUSC will be co-chaired permanently by EU Foreign
and Security Ministers. During a crisis, the Council will retain overall strategic direction,
with control of EU operations under the EUSC. Military operational leadership will be the
responsibility of a trirectoire of Britain, France and Germany prior to the establishment of
an EU Permanent, Combined and Joint Headquarters (EUPCJHQ).

5. Create an EU Counter-Terrorism Co-ordinator, an EU Homeland Security
Agency (EUHSA) under the direct control of the EUSC and headed by a new EU Security
Minister. Inside EU Homeland Security Agency should be an EU Counter-Terrorism
Intelligence Agency (EUCTIA).

6. Creating a new common defence strategy to protect European critical
infrastructure (power, food, health, IT and transportation systems).

7. The missions in the ESS will require military task list of EU armed forces over
the next ten years.

8. Professionalisation of EU forces, together with the harmonisation of language,
training, exercising and doctrine.

2.2 NATO - EU relationship based on ESDP
The EU-NATO relationship must build through a strategic dialogue that confirms

the roles and functions of the two organisations, supported by political and operational
transparency to ensure effective cohesion and co-ordination. The commitment to create in
time an EU-NATO Operational Planning and Command Centre (EUNOPS) that would
eventually replace SHAPE would provide a focus for the strategic dialogue.

European forces must develop a degree of ‘co-operability’ with US armed forces,
with flexible command and control in order to provide European forces acces into US
networks.

A reformed NATO will remain platform for the projection of European, higher-
intensity military capability worldwide.

Senior officers of non-NATO, EU countries or countries that are not within the
integrated military structure (IMS) of the Alliance must be able to assume command of
EU-led operations using NATO assets. This reinforces the need for a strong EU planning
and command capability at SHAPE.

At the political level a reformed NATO will remain an important forum for
transatlantic policy co-ordination. The Alliance must also retain its Article 5 mission,
which because of American presence will be essential to prevent defence re-
nationalisation, particularly in Eastern Europe.
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A reformed NATO must also be re-structured to better enable it to manage the
consequences of inevitable and unavoidable differences in US and European strategic
perceptions and policy by bridging the gaps in force structure and capabilities that result
from such differing policy perceptions.

2.3 Capabilities required to fill gaps between the ESS and the ESDP
Strategic ESDP missions will be organised through coalitions, with EU assuming

responsibilities of a coalition leader.
The ESS must become the strategic benchmark for European defence planning.

Europeans must therefore use the ESS to close the gap between Europe’s strategic
environment and its security and defence capabilities.

Number of missions and tasks must be further widened.
Peacemaking and peacekeeping doctrine that provides a common base not just for

operations, but also other military software, such as training, and procurement.
The need for rapid and marked improvement in European military effectiveness

emphasises the need for a distinct European Force Transformation Concept that merges
some American-style concepts for electronically ‘joined up’ forces with European
experience.

A European Network Enabling Capability (ENEC) is needed to electronically
integrate European forces and improve both their strategic ‘eyes’ and ‘ears’. Such a
capability will need to be developed within the framework of a European Force
Transformation Concept tailored specifically to European needs. Necessarily, European
forces will operate at lower levels of situational awareness and with forces less networked
than their American counterparts.

The ENEC will enable linkages between European forces rather than provide a
single advanced network. In this respect, the ENEC would need to be developed in parallel
with a specifically European interoperability concept to ensure European interoperability
dominance over all operations likely to be generated by the European Security Strategy.

Europeans must press the United States to consider new thinking on traditional
peacekeeping and new warfighting/peacemaking transitional conflict evident in Iraq in its
transformation concept.

As EU forces find themselves deployed on ever higher intensity missions, planning
and command of flexible coalitions will need to be formalised. The robust development of
EU planning and command cells at both SHAPE and the EU Military Staff (EUMS) into
NATO-compatible headquarters will ensure autonomous EU control over medium to high-
intensity operations.

European strategic self-confidence will only be realised when Europe has sufficient
strategic eyes and ears. Europeans will only act promptly and in a determined manner
when they are sure that they control both the quality and flow of strategic intelligence.
Some duplication with US and NATO assets and capabilities is both essential and
unavoidable.

To problems associated with the generation and management of variable coalitions
undertaking variable ESS-missions, the EU needs its own EU Force Generation Database
(EUFGD) of available forces. Such a database will support what in time will become an
EU Permanent Combined and Joint Headquarters (EUPCJHQ).

The EU Force Generation Database will need to include those forces on non-EU
member-states allocated (or that could be allocated) through the Committee of
Contributors system.
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A particularly important role for EUPCJHQ will be to familiarise officers from non
EU-NATO members and non-EU partner states with EU multinational coalition operations
at all levels of intensity.

In spite of the differences that emerged in 2003 there is no point in the EU
developing entirely new warfighting doctrine and methods of co-operability and
interoperability at higher levels of mission intensity that would reduce the ability of EU
forces to work with US armed forces. That is unless US force transformation leaves
Europeans with no other option.

The European Rapid Reaction Force (ERRF) and the NATO Response Force
(NRF) must be developed in parallel so that they are interchangeable at different levels of
conflict intensity. Each force must be designed to augment and/or follow-on the other if
overall command between the EU and NATO changes during a crisis.

In the interim between EU coalition management and defence integration the
military leadership by the major Europeans will be essential. Smaller states must become
specialised and organized around an autonomous EU planning and command capability.

Given the extensive military infrastructure autonomous high-end capabilities
require (and prior to the establishment of EUNOPS), Europeans should work through
SHAPE to ensure escalation dominance over military operations involving complex
European coalitions engaged on medium to high intensity operations. For less robust
operations they can rely on national headquarters of the larger European states and in time
the EUPCJHQ.

The ESS implies the need for an EU Strategic Defence Planning Concept
(EUSDPC) essential for the harmonisation and co-ordination of the defence planning
cycles of EU member-states based upon the elaborated military task list of the ESS.

A limited European C4ISR capability will be required to support the European
Network Enabling Concept. The inclusion of the European C4ISR network into the EU-
NATO Operational Planning and Command Centre (that would be physically located at
SHAPE in Mons, Belgium) would enhance the Union’s political and operational autonomy
and ensure transparency between the two organisations.

In addition to limited strategic intelligence satellites and other air-breathing systems
(such as global reach unmanned aerial vehicles (UAVs)), advanced communications and
effective ground surveillance (C4ISR), EU forces need effective suppression of enemy air
defences (SEAD), offensive electronic warfare (OEW) capabilities, fast strategic lift (air
and sea), force protection capabilities, and precision-guided munitions (PGMs). The
European Capabilities Action Plan (ECAP) and the Prague Capabilities Commitments
must be harmonised, co-ordinated and strengthened to ensure fulfilment of vital capability
goals.

Europeans need to enhance battlefield intelligence using Unmanned Aerial
Vehicles, improved identification of friend or foe (IFF) through improved digitised radar
surveillance of the battlespace and personalised advanced surveillance technologies for
individual combat troops. Such capabilities should be included within an ECAP re-
configured to meet the needs of a strategic ESDP.

Despite of the fact that European Special Forces have proved themselves
particularly effective and adaptable, their training and doctrine makes it difficult for them
to operate effectively with each other. A combined EU-NATO Special Forces Training
Concept and Programme would significantly enhance their ability to operate together.

Combat troops do not make good police officers. Gendarmerie, Guardia Civil and
Carabinieri-type forces that can bridge the gap between combat soldiering and policing
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will be essential for the reconstruction of societies in the immediate post-conflict phase and
the re-establishment of norms of civil society. The French proposal to establish a European
Gendarmerie Force is therefore to be welcomed and strengthened. The EU needs a force of
at least 10,000 ‘European Gendarmes’ directly answerable to it.

The EU must also develop specialists in the reconstruction of infrastructure, such as
sewage systems, electrical and water supply, health services, as well as better co-ordinated
policy and implementation with non-governmental organisations (NGOs). It must be
integrated into overall EU civil-military crisis management planning and co-ordinated
through the EU crisis management system.

The needs of the EU as a holistic security actor will highlight the vital contribution
made by the European Commission as a channel for what are essentially civilian skills and
capabilities into overall crisis management planning and implementation.

2.4 Support for Strategic ESDP
The EU Satellite Interpretation Centre at Torrejon will become an invaluable

support for the command chain. In the interim greater utilisation of open and commercial
information sources, particularly in support of lower intensity peace operations, need to be
explored. Civilian technology is available, advanced and flexible.

Europe’s developing high-speed rail network must be better employed to move EU
forces rapidly in support of EU operations, either adjacent to a theatre (such as the Adriatic
coast of Italy) or to a port (UK forces from southern England to Marseilles, for example).

The EU must also explore the feasibility of legally requisitioning ships of member-
states for service during a time of crisis by adapting European law to enable the use of
ships under flag to EU member-states.

An EU Joint Intelligence Committee (EJIC) working directly into the office of the
EU Security Minister will help to co-ordinate and safeguard shared intelligence, staffed by
national intelligence officers who will process and evaluate raw intelligence, supported by
national intelligence agencies.

In time the proposed European Security and Defence College (ESDC) will be the
logical place to develop command language, doctrine and training expertise and
harmonization. In the interim existing national resources should be harmonized and co-
ordinated.

The political base of any European force is essential, because it is vital that a strong
constituency of European public opinion supports both the concept of European defence
and the operations implied by the ESS.

A parallel public information campaign is needed that both informs and involves
European public opinion. It is inconceivable that a strategic ESDP can develop without the
active support and commitment of European citizens.

The nature of contemporary security also raises fears about excessive intrusion by
security agencies, a degree of which is inevitable in an age of strategic terror. Protection
against overintrusion would be improved by the appointment of a European Security
Ombudsman closely linked to the European Court of Justice (ECJ).

Use of the wider academic and policy community is critical to effective strategic
clarity and planning. EU agencies such as the EU Institute for Security Studies (EUISS)
must be more closely involved with longer-term forecasting in support of the Policy
Planning Unit of the Council Secretariat. In particular, EUISS should act as a focal point
for the better use of Europe’s academic community in support of EU security planning.
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3. ESDP Strategy Major Requirements
Once a European strategic concept is in place and it becomes clear what will be

expected of European forces, European defence procurement will need to become more
like that of a single state, in which the only debate that matters is that between strategy and
the needs of Europe’s land, sea and air forces.

The European common defence market, supported by a common Research &
Technology budget and co-ordinated through a strong European Defence Agency (EDA)
would undoubtedly improve cost-effectiveness for European armed forces undergoing
transformation.

The need for a single European defence market is self-evident. If the US follows a
‘Buy American First’ strategy, the EU must adopt a ‘Buy European First’ strategy to
safeguard procurement for European armed forces. Securing Europe’s autonomous supply
of advanced military technology and equipment (and its re-supply) is a pre-requisite for a
strategic ESDP. However, it may be cheaper on occasions to buy American, particularly if
they alone have the technology required.

In the longer run the EU will need a strategic EU Defence Research and
Technology Development Fund (EUDRTDF) for the development of ‘big ticket’ common
security and defence items.

The European Defence Agency must prompt member-states to better promote
convergence of military requirements to complex approach to armaments co-operation. A
first step will be to provide an easier and more effective transfer of defence technology and
equipment between EU member-states, as well as the exchange of sensitive information
and technologies, joint research and development.

For the EU to develop forces able to fulfil ESS-type missions will require that all
EU memberstates spend a minimum of 2% GDP per annum on defence. At least 10% of
respective national defence budgets must be earmarked for transformation projects.

European governments will only overcome the ever increasing unit cost of
equipment, research and development associated with the digitisation of future conflict and
the switch from platforms to systems essential to transformation through significant,
pooled defence financing.

Whilst modest real increases in European defence budgets are essential, existing
defence resources must be used more effectively. Too many defence resources are wasted
through duplicated infrastructure, redundant fixed assets and duplication of effort in non-
essential areas.

A Defence Business Affairs Programme (DBAP) would transfer best practice from
the commercial sector, including the use of commercial techniques, such as outsourcing of
non-core activities, leasing of equipment and just-in-time/focused logistics. Such an
approach would build on experience gained around Europe in smart procurement and
financing programmes.

A new analysis of defence financing techniques is required. Too many programmes
are cut or shelved because a significant portion of the life-cycle cost of assets and
capabilities comes in the R&D and production phases occur at the beginning. Spreading
cost across the life-cycle is essential.

4.Conclusion
This is a very short roll on of main points that are inserted in a ESDP strategy and

some principles identified inside. I cannot express my comprehensive understanding of
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what and how is suppose to run the whole process due to uncertainty of the entire
environment.

Whatever, the role and ambition of the European Union in the very sensitive field of
security and defence should be transformed, reformed and advanced. Decisions taken now
by the memberstates over the future role of the EU as a security and defence main player
will have an impact not just on the European order, but also on the global order.

Given by the complexity and uncertainty of not only the Europe but also the global
security environment, the role that EU is trying to achieve in the security and defence
domain related to all members could be unreacheable on some main points. A real short
terms analisys could reveal that is a non passing challenge to implement a real
interoperability and a full compatibility between well developed nations from western
Europe and East European nations, due to existence of a huge technological and
economical gaps.

From this point of view, is more than clearly that at this moment, related to the
ESDP required tasks, we cannot express that all nations could act in the same manner. It is
necessary a well establish long term effort for these nations beside and with support from
main pillars of Europe in order to reach at least minimum level of compatibility.
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The roots of Crew Resource Management training in the United States are usually
traced back to a workshop, Resource Management on the Flightdeck sponsored by the
National Aeronautics and Space Administration in 1979. This conference was the outgrowth
of NASA research into the causes of air transport accidents. The research presented at this
meeting identified the human error aspects of the majority of air crashes as failures of
interpersonal communications, decision making, and leadership. At this meeting, the label
Cockpit Resource Management (CRM) was applied to the process of training crews to reduce
“pilot error” by making better use of the human resources on the flight deck. Many of the air
carriers represented at this meeting left it committed to developing new training programs to
enhance the interpersonal aspects of flight operations. Since that time CRM training programs
have proliferated in the United States and around the world. Approaches to CRM have also
evolved in the years since the NASA meeting. The focus of this paper is on the generations of
CRM training that reflect this evolution and on the problems that have been encountered in
changing the attitudes and behavior of flight crews. CRM training in the military has followed
its own path of growth and evolution and will not be addressed here.

Cap.1 COCKPIT RESOURCE MANAGEMENT

We use the term ‘evolution’ in describing the changes in CRM over the last two
decades. Evolution, as formally defined refers to the process of growth and development, a
description that aptly fits CRM. Similarly, the very different content and foci of programs
called CRM justifies defining them in terms of generations (although temporally a CRM
generation is closer to that of the Drosophila than the human). Our focus is on the most recent
approaches to CRM training. Early generations are described briefly to show their context and
emphases.

1.1  First generation cockpit resource management
The first comprehensive U.S. CRM program was initiated by United Airlines in 1981.

The training was developed with the aid of consultants who had developed training programs
for corporations trying to enhance managerial effectiveness. The United program was
modeled closely on a form of training called the ‘Managerial Grid’ developed by
psychologists Robert Blake and Jane Mouton (Blake & Mouton, 1964). The training was
conducted in an intensive seminar setting and included participants’ diagnoses of their own
managerial style. Other airline programs in this era also drew heavily on management training
approaches. These programs emphasized changing individual styles and correcting
deficiencies in individual behavior such as a lack of assertiveness by juniors and authoritarian
behavior by captains. Supporting this emphasis, the National Transportation Safety Board had
singled out the captain’s failure to accept input from junior crewmembers and a lack of
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assertiveness by the flight engineer as causal factors in a United Airlines crash in 1978. First
generation courses were psychological in nature, with a heavy focus on psychological testing
and general concepts such as leadership. They advocated general strategies of interpersonal
behavior without providing clear definitions of appropriate behavior in the cockpit. Many
employed games and exercises unrelated to aviation to illustrate concepts.3 It was also
recognized that CRM training should not be a single experience in a pilot’s career and annual
recurrent training in CRM became part of the program. In addition to classroom training,
some programs also included full mission simulator training (Line Oriented Flight Training)
where crews could practice interpersonal skills without jeopardy. However, despite overall
acceptance, many of these courses encountered resistance from some pilots, who denounced
them as “charm school” or attempts to manipulate their personalities.

1.2  Second generation crew resource management
NASA held another workshop for the industry in 1986. By this time a growing number

of airlines in the U.S. and around the world had initiated CRM training and many reported on
their programs. One of the conclusions drawn by working groups at the meeting was that
explicit (or stand alone) CRM training would ultimately disappear as a separate component of
training when it became imbedded in the fabric of flight training and flight operations.

At the same time, a new generation of CRM courses was beginning to emerge.
Accompanying a change in the emphasis of training to focus on cockpit group dynamics was
a change in name from Cockpit to Crew Resource Management. The new courses, typified by
the program developed by Delta Airlines dealt with more specific aviation concepts related to
flight operations and became more modular as well as more team oriented in nature. Basic
training conducted in intensive seminars included concepts such as team building, briefing
strategies, situation awareness and stress management. Specific modules addressed decision
making strategies the courses still relied on exercises unrelated to aviation to demonstrate
concepts. Participant acceptance of these courses was generally greater than that of the first
generation, but criticisms that the training was heavily laced with “psycho-babble” continued
(for example, the notion of ‘synergy’ in group dynamics was often condemned by participants
as representative of irrelevant jargon). Second generation courses continue to be used in the
U.S. and other parts of the world.

1.3  Third generation CRM - broadening the scope
In the early 1990s, CRM training began to proceed down multiple paths. Training

began to reflect characteristics of the aviation system in which crews must function, including
the multiple input factors such as organizational culture that determine safety. At the same
time, efforts began to integrate CRM with technical training and to focus on specific skills
and behaviors that pilots could use to function more effectively. Several airlines began to
include modules addressing CRM issues in the use of flightdeck automation. Programs also
began to address the recognition and assessment of human factors issues.4 Accompanying this
was the initiation of advanced training in CRM for check airmen and others responsible for
training, reinforcement, and evaluation of technical and human factors.

Accompanying this greater specificity in training for flight crews, CRM began to be
extended to other groups within airlines such as flight attendants, dispatchers, and
maintenance personnel. Many airlines began to conduct joint cockpit-cabin CRM training. A
number of carriers also developed specialized CRM training for new captains to focus on the
leadership role that accompanies command.

While third generation courses filled a recognized need to extend the concept of the
flight crew, they may also have had the unintended consequence of diluting the original focus
on the reduction of human error.
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1.4 Fourth generation CRM – integration and proceduralization
The Federal Aviation Administration introduced a major change in the training and

qualification of flight crews in 1990 with the initiation of its Advanced Qualification
Program. AQP is a voluntary program that allows air carriers to develop innovative training
that fits the needs of the specific organization. In exchange for this greater flexibility in
training, carriers are required to provide both CRM and LOFT for all flight crews and to
integrate CRM concepts into technical training. Most of the major U.S. airlines and several
regional carriers are transitioning into AQP from the older model expressed in Federal
Aviation Regulations, Parts 121 and 135. To complete the shift to AQP, carriers are required
to complete detailed analyses of training requirements for each aircraft and to develop
programs that address the human factors (CRM) issues in each aspect of training. In addition,
special training for those charged with certification of crews and formal evaluation of crews
in full mission simulation is required (Line Operational Evaluation or LOE).

As part of the integration of CRM, several airlines have begun to proceduralize the
concepts involved by adding specific behaviors to their checklists. The goal is to ensure that
decisions and actions are informed by consideration of “bottom lines” and that the basics of
CRM are observed, particularly in non-standard situations.

On the surface, the fourth generation of CRM would seem to solve the problems of
human error by making CRM an integral part of all flight training. It would also appear that
the goal of making explicit CRM training “go away” is starting to be realized. Although
empirical data are not yet available, there is general consensus among U.S. airlines that the
AQP approach yields improvements in the training and qualification of flight crews.
However, the situation is more complex and the resolution not so straightforward. Before
considering the latest iteration of CRM, it may be valuable at this point to pause and examine
what has been accomplished in the past two decades of CRM training.

Cap. 2 SUCCESSES AND FAILURES OF CRM TRAINING

2.1 Validation of CRM
The fundamental question of whether CRM training can fulfill its purposes of

increasing the safety and efficiency of flight does not have a simple answer. The most obvious
validation criterion, the accident rate per million flights, cannot be used. Because the overall
accident rate is so low and training programs so variable, it will never be possible to draw
strong conclusions about the impact of training during a finite period of time. Reports of
incidents that do not result in accidents are another candidate criterion measure. However,
incident reporting is voluntary and one cannot know the true base rate of occurrences, which
is necessary for validation. We will discuss new developments in incident reporting later.

The two most accessible and logical criteria are behavior on the flightdeck and
attitudes showing acceptance or rejection of CRM concepts. Formal evaluation during full
mission simulation (LOE) is a start. However, the fact that crews can demonstrate effective
crew coordination while being assessed under jeopardy conditions does not mean that they
practice these concepts during normal line operations. We feel that the most useful data can
be obtained from line audits where crews are observed under non-jeopardy conditions.

Data from such audits has demonstrated that CRM training that includes LOFT and
recurrent training does produce desired changes in behavior. This finding is congruent with
participant evaluations of training. Crews completing course evaluations report that it is
effective and important training.

Attitudes are another indicator of effect as they reflect the cognitive aspects of the
concepts espoused in training. While attitudes are not perfect predictors of behavior, it is a
truism that those whose attitudes show rejection of CRM are unlikely to follow its precepts
behaviorally. The attitudes that have been measured to assess the impact of CRM were ones

 232



THE EVOLUTION OF CREW RESOURCE MANAGEMENT

identified as playing a role in air accidents and incidents. Data from a number of
organizations show that attitudes about flightdeck management also change in a positive
direction.

2.2 CRM does not reach everyone
From the earliest courses to the present, a small subset of pilots have rejected the

concepts of CRM. These CRM failures are found in every airline and are known to their peers
and to management. Any chief pilot can identify these individuals, who have come to be
known by a variety of names – Boomerangs, Cowboys, and Drongos to mention a few.
Efforts at remedial training for these pilots have not proved particularly effective.

While CRM is endorsed by the majority of pilots, not all of its precepts have moved
from the classroom to the line. For example, a number of airlines have introduced CRM
modules to address the use of cockpit automation. This training advocates verification and
acknowledgment of programming changes and switching to manual flight rather than
reprogramming Flight Management Computers in high workload situations or congested
airspace. However, a significant percentage of pilots observed in line operations fail to follow
these precepts.

2.3 Acceptance of basic concepts may decay over time
We have surveyed pilots in a number of organizations several years after they received

initial CRM training. A disturbing finding from this research is a slippage in acceptance of
basic concepts, even with recurrent

The reasons for the decay in attitudes are not immediately apparent, but it is possible
to speculate about likely causes. One candidate is a lack of management support for CRM and
a failure by evaluators such as line check airmen to reinforce its practice. Another is the
broadening of training to include flight attendants and other personnel, because a program
stretched to fit all groups may lack the specificity needed to change behavior.

As training has evolved from one generation to the next, the original, implicit goal of
managing error may have become lost. Proceduralizing CRM (that is, formally mandating the
practice of CRM precepts) might also obscure the purpose of the behavior.

Support for this view comes from informal interviews of crews asked “What is
CRM?” A typical response is “Training to make us work together better.” While this is
certainly true, it only represents part of the story. It seems that in the process of teaching
people how to work together we may have lost sight of why working together well is
important. The overarching rationale for CRM, reducing the frequency and severity of errors
that are crew-based has been lost.

2.4 CRM did not export well
As first and second generation CRM training programs began to proliferate, many

airlines in the U.S. and around the world began to purchase courses from other airlines or
training organizations. Even in the U.S., courses imported from other organizations had less
impact than those that were developed to reflect the organizational culture and operational
issues of the receiving carrier. The situation was much worse when training from the U.S. was
delivered in other nations. In many cases, the concepts presented were incongruent with the
national culture of the pilots.

The Dutch scientist, Geert Hofstede has defined dimensions of national culture,
several of which are relevant to the acceptance of CRM training. High Power Distance
cultures, such as China and many Latin American countries, stress the absolute authority of
leaders. Subordinates in these cultures are reluctant to question the decisions and actions of
their superiors because they do not want to show disrespect. Exhortations to junior
crewmembers to be more assertive in questioning their captains may fall on deaf ears in these
cultures.
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Many cultures which are high in Power Distance are also collectivist. In collectivist
cultures where emphasis is on interdependence and priority for group goals, the concept of
teamwork and training which stresses the need for effective group behavior may be readily
accepted. In contrast, highly individualistic cultures such as the U.S. stress independence from
the group and priority for personal goals. Individualists may cling to the stereotype of the lone
pilot braving the elements and be less attuned to the group aspects of flightdeck management.
A third dimension, Uncertainty Avoidance, refers to the need for rule-governed behavior and
clearly defined procedures (Merritt, 1996). High Uncertainty Avoidance cultures such as
Greece, Korea, and many Latin American countries, may be much more accepting of CRM
concepts that are defined in terms of required behaviors. The U.S. is low in Uncertainty
Avoidance, which is reflected operationally in greater behavioral flexibility, but also weaker
adherence to Standard Operating Procedures.

Management of cockpit automation is also influenced by national culture. Pilots from
high Power distance and/or Uncertainty Avoidance cultures show more unquestioning usage
of automation while those from cultures low in Power Distance and/or Uncertainty Avoidance
show a greater willingness to disengage. The low Uncertainty Avoidance of U.S. pilots may
account, in part, for frequent failure to complete checklists and the imperfect acceptance of
proceduralized CRM in this country.

There is a growing trend for carriers outside the U.S. to include national culture as part
of CRM training and to customize their programs to achieve harmony with their own culture.
This is an important development that should enhance the impact of CRM in those
organizations. Malaysian Airlines, for example, has made national culture a part of its
program.

Considering both the observed limitations of CRM in the United States and the
differing reactions to the training in other cultures, let us now turn to the fifth generation of
CRM training --one which we believe addresses the shortcomings of earlier training
approaches.

Cap. 3 FIFTH GENERATION CRM – SEARCH FOR A
UNIVERSAL RATIONALE

We have been searching for a rationale for CRM training that could be endorsed by
pilots of all nations--including the Drongos. Returning to the original concept of CRM as a
way to avoid error, we concluded that the overarching justification for CRM should be error
management. In reaching this position, we were much influenced by the work of Professor
James Reason. While human error was the original impetus for even the first generation of
CRM, the realization and communication of this was imperfect. Even when the training
advocated specific behaviors, the reason for utilizing them was not always explicit. What we
advocate is a more sharply defined justification that is accompanied by proactive
organizational support.

CRM as error management. Underlying the fifth generation of CRM is the premise
that human error is ubiquitous and inevitable--and a valuable source of information. If error is
inevitable, CRM can be seen as a set of error countermeasures with three lines of defense. The
first, naturally, is the avoidance of error. The second is trapping incipient errors before they
are committed. The third and last is mitigating the consequences of those errors which occur
and are not trapped.
The same set of CRM countermeasures apply to each situation, the difference being in the
time of detection. For example, consider an advanced technology aircraft which experiences a
controlled flight into terrain (CFIT) because an improper waypoint is entered into the Flight
Management Computer (FMC). A careful briefing on approach procedures and possible
pitfalls, combined with communication and verification of FMC entries would probably avoid
the error. Cross-checking entries before execution and monitoring of position should trap
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erroneous entries. Finally, as the last defense, inquiry and monitoring of the position should
result in mitigating the consequences of an erroneously executed command before CFIT.

To gain acceptance of the error management approach, organizations must
communicate their formal understanding that errors will occur, and should adopt a non-
punitive approach to error. (This does not imply that any organization should accept willful
violation of its rules or procedures.) In addition to normalizing error, organizations need to
take steps to identify the nature and sources of error in their operations. The U.S. Federal
Aviation Administration has announced a new initiative, Aviation Safety Action Programs, to
encourage incident reporting within organizations to deal with safety issues proactively. For
example, American Airlines is participating in the program with the cooperation of the pilots’
union and the FAA. This confidential, non-jeopardy reporting system allows pilots to report
safety concerns and errors. The program has proved to be a resounding success, with nearly
six thousand reports received in a two year period. Data generated by this system allow the
company to take steps to prevent or minimize the recurrence of incidents.

Cap. 4 TRAP ERROR AVOID ERROR MITIGATE
CONSEQUENCES OF ERROR

Considerations for fifth generation CRM. Instruction in the fifth generation has at its
aim the normalization of error and the development of strategies for managing error. Its basis
should be formal instruction in the limitations of human performance. This includes
communicating the nature of cognitive errors and slips as well as empirical findings
demonstrating the deleterious effects of stressors such as fatigue, work overload, and
emergencies. These topics, of course, require formal instruction, indicating that CRM should
continue to have its own place in initial and recurrent training. These can be dramatically
illustrated with examples from accidents and incidents where human error played a causal
role. Indeed, the analysis of human performance is common to all generations of CRM
training. We would argue, however, that even more powerful learning may result from the use
of positive examples of how errors are detected and managed.

Pilots from all regions of the world have been found to hold unrealistic attitudes about
the effects of stressors on their performance the majority feel, for example, that a truly
professional pilot can leave personal problems behind while flying and that their decision
making ability is the same in emergencies and normal operations.

 This attitude of personal invulnerability is a negative component of the professional
culture of pilots and physicians. Training that demonstrates that these are erroneous or over-
confident beliefs and that every individual is subject to stress can foster more realistic
attitudes by reducing the onus attached to personal vulnerability. In turn, pilots who recognize
the performance degradation associated with stress should more readily embrace CRM
training as an essential countermeasure.
In theory, the error management approach should provide a more compelling justification for
CRM and human factors training, but the impact remains to be evaluated empirically.
Continental Airlines has refocused both the basic awareness and recurrent components of
CRM as error management. As part of their commitment to this approach, all pilots were
given the new basic course. Data on the outcomes of this program should help determine the
effectiveness of the fifth generation approach. At the same time that error management
became the primary focus of CRM training, Continental introduced a new program to train
instructors and evaluators in the recognition and reinforcement of error management. This
training stresses the fact that effective error management is the hallmark of effective crew
performance and the well-managed errors are indicators of effective performance.

As part of our development of strategies for using the line audit as an organizational
assessment strategy, we have modified the Line/LOS Checklist, which is used to measure
team performance to include data on error types and error management. In preliminary
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observations at a U.S. airline, we found that observers could readily identify errors, their
sources, and management strategies. Examples were found of errors avoided, errors trapped,
and errors mitigated. Instances of errors never detected by crews and errors whose
consequences were exacerbated by crew action were also found. We feel that a focus on error
management both in LOFT and in line checking can provide valuable feedback and
reinforcement for crews.

Cap. 5 HOW DOES ERROR MANAGEMENT CRM RELATE TO
EARLIER GENERATIONS?

Fifth generation CRM is compatible with earlier generations. Special training in the
use of automation and the leadership role of captains as highlighted in the third generation can
be neatly subsumed under this model. The error management approach should strengthen the
AQP approach to training by providing an all-important demonstration of the reasons for
stressing CRM in all aspects of flight training. In the same vein, the integration of CRM into
technical training and the procedural of CRM also fit under this umbrella, and are likely to be
better understood and accepted when the goals are clearly defined and organizationally
endorsed. Pilots should also be better able to develop effective strategies for error
management in situations where procedures are lacking and provide a focal point for CRM
skills which are not amenable to proceduralization.

Training modules such as situation awareness and the nature and importance of
briefings can be seen as basic error management techniques. Similarly, joint training of cabin
and cockpit crews can be seen as extending the scope of error management to all employees
in a safety culture. Finally, clarification of the basic goals of CRM training may be the best
way to reach the Drongos who should find it difficult to deny the importance of error
management.

CONCLUSSIONS

CRM is not and never will be the mechanism to eliminate error and assure safety in a
high risk endeavor such as aviation. Error is an inevitable result of the natural limitations of
human performance and the function of complex systems. CRM is one of an array of tools
that organizations can use to manage error.

The safety of operations is influenced by professional, organizational, and national
cultures and safety requires focusing each of these toward an organizational safety culture that
deals with errors non-punitively and proactively. When CRM is viewed in the context of the
aviation system, its contributions and limitations can be understood. What we do know is that
the rationale for human factors training is as strong now as it was when the term CRM was
first coined.
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Time dimensioning, the essential factor regarding preparement
and conducting military actions

Regarding time in modern warfare, many theories and points of view are differently

stated relating temporal dimension influence on military actions. There are some theories

which deny time’s natural influence over military actions, emphasizing   the subjective

factor role and conferring the capacity to „break any time barrier”. Modern materialization

of this theory was represented by „lightning war”.  Opposite to those are the fatalist

conceptions which deny the possibility to intervene in one way or another over

preparement and development of a battle in time.

Lately, armed conflict, influenced more and more by time dimension pressure,

targets the following: time saving, reducing and gaining time. We can say that we are

actually facing a temporal rationing of battle preparement and development that is a major

requirement of any modern armed conflict.

Calculating military action duration becomes an issue with numerous implications

regarding time problem. Time calculation notion refers in our analysis to calculating the

duration of an action and consequently of its phases.

Action duration is calculated in relation to its quality and quantity aspects. Armed

conflict will severely modify the ratio between quality and quantity parts of action. In the

context of a military action each consumed phase will generate time recalculation for the

following phases. This concept is determined by the fact that through shortage, quantity

and quality of the component elements are diminished, and to gain the purpose, time

duration will increase even though the consumed part during combat action is replaced.

Thus, the action time will be different from the previous calculated one

During military action planning phase, we have two categories of time, as follows:
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a) a real, physic, astronomic, objective in which operations for the next action

calculation are conducted.

b) a mathematical time, theoretic or a sort of „alter ego” of the practical action

time, which greatly depends on the decisive subjective factor and on the

conditions of the war situation.

The agent’s time distortion does not appear with the mathematical time but with the

time calculated for the future action. The decisive factor (the commander) is not under the

influence of the physical time that is of the time when he carries out the operations for the

future action but, on the contrary, he is subjected to mathematical time tension.  His

temporal difficulty regards a time that is to come and not a present moment. He is under

the pressure of a temporal projection and not under the pressure of the real time

consumption.

The decisive factor is somehow relaxed regarding the real time destined for the

organization of a future action, whereas towards the time calculated for a future action he

feels tormented and in a continuous stress.

Going back to time problem and to its estimation for a future military action, there

must be considered the following time categories:

a) time used to prepare the actions for itself which we call time frame or impersonal

time.

b) calculated time = linear time, horizontal, defined as the precise duration of an

event. It doesn’t have a precise reference just the practical action which will follow.

We name this kind of time pre action time or theoretical time.

c) action time or practical action time–is the precise expression of tempos and action

succession and it measures the authentically duration of time.

Considering the calculation of military action, a lot of difficulties might appear. The

greater difficulty is caused by the informational quantum which the decision factor has

regarding the enemy. This quantum is frequently very low, as percentage and precision.

Another difficulty considering time calculation and action duration is the result of lack of

information regarding time perception by own troops.  This kind of aspect should not be

neglected. That kind of invisible factor, but with such a powerful influence over action

efficiency is directly linked to troops’ morale, their combat experience and psychological-

somatic skills.

To calculate as precisely as possible the necessary time for a military action, a lot of

factors should be considered, among them action tempo.
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Regarding social tempos, those can be modified by human intervention, but their

temporal measure is done in relation to a precisely calculated time.

This happens with combat actions tempos. Those can be modified and consequently

time is changing. However, neither time origins nor time dimension in hours, minutes,

seconds is canceled.

In combat actions we can face three types of movement and tempos. Through  its

nature, every military action includes all those three categories: assets movement, quantity

movements which consist in different intensities of battle, in gaining phase lines and

quality movements, that is the beginning, conducting and ending of action (its duration ).

Each action tempos are generated by at least three factors: troops and equipment

quality, rational quantum invested in that certain operation and risk factors as specific

permanent presence on battlefield.

As a general rule, general tempo of military operation is provided by the sum of

partial tempos that are present in that specific operation, but, at the general calculation of

time another issue must not be neglected: systemic character of action. Human action must

not be seen as a succession of events, but, primarily as a self-adjusting system, as all socio-

human systems. Thus, in such systems, a general calculation of a military action has to

consider at least three different times:

a) human factor time;

b) material factor time;

c) time as a result of those two factors interaction.

Theater of operation and its temporal features
Theater of operation as a support of military actions with extension to all known

environments will continue to play a key factor in organizing and conducting combat

specific actions.  The natural elements will continue to play an important part but will no

longer constitute decisive factors that greatly influence the actions; time dimension, the

distance between the units’ assigned areas, the forms and the combat procedures adopted.

The modified relation between the conditions of the theatre of operations and the

temporal dimension of actions in itself is given by the fundamental change between space

and time –time that is a consequence of the techno-scientific evolution and of the

introduction of weaponry and intelligent ammunition that are able to avoid natural

obstacles.

 240



TIME DIMENSION, THE ESSENTIAL FACTOR REGARDING
PREPAREMENT AND CONDUCTING MILITARY ACTIONS

The violent means of conducting military operations have evolved from physical

vectors (projectile, rockets and bombs) to energetic vectors (pulses, pulse vectors, focused

energetic rays)etc.

In conclusion, we can safely say that the speed reaction of the weaponry systems,

unimaginable before, lead to the annulment of the physical distances and to the reduction

of time, to values measured in minutes, seconds or fractions of seconds. This evolution of

the elements specific for the escalation of actions will undoubtly determine a globalization

of theaters of operations, simultaneously with a fragmentation of conflicts , specific for

each zone, region, in accordance with security environment evolution. This globalization

cannot be imagined without existence of a complex cosmic infrastructure which together

constitutes C4I2SR system.

Intelligent assets, gradually will take over human physical activity. Thus, military

action conducting procedures will change, and also tempo and intensity, phases and

mission duration.

Tactical conflict level success key factors, where fighter is directly involved are

quick intervention on limited objectives, successive operations  on land, air , sea and

cosmic space; widely use of diversion, subversion, military cunning, terrorism and

deception. All those mutations will have major influence over military operation temporal

dimension.

Analyses and evaluation of lately armed conflicts reveals the increase of complex

feature of military operations, highlighting the transition from limited combat types to

complex ones, combined and organic integrated (frequently a combat type can turn into

another).

To be more convincing I present you some features of military operations

conducted on theaters of operations and tendencies which reveals for the future:

 fast development of some infrastructure elements or inappropriate assets of

TO , to create a potential favorable state for military operations and to

provide security  and deployment anywhere in short time in accordance with

global security environment evolution; rational usage (as long as

necessarily) of assets assigned for objectives;

 military structures, disregard their category of forces origin , has gain a

greater  action autonomy imposing on the battle field through fast, decisive,

dynamic and maneuver actions.
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Abstract:
Nowadays it is increasingly difficult to start a family and is much harder to maintain it unity. The same

thing happens in the military families. For them it is harder to maintain a family relationship given the
vicissitudes of military service and that he is forced to move out from a garrison to another according with the
army needs and their desire to accede to a military career.

National authorities in general and MoND in particular through its HRM structures are concerned with
supporting military personnel for accomplish functional duties and accession to military career, also they are
concerned to ensure a favorable climate for family development . In this paper I conducted analyze regarding the
ways of support implemented by authorities, I identified certain deficiencies and I presented some solutions to
improve the military environment.

In a rapidly changing society with ups and downs, a teenager who decides to pursue a military career
will be able to found a family and ensure her stability?

Key words: military career, family stability, rights, improvement.

1.Introduction
According to studies, as a culture to withstand more than 25 years, the rate of births

per family must be at least 2.11. If this percentage is lower, the culture is declining. At a rate
of 1.3 is impossible to preserve this cultural process, since it would take 80-100 years to be
preserved and because there is no economic model to support culture in this period. When a
population is in decline, the culture is also in similar process. Any civilization that no longer
bear children, is condemned to subordination first, and then to death [1].

According to statistics provided by Wikipedia, in Romania occurring 1.35 births per
woman, which leads Romania among the countries with populations undergoing extinction.

On the other hand as stated in Civil Code, "The family is entitled to protection by
society and the State. The state is obliged to support, through the economic and social
measures, the marriage and family development and consolidation" [2].

In any country the family is a pillar of society, and based on which a nation is built.
The subject of this paper is to make a review of the ways in which the Ministry of

National Defense (MoND), like a part of National Authorities (the State) applied 'the State
principle' regarding family, and how the MoND Structures involved in human resources
management, manage the career of military personnel in order to preserve the family stability.

2.Military Career - Overview
In Romania, the access to the military profession and further developments on military

hierarchy are based on which are stipulated in the law. For the principles and rules

 242



MILITARY CAREER VS FAMILY STABILITY

application, the military staff of the MoND developed a Military Career Guide subject of
Government approval.

Military career in the MoND activity represents the sequence of positions occupied by
the officers, and NCOs, relative to general and specialized knowledge, cognitive abilities,
general and specialized skills acquired at the entrance to the military and transition reserve or
withdrawal / termination of service.[3]

Active military personnel hereinafter military, represents Romanian citizens with
residence in Romania, who were granted the rank of officer or NCO, according with the law.
In the profile of vocational training, the Military are confirmed in arms or military services
and specialties and are considered active military service as professional militaries.

The military keep their service weapon or military specialties that are confirmed initial
or acquired as a result of the passage of a weapon or service and military specialty to another,
during the entire military career, regardless of their field of activity.

Generally, a military career comprised four phases: accessing, developing, promoting
and transitioning.

3.Accessing in Military Career
Accession to military system is stipulated in ministry of national defense Order no.

M.30/2012 [4]. There is two ways to access the military system:
a) direct pathway through which teenagers are recruited to follow the forms of military

education like high school, college or university in order to obtain the status of officer or non-
commissioned officers;

b) indirect pathway by which various military or civilian personnel is recruited to
obtain the status of an officer or non-commissioned officers, according to criteria provided in
the above mentioned order.

Before to access the military system what a teenager have known about military
system it was that “to join the Romanian Army doesn’t means just to define your personality,
growing up, strengthen your body and spirit or to make your duty to country, but it means a
lot of opportunities and possibilities that military profession provide you.

First, what are the desires which are wanted by every young person in the crucial
moment of choice of path in life: free education, good training, a job with opportunity for
development and building a career, a decent life, guaranteed secure income and social
protection measures?

For some of them, the military profession can mean a long term career, for entire life,
for others - a shorter period of activity followed by a civilian career where the skills and
qualifications learned in the Army will ensure the success and rapid integration into any field
of activity.

No matter what path he choose, the army causes a permanent competition with himself
and with others, he maintain an enviable physical and mental shape, and it gives him a
dynamic work environment, organized and competitive” [5].

In most cases, the period of founding of a family coincides with the military career
starting point. The young soldier begins his military career having in his mind the listed above
ideals but he is hitting by the daily reality and many questions and concerns are arising: what
it will be assigned garrison? Where he will live? How far from home is the garrison? Where
the children will learn?

The MoND supports the military career offering to military rights, such as:
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-The military appointed in the first position or moved for work into another garrison
than in which they are domiciled, are entitled to a compensation monthly rent of up to 50% of
monthly wage [6].

-Military wives or husbands moved who were employed and off the job due to
relocation with their husbands or wives are entitled to a monthly allowance of 50% of the
monthly wage of military that followed them up to a new job or an activity authorized to
supply gainful but not more than 9 months after military have been moved. Are these enough?

With some exceptions, the monthly allowance of 50% of the military monthly wage
does not cover the cost of renting a home, the Military being forced to pay part of the rent
from the family budget thus reducing the standard of living of their family. In addition, this
monthly allowance creates a lot of stress and time lost, making military to neglect duties in
order to respond to the bureaucracies demands needed to obtain a house.

When the family is following the military in new garrison where he was appointed, the
military spouse receives a monthly allowance of 50% of the monthly wage of military but not
more than 9 months. If the military spouse cannot find to work, the family must live into a
single military wage which also lowers the standard of living of the family.

The Military are entitled to monthly wage, consisting of grade wage, based wage and
other financial rights, whose amounts are established by Government decision [7].

Most military have salaries below the average wage on economy, while monthly
minimum consumption basket price per family (3 persons) equals or exceeds the average
wage.

In these condition with a single wage per family is very hard for the Military to
maintain and support their family. The only hope for young military is to build their military
career and with their ascension in career, the family income to increase.

4.Developing
The Military have the duty to improve their training. Continuous training of Military is

achieved through core courses, career courses, master studies, doctoral studies, postgraduate
and other training programs continue under current legislation.

Militaries regulations stipulate the way and which kind of courses, the Military have to
graduate in order to achieve a new level in military hierarchy. HRM structures from different
echelons are not involved enough in career management for their subordinates in order to
analyze the probability for a military, in function of his skills and educational training, to
achieve an expected position. More or less this is a personal problem of each military.

The program for continuous training can take between few months till few years. All
this period means for a military a supplemental cost that decrease the family budget and to be
far away from his family.

5.Promoting
Military rank is a right of the holder and is in recognition of the social status of

military.
A military rank cannot be lost just only in the cases and conditions provided by law

[6].
Promotion in rank of the Military can be done on time, early or exceptionally.

Promotion in rank of the Military is in hierarchical grades, according to the needs and
possibilities of the armed forces on the basis of professional competence and moral behavior,
recorded in appreciation of service.
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Military profession may be exercised by successive fulfillment of the functions of all
military hierarchy steps or fulfilling a limited number of functions on some steps of the
military hierarchy, from the entry in the military system until they reach retirement age.

Every military decides his evolution in military career. Evolution in military career is
done on separate tracks laid down in the military arms, services and specialties in which the
Military are confirmed. This evolution is realized according with the Military study level, way
of accessing, the hierarchy of functions, by the gradual accumulation of experience and
knowledge needed to fulfill the command act or management, in compliance with the Military
Career Guide and other rules in force [4].

According to military regulations in force for the implementation of Law on unitary
pay of staff paid from public funds, in the same time with ascension in rank and next position
it is possible that remuneration to decrease. A command position at a lower echelon is better
paid than a position at the upper echelons.

Also, the rise in the next rank does not represent a substantial financial supplement for
family, monthly financial difference between two successive ranks is insignificant;
approximate the cost of one kilogram of bones.

Promote in the next rank can mean changing of garrison with all the negative
implications on the family: loss of job by the partner, changing of the house, and changing of
the school by children. Taking into account that these changes occur at a period of time, at
one point, they can lead to destabilization of the family and in the worst case at
dismemberment.

Due to those presented above most militaries, especially those who occupy leadership
positions in lower echelons, refuse to follow a military career and ascension to the upper
echelons, preferring to ensure first the family stability.

These decisions are influenced by the legal regulations which allow that a military to
remain in the same rank a fairly long period of time, leading to blockage in ascension in
military career for other militaries who wish this.

6.Transitioning
Officers, NCOs and enlisted in activity may be retired in the following situations:
a) After the age and length of service needed for granting service pension;
b) are ranked "unfit for military service" by the medical-military commissions;
c) are ranked "apt limited";
d) have reached the age limit in rank;
e) when, following the reorganization of units and the reduction of the organizational

functions, are not possible to be assigned to other functions or units, and for other reasons or
needs of the Minister of National Defense;

f) the date stipulated in the contract, if one party does not agree with its renewal;
g) to be appointed to public office, civil, with statement of to be retired;
h) upon request, for good reasons;
i) resignation;
Retired military are vested to receive a retirement annuity by the law. The proper

balance of the annuity level is constantly updated according to the wage part for rank of
active military personnel.

Due to the fact that, the wage for rank does not represent a substantial financial
supplement, the update of retirement annuity level does not keep the steps with inflation rate.

On the other hand, retired militaries loose the right to use a service house or to receive
a monthly allowance to cover the cost of renting a house. So, if militaries did not entitled with
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a wage that permit them to pay the rate for a house, or after retirement to have a enough
retirement annuity in order to rent a house, it means that, after a long life in military service,
they will could be homeless.

7.Conclusion
Military career development implies the successive stages in ranks and positions, in

principle, all can achieve the highest levels of the military hierarchy. The Military profession
is associated with extensive professional training and acquisition of skills, responsibilities and
job related experience, specific to military career ascension from the time of enrollment in the
first rank and position. In order to make the ascension in military career more smoothly and
without inutile stress, to preserve family stability, and to create a proper environment for
increase the birth in each family from the military, a series of improvements should be done.

First of all, increase the birth in each family should be one of goals of Romania's
National Security Strategy.

In order to accomplish this goal a series of changes would be required at military
regulations and legislative specifications, such as:

a) Aligning of base wages to the wages in other state institutions (e.g. the wage of a
military lawyer from MoND to be equal with the wage of lawyer in the equivalent position at
the Ministry of Justice) and their establishment according to the minimum wage on economy
(the last 5 years the minimum wage on economy increase was not reflected in the military
wages);

b)Wage for rank should represent recognition of the social status of military. This
wage should be added to base wage mentioned at point a). The lowest wage for rank should
be equal with the minimum wage on economy. Increase of this wage should be around 30%-
50%,   between two successive ranks. Thus advancing to next level is a motivation in
addition. In the same way represent a social protection of the family in case the military is the
only one who brings income in the family.

c) Allowance for Rental of housing should be determined by the market value of the
rents of the garrison where military was moved. It could also takes into consideration the
possibility MoND to provide a house for militaries, by signing leases on behalf of them
according with the needs of houses at a specific garrison.

d)Replacing age limit in rank with fixed limit period in rank (e.g. the rank limit will be
twice minimum period in rank) in this way the militaries will be determined to developed
professionally and pursue accession to the next level.

e) Ascension in rank before the term is conditional by accomplishment at least 2/3 of
the minimum rank period. In this sense, the military will have time for professional
development before to accession the next rank and position.

f) The monthly income of a military (base wage, wage for rank and other bonuses)
from a lower echelon even if he has a command position, should be lower or at least equal
with the monthly income of a military with the same rank from the upper echelon. In this
way, the militaries are encouraged for accession to the upper echelons.

g)The militaries who become reserve  before the deadline for retirement but who have
accumulated at least 15 years of military service should receive an Military allowance
(annuity) available  lifelong, equivalent to a percentage of the wage for rank (e.g. 30-80%)
depending on the time spend in the army. In this way the Army recognizes its contribution at
the military system.

h)Military reserves should have the possibility to occupy civil positions in military
system.  Civil position should have rank of position equivalent with military rank of the
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reserve at the date of transition. In this way the knowledge gained during military career can
be further capitalized by the military institution.

Through these measures, military career becomes more attractive and competitive for
accession in military hierarchy. In the same time the military families become more stable
thus creating a favorable environment for development.
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Abstract:
In this scientific and theoretical paper I imagine a possible scenario of finding the optimal path

transit between two distinct points. To successfully solve this problem we used graph theory and algorithm of
Ford
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1.Introduction
The essence of planning in each domains is to anticipate unanticipated events.

Anticipating optimal route means synchronizing support actions so that combat power is
sustained or reconstituted in concert with the tactical plan. Calculating the optimal path
using specialized software is easy to apply. To solve this problem we used graph theory
and algorithm of Ford. Optimal path problem is not simplistic reduced, just to find a
minimum or maximum number of arcs but must take into account the difficulty of the road,
financial resources and human resources.

2.Tactical context of the specific problem.
Security Council of U.N.O. adopted a resolution allowing World Security Force in

Arcadia, to be held in Ba town at 9.00 o’clock 22/04/2013.
First of all, the mission of the World Security Force Arcadia will be achieved through a
detachment of 400 troops land forces, the Provincial Reconstruction Team. Subsequently,
the medium term, it is taken to consideration the creation of the "oasis of security". Thus it
is necessary to add staff with effective force between 3,500 and 10,000 troops, and to
ensure control in the 38 regions of the country, the government authorities, supported by
the freemen, behave like local dictators.

Strenovia will be represented in the mission by company 3 Au of the Bg. 1 Stren, at
this time the company is acting on Ba town. The Command of The Security World Force
mission studies optimal travel for Campaign 3 Au to the town of Bain the area Do, in
Avery short time to help establish the region, the forces witch execute the stability and
over watch mission overcoming the unpredictable situations and the heat between the
locals and the troops.

Commander of the 3 Au Company must determine the optimal route of travel from
Ba to Do. To determine the shortest path between the two locations we will use Ford's
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algorithm. To determine the map distances between these locations we used the program
called "autoroute". The Commander can use the following map of Arcadia, figure 1:

Fig. 1. Arcadia map
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3. Formulation of the mathematical model.

In order to achieve optimal travel route we will attach the paper that we have
available in Fig. 1 the following  graph of region Arcadia:
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     201         268
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      X4      220
          134      X2

128
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       X1(Ba)

Fig. 2. Region graph paper

We will introduce the data and we will use the program developed for Ford’s algorithm:
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3 Optimum solution
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No
Iter. 1 2 3 4 5 6 7 8 9

1 0        

2 0 79 158      

3 0 79 158 292 347    

4 0 79 158 292 347 414   

5 0 79 158 292 347 414 517  548

6 0 79 158 292 347 414 517 750 548

7 0 79 158 292 347 414 517 750 548

No
Iter. 10 11 12 13 14 15 16 17 18

1         

2         

3         

4 432 438       

5 432 438   566 584   

6 432 438 615 810 566 584 671 734 

7 432 438 615 706 566 584 671 734 766

Table 2
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It is clear that the optimus routre is:
Ba   Al-Am  Kut   Dia  Ki Ar   Doh, whose length is 766 km.
While driving to the town of Al-I, the commander receives information that in the Dia area
a conflict situations has emerged and it would be best to avoided it. Since this village is
part of the travel itinerary established, the commander of company 3 Au. must apply a new
route to travel to town Do, having as starting point the town Al-Am.

The new itinerary will be lead with the help of Bellman-Kalaba algorithm, given
the new input. We will remove all arcs arriving or departing from x11 tip (tip belonging to
Dia village) as well as tips x1 and x3 and all arcs arriving or departing from these peaks
because corresponding locasions (Ba and Su) do not appropriate to solve the problem. We
introduce the data and we use the program developed for Bellman-Kalaba algorithm and
we obtain this results in following table no 3.

X2 X4 X5 X6 X7 X8 X9 X10 X12 X13 X14 X15 X16 X17 X18

X2 0 220 268            

X4
 0 201 122           

X5
  0     85       

X6
   0 103  134 195       

X7
    0 233 207   293     

X8
     0 281   232     

X9
      0 116 67      

X10
       0   134    

X12
        0 91 97    

X13
         0    254 

X14           0 110 158 199 

X15
           0 87 150 

X16
            0 81 95

X17
             0 59

X18
              0

Vi(0)
            95 59 0

Vi(1)
         313 253 182 95 59 0
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Table 3

In this case the optimal route is:
Ba AlAmKuBawTiArDo , whose length is 740 km.

3.Conclusion
 Graph theory has many applications in military, industrial planning and economic

analysis.
 It provides mathematical models for various applications for a complete description

of the phenomenon analysed in activities such as: organizing transport networks (road, rail
and water) where nodes are localities or stations, network information (the way the
information flow within the system)
 The flow of business operating in the industrial, economic or military field
 In our case, in a short period of time, we were able to produce an optimal solution.
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    606 545  387 350 313 253 182 95 59 0

Vi(3)
  472 582 606 545 417 387 350 313 253 182 95 59 0

Vi(4) 740 673 472 551 606 545 417 387 350 313 253 182 95 59 0

Vi(5) 740 673 472 551 606 545 417 387 350 313 253 182 95 59 0
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Abstract:
This paper aims is only to identify specific risks during the Multirole Aircraft Acquisition Program, in

this context below are some considerations relating only to this stage. In order to manage risks in a complex
process as a program for acquisition of this size, it is necessary first of all to know that these risks. Risks must be
identified at any level where there are noticeable consequences on the objectives and specific measures can be
taken to solve. To provide well-defined image regarding risks of the program, the risks identified should be
grouped according to the relevant criteria for the acquisition process.

Key words: Risk management.

1. Introduction
As defined in the Department’s Glossary of Risk Management Term “RISK” is

defined as “… the change of something happening that will have an impact on objectives.
It is measurement in terms of consequences and likelihood.”

Risk management is a systematic, proactive, and iterative endeavor that seeks to
efficiently and effectively identify risks, prioritize them, develop response strategies and
provide the necessary information at the appropriate time in order to minimize the impact of
unfavorable events (threats) and maximize the benefit of favorable events (good risks), called
opportunities.

The level of detail and effort required to manage risk in procurement will vary
depending on the nature and value of the procurement.

The purpose of risks management is to help ensure cost, schedule, and performance
objectives are achieved at every stage in the lifecycle and to communicate to all stakeholders
the process for uncovering, determining the scope of, and managing projects uncertainties.
Without effective risks management the program or project managers may find themselves
doing crisis management, a resource intensive process that is typically constrained by a
restricted set of available options.

The benefits of risks management are to support the realization of program, project,
but also System of Interest (SOI) objectives throughout the life cycle, and support the
following aspects:

 Program/project as well as life cycle costs overrun are minimized.
 Schedules are met, reducing delays and allowing the investment they represent

to be fully utilized.
 All deliverables meet their requirements, preventing costly repeats or top up

activities that would otherwise be required to deliver the shortfall.
 The program and project specific requirements (e.g. legal or statutory) are

appropriately addressed.
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As a guide, the following key steps in the risk managed process are provided for
consideration when undertaking procurement:

 Risk management planning;
 Risk identification;
 Risk analysis and evaluate;
 Risk treat;

2. Stages of procurement program
Running program aims is to endowment Rumanian Air Forces with a Multirole

Aircraft to have the technical and operational performance required to fulfill specific missions
of Multirole Aircraft as presented in Mission Needs Document and Operational Requirements
Document approved. The specific objectives arising from the program stages, as shown in the
diagram in Fig. 1. To achieve objectives must address a complex strategy, which include:

 A structural component - responsible for ensuring the necessary legal
framework of the procurement program and it interfacing with the political,
social and economical framework;

 A technical component - responsible for reach technical objectives (including
technology) of the program and necessary condition achievement enable to
successful procurement program implementation;

 A budget component - responsible for planning and providing/justification of
necessary funds;

 A contractual component - responsible for ensuring the necessary conditions in
order to develop  the contractual procurement program;

 An operational component - responsible for the implementation, operation and
support during the entire life cycle of the product.

Fig.1: Stage of procurement program

5. Running acquisition process

MULTIROLE AIRCRAFT
PROCUREMENT PROGRAM

PROCUREMENT
PROGRAM STAGES

1. Requirements defining

2. Concept selection and study.

(Market study)

3. Necessary resources estimation

4. Running acquisition procedure

6. Product implementation. Life cycle
monitoring and support
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3. Main risks of procurement program
3.1. Impact Rating
Risk impact is another risk attribute. It is used to characterize the effect of the risk (if

it would happen). Impact should be assessed against the project objectives, and may be
quantified in each of the following project areas: cost, schedule, and technical performances.
Rules and guidelines to quantify and qualify impacts ( see Table 1).

Impact criteriaRisk
impact
level Technical performance Schedule Cost

1 Severe degradation in technical
performance;
Cannot meet  key
technical/supportability threshold;
will jeopardize program success

Cannot meet key
Program milestones.

> 10% over total
estimated cost

2 Significant degradation in
technical performance or major
shortfall in supportability; may
jeopardize Program success

Program critical path
affected. Slip < 0.5-1
year.

< 10% over total
estimated cost.

3 Moderate reduction in technical
performance or supportability
with limited impact on Program
objectives

Minor schedule slip.
Able to meet key
Program milestones
with no schedule float.
Slip < 3-6 months.

< 5% over total
estimated cost

4 Minor reduction in technical
performance or supportability,
can be tolerated with little or no
impact on Program objectives

Able to meet key
dates. Slip < 1month.

<1% Over total
estimated cost

5 Minimal or no consequence to
technical performance.

Minimal or no impact. Minimal or no
impact

Table 1- Example of impact rating

3.2. Risk Rating
A risk rating is the combination of the probability and impact ratings. A probability

and impact matrix determines a risk rating which expresses the overall risk assessment and is
used to support the development of appropriate risk responses. In Fig. 2, the combinations of
3 different probability and impact ratings lead to a risk being rated as “high”, “moderate”, or
“low”.
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Probability rating

Unlikely Likely Very likely

Minor Low Low Moderate

Medium Low Moderate High

Im
pact

rating

Major Moderate High High

Fig.2: Example of basic probability and impact matrix

Below show a more elaborate matrix where four different risk ratings are defined
(critical, high, moderate, and low) and where disastrous and major impacts are assessed to be
critical even if they have low probabilities. This matrix could be used for instance for the
technical risks of a safety critical product.

The organization or project must develop or adopt an appropriate probability and
impact matrix with clear descriptions of impact ratings, for instance in terms of delay, costs,
or quality.Depending on the probability of risks throughout the program we can highlight the
following frequencies:

Extremely
unlikely

Very
unlikely

Likely Very likely Extremely
likely

0.001<P<0.01 0.01<P<0.02 0.02<P<0.1 0.1<P<0.5 0.5<P<1

Depending on the probability of risk and the degree of impact on the program we can
highlight the following categories of risk:

Critical High Moderate Low

Depending on the probability of risks and their impact on the program we can define
risk matrix diagram show in Fig. 3:

 258



THE MAIN RISKS INDENTIFIED IN THE MULTIROLE AIRCRAFT
PROCUREMENT

Probability rating

Extremely
unlikely

Very
unlikely

Likely Very
likely

Extremely
likely

Disastrous

Major

Medium

Minor

Im
pact rating

Insignificant

Figure 3: Example of probability and impact matrix for avoidance of risks with high impact
ratings.

4. Main risks identified in the procurement program
Identifying principal risks of the program is in close correlation with the program

stages. To identify the key risks in the analysis we start from the simple elements which
contribute to the main stages of the procurement program as shown in the diagram in Fig. 1.

Associated risk each element in the diagram in Fig.1, result the risks of the
procurement program (see Table 2).

Stage in program
development Identified risk Consequences and associate risk

1.1. Additional costs due overvaluation
needs.
1.2. Non accomplishing objectives
assumed due the wrong evaluation.Requirements

define

1. Setting incorrect
requirements regarding
product capabilities and
operational performance
relative to goals and
missions

1.3. Procurement process delays due to
an insufficient correlation between
needs and existing technological
possibilities accessible our country.
1.1. Wrong design of the necessary
funds.

1. Subjective evaluation of
existing products on the
market or potential
suppliers that have the
capability of product
development to meet the
requirements

1.2. Misidentification products and
potential suppliers that accomplish the
requirements and possible options for
acquisition.

Concept selection
and study
(Market Study)

2. There are not necessary
conditions assured for

2.1. Wrong design of the necessary
funds.
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Stage in program
development Identified risk Consequences and associate risk

market study. 2.2. Misidentification products and
potential suppliers that accomplish the
requirements and possible options for
acquisition.
3.1. Altering results due to the use of
low trust level data.
3.2. Difficult initiation of the official
dialogues in order to obtain consistent
data from potential suppliers.
3.3. Ignoring data verification practices
commonly used in practice of such
programs, based on modern testing and
evaluation methods.

3. Lack of regulations
concerning necessary
information obtaining for
the market study and
intergovernmental
agreements on access to
classified information. 3.4. Arbitrary methods application to

obtain information and favoring to
obtain unchecked results.
4.1. Difficulties in objective evaluation
of existing products on the market.
4.2. Using assessment methods and
criteria not adapted to current
technological performance.

4. Lack the necessary
expertise

4.3.Using the improperly data
information and wrong conclusions
elaborating.
1.1. Program costs increase due to
increasing training period and program
delay implementation;
1.2. Not assimilating necessary
information for the correct product
operation.
1.3. Increased risk of incident;

1. Using the incorrect
personnel evaluation criteria

1.4. Increased operating costs.
2.1. Deficiencies in providing necessary
financial founds for carrying out of
acquisition program
2.2. Delays in acquisition program
implementation;
2.3. Difficulties in meeting operational
objectives and obligations assumed.

Necessary
resources
estimation

2. Incorrect funds
assessment necessary for
carrying out of the
acquisition program

2.4. Inefficient use of financial
resources.

Running
acquisition
procedure

1. Risk arising due specify
law in public acquisition
domain

1.1. Delays in the program
implementation due to time stipulated
by the legislation omitted in the
assessment and planning stages.
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Stage in program
development Identified risk Consequences and associate risk

1.2. Budgetary difficulties due to
specific legislative provisions omitted in
the assessment and planning stages.
1.3. Financial difficulties arising from
budgetary priorities and the need to
manage a new situations arising after
the initial evaluation and planning
stages.
1.4. The impact of new regulations
arising after unrolling assessment and
planning stages.
2.1. Ambiguities in acquisition
documents content which require
clarification in the evaluation stage.
2.2. Incomplete documentation of
acquisition.
2.3. Inadequate composition of the
evaluating commission/commissions for
offers.
2.4. The use of some evaluation criteria
witch are inadequate to the specific
nature and the complexity of the
aquisition.

2. Risks regarding
elaborating acquisition
documents and tender
evaluation. Complaints.

2.5. Delays in the unfolding of the
programme due to solving the legal
contests.
1.1.Tehnical risks associated with non-
compliance with the operational
requirements.
1.2.Tehnical risks associated with the
non- fulfilment of tehnical and
functioning requirements.
1.3..Tehnical risks associated with the
on- fulfilment of the characteristic
feature of the logistic system.
1.4.Tehnical risks ue to the maturation

of the technologies that have been used
to manufacture the product.
1.5.Tehnical risks due to the tehnical
capacity and experience of the provider.
1.6.Tehnical risks due to the certification
or acceptance methods of the final
product

Running
acquisition
process

1. Technical risks

1.7. Technical risks due to the control
and supervision methods of quality in
the technological process of
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Stage in program
development Identified risk Consequences and associate risk

manufacturing
1.8.Tehnical risks due to non-
compliance with some standards that are
required by the assigning
documentation.
2.1. Inadequate budgetary estimation
panning and progamming with are not
in correlation with the deadlines
stipulated in the contracts of supplying
2.2.Budgetary fluctuation due to the
political- economic context.
2.3. Budgetary fluctuation due to the
political-economic context.2. Financial risks

2.4. The granting of the financial
resources that are necessary to the
unfolding of some unplanned related
activities, with implication in the
development of the activities stipulated
by contract.

3. Risks of the other possible
activities

1.1. Decreasing flight safety and
security
1.2. Low operational efficiency

1. Insufficient funds for the
product operation

1.3. Inconsistency in personnel training
2.1. Low operational efficiency.2. Inadequate infrastructure

for product operating
requirements 2.2. Additional operating costs

3.1. Low operational efficiency3. Deficitary personnel
training 3.2. Decreasing flight safety and

security
4.1. Improper dimensioning program
team involved in the program
implementation

4. Inadequate personnel
structure of the product
operating requirements

4.2. Low operational efficiency
5.1. Decreasing flight safety and
security

Product
implementation.
Life cycle
monitoring and
support

5.Inadequate logistical
support in operating
conditions 5.2. Low operational efficiency

Table 2- The main risks identified in the procurement program

Identified risk categories, their ranking according to the impact level on the
procurement program are presented in Table 3.
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Impact level

Stage in
program

development
IR AR Disastrous Major Medium Minor Insignific

ant

1.1. X

1.2. X
Requirements

define
1

1.3. X
1.1. X1
1.2. X
2.1. X2
2.2. X
3.1. X
3.2. X
3.3. X

3

3.4. X
4.1. X
4.2. X

Concept
selection and
study (Market
Study)

4

4.3. X
1.1. X
1.2. X
1.3. X

1

1.4. X
2.1. X
2.2. X
2.3. X

2

2.4. X
3.1. X
3.2. X
3.3. X

Necessary
resources
estimation

3

3.4. X
1.1. X
1.2. X
1.3. X1
1.4. X
2.1. X

Running
acquisition
procedure

2
2.2. X
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Impact level

Stage in
program

development
IR AR Disastrous Major Medium Minor Insignific

ant

2.3. X
2.4. X

2.5. X

1.1. X
1.2. X
1.3. X
1.4. X
1.5. X
1.6. X
1.7. X

1

1.8. X
2.1. X
2.2. X
2.3. X2
2.4. X

Running
acquisition

process

3 * * * * *

1.1. X
1.2. X
1.3. X
1.4. X

1

1.5. X
2.1. X
2.2. X
2.3. X

2

2.4. X
3.1. X
3.2. X3

3.3. X
4.1. X
4.2. X4

4.3. X
5.1. X

Product
implementation.

Life cycle
monitoring and

support

5
5.2. X
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Impact level

Stage in
program

development
IR AR Disastrous Major Medium Minor Insignific

ant

5.3. X

5.4. X

Table 3- Risks impact level concerning the procurement
program

IR - Identified risk;
RA - Associated risk
* - Can be any impact level on the program
Improper indentified risks treatment or untreated may conduct to blockage of the

procurement program, exceeding the planned deadlines, additional costs, providing limited
capabilities to perform the approved tasks or failure during operation safely.

5. References:
[1] NATO STANDARDS-ARAMP-1, NATO risk management guide for aquisition programmes,
February 2012, pages [4],[10].
[2] Departament of Education and children’s Services, Managing risk in procurement
guidelines, Guideline ID no MR 2961/2004, pages [3].

 265



The 8th International Scientific Conference
“DEFENSE RESOURCES MANAGEMENT

IN THE 21st CENTURY”
Brasov, November 14th  2013

FINANCIAL AND MATERIALS RESOURCE PLANNING
INTENDED TO SUPPORT NATIONAL SECURITY

LTC OTEL CĂTĂLIN

Communication and Informatics HQ / Bucharest/ Romania

Key words: Strategy, programs, budget, resources, objectives, limitations.

1.Introduction
Based on the provisions of the strategic documents or national regulations as well

as the National Defense Strategy and law No. 500/2002 of public finance, the Romanian
Ministry of Defense has created its own strategic planning mechanisms, with the aim of
integrating the exclusive strategic plans with budget projections.

2.Multi-annual programs
Providing financial support for the development of material-the necessary

capacities in the field of State security must be based on the efficient use of the whole
range of resources: human, financial, material, technological, scientific, etc.

To do this, management goals and budgeting on the multiannual programs must
become a daily working philosophy, with effects on the planning and use of high-efficient
financial resources, in accordance with the objectives, priorities and assignments.

One of the tools useful in ensuring the management of material resources is the
multiannual program, which derive from the concept of budget program which provides,
among miscellaneous, and adequate budgetary predictability. This must be the result of a
process of defining the needs and identifying the solutions to cope with.

According to the law no. 500/2002 of public finances, a program is “an action or a
coherent set of actions that refer to the same main credit officer, designed to achieve a
goal or a set of defined objectives and indicators which are determined by the program to
assess the results to be obtained, within the approved funding.” The concept is
interrelated with the concept of loan commitment ("the maximum amount of expenditures
that may be incurred during the year, as approved"), which came to confer safety to
program funding.

Similarly, the multiannual program summarizes the activities in a multiannual
perspective to assurance products, works and services required to meet one or more
specific objectives (goals resulting from the need to fulfill the basic functions and tasks of
the entity). However, a specific target may be supported by several multiannual programs.

Thus, it tries to avoid the fragmentation of materials requirements and satisfy
similar needs with the same material, solution with beneficial effects for the operation and
maintenance of the products involved as well as the efficiency of spending public money,
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including by carrying out procurement procedures for greater quantities of
goods/works/services.

3.The multi-annual programs management.
Multi-annual program is a complex management document, which includes a

management component and one budget, drawn from the system’s components of
strategic plan on medium-term of the central public institutions.

The management component must contain information about:
 the need for the program and the specific situation in the field/area in the

target program;
 purpose and objectives of the program, stating specific objectives served;
 financing the program with an indication of the total amount staggered on

each year, and sources of financing;
 main actions to achieve the objectives;
 the phases of their program and phasing in over time;
 points/critical steps;
 monitoring and evaluation program;
 the Manager and team programs, functions and terms of reference;
 Beneficiaries, etc.

The budget component should provide the image of the accordance between the
funds allocated to the program, its objectives and the specific purpose it serves.

It will highlight in the multi-annual projection, categories of costs, funding
sources, expected results and performance index.

A real challenges for program’s teams are to define program objectives and to
identify performance indicators so that, on one hand, the relationship between these
instruments to characterize the program, on the other hand, the issues raised by the degree
of fulfillment of the objectives of the program to provide accurate picture of the level of
satisfaction of the specific objective to support the program which has been developed.

Therefore, the objectives of the program should be drawn from the documents
substantiating the need to be supported, in accordance with the institutional and sectorial
planning documents of the operative and endowment activity, with methodological
support program management structure that coordinates the Institution. The program's
objective should be the manager’s end state witch supposed to be achieved as a result of
program development.

Performance indicators must be quantifiable factors which show how they were
achieved results. In situations for which there is historical evidence, indicators can be
identified based on statistical data tailored to the specific case. In the case of novelty
programs, performance indicators must be defined as a research and rigorous analysis,
possibly using simulations and their compatibility with the program should be assessed
during the course of it, in terms of their relevance to the objectives of the program.

However, an optimal number of indicators must be found, which interpretation
must be enough to evaluate the program without time consuming and energy
unnecessarily.
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The concept of multi-annual program accommodates well with the Framework of
the Medium-Term Public Expenditure, which is trying to be implemented in the central
public administration, just from the need to coordinate the objectives with the resources
and to increase the predictability of the budget.

The higher the percentage of the work which represents the activity of an entity
covered by multi-annual programs, the easier is to build the entity budget, the more
predictable its evolution is.

The use of such an instrument is focused on:
- the planning and the efficient allocation of the institution human, material and

financial resources;
- the identification, designing and tracking of all types of costs associated to the

program;
- improving the financial predictability, in multiannual projection.
In agreement with the principles of strategic planning in public administration, the

principles which govern the management process based on multi-annual programs are:
a) priority - funding programs according to priority specific objectives of the

entity;
b) predictability – the possibility of anticipating in multi-annual projection the

human, material and financial resources related to the programs;
c) flexibility - regular assessment, course corrections program in line with the

developments of the targeted objectives;
d) effectiveness and economic efficiency - choosing the most advantageous

solutions in terms of economic performance with respect to design parameters.
A way to approach the multi-annual program management may include a product

development throughout the entire life cycle, in a phased manner, corresponding to
important moments regarding the identified material solution, the acquisition or the
production of needed equipment, introduction in use, operation until retirement.

Manner stated comes to make a similarity link between the product and the
material solution design to meet a specific objective, uncommon in practice, and involves
providing program management by specialists in the product, not in the specific objective.

Another option could be related to the logistical support of a specific objective
through a material complex solution (specific objective is usually complex), meaning
goods, works, technical services different.

In this respect, the program management is the preserve of specialists in specific
objective, with technical support from the specialists in associated materials solutions. It
definitely can make better use of the program human resource dimension and allows a
closer management approach to the spirit of project management theory.

Multiannual management can be based on principles inspired from project
management theory, namely:

- the uniqueness of the objective: a program can have one primary goal, one for
which the program was developed and whose fulfillment will solve at least one
problem with a specific objective of the institution;
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- one program manager who has the necessary competence, the authority and
full responsibility of the progress of the program; customary and feasible with
the specific institutions of the national security system. If the manager is
managing current affairs program, important decisions are taken either to
finance the program officer or his superior institutional structures;

- structural decomposition of the program, depending on its complexity, for
better use of team members and the resources allocated to the program;

- addressing starting from the objective to the resource, allocation of resources
necessary to achieve the objectives of the program performing only after the
identification of all resource consumers factors;

- monitoring and evaluation / re-evaluation at each implementation stage of the
program and layout of corrective measures, until putting the products into
operation and afterwards.

Also, it is possible to establish criteria of hierarchy for programs and prioritization
methodology extremely useful in analyzes regarding budget allocation, which is always
insufficient.

In developing a multi-annual program its stability is very important, being a result
of its development on a rigorous substantiation and on an impact realistic analysis of
program, mend to capture how the program influence other areas of the institution other
than the default, as well as the events in other areas of the program.

Even if one of the requirements of strategic planning is flexibility, major changes
occurred in the program; especially those regarding resource needs are not desirable.

Balance between stability and flexibility can be achieved through desk research,
research, analysis and assessment to precede and support the development of the program
as management document.

Also, at the institutional level should be considered both avoiding fractionation of
material requirements and, consequently, the development of several acquisition
programs covering the same material solution, with negative effects on resources
allocated to program management; and developing huge programs, both in terms of
quantity and time duration, difficult to monitor and to evaluate.

4.Conclusion
One of the reasons that nations security is in a precarious balance is quasi-

permanent shortage of resources, and as a result, the struggle for resources.
Member aspirations towards development, prosperity, stability and security are

inextricably linked to the provision of resources, and they are limited.
Security means democracy, economic power of the state, public welfare,

sustainable strategies undertaken at national level, solid and competent institutions
responsible for implementing the strategies, and last but not least, the strategic planning
of resources.
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Abstract:
Therefore, destination planned, the function of management is the tendency to consider as much as possible
at the time, all internal and external factors which provide favorable conditions for the normal functioning
and development of the company. It involves the complex sequence of steps that determine the objectives
taking into account specific opportunities for more efficient use of the resources of the Structural links
production and the entire company. Therefore, planning is required to ensure mutual links between different
organizational divisions of the company covering the entire technological chain: research and development,
production and sale. This activity is based on the detection and forecasting of consumer demand, the analysis
and evaluation of available resources and development prospects of economic circumstances. Hence the need
to correlate continuous production and sales indicators due to changes in market demand.

Key words:  scientific management, administrative management, bureaucratic management, administrative
function, legal authority, domination, traditional authority

1.Introduction
Planning, as a function of management of industrial firms is to establish the

foundation of the main development directions and scale of production, taking into account
the material to ensure its sources and market demand. The essence of planning is
manifested in the realization of the development objectives of the company and each of its
structural links for some time in the future, setting tasks and means of achieving them, a
succession of deadlines and completion, highlighting and providing material resources,
human and financial resources tasks set.

The need for planning in a market economy arising from large production of
socialization conducted internationally, specialization and cooperation in industrial
companies, the existence of many structural links within the firm, the close links between
companies with suppliers of raw materials, materials, completing contained in a single
technological process, as well as scientific and technical requirements to take into account
very quickly and the latest achievements of science and technology. Acting in the same
direction and another factor as firms tend to subordinate the market to enhance their
influence on the formation and functioning of the market demand.

Planning is the beginning stage management, but it is not a single act but a process
that continues until the planned resort activities.

2. Defining the concept of Planning
Planning, which in the 1950s was essentially a type activity budget, subsequently

spread rapidly to become the middle of the 1960s a method driven solid work most of the
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activities of large companies. Starting this year, planning to become strategic planning, in
less than 10 years has become an obsession for American businesses and American
Government as PPBS ("Planning - Programming, Budgeting System).

In fact the concept of planning is much older. In his "Art of War", Sun Tsu made
with approx. 2400 years ago, referring to a "head of strategic planning."1 H. Fayol,
describing his experience as a manager of a major French mining company, note the
existence of "... 10-year projections revised every five years"2.

The term comes from the Latin planning planum, "which means flat."3 English term
began to be used in the seventeenth century to refer to forms, for example, maps or plans
that were drawn on flat surfaces4. Such term planning has been long associated with formal
documents5.

But the question "what is the plan?" There is no universally accepted answer among
specialists. In an article on this topic says that the term "planning" is currently used in
many different ways, that there is some danger of confusion6. A little later, at a meeting of
planners at Bellagio - Italy, Jay Forrester stated that "efforts to define the terms of planning
and forecasting long term were not successful"7.

"Why is it so hard to define planning?" Wondered A. H. Mintzberg Wildawsky8 and
answered "because ..... its supporters were busy promoting vague ideas than establish
viable positions and interested in what might be planning than planning becoming reality. "
Therefore, continuous H. Mintzberg "planning lacked a clear definition ..." 9 still making
an inventory of formal definitions of planning:

1.A plan, ....., means finding viitorul10, ie regardless of the future. Planning is an
"action prepared in advance" 11.

2.Planning means "to control the future." Planning is to design a desirable future
and means for its realization “12.. The same idea expressed it when I say that others define
for planning purposes as "to create a controlled change in the environment"13 and "to create
social systems"14 or compartments company engages in planning "to replace the market" ,
"to exert control over what is sold." 15.

1 Sun Tzu, - “L’art de la guerre” Paris, Flamarion, 1978, pag.146.
2 H. Fayol, - “Administration industrielle et générale”, Dunod, Paris, 1999, pag.52.
3 G. A. Steiner, - „Top Management Planning”, New York, MacMillan, 1996, pag.5.
4 Ibidem, pag. 5-6.
5 H. Mintzberg, - “Grandeur et décadence de la planification stratégique”, Dunod, 1999, pag. 23.
6 B.J. Loasby, - “Long-range Formal Planing In Perspective ”, The Journal of Management Studies IV,
1967, pag.301.
7 J.W. Forrester, - “Reflections on the Bellagio Conference, in E. Jantsch” Ed. Perspectives of Planning,
Paris, OCDE, 1969, pag. 503.
8 A. Wildawsky, - “If Planning Is Everything May Be It’s Nothing”, Policy Sciences, 1973, pag. 127.
9  H. Mintzberg, - “Grandeur et decadence de la planification strategique”, Dunod, 1999, pag. 23.
10 O. R. Godschalk, ed. – „Planning in America: Learning from Turbulence”, American Institute of Planners,
1974, pag. 12.
11 G. C. Sawyer, - „Corporate Planning as a Creative Process”, Oxford, OH. Planning Executives Institute,
1983,  pag. 1.
12 R.L. Ackoff, - „A Concept of Corporate Planning”, New York, 1970, pag.1.
13 E. Jantsch, ed. – „Perspectives of Planning”, Paris, OCDE, 1969, pag. 155.
14 Ibidem, pag. 254.
15 J. K. Galbraith, - „The New Industrial State”, Boston, MA, Houghton Mifflin, 1967, pag. 24.

 272



RESOURCES PLANNING PROCESS

3.The plan is to decide "the plan is to choose"16, or "conscious determination to
achieve the objectives defined actions. Planning is so decision "17, or" specific activities
that determine in advance what action and what physical and human resources are needed
to achieve a goal. They include identifying alternatives, analyzing each of them and
selecting the best "18 or" is not an action plan that can be recognized only if it can be
separated from the others. Any act of a manager, whether it is a mental or physical act is
inexorable about planning. The plan is part of any managerial actions just as breathing is a
part of human life "19. In an annual report of a large retail companies in the U.S. read: The
plan is to make difficult decisions before being forced to act under pressure of events, it is
to predict what the market will need before request to impose this "20.

4.Planning is an integrated set of decisions. A plan is "a set of activities to integrate
into a whole that makes sense" 21 and "Planning is required when future state that we want
to achieve requires a set of interdependent decisions, ie a system of decisions"22.

5.Planning is a formalized procedure that aims to produce an articulated result in
the form of an integrated decision "a set of concepts, procedures and tests"23.

Action Planning is showing willingness to act on the future of business, it is
reflected in the tables, figures, diagrams, statements etc. "The plan is to design a desirable
future and the means to get there." In a famous article P. Drucker defines planning in two
ways: 24

a) what is
- Action planning is a tool, it provides companies the means to act on the future
- planning is a tool for motivation, it also causes a flow of information that everyone

is motivated by the success of the whole;
- planning is a tool for consistency, it provides mutual support between people at

different levels in the hierarchy of the organization.
b) what is not:
- planning is not forecasting for in addition to this is the will of the company to act

on the future;
- planning does not lead to decisions for the future: it makes possible decisions

today by their consequences in the future ;
- planning has as main objective the development of a plan: the result of the action

(plan) is infinitely less important than the action itself (planning);
- does not prevent planning;

16 G.A. Steiner, - „Strategic Planning, What Every Manager Must Know”, N-Y, The Free Press, 1999, pag.
346.
17 H. Koontz, - „A Preliminary Statement of Principles of Planning and Control”, Journal of the Academy of
Management I, 1958, pag. 45.
18 N. Snyder, W.F. Glueck, - „How Managers Plan, The Analysis of Managerial Activities, Long Range
Planning XIII”, II-1980, pag.70.
19 G.A. Steiner, - „Strategic Planning, What Every Manager Must Know”, N-Y, The Free Press, 1999, pag.
75.
20 J.R. Schermerhorn, D.S. Chappell, - „Principes de management”, Village Mondial, 2002, pag. 88.
21 H.R. Van Gunsteren, - „The Guest of Control: A Critique of the Rational Control Rule, Approach in Public
Affairs”, N-Y, Willey, 1976, pag. 2.
22 R.L. Ackoff, - „A Concept of Corporate Planning”, New York, 1970, pag. 2-3.
23 J.M. Bryson, W.D. Roering, - „Applying Private Sector Strategic in the Public Sector”, Journal of the
American Planning Association L III, 1, 1983, pag. 223.
24 P. F. Drucker, - „Long-range Planning, Management science”, V, 1959, pag. 239.
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- planning is not something that, once established, even menus from itself, it
constantly faced with obstacles;

- on the one hand, managers are overwhelmed by the daily problems of the moment
decisions, routine and fail to use only a small fraction of their available time to think,
reflect, to reflect,

- on the other hand, this pressure is very strong, time-horizon of a manager not
exceed the period in which it is possible to measure its performance.

Firms use planning several motives25:
a) Firms should plan to coordinate their activities. One of the major arguments in

favor of planning, supporting the thesis that the plan is to decide, is that decisions are taken
on a formal process in one single figure some security firms to see properly coordinated
efforts. When the various activities of a company are not coordinated is considered the
fault is lack of planning or lack of efficiency in the performance of planning.
Decomposition strategy and its implications intentions attributed to each of the
components of a company, it shall ensure that the company\'s overall objective will be
achieved if at least each of its structural links will accomplish his plan. In addition,
articulating plans creates a communication mechanism that encourages coordination
between different parts of the company. "Planning has value in and of itself ... it due to its
ability to increase communication within the firm", eg "enriching the common
comprehension of the objectives and scope of the firm"26. From this perspective and H.
Fayol claimed that "The plan ... creates unity and mutual trust" and that he "leads to a
broadening of vision"27.

b) Companies should plan to ensure that the future is considered. "The first reason
which leads us to face the future in a systematic way is the need to understand the future
consequences of present decisions"28. What specifically makes planning is to introduce
"discipline of long-term thinking in firms’’29. There are three ways to account for viitor30:
to prepare for the inevitable to refer undesirables and control what is controllable. It is
obvious that a self-respecting manager will not neglect any of these three activities.

c) Firms should plan to be "rational". Planificatelor efforts are supposedly better
than other people because they have the product overall policy proposals that are
systematic, efficient, coordinated, consistent and rational. Virtue planning is that it falls in
universal norms of choices raţionale31.

d) Firms must plan to control. In this sense, "core responsibilities" of planners
sunt32:

25 A.C. Hax; N.S. Majluf, - „Strategic Management: An Integrative Approach, Englewood Clifs”, N-Y
Prentice Hall, 1984, pag. 66.
26 A.C. Hax; N.S. Majluf, - „Strategic Management: An Integrative Approach, Englewood Clifs”, N-Y
Prentice Hall, 1984, pag. 66.
27 H. Fayol, - „General and Idustrial Management”, London, Pittman, 1949, pag.63
28 B.J. Loasby, - “Long-Range Formal Planning In Perspective”, The Journal of Management Studies IV,
1967, pag.301
29 B.J. Loasby, - “Long-range Formal Planing In Perspective”, The Journal of Management Studies IV,
1967, pag.301.
30 M.K. Starr, - „Management: A Modern Approach”, NY Harcourth, Brace, Jovanovich, pag. 315.
31 B.J. Loasby, - “Long-range Formal Planing In Perspective”, The Journal of Management Studies IV,
1967, pag.301.
32 J.S. Schwendiman, - „Strategic and Long Range Planning for the Multi-National Corporation”, N-Y,
Praeger, 1973, pag. 50.
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- planners should be responsible for planning, and to ensure that steps are taken in
the order provided

- planners must ensure quality, accuracy and completeness of planning led by
others.

- planners should be responsible for coordinating all planning efforts and the need
to integrate different parts of the plan.

3. Plan’s roles
If planning is programming, the plans have two roles: they are means of

communication and control mechanisms. These two roles come from the analytical nature
of the plans, ie their representation strategies in a decomposed form and articulate, often
quantifiable, if not quantified. Plans, as shown in the strategic programming as
programming, budgets etc. primary means of communication are not only strategic
intentions but what each individual in a company must do to achieve these aims. Planning
"forcing managers to communicate consistently on strategic issues" 33. Communication is
"one tooth most important roles of strategic planning, if not the most important" 34. Plan
"force employees to recognize the situation of the undertaking in relation to that of
competitors ... planning process enables them to better understand who they are and how
they are situated to comparable employees in other companies" 35. Plan "requires
government decision makers from business realities and even rationality" 36.

The second part of the plan is a control mechanism. Substantial objective of
strategic planning is to exert deliberate control. Planning decisions and establishes
premises "resource control in real terms ..." 37.

Plans as a means of communication, inform individuals about the intentional
strategy and its consequences. However, as a control mechanism, they go further: they
specify what behavior is expected of units and individuals related to the strategy and are
then available for re-injection in decision making comparisons between expectations and
actual performance. Perhaps it is this role incited inspection planning officer at General
Electric in the 1980s to characterize the planning department in previous years as "cop
group." Even in the context of individual cognitive activities, psychologists GA Miller, E.
Galanter and KH Pribanić used the term "plan" for "to refer to the instruction hierarchy"
and more specifically "a process located in hierarchical organizations which can control the
order in which a sequence of operations to be performed "38.

Plans serving companies to control their environment: markets, competitors,
suppliers and even consumers39. Similarly, sources of external influence may require a
business plan as a means of external control. As governments may impose specific
intentions of their institutions through action plans. Businesses that have market power
over suppliers can do the same thing when specify what quantities should be produced,
what data, which results in coupling its own action plan with suppliers.

33 J.B. Quin, - „Strategies for Change: Logical Incrementalism  Homewood”, IL, Irwin, 1980, pag. 140.
34 A. Langley, - „The Role of Rational Analysis in Organization”, Ph D, Theory Paper, Ecole de Hautes
Etudes commerciales de Montreal, 1982, pag. 324.
35 T. Hafsi, H. Thomas, - „Planning under Uncertain and Ambiguous Conditions: The  Case of Air France.
Document de travail”, Graduate School of Business, Université de l’ Illinois, 1955, pag. 33.
36 Ibidem, pag. 32.
37 Ibidem, pag. 32.
38 G.A. Miller, E. Galanter, K.H. Priban, - „Plans and  the Structure of Behavior”, N-Y, Henry Holt, 1960,
pag. 16.
39 J.K. Galbraith, - „The New Industrial State”, Boston, M.A. Houghton Miflin, 1967, pag. 45.
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4. Planning’s  Advantages40
Firms must bear pressures coming from various sources. Externally, there are

competitive forces, the increasing number of laws and regulations, the complexity of
increasingly high technology, global market uncertainty and high costs of labor in property
and other resources. Internally, the challenges are also numerous: new structures
operational increasing diversity of the workforce, operational efficiency and other related
management challenges. In this context, planning has a number of advantages likely to
improve company efficiency and foster the professional development of those working
there41.

a) Better focus efforts and increased flexibility.
A successful planning means better focus efforts and greater flexibility. Focused

companies know their strengths and needs of their customers, they know how to meet their
requirements. Employees of these companies can set professional goals or situation
accurately aiming their career and maintain equilibrium rent toughest conditions. Flexible
firms are able to adapt and evolve according to the political situation, economic, social,
they looked forward looking rather than the past and present. Employees adaptable, given
the circumstances and events include professional development planning challenges and
opportunities that arise both professionally and organizationally.

b) Orientation to action
Planning guides to action; company as a whole, and employees are more than ever:

1. focused on results which favors an orientation regarding return,
2. focused on priorities to ensure that the most important things to be solved

first;
3. focused on benefits to ensure that all resources are optimized,
4. focused on changes to the situation before the issues and opportunities to

address them in the most efficient way.
Planning avoids deadlocks complacency, which means to carry out punctual events

or failures. It aims to preserve the spirit of efficiency and to remind everyone that the best
decisions are often taken before events force managers to react.

c) Improve coordination.
Planning facilitates better coordination. If each of the persons, groups or subsystems

of the firm their duties and tend to achieve their goals, these achievements must converge
to individual needs assembly. Effective planning establishes a hierarchy of objectives as
they are joined by an echelon to another both as a means and as a result. Objectives
superior endings directly related to the objectives of next lower level, which is the means
that allow them42

d) Improving control
Improving planning control facilitates control. It paves the way for defining desired

outcomes and objectives that determine the measures to be taken to achieve the objectives.
If the results are below expectations, goals will be assessed from the start, so that the
measures adopted be amended if necessary to improve results. Without planning process
lacks control reference framework to allow him to evaluate the results and determine
actions to be taken to improve them.

40 J.R. Schermerhorn Jr. – „Management”, Fifth Edition, John Willey sons, NY, 1996, pag. 91.
41 H. Mintzberg – „Grandeur et décadence de la planification stratégique”, Dunod, 1999, pag. 356.
42 Ibidem, pag. 93
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e) Improve time management.
Planning promotes better time management. Every day, managers are swamped

with tasks to be undertaken and the requirements to be met in situations where interrupts
are frequent crises and unforeseen developments. The work of a manager is subject, in
particular, such complications. In these circumstances, it is easy to let the contents of
activities or minor requirements, but wasting time. From this point of view managers\'
firefighters feel they are merely waiting for the fire "43. What can be taken in such
situations right decisions when the time is insufficient and the decisions to be taken are the
most urgent? In fact, effective management requires a better use of his time.

5. Planning forms and types of plans used
Complex companies use different forms of planning varies considerably according

to the directions, the nature of the problems it solves, the duration, the extent of their
application. Application forms duly companies develop different plans.

Whatever type of plan used, to be successful, plans must be drawn accurately and
carefully operationalized. Depending on the location and nature of tasks to be solved are
three main types of planning: strategic planning or long-term perspective or, medium-term
planning, and tactical planning and current planning (budget) or short-term.

5.1. Strategic planning (long term)
Strategic planning is primarily to establish the main objectives of the company\'s

activity and is orientate to certain final results taking into account the means of achieving
the objectives and ensure the necessary resources. At the same time developing new
business opportunities, for example, increasing production capacity by building new
businesses, the location of new equipment, changing the profile of the company or a
radical change in technology. Strategic planning includes a period of 10-15 years, has
ramifications far, affecting the functioning of the entire management system and relies on
huge resources. Strategic planning refers to long-term business needs and it sets a global
orientation of the company. Top managers are the ones who set the goals in the strategic
planning for the entire company, they are the ones who decide the measures to be taken
and the allocation of resources.

Companies have lately begun to pay more attention to planning perspective, that of
a centralized management tool. It provides for general principles of company orientation
perspective - concept development, sets the strategic direction and development programs,
the content and sequence of implementation of main measures for achieving the objectives.
Planning ahead facilitates decision making in complex issues of international business
activity:

1. establishing directives and size of investments and their financing sources;
2. introducing scientific and technical innovations and advanced technologies;
3. diversification of production and replacement products;
4. embodiment border business investment in acquisition of business

conditions;
5. planning management organization in different structural links and human

resources policy.

43 „Les Affaires”, 13 oct  2001, pag. 39.
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The long-term planning is used in 70-80 in Japanese corporations, where planning
is organized as follows:

1. choose 5-10 and around key strategies that develop long-term development
planning,

2. while plans are medium in which the strategies form a whole, are the links
to the allocation of resources

3. The top management of the company establishes each organizational
subdivision and these plans are quantitative objectives to achieve these goals
through "bottom-up method."

A strategic planning objective aims provide a scientific foundation complex
problem the company may face in the future and, on this basis, to develop indicators of
firm development plan period.

The basis for the strategic plan are:
1. analysis of business development prospects, which consists of revealing

trends and factors influencing these trends develop;
2. analyze company\'s position in the competitive struggle, whose task is to

determine how the company\'s products competing in different markets and
what the company can do to improve the results of its activity in specific
directions if you apply optimal strategies in all areas of activity;

3. election strategy based on analysis of company development prospects in
various fields and setting priorities on specific types of activity in terms of
efficiency and ensure resources,

4. analysis of diversified directions of activities, finding new types of work
more efficient and to establish the desired results.

The choice of strategy is necessary to consider some strategies, both in traditional
industries and into new areas of business, must comply accumulated potential of the
company. As shown in Figure 4 perspectives and objectives are linked to policy
development. Current programs oriented subdivisions in their everyday insurance current
profitability, strategic programs and budgets foundations of future profitability, which
requires creation system designed based performance management projects.

5.2. Medium planning (tactical planning)
If the main problem of strategic planning is to determine what the company wants

to achieve in the future tactical planning reflected how, in what ways the company plans to
achieve this situation. The distinction between strategic and tactical planning is the
difference between goals and means of achieving these situations.

Between these two forms of planning there are other differences:
- Decision making at the tactical planning usually is less subjective because

managers involved in planning tactics available to them accurate, concrete. In tactical
planning using quantitative methods based on electronic computing equipment

- fulfilling the tactical planning decisions is monitored more closely, closely, is
subject to less risk, as such decisions relate mainly to internal problems

- the decisions taken, as a rule, be expressed in figures concrete results.
Medium-term plans include five years, considered the most appropriate time to

renew the unit of production and product mix. These plans are formulated the main tasks
for the period, for example, the whole company business strategy and structural links
components (expansion of production capacity, assimilation of new products and
expanding the assortment) dissolution strategy (selling network structure and development,
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degree of control over the market, entering new markets, taking measures to compete
widening dissolution) financial strategy (volume and direction of investment, financing,
securities portfolio structure) human resources policy, (composition and human resource
structure, preparation and use thereof), determining the volume and structure of material
resources and forms of supply taking into account the specialization and cooperation in
production. Provide medium-term development plans, to some sequence of measures
aimed at achieving the objectives of long-term plans. Medium-term plans typically contain
quantitative indicators including the allocation of resources. They develop the structural
links of production.

5.3. Planning current
It is achieved by detailed development (usually one year) operational plans for the

company as a whole and structural links components, particularly marketing program, plan
research - development, production plan, material and technical supply plan. Main link
current production plan plans are calendar-monthly, quarterly, half-yearly, which are
detailed realization of the objectives and tasks set by the plans and medium-term
perspective. Calendar plans of production shall be based on information on the existence of
controls, to ensure their raw materials etc.. laden production capacity, taking into account
the time of completion of each command. The calendar plans of production costs are
provided for the reconstruction of existing production capacity, replacement of machinery,
construction of new businesses, training a new workforce. The retail plan - products and
services - are provided indicators on export of products, licenses, services, and service.

Top managers responsible for approving the budget and the efficiency of its
development. The base budget is the weather on sales and production costs. Based on sales
forecasts are prepared plans for production, supply, inventory, research - development,
investment, financing, collections, etc.. Company budgets reflect all sides of her business
and operational plans of links based on structural components, for which they provide a
means of coordinating all organizational sub-company links.

5.4. Organizational forms of internal planning within the firm
The methodological basis of planning in a firm approach is the use of target

program, which provides that the precise wording of the objectives of the company and
their correlation with resources. Typically, long-term goals are set and determine the main
directions of the company\'s development program. At the same time, establish clear tasks,
each subdivision precise organizational and determine the place and role in the overall
objectives of the company. Especially determine not only the total amount of profit or rate
of return, but also different normative indicators linked to performance of the functions of
marketing, financing, etc.. Therefore, both strategic and tactical plans drawn up by
companies, are the main tasks of economic policy for a certain period and concrete ways to
solve them: they establish the necessary financial and material resources and the most
effective uses of their taking into account the prevailing conditions in the world.

From an organizational perspective centralized internal planning process in most
large companies, there is "top down". To be able to correctly determine the objectives and
tasks of each link structural components, top management must have information on the
status and development of each market and each product on the market. This information
typically found in marketing programs that underlie development plan in all verigele.
Device which handles internal planning firm, includes functional compartments of the
different levels of management. Link leading business planning system is the steering
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committee or steering committee. In some companies this body is called the committee
planning the development committee or other central direction of development.

Of these bodies fall usually top company management representatives who prepare
decisions on the most important issues of policy and strategy firm set of functions
analytical, technical coordination and participate in the formulation of the main objectives
and tasks of the company ahead of time. The reports prepared by these bodies are analyzed
Steering Committee and, after approval, shall be included in the form of concrete action
plan for future development of the company. One can say that at this level of management
forms the main ideas, theses optimal allocation of internal resources over a certain period
of plan.

The next link in the planning unit at the company\'s service planning with
responsibility for formulating future plans and current, correct and accurate indicators and
monitoring plan to achieve them. Planning departments are almost all major companies.
But the organization and structure of these bodies may be designed differently and can be
distinguished by the character of the functions performed. In some companies planning
service functions they perform planning departments that are part of other central services.
In cutting machine production planning is the planning department which is based on
drawing up plans monthly, quarterly, half-yearly and annual results and summary of
current plans for the whole department.

The organization planning firms is particular due to differences in the
organizational structures of management and production processes character. These
differences relate both to plan times periods and procedures dealing with planning issues.
In developing plans of firms, often, are the different plan periods parent company for its
companies located in other countries and Subsidiaries as well as various areas of activity
(eg, for 15 years Research Plan - developing strategies and 7 years).

6. The strategic process planning
Strategic process planning, is divided into a few main points:
1. plan development process (direct process planning) decisions on the future

objectives of the company and establishing the means and methods of achieving them,
2. work for implementing the decisions of the plan: the results of these activities are

real indicators of business activity,
3. control results when there is actual comparison of the indicators established by

the plan, and training actions to correct the firm\'s premises for the necessary direction.
The planning process should not be seen as merely establishing succession

development operations plan and procedures whose purpose is that an event must
necessarily follow after another event. This process requires flexibility, elasticity and art of
leading specialists. Participants in the planning process not only fulfill the functions
entrusted to them, but are called to act creatively, to show ability to change the character
shares the situations demand it.

The strategic planning process to establish the mission starts and runs the following
stages:

- company doing research, studies on its environment and its internal environment,
determines the main components of the organizational environment, demonstrate those
components that have particular importance to firm provides collecting information about
these components, develop forecasts about the future state of the environment and
evaluating the company\'s real market
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- the company establishes guidelines work: direct marketing actions, complex
objectives. Sometimes, this step preceding the step environmental analysis. Then do the
strategic analysis, determine the objectives (desired outcomes) and results of studying the
internal and external features (limiting achievement of the set);

- Company, with strategic analysis methods, develop different versions of strategy,
choose one of these options and studying carefully prepare the final version of the strategic
plan of the business firm, medium-term plan and develop such programs and the plan
strategic planning and medium-term results, develop operational plans and annual reports
and projects, establishes prerequisites plan to develop new programs that will take into
account what the company has achieved in the implementation of its plans, which is the
gap between plan and indicators their actual performance.

The whole planning process is a closed loop with a direct connection (from strategy
development and establishment of operational plans to achieve the strategy implementation
and control) and reverse (from record accurate results at the plan).

7. Conclusion
Planning is geared towards the optimal use of business opportunities including, for

the best use of all kinds of resources and to prevent erroneous actions that can result in
reduced efficiency of business activity.

Planning includes determining:
- final and intermediate objectives;
- tasks whose solution is necessary to achieve objectives;
- the means and ways of solving these tasks;
- resources, sources of these resources and how to distribute themfollow our

instructions faithfully, otherwise you have to resubmit your full paper.  This will enable us
to maintain uniformity in the conference proceedings. Thank you for your cooperation and
contribution. We are looking forward to seeing you at the Conference.
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Key Words
Adapt: 1. to make suitable to the requirements or conditions; adjust or modify fittingly. 2. To adjust one‘s self to
different conditions or environments. To adapt easily to all circumstances (Random House Dictionary 2011).
Leadership: The process of influencing people by providing purpose, direction, and motivation, while operating
to accomplish the mission and improve the organization (ADP 6-22, Army leadership  Headquarters Department
of the Army Washington, DC, 10 September).
Mission Command: The exercise of authority and direction by the commander using mission orders to enable
disciplined initiative within the commander’s intent to empower agile and adaptive leaders in the conduct of full
spectrum operations. (ADP 6-0, Mission command, Headquarters Department of the Army Washington, DC, 17
May 2012)
Mission Orders: A technique for developing orders that emphasizes to subordinates the results to be attained, not
how they are to achieve them. It provides maximum freedom of action in determining how to best accomplish
assigned missions (ADP 6-0, Mission command, Headquarters Department of the Army Washington, DC, 17
May 2012).
Operational Adaptability: The ability to shape conditions and respond effectively to a changing operational
environment with appropriate, flexible, and timely actions (FM 3-0, Operations, 27 February 2008).

1. Introduction
The beginning of the 21st century has been defined as the era of persistent conflict.

The Operational Environment1 the Army is likely to operate in will be affected by
globalization, technological improvements, migration and demographical changes,
urbanization, scarcity of resources, the physical environment, the threat of proliferation of
WMDs and instable political entities.2 The post-modern battlefield can be characterized as a
war amongst the people, and asserts that this will significantly affect how force is being applied in
the 21st century.

The future application of force is likely to take on six characteristics that differentiate
the post-modern operational environment from that of the Cold War era. First, the ends for
which force is being applied have changed. The military end state no longer constitutes a
point where the overall political ambition has been reached; rather it is more likely to be

1 Operational Environment is defined as: A composite of the conditions, circumstances and influences that affect
the employment of capabilities and bear on the decisions of the commander. U.S. Department of Defense, Joint
Publication (JP) 3-0, Operations (Washington, DC: Government Printing Office, 2006), xvi.
2 U.S. Department of the Army, Field Manual (FM) 3-0, Operations (Washington, DC: Government Printing
Office, 2008), 1-1.
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defined as the conditions that need to exist in the operational environment, in which an
outcome might be discussed and decided. Second, the war will be amongst the people and not
on an isolated and sterile battlefield. Third, the conflicts will likely be protracted or even
timeless. Fourth, the preservation of the force will be more important than achieving hard
objectives. Fifth, the technological and organizational inventions of the industrial war will be
brought into play in new and previously unimagined ways, rather than in their traditional
application. Last, most belligerents in the conflicts of the 21st century will be non-state
actors.3

2. A lead in
In this increasingly complex environment, the Army must train soldiers and units, and

deploy them across the globe to execute Full Spectrum Operations.4 The fight amongst the
people is the squad and platoon leaders’ war. How these are trained and empowered will
affect the strategic outcome of the application of force to a larger extent than in a
conventional war.5 With all of the above in mind, the leadership challenges of the
commanders appear increasingly complex and worthy of a thorough study.

And this is not about the broad concept of leadership, which can be defined as ―the
process of influencing people by providing purpose, direction and motivation, while operating to
accomplish the mission and improve the organization;6 instead, it is about direct leadership at the
lower level in the Army.

Direct leadership is the level of leadership where the leader is close enough to affect the
subordinates through one-on-one communication. Traditionally it is assessed that the highest level
in the Army where direct leadership is applied is in the company. This is, of course, an imprecise
statement, as the Chief of Staff in a Division staff exercises direct leadership on his staff
members, or at least on his closest subordinates. The company, however, is the last level where
the officer leads the unit through direct personal relations with the individual soldier; whereas
from battalion command onwards, the officer leads units.

This becomes especially true in the post-modern operational environment of the
operations in 2013 that are influenced by the concept of unified land operation with emphasis on
Counterinsurgency (COIN) and Stability Operations. COIN operations and the description of
COIN campaigns vary dramatically from the paradigm of the conventional and linear battles.

As the Army doctrine on operations, ADP 3-0, Unified Land Operations, and the ADP
6-22, Army Leadership doctrine describe concepts and procedures that depend on each other,
the execution of operations might be alternated if the leadership that is applied differs
severely from what doctrine prescribes.

One of the issues that must be addressed when analyzing the Army Leadership
doctrine and its application is the hierarchy of doctrines. In the U.S. Army several doctrines
address leadership and command. In viewing questions of command through the lenses of
some of these other doctrines, it becomes evident that trends of leadership and command stem
from more sources than only ADP 6-22.

3 Rupert Smith, Utility of Force: The art of War in the Modern World, New York: Random House Inc, 2008,
272-307.
4 Full Spectrum Operations is the Army’s operational concept and the core of the Army Operations doctrine. It is
defined as a combination of offensive, defensive, and stability or civil support operations simultaneously, as a
part of an interdependent joint force to seize, retain, and exploit the initiative, accepting prudent risk to create
opportunities to achieve decisive results. FM 3-0, 3-1.
5 David Kilcullen, ―Twenty-Eight Articles: Fundamentals of Company-level Counterinsurgency, Small Wars
Journal (2006): 3-4.
6 ADP 6-22, C1 Change No. 1 Headquarters Department of the Army Washington, DC, 10 September 2012, 1
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In the doctrine of Unified land operations, which was published in 2011 the
leadership views of ADP 6-22 are reflected in the chapter on the Foundations of unified land
operations as well as in Operations structure. Direct leadership at the lower grade level,
however, is distinguished from leadership in general as it entails command authority.
Command is exercised by commanders in the Armed Forces over subordinates by virtue of
rank or assignment. It is lawfully vested in the respective command authority and it includes
aspects like leadership, authority, responsibility and accountability.

A leadership function that holds primacy in ADP 3-0, Unified land operations, ADP
5-07; The Operations Process and ADP 6-08, Mission Command is the concept of mission
command. Although it entails the word command this is more a leadership philosophy than a
reflection of authority. Mission command is the philosophy of decentralized conduct of
operations, where subordinates are given latitude to operate more independently than in
traditional military structures. Mission command entails the explicit expressing of the
commander’s intent, which states the purpose of the task ahead and the conditions that are to
be reached in order for a mission to be considered a success. This appears to be a function of
operations, but in reality it is a way of exercising leadership in a unit.

3. The Leader Attributes and Core Leader Competencies
When applying the Army’s core competencies, Army leaders are guided by the

mission command philosophy—the exercise of authority and direction by the commander
using mission orders to enable disciplined initiative within the commander’s intent to
empower agile and adaptive leaders in the conduct of unified land operations. The ability of
Army forces to combine its core competencies into a fluid mix of offensive, defensive, and
stability operations depends on a philosophy of command that emphasizes broad mission-type
orders, individual initiative within the commander’s intent, and leaders who can anticipate
and adapt quickly to changing conditions.9

Mission command cannot function if there is distrust between the commander and the
subordinate leaders and soldiers. Likewise, mission command involves for the commander to
accept more risk in the execution phase of operations. This might not be easy to carry
through. Conversely, it is a discussion in itself, if or to what extent mission command is being
executed at lower level, or if the direct style of leadership, which is normally linked to lower
level command entails too much hands on leadership to be called mission command.

In the Army itself, reflections on the operational environment of the future and its
impact on Army leadership are addressed in A Leadership Development Strategy for the 21st
Century. This document is a response to TRADOC Pam 525-3-0, The Army Capstone Concept
2016-2028. In this strategy the Army advocates that leadership will adhere to three important
domains:

a. The first domain is that, in the future, leaders must be trained to manage the transition
from the challenge of massing forces in compressed time to the challenge of operational
complexity in extended time frames.

b. The second domain is that the leaders must be capable of decentralized execution.
c. The third domain is that they must be capable of framing ill-structured problems.

To meet these challenges the leadership philosophies of mission command and
operational design have been introduced to the force in Field Manual 1, The Army, ADP 3-0,
and ADP5-0. Mission command is briefly mentioned in ADP 6-22, but not emphasized to the

7 Army Doctrine Publication No. 5-0, Headquarters Department of the Army, Washington, DC, 17 May 2012
8 Army Doctrine Publication No. 6-0, Headquarters Department of the Army Washington, DC, 17 May 2012
9 Army Doctrine Publication No. 3-0 Headquarters Department of the Army Washington, DC, 10 October 2011,
6
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same extent or with the same prominence as in the other doctrines. Across the spectrum of
manuals there seems to be a general consensus that the personal qualities of the commander
are ultimately what makes a good or bad commander.

In total, the literature on direct leadership can be detected through the mentioned
bibliography. It appears that the literature available to investigate the application of ADP 6-22
is sufficiently distinguishable to actually serve as supporting literature.

As a consequence of the analysis of the literature, it is viable to conclude that,
although much has been written and studied on leadership in the U.S. Army, little has been
written on the actual application of leadership of the lower level command. Consequently, it is
viable to claim that there is a research gap in the realm of applied leadership.

Especially important is the apparent lack of convergence between the doctrine on
army leadership and the other doctrines mentioned herein. They are focused on the
overarching themes of mission command, decentralized execution, the importance of the
changing operational environment.

The Core Leader Competencies in ADP 6-22 are derived directly from the doctrinal
definition of leadership.

From this definition it is possible to extract three core tasks that describe what a
leader does. These three tasks are:

a. Leading people and organizations.
b. Accomplishing missions.
c. Developing organizations.
From this discussion the extended purpose or implied task can easily be identified as

developing individuals as they are part of the organization, building teams and ensuring unity
of effort within the unit. These overarching objectives apply to all leaders in the Army
whether the team leader or the commanding general.

In ADP 6-22 these Core Leader Competencies have been reframed as: leads,
develops and achieves. The single model organizes the disparate requirements and
expectations of leaders at all levels of leadership. Figure 110.

Figure 1. Army leadership requirements model.

Army leaders communicate task and purpose to their subordinates. This can be done
either in the form of direct communication or by leading by example.

10 ADP 6-22, C1 Change No. 1 Headquarters Department of the Army Washington, DC, 10 September 2012, 5.
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Leaders foster teamwork, cohesion and loyalty. To achieve this, they must create a
learning environment in their units. The environment will promote initiative from subordinate
commanders and develop their leader skills, as well as core military proficiencies and
interpersonal skills.

In order to accomplish all this, a leader must initially look inward and maintain both
physical and mental well-being. Leaders constantly seek to expand their knowledge and
proficiencies to include technical and tactical matters that affect the unit and the subordinates.
By doing so, they set the standards by which the unit is run, and demonstrate the commitment
that every Army leader needs in order to excel in this profession.

Army leaders achieve results. The results derive from the leader’s ability to
optimally lead and develop the organization and its individuals. In this process, the leader
must organize, coordinate and prioritize activities.

As can be easily detected, there is a strong correlation between the Core Leader
Competencies. An organization cannot prosper in the long run without proper leadership. The
appropriate mix of vision, guidance and development is a prerequisite for any successful
organization.

However for the direct leader the entire process becomes profoundly more up-close
and personal. At the lower level, the results are more dependent on the leader’s ability to
exercise direct influence on the processes than is the case in larger organizations. The
commander at a lower echelon, as a direct leader, should be in close proximity to any critical
situation and should be able to exercise direct influence on the outcome.

The degree to which he needs to get involved is highly dependent on his ability to
provide vision, task and purpose to his unit, and on how he has developed his team. The
leaders’ ability to exercise that direct influence on how missions are accomplished in their
units is often described as the qualities a leader has as a person.

4. Conclusion
ADP 6-22, Army Leadership is well-written and encompasses almost all aspects of

army life and leadership, it is, however, not descriptive enough to guide young leaders in how
to translate principles into action. Focus on mission command as the overarching leadership
philosophy in the Army and the identification of separate Leadership requirements models for
the three levels of leadership might rectify this discrepancy.

The operational environment is highly complex and the actions taken by lower level
leaders can have a more profoundly detrimental effect on the strategic level in the current
fight than in most historical examples. Consequently, it is important to capture the
experiences of the direct leaders in the 21st century and continually modernize the Leadership
requirements model to guide the leaders of tomorrow’s fight.
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1. Introduction
Security and defense are among the primary functions of any state and they have to be

of high interest for any government, any nation, any military structure. Managing security and
defense is, therefore, a key element in providing the best framework for a nation to
accomplish its strategic objectives and socio-economic development, while prezerving the
citisens’ freedom and prosperity.

Defense management has a key role in accomplishing this political target, and it is the
most comprehensive framework of a complex process called resource management.

Resource management is a specific process dedicated to providing advice, policy
guidance, and assistance to the defense leaders on program development of logistics and
materiel readiness, and the Programming, Planning, Budgeting and Execution System
(PPBES). As a specialized office, it serves as the frame for assessing and backing the military
power of the nation and to certify its capability to deter or to efficiently counter any possible
military aggression.

Assessing resource management systems and practices means maintly to provide
support in the frame of the decision-making process and of supporting the implementation of
the policy decisions. Usually, in such kind of framework, a typical question is how resource
allocation decisions lead to the realization of the country’s security and defense policy
objectives, framing the particular aspect of this approach called the output orientation.

Resource management in many countries centers on the well-known as the Planning,
Programming, Budgeting, and Execution (PPBE) System and process.

Reviewing and continued implementation of a comprehensive defense management
system and a reform (transformation) program was a core element in the process of renewing
of the Romanian Armed Forces. To strengthen the comprehensive framework for and
integrate the reform initiatives of the defense and military establishment the Minister of
National Defense is obliged to conduct a comprehensive and intensified review to be
concluded within six month from the access to power on the status of the implementation of
reform programs in the defense and military establishment, particularly those relating to the
defense system of management, built upon the concept of a strategy-driven, capability-based,
multi-year planning process, inclusive of its four mutually supporting components: the
defense strategic planning system, the defense capability assessment and planning system, the
defense acquisition system and the defense resource management system incorporating two
sub-systems the Planning, Programming, Budgeting and Execution System and the financial
management system; the improvement of equipment and logistics capacity to address, among
others urgent requirements for combat operations; the transparent implementation of national
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capability upgrade program, that optimizes the use of the modern instruments of research in a
centralized defense acquisition system under the EU rule of law that is fully compliant with
the government procurement. The optimization of the defense budget and improved financial
and management controls that pushes resources to operating units down to the company
commanders and minimizes centrally managed funds in the high command.

The core planning processes of a defense management system offer this picture related
to the basic orgasitational and processual levels and domains:

- Strategic Planning: identifying the priority security challenges that should be
addressed militarly by building the necessary capability planning.

- Capability Planning: identifying capability assets and gaps and the areas of
declining relevance by conducting mission area assessments and analyzing potential
approaches to either reduce risk or accept more risk.

- Resource Planning: aligning funding to priorities within fiscal limits in the form of
defense programs and budgets; and relating money spent to spending objectives by
conducting performance reviews.

- Acquisition Planning: if a materiel solution is required, recommending what
approaches (kinds of systems) are better at closing priority capability gaps; and which
alternatives (types of systems) and sources are best for the preferred approach.

2. Defense planning (national and NATO defense planning)
Defence planning is a process that needs a multifaced approach. The strategic and

operational environment affecting national security is complex, multifaceted and variable.
Even in the long term, it will be characterized by high dynamics of changes, the growing
diversity of players and increasingly complex interdependence of security trends and factors.
Threats, risks and their sources are often diffi cult to localize and nowadays have mostly non-
state and transnational character. Many of the specifi c threats and their impacts are diffi cult
to predict.

It all adds up to a further blurring of distinctions between internal and external
national security. The operating environment consists of a set of factors arising from the
nature of an area where the operation is carried out or will be. Operating environment is also
formed by the character of a potential enemy, possibilities of effecting technological and
informational areas and further the current environment worldwide is complex, uncertain,
volatile, and ambiguous and, therefore, requires the use of a set of reasoning tools that cannot
be limited to a single field of interest.

2.1. National Defense Planning: How to deal with the Planning, Programming, and
Budgeting System and Process by taking into consideration a reality-based foundation.

There are a lot of traces that Romanian military body is capable of conceptual thinking
about national security and national defense, both in terms of primary accomplishing the
genuine national interests and coping with NATO’s and European Union commitments. More
difficult is to efficiently translating such concepts into practice. In other words, how to
effectively manage national defense tasks and programs, how to provide the necessary
budgets, and how to deal with immediate and next door needs. That is because usually we
seem to forget that the concepts we use to use, even the brilliant ones, are not able to become
realities by simple fact that we consider them important and of strategic interest. That is
because some time we lack o real grand-national strategy, some times because having one (of
high or lower quality) we do not almost nothing to put money to transform papers in facts and
capabilities in order to develop actions, credible forces and resources, and to prove
effectiveness.

That is not only a today negative surprise but a kind of permanent reality, at least from
the end of the  Cold War, ant it explain why we failed to create and implement stable force
plans, procurement plans, manpower plans, and readiness plans able to be afforded. By that
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time, this was not too dangerous because we still had a surplus of assets coming from the past
(aircrafts, warships, helicopters, tanks, etc), but their lifetime cycle is almost gone. The main
cause of this is a chronic lack of financial resources and the total absence of any future
positive perspectives in this respect.

Having that said, we also know that we must continue to examine new ideas and
concepts, but putting more emphasis on effective near and mid term planning and decision
making.

The new system of defense planning is one of the ideas to be developed and
implement hoping that one day the economy will provide the necessary resources able to
allow Romanian Armed Forces to build the desired military capabilities able to protect
accordingly our national interests and our future as a NATO and EU member.

To do this, we have to take into consideration the necessity of creating an effective
planning, programming, and budget system that can be linked to meaningful strategy
documents (national security strategy; national defense strategy; white paper on defense and
strategic planning directive). Also, we have to take into consideration:  the coming challenges
in defense planning programming and budgeting trends (in particular, focused on the
budgeting and planning challenges raised by rising operations, procurement, maintenance
military personnel costs); economic crisis and the macroeconomics of the Romania’s defense
spending (by comparing national economic prospects and defense spending with those of the
rest of the unional and euro-atlantic community; by looking at the interaction of the national
budget and defense spending in the context of the domestic macroeconomic realities with
which Romania is faced; by giving special attention to the potential threat that rapidly rising
entitlements spending and debt service payments pose to national security); the uncertain cost
of peace and wars (that attempts to reveal the difficulty of accurately assessing: the real costs
of our engagement in peace support operations like in Iraq, Afghanistan and Bosnia; the cost
of possible national military emergency or the cost of some dramatic changes in global
security environment).

That means that we have to: look for the new challenges for defense planning and to
understand how much we have to rethinking the traditional patterns; to review the post-Cold
War defense planning patterns; to think more productive about how to be able to cover a wide
spectrum of issues, including alternative strategies and structures for defense planning,
(conventional, asymetric and hybrid),  modernizing weapon systems and force structures, and
planning under uncertainty, without to neglect the present day approach to the current
methods and policies when we advocate for radical changes are needs. .

Taken it as a whole, this frame provides a provocative cross section of work intending
to understand both the theoretical issues and the practical considerations that it must be
addressed. In other words, we have to look at all the aspects of defense planning, to
understand the challenges and choices confronting defense planners as we approach the end of
the monopolar world or classical patterns and seek for the nonconventional view and models
specific to the knewledge era.

2.2. Defense programs
The global, european and national financial and economic crisis has had a strong

impact on military budgets, making it necessary for states or regional and international
organizations concerned with such kimnd of  issues to streamline their defense planning and
the more so because, in addition to the already consecrated risks and security threats, there are
also new challenges.

After 2008, the economic and financial crisis has driven European states to decrease
their contribution to the budget of the alliance.

Defense is provided by an overall defense system of the nation, comprising executive
and support elements.The crucial executive element of the nation defense system is
represented by the Armed Forces. Other executive and support elements of the defense system
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comprise strategic intelligence and diplomacy, state material reserves, defense infrastructure,
armed security troops, civil protection, rescue squads, economic mobilization, civil
emergency planning, training of citizens for defense, and the scientifi c base of the national
defense.

Defense expenditures are aimed at the overall system of national defense and they are
expenditures on military and non-military elements of the defense system. Consequently,
defense expenditures acquire a broader meaning than military expenditures, which include the
sums allocated from the national budget to the Armed Forces. By also taking into account
international views on the two terms, the one of military spending appears to be the most
suitable one for the purposes of this article. This is supported by the fact that military
spending holds an important ground in the area of defense expenditures and represents about
two thirds to three quarters of the total defense xpenditures of developed countries.

Defense programs are intended to provide for the attainment of defense objectives
within resource constraints. A defense program is “an integrated plan of intended use of
available and expected resources (personnel, materiel, money, etc.) in order to achieve results,
i.e. build and maintain capabilities.” The primary function of a defense program is to support
resource decision-making, linking resources to products and providing for “output-oriented”
policy and plans.

Defense program management is the centralized coordinated management to achieve
programs’ strategic objectives and benefi ts and to assure that suppliers deliver on time,
within budget and in accordance with customer requirements.

For the last decades, organizations have failed to manage successfully defense
programs encountering significant delays in delivering the defense capabilities on time and
overrunning the approved budgets. Consequently, some programs lost the political and fi
nancial support and became irrelevant for their end users. In addition, defense programs
became more and more complex, not only due to the high political and strategic importance
and economic implications, but also because of the cuts in defense budgets and schedule
constraints. Moreover, it is worth reminding a common truth according to which a broad
range of uncertainties and corresponding risks influences the acquisition of new equipment
and defense capabilities.

When analysing the effectiveness of risk management within defense programs, a
number of pitfalls can be identified: the lack of the management commitment in applying the
best risk management practices; the reactive behaviour of management instead of promoting.

Military spending is another relevant factor in the frame of the dinamic european
security environment. Usualy, in a NATO member country, any European government use to
claim that its program declaration to allocate at least a significant portion of the country’s
GDP to the armed forces. The commitment stems not only from the NATO recommendations,
but above all from the need of the Ministry of Defense (MOND) to prepare and run the
reform process of armed forces in line with the approved long-term plan of the structure and
development of these armed forces. Therefore, a figure varrying from 1.5 to 3% of GDP
allocation for military spending has become the primary planning financial limit for the
implementation of the long-term plan.

Since a defense program is nothing more than a comprehensive work designed to
articulate the intended use of defense resources – as input - to achieve measurable result as
output, its main achievement consists in so called „defense (military) capabilities”.

Concepts regarding to construct of capability inputs and outputs has a lot of versions
nad features. Planners in the United States use to call this accronime - DOTMLP, which
stands for: Doctrine, Organization, Training and Education, Materiel, Leadership, People.
Canadian construct of capability inputs is known as PRICIE: Personnel, Research &
Development/ Operations Research, Infrastructure & Organization, Concepts, Doctrine &
Collective Training, IT Infrastructure, Equipment, Supplies and Services.
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With the creation of the Allied Command for Transformation and its growing role in
the NATO force planning process, it can be predicted that the ACT capability model will
(possibly with minor modifications) be introduced in the planning process of many countries.
The NATO construct is known as DOTMLPFI, which stands for: Doctrine, Organization,
Training, Materiel, Leadership, Personnel, Facilities, Interoperability.

3. Rationale for Program-Based Defense Resource Management
In a systems approach to decision-making, the aproach to understanding the process is

that sound decisions begin with clearly stated goals and objectives and followed by analysis
of alternatives for achieving the goals. The systems approach uses various models to predict
the consequences of different alternatives and provides a framework for the decision maker to
explore tradeoffs, gain insight, and make a choice. The great advantage of this method is that
a link can be drawn from the problem to a course of action and to the cost of resources
necessary to implement the course of action. The modeling principles taught allow the
manager to explain the relationship between resource inputs and organizational outputs and
outcomes.

The planning, programming, budgeting and Executing System (PPBES or PPBS)
PPBS is a management tool that offers real and appropriate opportunities for

increasing the effectivnes in spending the defense (military) budget to provided the necessary
military capabilities.

Planning-oriented approach to developing a program budget. A program budget is a
budget in which expenditures are based primarily on programs of work and secondarily on
character and object. It is a transitional type of budget between the traditional character and
object budget, on the one hand, and the performance budget on the other. The major
contribution of PPBS lies in the planning process, i.e., the process of making program policy
decisions that lead to a specific budget and specific multi-year plans.

A modern and result-oriented new PPBES is a key element in accelerating the process
of the military transformation. Consequently, a set of Transformational Planning Guidance to
provide orientation for the development of the armed forces according to the new security
environment requirements is the only way to achieve strategic goals. Issuing them timely ant
keeping the path with their implementation is a strong step in the direction of making
transformation and innovation visible parts of the defense planning process.

The planning, programming, and budgeting system (PPBS) through which the
Ministry of National  Defense (MOND) prioritizes its programs and resources has to be
adjusted in order to facilitate transformation and innovation, not to obstruct them.

MOND is tasked to perform periodical trials resource allocation process in order to
reduce the burden of repetitive report generation that has drained time and energy away from
innovative, strategic change. This process gives senior and also tactical leadership an
opportunity to shift their attention from wrestling with budget detail to developing initiatives
to transform Romanian armed forces. This change will not happen only by chance. This
requires initiative and skills to enable appropriate leadership to move the focus from the back-
end (budgeting) of the resource allocation process to the front-end (planning and idea
generation).

The planning, programming, and budgeting system (PPBS) is a new achievement of
the process of preparing for NATO membership and became a real instrument of capability
building after 2004 aiming to manage MOND programs and resources. A key purpose of this
new system was to rationalize investments in transformation and to answer the pressing
question of this process. Also, the PPBS were used to integrate the force plans of the all three
services. It held that, in the absence of such a system, each service developed its force
program with only incidental attention to the other services.
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The PPBS is a dynamic process, able to undergone all the necessary changes over the
last period, but the core elements and basic flow of the process endure, mainly in the area that
provides a systematic and relatively visible review of programs and resource allocations. It
forced defense planners to make choices and prioritize programs. Decision-makers could get a
fair degree of insight into the military capabilities that would be fielded in the near future. The
risk of making a serious mistake and suffering its dangerous consequences is progressively
minimized.

In the planning phase, the military role and posture of the nation shall be examined,
considering enduring national security objectives and the need for efficient management
of resources. The focus shall be on the following major objectives: defining the national
military strategy necessary to help maintain national security and support national foreign
policy; planning the integrated and balanced military forces necessary to accomplish that
strategy; ensuring the necessary framework (including priorities) to manage MOND resources
effectively for successful mission accomplishment consistent with national resource
limitations; providing decision options to the national leadership to assess the role of national
defense in the formulation of national security policy and related decisions. This review shall
culminate in the issuance of the defense guidance.

In the programming phase, the MOND Components shall develop proposed
programs consistent with the Defense Guidance. These programs shall reflect systematic
analysis of missions and objectives to be achieved, alternative methods of accomplishing
them, and the effective allocation of the resources. The General Defense Staff shall analyze
the programs and provide a risk assessment based on the capability of the composite force
level and support program for the Romanian Armed Forces to execute the strategy approved
during the planning phase. A program review is conducted; the results are issued in a kind of
program decision draft.

In the budgeting phase, the MOND Components shall develop detailed budget
estimates for the budget years of the programs approved during the MOND programming
phase. The specialized structure on management and budget will provide a final version of the
Program Budget Decisions. Usual a Defence Planning Process consists of few phases.
Although the process is sequential and cyclical in nature (four year cycle with bi-annual
elements), some elements occur at different frequencies and some steps are a sort of
continuous activity. First phase is one called “Establish political guidance”. That intent is to
develop a single, unified political guidance for defence planning which sets out the overall
aims and objectives to be met by the Alliance. It translates guidance from higher strategic
policy documents (i.e., the National Security Strategy, National Defence Strategy of Romania,
Strategic Concept, and EU Security Strategy).

Strategic Concept and subsequent political guidance can to provide sufficient detail to
direct the defence planning efforts of the various planning domains, both in member countries
and in NATO, towards the determination of the required capabilities. This will obviate the
requirement for other political guidance documents for defence planning

Political guidance should reflect the political, military, economic, legal, civil and
technological factors which could impact on the development of the required capabilities. It
will aim at defining the number, scale and nature of the operations the national military
should be able to take part, commonly referred to as NATO’s Level of Ambition. It will also
define the requisite qualitative capability requirements to support this overall ambition. By
doing so, it will steer the capability development efforts of Allies and within NATO.
Furthermore, it will clearly define associated priorities and timelines, as appropriate, for use
by the various planning domains.

The second phase is that aiming to determine requirements. There is one single
consolidated list of Minimum Capability Requirements, including eventual shortfalls. The
team takes into account all RDPP-related guidance and ensures that all requirements
considered necessary to meet quantitative and qualitative ambitions set out in the political
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guidance are covered. The process is structured, comprehensive, transparent and traceable and
uses analytical supporting tools coupled with relevant national and NATO expert analysis

Planning domains are fully engaged throughout the analysis, assisting the national
commands in providing a sound framework for further work which, ultimately, needs to be
usable by each planning domain. National Strategic Commands must be transparent, while
ensuring that political considerations do not prematurely qualify the process during which
requirements are identified. This is achieved by seeking expert advice and feedback from
services, inviting the latter to observe key milestones and decision points, together with
regular briefings to them.

The third phase: Apportion requirements and set targets
There are target setting initially apportions the overall set of minimum capability

requirements to each of the national service and other entities in the form of target packages,
respecting the principles of fair burden-sharing and reasonable challenge, according with our
commitments to NATO alliance  and EU capabilities.

Initially led by the Strategic Commands, the Defence Planning Staff Team will
develop targets for existing and planned capabilities against the Minimum Capability
Requirements and cover them in the draft target packages, together with their associated
priorities and timelines. Targets should be expressed in capability terms and be flexible
enough to allow national, multinational as well as collective implementation.

Each individual branch (services) has the opportunity to seek clarification on the
content of targets and present its professional views on their needs during a meeting between
the relevant sectorial representatives. Subsequently, the Defence Planning Staff Team will
consider the services’s members perspective and priorities with the aim of refining the
national target packages and providing advice on what constitutes a reasonable challenge.

Following discussions with services’ representatives, members of the Defence
Planning Staff Team will transition from the Strategic Commands to the Joint General
Defence Staff MOND Defence Planning Division Team. At this point, the Defence Planning
Staff Team will continue to refine and tailor individual draft target packages in line with the
principle of reasonable challenge. To ensure transparency and promote national cohesion,
packages will be forwarded to Services with a recommendation of which targets should be
retained or removed to respect this principle. Services will review these packages during a
series of multilateral examinations.

Agreed packages are accompanied by a summary report, which is prepared by the
Defence Policy and Planning Division, on the targets as a whole. This will subsequently be
forwarded to services representatives for submission to Commanders for preliminary
adoption. The summary will include an assessment of the potential risk and possible impact
caused by the removal of planning targets from packages on the delivery of the National’s
Level of Ambition.

The four faze - Facilitate Implementation. This step assists national efforts and
facilitates multinational and collective efforts to satisfy agreed targets and priorities in a
coherent and timely manner. The aim is to focus on addressing the most important capability
shortfalls. This is done by encouraging national implementation, facilitating and supporting
multinational implementation and proceeding with the collective (multinational, joint or
common-funded) acquisition of the capabilities required by the Alliance. This step also
facilitates national implementation of standardization products developed to improve
interoperability force.

The detailed work needed to develop and implement a capability improvement or
action plan is carried out by multidisciplinary task forces. These task forces are composed of
representatives from all stakeholders, under the lead of a dedicated entity. Each task force is
supported by a “Capability Monitor” who keeps themselves abreast of progress in the
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implementation phase and report to all relevant bodies and committees, providing feedback
and additional guidance to the task force.

The fifth phase - review results – is complementing the process. This phase seeks to
examine the degree to which NATO’s political objectives, ambitions and associated targets
have been met and to offer feedback and direction for the next cycle of the defence planning
process.
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1.Introduction
A review of the national education system after 1990, reveals a state of continuous

reform, with frequent changes and purpose often unclear.
Also, the relevant legislation in domain it is in a permanent transition even in

defining the basic notions of educational sphere, or a number of sector strategies are still
at the design stage.

Since 1995 offer continuing education experience a renaissance identified by creating a
framework favorable in continuous professional training by creation of specialized institutions.

The only drawback is the great fluctuation of programs, trainers and participants,
indicating instability and discontinuity

One factor that will influence the service quality of continuing education in
organizations, will be in the most numerous cases, proper analisys of education needs of
personnel.

2.General considerations about diagnosis of continue training
needs of personnel

Any instruction activity or training cycle begins with the identification of training
needs, in a simple word the diagnosis of professional needs training.

Current procedures in this area are still barely sketched and literature available on
the Romanian market treats rare this subject.

Educational and training activity must have a main purpose, and it can be defined
only if the training needs of personnel and of work groups are systematically identified
and analyzed.

The training programs cannot be designed and realized efficiently without before
to achieve a thorough and systematic analysis of the strengths and weaknesses of existing
programs and of level personnel training.

The quality of this activity is crucial to the effectiveness of continue education
programs conducted by the entire personnel, according to training and preparation plans.
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2.1 Diagnosis of continue needs training of personnel - Features
The proposed algorithm for establishing the continues training needs of personnel

(military or civilian) from National Defense System through education departments / staff
/ combat training can be the following steps:

1) Systematic collection of one set of relevant data about continues training
needs.

Data collection for the analysis of training needs of personnel should be made to
reflect specific institution, on several levels, separately, starting with the individual needs
of each worker and job which he occupies. A second level is useful to include data on
work groups, departments and functional units.

2) Analysis and interpretation of data concerning continue personnel training
needs.

A first analysis is carried out even in the process of centralization, systematization
and data transmission at higher level.

The analysis must begin with the mission and general and sectorial strategies in
the field, other strategic and operational documents.

To identify the continue training needs of personnel, it will analyze the data
collected at this stage, which will identify the strengths and weaknesses of the needs for
continuous training of personnel from the following perspectives: individual, work group,
organizational and institutional.

Also, analysts are required to take into account expected changes in organization
structures, new missions and tasks, change procedures and standard operating procedures,
internal normative acts.

3) Completion of diagnosis
It materializes in drafting activity proposals.
This is necessary both in the interpretation of the data each worker / job, working,

functional departments and unit / organization.
It is essential that the data collection process to be done starting with the

worker/job from organizational structure, but analysis and interpretation to be done in
reverse.

I consider important for collect the data necessary for the diagnosis needs training,
the documents following:

1) Written records - refers to any type of personal statistics, analysis and
reporting of training programs and activities, demands of job descriptions, annual activity
evaluation sheets, occupational standards, evaluation forms for all activities of personnel,
reports of commissions control, references, recommendations elements of the military
career planning. From their contents are extracted problems they make personnel to fulfill
the tasks, failures caused by lack of knowledge and skills, areas where skill levels are not
up to the standards required, how far has performed training activities and the possibilities
to develop a military /individual career.

2) Interviews - are some of the most important tools of analysis, they must have
the following characteristics:
- to follow the a logical sequence of questions;
- to avoid the questions subject, which strongly suggests a certain kind of response;
- to provide the possibility of free discussion by creating an atmosphere of trust;
- to pursue the specific issues to be resolved, and the relative difficulty of the tasks to be
executed;
- seek to identify the qualifications and skills needed to carry out the work.

3) Questionnaires - are pre-determined list of questions that can be asked
different types of response, from selecting the variant considered appropriate and they
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must work tasks related to analysis of all other evidence, it can be a useful tool in helping
people to describe job duties and to solve their problems.

4) Collective discussions - suggest as a starting point in determining the training
needs about the requirements and issues raised in their professional work, about their
training needs. These will be supplemented by the training needs of the organization.

5) Direct observations - must be made during fulfilling their duties, both by
managers concerned staff and instructors or other professionals in the field.

6) The educational project management - can be used only at institutional level
to coordinate activities in the field of educational management, he can extract from the
guidelines, directives in staffing.

3.Conclusion
May be made major benefits in personnel training analysis by develop a

methodology for determining at the institutional level of personnel training needs,
structured as follows:

1) The purpose and objectives for the diagnosis of training needs;
2) Executing of diagnosis activities focused on the main characteristics:
- The assimilation of knowledge and understanding on the performance of

functional expansion of professional skills and individual development;
- The development of skills for implementation of knowledge;
- The development of the behaviors necessary for the tasks assigned.

3) Methods, processes and tools for analysis and diagnosis;
4) Interpretation of the data collected on continuous personnel training

requirements - with recommendations to individual, workgroup and
institutional.

Finally we conclude that the quality of diagnosis necessary continue training can be
a highly relevant indicator on the usefulness and effectiveness of programs / projects
developed at institutional level in continuing training and specialization.

Usefulness of the project is that it can be developed, completed, adapted, improved
and can be used in military/non military organizations may be useful in diagnosis
(analysis) continue training needs of military organization and it increase in organizations
the quality of training personnel.
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Abstract:
In military aviation, cultural differences between countries play an important role in the complexity

of human factor causes of aircraft accidents that result in the total loss of the aircraft. The connections with
individualism and power distance have been established log time before. The additional link for the military
sector with uncertainty avoidance is probably a consequence of the fact that this cultural feature as well as
power distance is pre-eminently typifying aspects of the military organizational culture. The more
profession-oriented the air force culture is, the lower the chance to jeopardize flight safety1. Vice versa, the
more institutionalized the air force culture is, the greater the chance of accidents. The chance of accidents
occurring is relatively smaller in those air forces in which the culture is more individualist, in other words,
more oriented toward the work itself. In these air force cultures, power distance is, moreover, relatively
small, and furthermore, personnel have relatively less trouble in working in an improvisational manner.

Key words: culture, aviation, flight safety, power distance, uncertainty.

1.Introduction

The Cultural differences obviously exist between the armed forces from different
countries. It is important to understand that the causes of accidents do not occur only at the
implementation level. Causes of accidents during implementation can sometimes be
characterized as active failures. However, at the level of commanders, but particularly also
at the level of policy development, the conditions for accidents may be created. This is not
always as easily recognizable, and, moreover, the effects of policy decisions are often not
felt until years later. Therefore, in these cases, we speak of "latent errors"2 (Reason, 1990);
Culture-related problems may certainly arise if there is interaction between pilots from
different air forces. Mixed cockpit crews and operations conducted in mixed pairs or larger
groups of combat aircraft are no longer an exception in modern-day military aviation.

1 Safety - the state in which the possibility of harm to persons or of property damage is reduced to, and
maintained at or below, an acceptable level through a continuing process of hazard identification and safety
risk management.
2 Latent error is a human error which is likely to be made due to systems or routines that are formed in such
a way that humans are disposed to making these errors.
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2.The impact of culture in flight safety

If national air forces differ from each other in respect to culture, we may assume
that national cultural characteristics could apparently impact flight safety. During all of
flight activities, some people, depending on the national cultural characteristics within
them, would represent either a lower or higher chance of causing accidents than others.

2.1.Individualism-collectivism. The latest research showed that a national
organization can be regarded as relatively individualist if employees attach relatively high
importance to a pleasant living environment and leisure time to devote to their private or
family life. Furthermore, freedom to choose their own approach to their work as well as the
presence of challenging work, from which they derive personal satisfaction, are
characteristics of an individualist culture. All characteristics of individualism, according to
Hofstede (1991), "stress the employee's independence of the organization" (p. 52). In an
individualist culture, when continuing their own career, for instance, people will just as
easily look for a job outside their own organization as they will look for one within the
same organization. The culture of an organization may be more collectivist if the
employees attach relatively high importance to good working conditions, good working
relationships, training facilities, and the possibility to show one's own skills in their work.
Private circumstances (free time, living environment) are regarded as relatively less
important. The employing organization and one's own career within that organization take
first place in a collectivist culture. In such a culture, the employee is "rather dependent on
the organization" (Hofstede, 1991, p. 52), dependent in terms of mental orientation and
experience, but also actually dependent in terms of job security and income; in other
words, the employee is both subjectively and objectively dependent. In every country,
positions in military aviation are, by and large, filled by people for whom the work itself is,
first and foremost, a challenge. Compared to, for instance, military infantry personnel, air
force personnel (pilots, air traffic controllers, and the like) will therefore be relatively
individualist and thus occupation and profession-oriented. In comparison with colleagues
from civil aviation, however, they will be more institutional-oriented toward that particular
employer, the military air force.

Military pilots and other air force employees will vary from country to country with
regard to the extent to which they act dependently from the organization in which they
work. This has implications for the attitude at work. In collectivist, institutional air force
cultures, employees will first and foremost be committed to the organization, as they are
inspired by motives based on organization-related fear, loyalty, and shame (e.g., Flam,
1994). After all, the average employee will not want to risk receiving a reprimand or
missing promotion opportunities, let alone suspension or dismissal. Besides, collectivist
cultures may be considered to be "high-context" cultures in which little information is
made explicit and much remains "unsaid" (Hofstede, 1991, p. 60). On the other hand, in
individualist, profession-oriented air force cultures, the average employee will be more
likely to look at what the position itself demands.

2.2. Uncertainty avoidance. Uncertainty avoidance is the extent to which the
members of a society perceive a threat in uncertain or unfamiliar situations, and the
extent to which they subsequently try to avoid these situations by means of regulations
and bureaucratic sanctions, among others. Uncertainty avoidance concerns the limiting of
unclearness as a result of which events become more predictable and which risks are more
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clearly defined. Greater reduction of uncertainty sometimes means greater risk. In
countries with a low score for uncertainty avoidance, people have grown accustomed to
solving problems independently, using improvisation, and, if necessary, acting outside
formal rules. Furthermore, in such countries there are simply fewer rules and regulations.
In these countries people are generally less nervous, and the chance of stress in such an
unfamiliar situation is, on average, less. People respond more naturally and are not under
so much strain in the event of something unplanned happening (Hofstede, 1991, chap. 5).
In military aviation, the precise following of rules is a matter of life and death. A large part
of training (e.g., for pilots) focuses on learning to follow procedures and regulations. For a
trained pilot, knowledge of regulations and quality of flight preparation provide a "safety
envelope." Nevertheless, accidents often involve events outside this envelope, which
happen unexpectedly and for which a solution has to be found quickly. It would seem
plausible that under such conditions, despite all the training and standardization, national
differences regarding the reduction of uncertainty play a role in the extent of success in
dealing with emergencies. So, we can say that uncertainty avoidance and the occurrence
of military aviation losses will correlate positively.

2.3. Power distance is defined as the extent to which the less powerful people in
organizations and institutions within a country expect and accept that power is distributed
unequally. In countries with a large power distance, subordinates are, both actually and in
terms of experience, subordinate to their superiors (the patient to the doctor, the student to
the teacher, the child to the parent, the private to the general, and the citizen to the
politician, respectively). A relatively small distance between superior and subordinate, on
the contrary, results in supple contacts and a great deal of informal discussion, and, if
necessary, the subordinate will contradict his superior. In the more extreme cases of small
power distance, the subordinate will not hesitate to correct his or her superior (Hofstede,
1991, chap. 2).

2.4. Masculinity. Masculinity refers to the extent to which the dominant values
in a society are either more or less masculine. Expressions of this are an orientation
toward competition and performance and the desire for recognition of one's performances
(Hofstede, 1991, chap. 4). Connected with this are the very personality traits on the basis
of which air force personnel, and in particular, military pilots, are selected all over the
world. A significant link between the incidence of accidents and the score on the
masculinity index of the various NATO countries therefore seems implausible. After all,
the laws of statistics show that the smaller the range of a distribution on a variable, the
smaller the chance of a correlation with anything else. Therefore, we hypothesize no
correlation between masculinity and military aviation accidents.

3. Conclusion
Certainly there are significant correlations between the accident figures and

individualism, uncertainty avoidance, and power distance. The more profession-oriented
the air force culture is, the lower the chance of total loss accidents. Vice versa, the more
institutionalized the air force culture is, the greater the chance of accidents. In addition, it
appears that the greater the level of uncertainty avoidance or regulation orientation within a
national culture, the greater the chance of accidents. Furthermore, a significant, although
somewhat weaker, link is visible between the chance of total losses and power distance. If
the intercorrelations are studied, links become visible between individualism and a low
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level of uncertainty avoidance and a small degree of power distance. Conversely, there is a
strong relation between a collectivist culture and a relatively high level of avoidance of
uncertainty and a high power distance. Finally, uncertainty avoidance and power distance,
appear to have a strong interrelation. People tend to take a position that is relatively more
independent from the organization. In these air force cultures, power distance is, moreover,
relatively small and furthermore, personnel have relatively less trouble in working in an
improvisational manner; in other words, they are less rigidly oriented toward rules and
procedures, should the situation require. On the other hand, there is a cultural profile in
which organization-oriented, institutional thinking is predominant. In these air force
cultures the organization orientation is relatively high, and almost logically bureaucratic
characteristics control the thoughts and actions of employees to a relatively high degree.
Thinking, sometimes rigidly, in terms of rules, procedures, and competencies (power
distance) dominates one's own judgment. According to our analysis, in these air force
cultures the chance of total losses is demonstrably higher.

Apart from the possible dangerous qualities of one's own national culture, the
cultural component will be strongly felt with regard to two particular situations: first, in the
interaction between air forces, as can occur in situations such as combined operations
(working with different air forces inevitably leads to interaction with different cultural
characteristics, with all the possible consequences this may have); and second, within the
national air force organizations, now that civilians from ethnic minorities are applying
increasingly for jobs in and around aviation. Despite neutralizing selection and training
activities, diverse cultural effects will undoubtedly occur in this situation. These are
characteristics that obviously belong to the military culture but at the same time illustrate
clear differences between national military organizations.

Naturally, rules and procedures are very important in aviation organizations from a
safety point of view, but they must, above all, be useful and enable people to do their jobs
well. Moreover, the number of rules must be comprehensible and manageable. Only when
these conditions are met can it be expected that personnel will handle the rules sufficiently.
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Abstract:
The AQAP 2000 (Allied Quality Assurance Publication) series is structured to be the NATO

requirements for an Integrated Systems Approach to Quality through the Life Cycle, to be selected and applied for
all nations and contractual relationships, and to match tailoring processes embodied in modern standards.

Romania, as part of NATO country ratified STANAG 4107 - Mutual Acceptance of Government Quality
Assurance and Usage of the AQAPs.

AQAP 2000 series represents ISO 9001 Quality Management Systems plus specific, supplementary,
NATO requests. I will have a short presentation of AQAP 2000 family.

Romania MoD by the Armaments Department, through Government Quality Assurance Representative
(GQAR-military representative) can perform quality control at the supplier facility during performance of
contract. I will present main activities for GQAR.

1.Introduction
The AQAP 2000 series of contractual AQAPs is structured as a series of stand alone

publications. Some of which subsume pre-selections of ISO9001 Quality Management
Systems- Requirements. NATO has made these pre-selections after careful deliberation.

The structure allows the most appropriate publication to be selected and invoked in a
contract, thus allowing the Acquirer and the Supplier to target resources efficiently thereby
enhancing value for money. The relevant publication of the AQAP 2000 series can be invoked
in contracts during any of the stages of a systems life cycle. The publications of the AQAP
2000 series will allow for the continuous application of a quality management process to the
products and all life cycle processes during the stages of life cycle covered by the contract.

2. The structure of AQAP 2000 series
In the figure below I show you the present structure of AQAP 2000 series:
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The AQAP 2000 series contains Policy, Guidance and Contractual publications. The
NATO contractual Quality Assurance requirements subsume ISO 9001:2008. For low risk
products few quality assurance requirements will be imposed, while for higher risk products
increased quality assurance will be imposed. This basis will be found in NATO’s policy
publication, AQAP 2000, on an Integrated Systems Approach to Quality through the Life
Cycle.
The structure of AQAP 2000 series is:

AQAP 2000 Policy on an Integrated Systems Approach to Quality through the Life
Cycle (guidance type): This policy provides the framework for an integrated system approach
to achieve quality in products and services throughout the life cycle. This policy paper provides
the framework for an integrated systems approach to achieve quality of products and services
throughout the life cycle.

AQAP 2009 NATO Guidance on the use of AQAP 2000 series (guidance type): This
publication provides guidance on the structure, interpretation of the NATO additional
requirements and the use of the AQAP 2000 series.

AQAP 2131 NATO Quality Assurance Requirements for Final Inspection (contractual
type): The purpose of AQAP 2131 is to give the Government Quality Assurance
Representative (GQAR) and/or Acquirer the right of access to the Supplier and that the
Supplier’s final inspection provides objective evidence that the product conforms with contract
requirements. This publication should be made a requirement of the contract when
conformance with the requirements can be demonstrated satisfactorily on receipt of the final
product.

AQAP 2130 NATO Quality Assurance Requirements for Inspection and Test
(contractual type): This publication defines the requirements for the Supplier’s Quality
Management System and associated requirements for minimum Configuration Management. A
system needs to be established, documented, applied, maintained, assessed and improved,
and/or evaluated, in accordance with requirements contained in the publication. This
publication is used when the design related to the product is established and conformance with
requirements can be demonstrated solely on the basis of inspection, during the manufacturing
and processing of materials, parts, components, sub-assemblies and the final product, as
appropriate.

AQAP 2120 NATO Quality Assurance Requirements for Production (contractual type):
This publication defines the requirements for the Supplier’s Quality Management System and
associated requirements for Configuration Management capable of producing objective
evidence that processes and product conforms to contract requirements whether manufactured
or processed by the Supplier or Sub-suppliers. This publication should be made a requirement
of the contract when the design related to the product is established. Usually the complexity of
the product requires comprehensive quality control and the need for servicing may arise. Life,
reliability and other quality characteristics can only be ensured by the Supplier, throughout the
manufacturing or processing phases, by use of materials and parts of proven quality and by
means of detailed work instructions, process control and procedures whose purpose is to permit
the earliest possible corrective action.

AQAP 2110 NATO Quality Assurance Requirements for Design, Development and
Production (contractual type): This publication defines the requirements for the Supplier’s
Quality Management System and associated requirements for Configuration Management
when design activities are included in the contract. This publication should be made a
requirement of the contract when requirements are specified in terms of functional and
technical requirements and the Supplier is, therefore, responsible for design, development and
production.
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AQAP 2210 NATO Supplementary Software Quality Assurance Requirements to
AQAP 2110 (contractual type): This publication specifies the project oriented requirements to
manage the quality of the software development process. Both managerial and technical
processes must be addressed in order to:

a. establish visibility of the software development process;
b. detect software quality problems as early as possible in the software life cycle;
c. provide quality control data for the timely implementation of effective corrective
action;
d. confirm that quality is engineered in during the software development process;
e. provide assurance that the software produced conforms to contractual
requirements;
f. ensure that appropriate software support is provided to activities at system
engineering level, if required by the contract; and
g. ensure that the safety and security conditions of the project are addressed.

AQAP 2210 is intended for use with AQAP 2110 as software specific and project oriented
supplement.
The method for selecting the appropriate AQAP is shown in next figure:
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This method will be of use to personnel responsible for contract preparation, contract
surveillance and/or evaluating a Supplier for compliance to the appropriate AQAPs. It will also
contribute to common understanding of the requirements between Suppliers and the personnel
responsible for Government Quality Assurance (GQA) and between National Quality
Assurance Authorities (NQAA) when GQA is to be performed within the provisions of
STANAG 4107 "Mutual Acceptance of Government Quality Assurance and usage of the
Allied Quality Assurance Publications".

AQAP 2070 NATO Mutual Government Quality Assurance (GAQ) Process - GQA is
the process by which NATO Nations provide each other and NATO organizations Quality
Assurance services on defense products, to establish confidence that the contractual
requirements relating to quality are met. GQA is performed on those contractual requirements
either posing risks to or required by law of the acquiring Nation.

AQAP-160 NATO Integrated Quality Requirements for Software throughout the Life
Cycle. This publication contains the requirements for a software quality (management) system.
A compliant software quality (management) system needs to be established, documented,
applied, maintained, assessed and improved, and/or evaluated, in accordance with requirements
contained in the subsequent chapters. These requirements should provide confidence in the
supplier’s capability to deliver a software product or service that conforms to customer
requirements.

3. Government Quality Assurance in Romania Ministry of Defense
According Decision no. 1073 of November 1, 1996, about assessment, certification and

quality surveillance at suppliers of armed forces, issued by Romanian Government, Ministry of
Defense organizes and performs quality evaluation and certification of body the common
armed forces suppliers, and specifically by the supplier or Military Body for Certification,
Accreditation and Supervision-OMCAS established procurement within the Armaments
Department.

The Ministry of Defense contracting authorities are required to select and define quality
assurance requirements in the tender documentation and contracts for defense systems and
equipments in accordance with AQAP 2009-NATO guide to AQAP 2000 series use. Suppliers
shall allow contracting authorities representatives access to supplier and sub-suppliers facilities
and support them to performance assessment and surveillance activities.

Quality assessment and certification at suppliers for defense systems and equipments of
the Ministry of Defense, registered in Romania, are performed by audits, organized and
conducted by the Military Body for Certification, Accreditation and Surveillance- OMCAS
from Armaments Department structure.

Assessment of quality assurance at suppliers for defense systems and equipments
during contract validity, shall be made by Government Quality Assurance Representative
(GQAR) at the suppliers, employing Quality Surveillance Service (QSS), in accordance with
Government Quality Assurance plan at the supplier is attached to the contract.

Government Quality Assurance Representatives, can perform surveillance tasks at the
Romanian suppliers of a NATO body or a NATO or non-NATO member country, as stated in
AQAP 2070, AQAP 2000, and STANAG 4107, after case.

Government Quality Assurance, stated by AQAP 2070, related to procurement
contracts for defense systems and equipments concluded by Ministry of Defense with suppliers
who have established in a NATO member country, is made by the National Quality Assurance
Authority in accordance with contract requirements, the provisions of STANAG4107 and
AQAP requirements.
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Quality Surveillance Service (QSS) is the specialized structure of the Romania MoD
which, within the defense procurement integrated management system, performs Government
Quality Assurance (GQA) by the products and service supplier’s facilities as weapon systems
and principal military equipment from Romania, by applying the provisions of:

-government Decision HG1073/ 1996 regarding quality assessment, certification
and surveillance at the MoD suppliers;
-quality assurance NATO documents, in the series AQAP 2000, related to
article 6, 7 and 8 in the Decision DA4 on 05.09.2006 concerning Quality
assurance policy, requirements and procedures related to Defense Acquisition
Process, approved by Secretary State for Armaments (Head of Armaments
Department);
-military technical standards;
-plans for product quality assessment and surveillance;
-AQAP 2000 series.

QSS subordinate structure and working under the direct coordination of the Armaments
Department.

Based on the quality assurance requirements defined in procurement contracts and
NATO publication in the series AQAP 2000, the service staff performs the following activities:

- Analyze the acquisition contract and its related documents (product/ service
specification/ test-evaluation plans, assembly and test logs, design documentation,
technology documentation, product standards) or Request for Government
Quality Assurance (RGQA);

- Designate the responsible/ representative or the team responsible/ representative for
quality surveillance at the supplier. Where appropriate, require expanding team with
staff from other structures of Armaments Department;

- Analyze the quality plan, the procedures, work instructions and other documents of
the quality management system implemented by the supplier that are applicable to
make the product specified in the contract. Supplier assessment work is aimed to
identify the level and volume of surveillance activities to be planned;

- Request clarification from acquirer whenever contractual requirements or
requirements RGQA are missing, are ambiguous or contradictory;

- Identify and establish potential risks associated to the product, supplier and contract
that can be monitored at the supplier and/ or the sub-supplier, to plan quality
surveillance activities in their premises;

- On the basis of potential risks identified prepare, sign and ensure quality
surveillance plan approval, according to intern operational procedure;

- Determine the most appropriate surveillance fields, methods or techniques to
monitor or limits the identified risks, plan and run quality surveillance activities in
accordance with regulations of operational procedure.

- If a RGQA is received, answer it, sign and send to the applicant, through the
structure chief a deputy of chief Armaments Department as national authority for
quality assurance in accordance with STANAG4107 and specifications in
AQAP2070.

- Communicate tasks and responsibilities of quality surveillance to people involved;
- Inform the provider management of non-conformities during surveillance of

contracted products/ services quality, and require setting and applying appropriate
corrections and corrective actions;

- Through the Head of QSS, report the stage of conducting quality surveillance
activities at the suppliers.
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The Supplier and/or Sub-suppliers shall provide the GQAR and/or Acquirer:
- The right of access to facilities where parts of the contracted activities are being
performed.
- Information pertaining to the fulfillment of requirements in the contract.
- Unrestricted opportunity to evaluate Supplier compliance with this Publication.
- Unrestricted opportunity to conduct verification of product conformity with the
contract requirements.
- Required assistance for evaluation, verification, validation, testing, inspection or
release of the product for the accomplishment of GQA to contract requirements.
- Accommodation and facilities.
- The necessary equipment available for reasonable use for performing GQA.
- Supplier and or Sub-suppliers personnel for operation of such equipment as required.
- Access to information and communication facilities.
- The necessary Supplier documentation, to confirm product conformance to
specification.
- Copies of necessary documents, including those on electronic media.
The Supplier shall ensure that only acceptable products, intended for delivery, are

released. GQAR and/ or Acquirer reserve the right to reject non-conforming products.

4. Conclusions
Government Quality Assurance for Romania MoD’s contracts is performed by QSS

(including any stage of manufacture) and places (including the subcontractors’ plant) as may
be necessary to determine that the supplier or services conform to contract requirements. Each
contract shall designate the place or places where the MoD reserves the rights to performs
quality assurance, including foreign contracts with non-NATO nations. Romania MoD,
through his representatives can perform quality control at the supplier facility during
performance of contract. MoD has the right to make inspections and tests while work is in
process, subsequent manufacturing documentation, tests result, without relieve the contractor
from responsibility. In the entire situations, Government Quality Assurance Representative
is responsibility and he has authority to accept or reject materials, components or services
furnished by suppliers.
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Abstract: Interpersonal conflict relates to disagreements, differences, or incompatibilities between
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conceptualize some of the dilemmas that are present in an interpersonal conflict. The process and structural
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1. Introduction
Organizations are constantly changing in order to improve their competitive

position, but this does not mean that our organizations are learning to manage conflict
more effectively. The scope of this study is to make a scientific link between Transactional
Analysis applications and the management of interpersonal conflict at organizational level,
enabling the members of an organization to improve their communication skills and
consequently the styles of handling conflict with superiors, subordinates, and peers.

2. Conflicts
2.1. Some definitions of conflict
Conflict is inevitable among humans. When two or more social entities (e.g.

individuals, groups, organizations, and nations) come in contact with one another in
attaining their objectives, their relationships may become incompatible or inconsistent.
Relationships among such entities may become inconsistent when two or more of them
desire a similar resource that is in short supply; when they have partially exclusive
behavioral preferences regarding their joint action; or when they have different attitudes,
values, beliefs, and skills. Conflict is the perception of differences of interests among
people.

Another definition of conflict would be a process of social interaction involving a
struggle over claims to resources, power and status, beliefs, and other preferences and
desires. The aims of the parties in conflict may extend from simply attempting to gain
acceptance of a preference, or securing a resource advantage, to the extremes of injuring or
eliminating opponents.
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2.2. Contributions from various disciplines
John Dewey being among the philosophers who made significant contributions to

the study of social conflict during the twentieth century observed that when the
relationship between human beings and environment is interrupted by obstacles or conflict,
individuals must use their intelligence to readapt through a change in their accustomed
modes of conduct and belief. In other words, an individual should examine a conflict
situation to discover the various actions possible and choose the one that is most effective.

The Biological Scientist Charles Darwin believed that the growth of human beings
is a function of their response to conflict with the environment. If conflict were altogether
absent, as appears to be the ideal in much of classical philosophy, the progress of human
beings would be retarded. The evolutionary emphasis on the essential role of conflict in
human development is a pennant of the nineteenth century. Through Darwin, it found its
way into virtually all facets of science.

Georg Simmel being among the classical sociologists who made a significant
contribution to the study of the various forms of conflict, has led to the general idea,
namely the assumption that a certain amount of conflict is as essential to the proper
functioning of groups, as stability and order. Also, for small groups such as the marital
couple he think that, a certain amount of discord, inner divergence and outer controversy,
is organically tied up with very elements that ultimately hold the group together and it
cannot be separated from the unity of the sociological structure.

American sociologists Park and Burgess (1921/1929) assert that only where there is
conflict is behavior conscious and self-conscious, only here are the conditions for rational
conduct.

Elton Mayo (1933) emphasized in his studies the need for cooperation for
enhancing organizational effectiveness. To him, conflict was an evil and should be
minimized or, if possible, eliminated from organizations altogether.

Talcott Parsons’ (1949) theory is based on the hypothesis that society is inherently
stable, integrated, and functional, and, as a result, conflict is viewed to be abnormal and
dysfunctional. His model is through and through an equilibrium model and the dynamics of
conflict are relegated to the level of ‘deviation.

During the 1950s a number of theorists presented viewpoints opposing Parsons’
analysis. Consequently, the interest in the study of the social phenomena of conflict began
to grow. The publication of The Functions of Social Conflict by Lewis Coser (1956), which
focused on the productive potential of conflict, reminded the key role that conflict always
plays for society.

Later (1969-1999), two opposing viewpoints were presented as the functional and
dysfunctional outcomes of conflict in organizations (as well as productive and destructive
potential), as follows:

- Functional Outcomes of conflict in organizations may cause:
• Stimulation of innovation, creativity, and growth;
• Improvement of organizational decision making;
• Finding alternative solutions to a problem;
• Finding synergistic solutions to common problems;
• Enhancement of individual and group performance;
• Identification of the new approaches;
• For members to articulate and clarify the positions / opinions.
- Dysfunctional Outcomes of conflict in organizations may cause:
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• Job stress, burnout, and dissatisfaction;
• The decreasing of communication between groups and individuals;
• The distrust and suspicion climate;
• Damaged relationships;
• The reduction of job performance;
• The resistance for changes;
• The reduction of organizational loyalty and commitment.

That lead us to the idea that social conflict has both positive and negative
consequences. If a social system would benefit from conflict, the negative effects of
conflict should be reduced and positive effects should be enhanced.

3. Organizational Conflict
Having in mind that conflict is an important social concept, we can then continue to

find out what is happened in the special case of organizational conflict. It was identified
that the conflict is one of the major organizational phenomena.

Lois R. Pondy (1967) noticed that organization theories that do not admit conflict
provide poor guidance in dealing with problems of organizational efficiency, stability,
governance, and change, for conflict within and between organizations is intimately related
as either symptom, cause, or effect, to each of these problems. According to Pondy there
are identified three types of conflict among the subunits of formal organizations:

(1) Bargaining conflict among the interest-group;
(2) Bureaucratic conflict into the frame of superior-subordinate relationship;
(3) Systems conflict to an horizontal / working relationship.
The question is how the organization members resolve the conflict: by withdrawing

from organization, by altering the existing set of relationship or by changing their values
and behavior within the context of existing relationships?

Baron, R.A (1990) noticed that the organizational conflict is among other important
topics for scientists and managers who try to understand the nature of organizational
process and behavior.

4. The Classical View of Organizational Conflict
Frederick Taylor (1911) and his partners believed that the good functioning of an

organization should be improved if the principles of scientific management were
implemented. Some of these principles involved the following:

(1) The development of a true science of work that involves determining a fair
day’s work;

(2) Scientific selection and progressive development of workers;
(3) Fitting of workers to their respective tasks;
(4) Constant and intimate cooperation of managers and workers;
(5) Encouraging each person to the utmost utilization of members capacity and,

when is the case, provision of means for that;
(6) The control of the various phases of production by the specialized organization

structures.
Taylor particularly underlined that the conflicts labor - management would be

reduce and/or disappear if these principles were applied. Although scientific management
led to significant advancement in industrial efficiency, it was not without opposition.
During the later part of his life, Taylor was subjected to much criticism by labor. The
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opposition from organized labor was due to their belief that scientific management resulted
in speedup of the workers. The unions also objected to the scientific determination of
wages without resorting to collective bargaining. Scientific management also did not make
any provision for the effective management of conflict between individuals and groups in
an organization.

5. Transactional Analysis
5.1. Ego States in Transactional Analysis (TA)
Structural model of TA, developed by Eric Berne (1961-1964), is also known as the

PAC (Parent, Adult and Child) model.
Parent (P) is Taught, Adult (A) is Thought and the Child(C) is Felt. The theory tells

us that a healthy personality will through the day access all of these Ego States.

Fig.1 EGO states in Transactional Analysis -TA

Development of A Ego States depends on who and what we transact with and C
Ego States is always asking for a loving response.

P

A

C

N-

N
N
N

C-

C+ N+

F-A-

F+A+

- Nurturing Parent (NP): Parents
looking obvious for me. The source
of self-shooting and self-
recognition (discounts  other).
P. giving help whether the other
person want it or not.

-Critical Parent (CP): Parents
telling me what/how  to do.
Largely automatic /coping
parents (discounts  other).

+NP:  Voice of unconditional
acceptance, hope and optimism

+CP: Monitors  of adherence of
rules shoulds and musts and
expectation of self and others

-AC: Replaying the childhood
behavior that is not longer
appropriate.

+Adaptive Child (AC): Way  of
behaving as your parents
expected. Productivity ways of
behaving as a growing up.

-FC: Uncensored child emotions.
Engaging in behaving from my
childhood that do not pay
attention to Parent limits or rules

+Free Child (FC): The
spontaneous, emotive, creative
and in-a-moment part of self.

The planner, observer,  organizer
and analyzer.  The part of self that
can think logically and rationally
and act accordingly.
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5.2. Complementary Transactions
As we can see in Fig. 2, Lucy is coming from a Critical Parent (CP) Ego State

and Tom’s response is coming from Adaptive Child (AC). Basically this could be
happened forever as long the parties are happy in this position.

Lucy       and Tom

Fig. 2 Example of Complementary Transactions

So that transactions could last forever, less in the case Lucy consider that Tom do
not want to take the responsibility and decides to move over the life with someone else or
Tom, possible, get fed up considering Lucy always been demanding and he moves on with
his life.

5.3. Crossed Transactions
David and Mohammed are colleagues at work. As we can see (Fig. 3), David is

asking about a report talking to Mohammed Child (C) Ego State. That is coming from a
Parental (P) position and talking to the child are talking down like it is a child but the
Mohammed reaction is from a Parental (P) position as well and he says to David „Who do
you think you are talking to? Apologies... “.

David and Mohammed

Fig. 3 Example of Crossed Transactions

Mohammad is talking to David Child Ego State. Crossed transaction is not going to
last very long. It will be very brief dialogue and the reason for that is there is no position to
take consequently with all the literal storm. That is the exactly what they do here both
going to the different direction with clear idea of the other person.

P
CP: Where is that report?
It should have been on my desk
yesterday. You are incompetent!

P

A

C

A

C

CP: Who do you think
you are talking to?
Apologies...

Idiot! Idiot!

P

A

C

P

A

C

CP: We’ve run out
sugar, can you even
get the shopping right!

AC: I’m sorry dear, it
won’t happen  again...
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5.4. Complementary Adult Transactions
Alicia and Valerie are neighbors. The conversation between them brings out a very

Adult Ego State. It could go on forever. The people are respectful and thoughtful, being a
very mature relationship which can transform into a very good friendship.

Alicia and      Valerie

Fig. 4 Example for Complementary Adult Transactions

5.5. Ulterior Transaction
Peter is buying a car and find Veronica as car sales person. Their conversation lucks

like an Adult Transaction. It is very professional, very respectful, very informative (it is
information) there is not judgment of the child attitude involved but, when Veronica said
„It is very, very fast“, she address to Peter Free Child Ego States. Peter, thinking to what
Veronica said, drop from the Adult into the Free Child Ego State and responds positives.

Veronica     and Peter

Fig. 5 Example for Ulterior Transactions

So, it is very interesting how Veronica link somehow the product characteristics
with Peter Free Child Ego State. This is a good example for salespersons to find out
something in (e.g. the cost of) what they sell which appeals to the Child Ego State. This
type of salesmen will have certainly a good productivity.

A: Can you move your car?
I can’t seem to get out.

A: No problem, I will do
it now.

P

A

C

P

A

C

A: £17000 on the road.
It is very, very fast.

A: How much is the red
Mazda?..

P

A

C

P

A

C

FC: „Very, Very
Fast“ Yippee…

FC: I’ll take it…!
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6. Conclusions / Interpersonal Conflict Management and
Transactional Analysis

Transactional Analysis (TA) provides better understanding of social transactions
that involve interactions between two individuals and could be considered as a psychiatric
tool providing a model for:

- controlling our own behavior;
- better understanding and influencing the behavior of others.
A TA intervention can enable the members of an organization to improve their

communication skills and consequently the styles of handling conflict with superiors,
subordinates, and peers.

As was mention above in Fig.1, Adult Ego State represents the rational part of
human personality. It is based on reason, collecting and processing information for
problem solving, and discussion on the basis of evidence and information. It assumes that
human beings are equal, important, and reasonable but, the development of this (Adult Ego
State) depends on who and what we transact with.

Also the examples given above lead to the conclusion that at the Organization
Level, Adult – Adult transaction is the most desirable being reasonably effective,
obtaining the best results for the individual and the organization.
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Abstract:
It is indubitable that for Romania, the Romanian Armed Forces, a fundamental institution of the

state are the main factor in ensuring national security and the guarantor of internal stability of the Romanian
society. Is the Romanian Armed Forces strong, well equipped and well trained, with people endowed with
prestige arising from their specific military profession? They are endowed with strength of character, honour,
and ability to overcome difficulties they have their own activity or initiative in seeking satisfactory
justifications? Society is concerned to create a modern army. Can it be a modern army without an effective,
one based on people skills, on their preparation? The Armed Forces mean order, discipline, obedience,
obedience is not initiative, to know how to quit driving. The values promoted by the system and military
organization are the closest to what we define as civic: loyalty, selflessness, personal development, fair play,
individual initiative, conscientiousness. Forced change creates natural conflicts between the  traditional and
the new models. Old mentalities are changing slowly or partially, and new mentalities are bought, sometimes
quickly, but not in positive terms. We want instant assimilation of new models, but at a satisfactory pace of
acceptance and change the new.

Keywords: Transformation, Leadership, Charisma, Military Organisation, Change, Motivation

1. Introduction
Similar to the business world, the military organisation is in the midst of

unprecedented transformation. The way of thinking the military action, the way of fighting and
developing new strategies, and most important, people, are the focus of the Armed Forces
future change. The most recent approaches to transformation point out a more complex
framework, in which the military transformation process itself undergoes transformations
under the pressure of the experiences in theatres of operations, especially in Iraq and
Afghanistan.

The dynamics of the global and regional security environment has had a major
influence on the Romanian Armed Forces transformation process, on their structure as well as
on the nature and content of their missions.

The events in December 1989 found the Romanian Armed Forces engaged in
combat preparation, with a view to fulfilling the missions assigned for the country’s defence,
as well as in carrying out tasks in the national economy, in keeping with the requirements of
the policy of the communist regime of that time.

The main determinations that lay at the basis of the Romanian Armed Forces
transformation were:

 to join the general reform process of the Romanian society;
 to radically change the overstaffed structure of forces, approximately

250.000 active troops, in order to meet the requirements of NATO;
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 to change the role of forces from exclusively proper territorial defence to
expeditionary forces, certified and made available to NATO to act anywhere
in the world.

2. The individual – subject of change
One component or another may be subject to change, and the entire system, from

strategy, doctrine, tactics, the organizational structures, systems selection, training and
evaluation, education, to scientific research, endowment, logistics, mentality, attitudes,
formal and informal relationships. Management provides a number of guidelines,
principles of strategy and programs that actively treated, and promoted to facilitate the
necessary change of the status quo, without much interruptions, waste of time, human and
material energies, transforming every man’s overall structures in real agents of change. A
radical change in the organization cannot be achieved if its members do not understand and
if, on the basis of understanding, they need not consent to participate in its achievement.

The above assertion is of utmost practical importance given that the success of any
change depends not only realistic on goals, their opportunity, the funds allotted but also on
people, as authors who should understand the transformation reasons, determination and
the impact for the moment and for the medium and long term. Moreover, they must win
this battle, stating reasons and for this fact that at the individual level and the subsystem
intervenes resistance to change. Given the occurrence of such matters, customized from
one situation to another, from one echelon to another, change management highlights the
need for timely military leader to find out the true causes of resistance to change, its
sources, using some forms and ways to remove or reduce retention. Beyond a set of
principles, norms and criteria of theoretical and practical value appears indubitable master,
military leader looked a double role: 1. personality who has some strengths and
weaknesses, which are reflected in the attitudes towards new;  2. the decider, leading
element of the upgrade, and the leader of the group that achieves change.

Who leads the change, the implementation of new methods of organizing, planning
and action should himself have self-control, and to examine their attitudes and behavior to
refer to what extent they are favorable transformations, putting several questions:

- In what amount own behavior stimulate searching actions that involves his
subordinates?

- Does he consider, with proper understanding, their periods of doubt, search an
internal unrest?

- Does he properly appreciate the personal points of view of the people?
- Does he assist them during the research activity, during testing and materialization

of the new solutions?
- Does he share own information that he holds it for finding the optimum solution?
Psychology studies highlight the potential of innovation, of change. It is estimated

that there are individuals whose behavior shows tend to reproduce, just to apply what they
have learned, without express keen interest in the initiative and renewal. The reproductive
type manifests responsiveness to what set others, he proves himself reserved, even fearful
when to walk on untrodden paths. Other persons are strongly internalized, imagine new
things but do not reveal their views, did not even have enough initiative. In environments
where leadership is excessively authoritarian - a situation common in military system - his
tendency to closing is more emphatic. If only one approach, a proven understanding with
calm and confidence can to manifest its true resources. Highly creative people are
characterized by power of generalization and abstraction. People with these traits are found
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in each group. They should be identified and encouraged to highlight the availability
creative to overcome some states inhibition.

People can be motivated by the desire to become creative self-improvement,
promotion, to assert a collective increase of the social ladder, getting some rewards etc.
There may however and bottlenecks constraining creativity: lack of resources, fear of
ridicule, public attitudes superiors, etc. They must overcome some obstacles such as fear of
failure that blocks the availability of creative individuals and collectivities, paralyzing
inventiveness and creativity.

Change management is recommended to leverage the capabilities of creative people

3. Effective leadership styles regarding change process
In Romania, the military reform has experienced a natural evolution: firstly, in the

field of concepts and attitude and then through the structural, operational and
infrastructural. The Romanian Armed Forces transformation – from the organization
organised, equipped and trained to be part of the Warsaw Treaty into the one able to meet
the new risks and threats of the contemporary world.  Did this modification and adaptation
guided, directed, and supervised by leaders possess the necessary vision and ideals to see it
through? How did these leaders understand the very nature of the transformation they were
about to undertake? How did these leaders provide direction and purpose during periods of
change?

My intent is not to determine which leadership style is more effective for the
profession of arms, you to think about what kind of leaders will most likely succeed in a
changing environment.

3.1. Transformational leadership
Leaders set the development direction of the organization - which involves

developing the vision and strategy development, mobilize subordinates - informing them of
the action directions, winning their devotion and support, motivates and inspires - that is to
meet their needs and emotions, to highlight the values.

The makings necessary for transformational leadership may be summarized in
many ways. One of the most important distinctiveness of a great leader is his capability to
make sound judgments based on their internalized vision. Is this what is preferred in
military leaders? People, who dare to think, are creative, come up with the solutions, don’t
need to be closely supervised and realize what is just because it is the exact thing to do?

The transformational leader is the kind of military leader who deeply understands
the place and role of the military in society and in all international military forces,
managing to build a perspective view of the goals of the organization, coordinating and
controlling changes taking dynamic decisions, grasping opportunities and capitalizing. The
existence of strong forces inimical to favorable changes represents a real change in any
organization. In this military organization is materialized through reticent to respond
efficiently to any assigned mission, through hard adapt to the new conditions in the
environment in which they conduct their activity and to the requirements of the new
missions they are required to carry out. Change at the individual disturbances, manifested
by the appearance of internal conflicts, anxiety, restlessness due to fear of accepting new
directions, low self-esteem caused by inability to find meaning new values.
Transformational leader is facing this difficult situation that we have to resolve with tact
and diplomacy, using empathic ability and intelligence, finding the fastest and most
effective methods by which to influence the subordinates to give up attachment to the
values of the past.
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The transition to the new structure starts with a slight disruption, which causes
disappointment, disorientation, deception in the sphere of subjective feelings of
subordinates. This process can not be achieved without the existence of the leader who
aims to mobilize subordinates to achieve change. To successfully change strategy the
leader should be logical, concise and persuasive, clearly delineating the problems, how it
will work, its implications, concrete plan of achievement. Change subordinates is
fundamental motivation this time of change is a process that makes it difficult and leaders
must have certain physical traits, such as cognitive capacities developed at higher level,
charisma, consideration and respect for the values and military organization to
subordinates, their inspiring enthusiasm, loyalty and trust. The importance of this complex
process is responsive to the needs of subordinates’ leader. The military leader must be able
to influence subordinates for them to share his point of view. It is an exceptional leader,
charismatic, assertive and efficient, which is a professional and moral model for
subordinates.

3.2. Charismatic leadership
The meaning of the term ''charisma" varies in the literature and its connotations

differ considerably. A common premise of most theories of charisma is that followers, not
leaders, are the determinants of charisma's existence. Thus followers substitute the
"charismatic" leader for their own ideal. Organizational theory approaches are predisposed
to emphasize the attraction that followers have for the person and abilities of the
charismatic leader. The follower is depicted as being in admiration of the leader's.

Ideas and orders of the leader are accepted without question merely because they
were issued by the leader (not his office), and an emotional bond, approaching the
irrational and not mandated by rules and regulation, is extant between follower and leader.
Most charismatic leaders appear to emerge from crises, suggesting they are major agents of
change. And charisma may coexist, however uneasily, with traditional and rational/legal
authority.

In accordance with self-concept-based motivational theory of charismatic leader
(Shamir, House and Arthur-1993)1, charismatic leadership has its effects by strongly
engaging followers’ self-concepts in the interest of the mission articulated by a leader.

In this respect, charismatic leaders make efforts and objectives meaningful for
subordinates and use the motivational force of self-expression, self-confidence, self-
esteem.  This category of behavior rely on a leader’s communication and on simbolic
devices (labels, slogans, flags, emblems) displaying high involvement in the task, angaging
in self-sacrifice to show comittment to the mission. By demonstarted determination,
optimism, and self-confidence, a military leder impowers followers (unit or subordinates)
in sense of effectively manage the complex mechanisms of change especially for the values
and norms which guide human behavior in military organization. When they admire and
identify themselves with the leader, they are likely to emulate the leader’s desire for doing
changes.

4. Conclusion
This paper emphasized the importance of leadership, the military organization in the

particularly, looking from a perspective of attitudes and behaviours related to changing.

1 Correlates of Charismatic Leader Behavior in Military Units: Subordinates' Attitudes, Unit Characteristics,
and Superiors' Appraisals of Leader Performance; Boas Shamir, Eliav Zakay, Esther Breinin and Micha
Popper ,The Academy of Management Journal Vol. 41, No. 4 (Aug., 1998), pp. 387-409]
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Experience shows that a change effort requires a good start. Having a correct judgment
about what should be changed and shared responsibility is not enough. There must be people who
have critical and innovative minds, who will love to experiment, to foresee the future, to have the
belief that change is possible and to influence others not talking about change, but demonstrating
what can be achieved. These ‘innovators’, ‘men of the avant-garde’, or ‘militants’ as sometimes
called, can work or not in leadership positions. Organizations interested in change must encourage
innovation, experimentation and entrepreneurship. For driving it is not just to tolerate deviations
from the routine and tradition and accept that this is not possible without some risk, but also
deliberately attract innovative people, giving them a chance to work, observing them during
activity and using them as examples to show that the organization can achieve. Individuals or
teams play a prominent role in the success of organizational change strategies. These are the main
agents of change for the organization.

To sum up, leaders must understand when they must to lead and when they must to manage,
as well as provide a coach that ensures organizational cultural changes is received throughout the
organization. It must be everyone’s objective in the group to have a attitude, to embrace change,
and not to allow any blocking obstacles to the achievement change. By performing as a team that
enables change, the self-esteem of the organization will remain high and the organization will
grow.
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Abstract:
Smart defense or "pooling and sharing" as it is defined, means developing military capabilities shared by
several states. One of the challenges deriving from the concept is that although a first analysis is quite simple,
is putting it into practice that is more difficult. In order for the concept to be successfully implemented,   the
states involved in its development must establish from the very beginning a "protocol of conduct", that
should more explicitly consider very well defined concepts and models, establishing from the beginning who,
what, where and how these capabilities will be used
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1.Introduction
It is said that lack of money pushes the human mind to new achievements, as it

stimulates initiative more than prosperity times. Also, apparently nobody is safe from the
effects of the crisis, not even at high levels such as the UN, NATO, or other large
international organizations.

Thus, in light of the unpleasant (to say the least) situation we are now in due to lack
of money, decision makers within NATO have an increasingly acute need to identify more
economical solutions for the proper functioning of the alliance. Such a creative idea,
generated at NATO level, is the concept of "SMART DEFENCE", which increasingly
occupies the minds of Brussels officials and of the representatives of the alliance nations
and not only.

2. Why Smart Defense?
The story started in august of 2011 when the Secretary General of NATO, Anders

Fogh Rasmussen first brought into discussion the concept of "smart defense”, by saying:
"Smart  Defense is an about building security for less money by working together and
being more flexible. That requires identifying those areas in which NATO allies need to
keep investing.[…] Smart Defense also means encouraging multinational cooperation.
Nations should work in small clusters to combine their resources and build capabilities that
can benefit the alliance as a whole. Here NATO can act as a matchmaker; bringing nations
together to identify what they can do jointly at a lower cost, more efficiently, and with less
risk.”[1]
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In other words, this new concept would come to the aid of the rich countries, which
can anyway afford to develop independent defense capabilities, and to support countries
with less strong economies, which would not allow the development military of latest
generation capabilities. Smart defense or "pooling and sharing" as it is defined, means
developing military capabilities shared by several states. One of the challenges deriving
from the concept is that although a first analysis is quite simple, is putting it into practice
that is more difficult. In order for the concept to be successfully implemented,   the states
involved in its development must establish from the very beginning a "protocol of
conduct", that should more explicitly consider very well defined concepts and models,
establishing from the beginning who, what, where and how these capabilities will be used.

There are many skeptics [2] who believe that this concept is actually a creation of
"the services," a kind of "Trojan horse" which according to some will benefit only the
American war machine. In my opinion, this is not so.

However pro-European some member countries may be and regardless of how
much trust they have in military power generated by European countries, it is clear that
without the American support, NATO operations are not sustainable on long term.
But what would the risks generated if the concept "smart defense" is to fail? First, I
consider that the main factor would be trust. In other words, you can develop something in
common with another state, as long as between the two countries there is a high level of
trust, generated by political factors, social factors and military factors.

Another important factor in my opinion is the "level of ambition", or in other words
the capabilities that the state wants to develop jointly with another state, in order to have a
fully sustainable project, from the development to implementation, taking also in
consideration the financial point of view. I believe that there can be nothing worse than
starting on the road as a team of two and halfway down the road to remain alone, because
the other teammate no longer has the necessary resources to complete the task the team has
agreed upon.

An important issue in the implementation of this concept refers to the will to adopt
and embrace it, not as an obligation, but as a self-assumed task, as the implementation of
the smart defense “may not be as successful if it is perceived as coming from “the top”,
“imposed” on the member countries by allies (such as the US, as a result of the message of
not be willing to engage anymore in operations in Europe or in the surrounding area) or by
EU officials”.[3]

Another challenge of this new concept is to define the correct priorities. Of these, I
dare to name a few that seem most important to me: cyber defense and the fight against
terrorism and piracy [4]. These are threats against which it is difficult even for a developed
country to fight alone, let alone for a state with an economy not so developed.

Theoretically at least, the concept is rather easy to understand and to accept,
because its main purpose is to harmonize the participation of the member countries'
military, to save significant amounts for the budgets of the states that adhere to "smart
defense programs" and last but not least, to increase the level of technological
interoperability of the armed forces.

The road from concept to implementation is hard, with difficulties resulting from an
uneven legislation, with issues resulting from unquantifiable factors such as national pride
and difficulties related to achieving a level of confidence in the alliance that excludes any
dispute ethnically, territorial or economic. Of course, it will be very difficult to find a
common denominator in terms of quantifying the financial and human contribution of each
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state, in the research and development of new capabilities or in finding the optimal mix for
the joint operation of the developed capabilities and the optimal size of these capabilities.

In my opinion, it will be difficult for a state to give up some capabilities which give
a sense of stability and trust, in order to share them fully with another partner. It is not so
easy to make available those common capabilities without reservations and at an
appropriate level so as to generate maximum security. It will be hard to find a common
denominator for all countries, as their military traditions often remain unaltered and are
viewed as the main factor that defines a certain army of a state. This may hinder the
development in the future of capabilities ruled by a maximum military efficiency.

Despite these difficulties, the present and future status of the "smart defense"
concept shows that it is viable and that it can work. In order to prove this, I would like to
bring to attention the fact that since 2008, the time when these concepts first appeared,
some progress has been made. Thus, ten NATO Member States (Romania, Bulgaria,
Estonia, Hungary, Lithuania, the Netherlands, Norway and Poland) signed a memorandum
confirming their participation in a Strategic Airlift Capability (SAC) initiative to acquire,
support, manage and operate three Boeing C17 strategic transport aircraft.[5]

Another issue that demonstrates the viability of this concept is the Airborne
Warning and Control System (AWACs) program, operated by 17 nations, and also the
Multinational Logistic Coordination Center (MLCC). Officially opened in 2010, it
provides real-time visibility of logistic events between countries and provides a central
repository of logistic event data readily available to all countries. The Allied Ground
Surveillance (AGS), based on drone technology, is another representative project for the
issue of commonly developed capabilities, as it has been adopted by thirteen countries.

The concept of "Smart Defense" is shown in these programs to be viable and it is
expected to be extended in the future, "globalized" NATO.

For Romania, the future has already begun, as the Romanian President [6] himself
outlined in a speech the importance of implementing this concept, and the fact that
Romania has already taken steps in this direction, in the light of the multirole aircraft and
missile programs to be initiated.

3.Conclusion
In conclusion, the future of NATO member states will be build around the concept

of "Smart Defense" concept, which should lower the cost of maintenance of military
facilities, and should help develop the common capabilities of NATO countries. Not least,
the concept should generate greater security in the alliance.
Personally I look forward to the year 2020 [7], when this concept should be fully
functional and I hope that all the steps taken so far do not remain only at discussion level
and the challenges identified in this paper shall be overcome.

References:
[1] Anders Fogh Rassmussen, “NATO After Libya”, Foreign Affairs, vol.90, no.4,
July/August 2011, pp.2-6
[2] http://www.acus.org/new_atlanticist/smart-defense-not-trojan-horse
[3] Constantinescu, Maria, “Considerations on the EU Defense Initiatives for Dealing With
Shrinking Defense Budgets“, Revista Academiei Fortelor Terestre, Vol. XVII, Nr. 3 (67),
Trimestrul III, 2012, pg. 292-299

 325



CONSIDERATIONS ON “SMART DEFENCE”

[4] http://www.europeansecurityanddefence.info/  Ausgaben    /2011/01_ 2011/01_
Rasmussen  /    Rasmussen.pdf
[5] NATO Defense College: “Smart Defense: a critical Appraisal”,
mercury.ethz.ch/.../Files/ISN/.../fp_21.pdf
[6] Ilie, Marin, Ion, Gheorghe, Ilie, Ana Mona, “Smart Defense – “A concept aligned to the
current physiognomy of the military phenomenon” Journal of Defense Resources
Management Vol.3, Issue 1(4)/ 2012
[7] http://www.nato.int/cps/en/SID -19160A9A -A0C0F0AF/   natolive/official_texts_
87594.htm, „Summit Declaration on Defence Capabilities: Toward NATO Forces 2020”

 326



The 8th International Scientific Conference
“DEFENSE RESOURCES MANAGEMENT

IN THE 21st CENTURY”
Braşov, November 14th  2013

CHALLENGES AND OPPORTUNITIES OF ADOPTING U.S.
LESSONS LEARNED IN MILITARY RECRUITMENT AND

SELECTION INTO THE ROMANIAN MILITARY

Maj. MĂRIUŢA Ioan-Doru

Military Central Area / Information-recruitment office / Cluj-Napoca/ Romania

Abstract:
Forces for NATO, EU and the US are required to be composed of military professionals, thoroughly trained,
equipped with armament and equipment of modern combat, motivated properly in all respects. It is for this
reason that the staff recruitment and selection, is a highly topical subject in the theory and practice of
resources management of the defense.

Key words: NATO - The North Atlantic Treaty Organization; EU – European Union; US – United States;
Resources management of the defense - concepts, principles, methods, and techniques drawn from
management theory, economic reasoning and quantitative reasoning related to allocating defense resources
in order to enhance effectiveness in modern defense organizations .

1.Introduction
The European continent, as well as the entire world, is at the center of a process of

modernization that tries to cope with the dynamics of the process of globalization in the
field of security. In accordance with the geostrategic position of Romania in the South-
Eastern part of the European space, a country at the borders of NATO and the European
Union, the national defense policy will have as its objective the protection and promotion
of the vital interests of Romania, as well as an active participation of our country to ensure
the security in all areas of interest for NATO, the EU and the US.

NATO and EU forces are required to be composed of military professionals,
thoroughly trained, and equipped with modern armament and equipment, properly
motivated in all respects, so that the transition to the system on a voluntary basis was a
must do for the Romanian army.

Speaking from the military point of view about NATO missions, we can also talk
about the missions of the strongest member of the organization, the US Army that faced,
before the Romanian Armed Forces, one of the youngest members of NATO, the same
problems and many others in organizing defense and modern warfare, with many
challenges in the management of resources and implicitly in the system of recruitment and
selection of professionalized military personnel.

The military personnel recruitment for US Army manpower needs is an actual issue
in the theory and practice of defense’s human resource, as outlined by the new security
environment after the Cold War and the revision of national defense issues. Extending the
process of democratization and market economy principles, the achievement of an
appropriate assertion of human rights, the development of the cooperation and integration
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within the meaning of the transition from individual to the collective defense, have created
favorable conditions for replacing the conscription with the volunteer system. Economic
logic, it modifies the perspective on the military and the reasons for choosing a military
career. In spite of tradition, customs and even nationalism, on the market appears the idea
of military professionals with the status of citizens engaged and motivated by an
appropriate salary.

Faced over time with many events or crisis of internal and international nature and
engaged in promoting and implementing democracy in the world, or for other reasons, US
have gained a vast amount of experience or, as the nowadays trend is stating - problems are
becoming lessons learned. Obtaining data and information from the mission area and from
the participants’ experience, US have learned that war-fighting actions in conflict areas are
in a permanent evolution and vary from case to case. Conducting combat actions standards
are stipulated and standardized in the regulations and instructions used for training military
personnel including defense resource management, so they try to maintain a tight relation
between the theory and what’s really going on.

Having a strong political and economic support and with a solid base of lessons
learned, US Army has successfully passed over problems and became efficient in the
defense resource management and also in recruitment and selection of personnel for the
army (officers, NCO’s, soldiers, civilian personnel).

2.Challenges and opportunities for the Romanian Armed Forces

2.1. The need to promote the profession of professional soldier/graduated
The year 2007 was the nodal point which marks the conclusion of the process of

transformation of the military institution and the beginning of building process a new
Romanian Armed Forces for the 21st century.

The Romanian government took the decision to provide a framework for a new
military profession that of the SGP (professional soldier). If the institutional level is, first
and foremost, of a political nature, it was generated by the need to adapt to the realities the
Romanian Armed Forces are facing, as follows:

-changes in mentalities and the appearance of traditional values erosion, insufficient
now in ensuring a strong motivation for the military profession;

-lowering the value of the military profession on the job market because of the
appearance of professional alternatives more attractive;

-higher needs of voluntary personnel affect recruitment during the time of the armed
forces professionalization.

Although it is an organization with strict rules, specific culture, it shares the same
labor market (external recruiting resources) with institutions and civil organizations, with a
high demand of educated and high potential work force. The military profession is
dependent on the labor market, being affected by its’ permanent fluctuations. The
demographic targeted resource, competitiveness of the remuneration, the unemployment
rate among young people, the benefits of the military institution, the resources available to
the military decision-makers and the attitude of young people towards State institutions or
the need for Defense are factors that affect the labor market. Changing the normal
parameters of these variables has the effect of decreasing availability for
embedding/enrollment and the quality of resources.

The current military operations demonstrate that the time of armies on paper is a
thing of the past, being necessary a new organization.
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The strategy of the Romanian Army transformation "has the overall aim of

achieving a modern, fully professionalized structure, with a high degree of mobility,
efficient, flexible, deployable, sustainable development, having the ability to act together
and to be engaged in a wide spectrum of missions".

The experience of countries with professional armies demonstrates that the
economic problem of society, market economy, changes in social values and demographic
decline affects the success of military recruitment.

2.2. The strategy for the recruitment and selection of professional soldier
The professionalization of the armed forces means that, starting 2007, there was a

shift from the mandatory system to the voluntary military system, becoming a matter of
vocation and personal choice. This process has led, naturally, to an increase in the quality
of personnel in the military system.

Important conditions for the professionalization of the armed forces are: the
creation of a system of career evolution, coherent and viable, as well as promotion based
on merit, and to ensure transparency and equal opportunities; design and implementation of
a modern management of military careers, in accordance with the NATO countries
experience and practices; monitoring the evolution of individual career; improving the
recruitment, selection, training system used of the army.

Losing the compulsory military service and professionalization of the armed forces
does not mean just going to hire servicemen, but also a new conception on the recruitment,
selection, training and promotion of military personnel. The professionalization of the
armed forces by eliminating the compulsory military service leads to higher operational
levels, also reducing costs associated with training new personnel. The new system of
recruitment and selection of the military personnel is part of the extensive process of
reform of human resources management, which is in progress, inspired by the experience
of NATO countries, tailored to the specific needs and the long-term objectives of the
Romanian Army.

The attractiveness of the military profession is closely linked to the level and
quality of the promotion of the armed forces. The changes occurring in the society and on
the job market have determined to identify viable ways of attracting young people to the
military career. The General staff has been involved more actively in the work of
promoting recruitment, as proved by the existence of educational and vocational training
offers, varied and dynamic.

Analysis of the promotion strategy of previous years and the vast experience of the
United States Army reveals some conclusions which are required to be kept in the attention
of decision-makers from the Romanian Armed Forces

- Correct information and public awareness sustained the offer of military
profession, as well as sociological investigations undertaken, among the target
population, shows that the attractiveness of the military profession is the greater,
the more you get to know about it;

- Direct contact with potential candidates has had and will continue to be very
important;

- Using public relations campaigns that aims at getting support from different
groups must be a joint effort of all factors interested, like civil educational
institutions and military commanders, military units in the region, representatives
of the media, in activities to promote the profession and military recruitment;
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- The main sources of where young people can obtain information about the

military environment are television and family;
- Active strategies for advancing the military profession must focus not only on

providing quantitative selection, but also on the quality of human resources
recruited;

- Presenting the military career with professionalism, seriousness, throughout the
country and in the theatres of operations must always be made at a high level,
related with the prestige of the armed forces;

- Ensuring financial resources is of great importance in the standardization of
materials, in a sufficient amount and with an age-appropriate content to the
characteristics of the target group.

3.Conclusion and some consideration

Analyzing the process of selection and recruitment in the light of experience gained
and comparing with the Allied experiences, at the level of the General staff, it was
estimated that there will be the following problems:

- in areas with a functional and efficient economy, expressed through a proper
wage, in the absence of a strong motivation, the number of young people that will
try to join the armed forces will be relatively small;

- in times of crisis, when the use of force in some areas of the world is imminent,
and when Romania will assume political obligations to participate, the number of
volunteers for the recruitment process may be lower than the expectations;

- in regions where the population density is low, selection is also at a low level, and
there will not be sufficient personnel to fulfill the needs of the military units from
that area.

We are still in full transformation and so we appeal to our allies knowledge,   and
use of their vast experience in the field of recruitment and selection of individuals for the
army. But to have a modern army and thus a factor of security and stability for the country,
for us to be able to achieve our goals, it takes willpower, political and economic support
for the Army.
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NATO, as a military and political organization is facing a period of great turmoil, especially in

terms of finding and developing a credible purpose for its existence, considering the end of the Cold
war and the dissolution of the Warsaw Treaty. As an evolving alliance of nations, NATO should
address new perspectives on warfare and military operations effectiveness in terms of money
expenditures, focusing on mitigating national and Alliance’s interests and goals.
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1. Introduction
Starting with 2008 the world economy has been facing one of the largest crises

since the end of the Second World War. All countries are considering and making
budgetary restrictions to surpass this difficult time, and one of the most affected domains is
defense expenditures. Even though previous assumptions of responsibilities were made
from the governments’ part, the reality of today’s happenstance is that everybody has to
prioritize their programs and plans - short, medium or long term.

Also, having in mind the announced shift of US interest in its’ defense policy and
strategy from Europe to the Middle East and the Asia-Pacific region, it is going to be very
hard, some say insurmountable, to reduce the technological gap between the European
nations and the United States capabilities, not forgetting that US is the nation with the
biggest contribution to NATO’s budget (around 75%).

2. Programs and policies
The current political and military environment is completely different from the one

when NATO was born. The founding nations were having a very clear goal, their actions
were somewhat determined by moves made by the former Soviet Union. Today the Cold
War is over with; the huge expenditures on nuclear and conventional capabilities are a past
and historical approach. Today’s world is much more complex, with new risks and threats,
but also with new opportunities, where NATO, in order to survive, should transform and
adapt. At the NATO Summit from Lisbon, 2010, the Heads of State and Government of the
member countries of the North Atlantic Alliance, adopted a chart considering NATO’s
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future course and a new Strategic Concept, with the main ideas of maintaining the ideals
from the Washington Treaty, to safeguard the freedom and security of all its members by
political and military means, accomplishing three main tasks: – collective defense, crisis
management, and cooperative security.

Of course, in order to achieve and accomplish these tasks in a successful manner, a
heavy duty rests solely on developing and utilizing the right forces and the right
capabilities, during a timeframe categorized by many member countries as being very
challenging in terms of finding the financial resources needed.

As a result, two years later, at the NATO Summit in Chicago the member states are
clearly emphasizing on the cooperation between NATO and the European Union, as two
organizations sharing common values and strategic interests, even though this idea is
mostly implicit, because 21 of the member states from EU are also NATO members.
Enhancing and developing the role of cooperation in times of austerity, it is strongly
recommended that these organizations are to “continue to work to enhance practical
cooperation in operations, broaden political consultations, and cooperate more fully in
capability development. … NATO will work closely with the EU, as agreed, to ensure that
our Smart Defense and the EU’s Pooling and Sharing initiatives are complementary and
mutually reinforcing; we welcome the efforts of the EU, in particular in the areas of air-to-
air refueling, medical support, maritime surveillance and training. “(Chicago Summit
Declaration-20 may 2012).

At this meeting it was defined and established the Alliance’s will to pursue two
initiatives: Connected Forces and Smart Defense, in order to reduce the impact of military
spending on national budgets of member countries, and to make sure that the Alliance will
be able to pose as a powerful actor in all activities related to military operations.

3. Connected Forces
Beginning with 2014, after the end of operations in Afghanistan, NATO is supposed to

change from an operational engagement to operational preparedness, meaning NATO will
focus on remaining able to perform its core tasks and keep its forces at a high level of
readiness without getting involved in major operations, considering the actual political
status-quo. In order to achieve this desired outcome, Allied nations have set out the goal of
“NATO Forces 2020”: as a concept of modern, very closely tied and interconnected forces
that are properly equipped, trained, exercised and led. The Connected Forces Initiative
(CFI) will ensure NATO’s readiness and combat effectiveness by pursuing three main
avenues: expanded education and training, increased exercises and a better use of
technology. One of the best assets available to allied forces are troops with combat
experience gained in theaters of operations like Iraq and Afghanistan, this being the main
reason of the concept of force rotation, implemented also in the Romanian Armed Forces,
(even if a little bit late, because in the early years of this conflicts, the trend was to use 3 to
4 top units, with a high level of readiness) with the purpose of having available as many
military personnel as possible that have been in touch with the realities of war, in an
integrated approach towards building relations with forces from different nations, with
similar but not quite the same procedures, with similar but not quite the same systems of
communications, with different ways to approach an objective. The CFI concept is based
on the need to have allied forces that can communicate effectively, train together, and
evaluate their ability to do so.

The principle of expanded education and training is about training individuals/small
groups with the focus on key requirements, harmonize current efforts and solve
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discrepancies existing between allied forces. The Alliance will profit on the individual
training efforts of members, and identify areas for collaboration, because one of the most
effective ways to make sure that people from different countries will perform in the same
way in a certain situation is to make them part of the same educational program, in a
common location.

Increased exercises will be established for forces to practice tactics, techniques and
procedures, achieve interoperability, validate training and, when required, certify
headquarters, units and formations. This particular aspect of CFI is already functional, and
all actors involved have great experience verified during PfP actions, training exercises,
etc., and it should approach all possible mission types, as defined by NATO level of
ambition and commitments, promote interoperability, and also compensate for the possible
frictions that may appear when working together. On 21 February 2013, defense ministers
agreed that the Alliance should hold a major live exercise in 2015, and draw up a
comprehensive program of training and exercises for the period 2015-2020.

Better use of technology supports connectivity and interoperability of equipment and
systems, by working with modern technologies and capabilities in order to assist in
training, exercising, deploying and sustaining the forces. The plan is to install and make
use of modern simulators, ensuring a training together environment, with direct impact on
money spent on training and the achieved level of interoperability.

The NATO Response Force (NRF) is an example of existing forces available to NATO
planners, consisting in a high-readiness multinational force made up of all services - land,
air, maritime, Special Forces components - that the Alliance can deploy rapidly. Under the
Connected Forces Initiative, defense ministers agreed at their meeting on 21 February 2013
that the NRF will become more important after the end of operations in Afghanistan,
because, not taking into consideration its main role, NRF will also be used as an
experimental environment, a place to test and verify the concept of CFI.

Special Operations Forces will also support this initiative through its new Special
Operations Forces Headquarters, which will have an important role in processes like
planning and executing missions and improving the cooperation and interoperability
between Special Operations Forces from different nations.

4. Smart Defense
Smart Defense initiative is supposed to be the light at the end of the tunnel for military

capabilities development, with a declared purpose of supporting and encouraging nations
to adopt common solutions to common problems using a common financing program,
nations working together to deliver capabilities that they cannot afford by themselves. The
domains approached by Smart Defense are the ones critical for NATO, like ballistic
missile defense, intelligence, surveillance and reconnaissance, maintenance of readiness,
training and force protection. NATO’s role in this endeavor will be to mediate and mitigate
desires from member nations with the main goals, also considering efficiency and
effectiveness in terms of risks, overlapping responsibilities, and moneys spent.

This concept is based on prioritization, through a transparent and cooperative approach,
specialization and cooperation.

Prioritization was and still is a challenge for the alliance, because of the impasse of
making NATO objectives coincide with the ones belonging to member nations.

Specialization is revolving around the idea of nations abandoning certain capabilities
because of financial constraints, thus increasing the pressure on other nations to maintain
those capabilities, their task becoming mandatory, for maintaining the Alliance’s
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credibility. NATO’s role in this will be to plan on national strengths and discuss on the
problem of defense budget cuts occurring in members states economics.

Cooperation represents, in the most basic sense, ensuring access to technologies
unaffordable in case of individual approaches. It can happen within a group of states led by
a framework nation, or it can be an initiative based on geographical, cultural, common
equipment or other bases. A good example on approaching this principle is the proposal
made by former eastern bloc states concerning keeping in service the 152 mm howitzers, a
cheaper project if comparing switching to 155 mm howitzers, the actual standard of NATO
Forces.

The mechanisms of Smart Defense include measures taken by NATO leading
authorities like establishing special representatives for smart defense, and coordination
with different partners, such as European Defense Agency, in order to develop capabilities
in fields that are not overlapping and considered critical for all actors involved. The
European Union has a similar program designated pooling and sharing (P&S) that will
allow member states to have access to modern technologies with a net benefit in savings.
Still, the concept is a long way from completion, because it still remains uncertain how the
capabilities will be deployed, how different member states will access this assets in case of
need, and of course that the initiatives started so far were not very successful.

Smart Defense should not be considered a short time endeavor, but something that will
perpetuate through the foreseeable future, being a process that will transform NATO’s
approach on developing capabilities and on the procurement process.

From a different perspective it is obvious that the United States, also very much
affected by the economic crisis, cannot sustain forever with different military assets the
vast majority of NATO members states, so it is mandatory to address at least the
shortcomings identified  between the United States and other allies during NATO’s
Operation Unified Protector in Libya(2011) like the intelligence-driven air operations, even
though these discrepancies were noticed starting with NATO’s Allied Force air campaign
over Kosovo in 1999, and no evident measures were taken to address them.

5.Conclusion
Defense expenditures during economic upheaval times will almost always suffer.

Investments in new and modern technologies and military operations as a whole will
decrease substantially. In order to address this problems through a constructive approach,
all Alliance members should consider a stronger involvement in programs such as
Connected Forces and Smart Defense/or Pooling and Sharing, trying to find solutions to
the inevitable questions of who’s going to get what and when, because history teaches us
that you cannot predict with certainty when the future military crisis is going to happen, but
you can predict with 100% certainty that it will occur. Also, the other Allies have to try to
develop capabilities that ensure a smaller dependability on United States assets, by funding
projects that are considered critical for the Alliance, for the accomplishment of its goals.
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Abstract:
Information security breaches have incurred with increased regularity over the past years. Financial

losses due to cybercrime continue to grow. Credit Card fraud, the theft of customer information, identity
theft, social engineering, software piracy – these are all on the increasing slope.

Simple human error, ignorance or omissions are nearly always at the root of many of these
information breaches. In almost every case there was no technical defense that would have prevented them.
The damage to the public’s confidence in the ability of any organization – public or private, large or small -
to protect personal and financial data is immense.

Despite the vast sums of money spent, information security systems at all levels and within most
organizations remain inherently vulnerable to even the most basic of security and fraud weaknesses and
vulnerabilities. This is because we have focused almost entirely on the technology. We have not attended in
any way the most fragile element – our people.

The human aspects of security and fraud prevention need to be promoted to their rightful place
alongside the technical solutions. We must harness the support and assistance of every one of our employees
and customers. We must ensure honesty and integrity is paramount alongside effective communication and
understanding of what is required of them in their everyday behavior in order to handle information in all its
forms in a safe and secure manner. Unless we do this, our information security defense will never be
complete.

Key words: Information security; The Power of perception; The Human factor; Security culture;
Security mistake; Security model;

1. Introduction

What do we mean by security?
Security is the concept that underlines this era. Security, if not already, will

definitely be the main object of work in the years to come. When we say security we think
mainly digital information security. With the development of technology, virtual spaces
that once existed only in imagination begin to come alive. But we can say that human
security refers to the protection, the safety of each of us regardless of social position we
occupy or where we operate.

The human need for security is becoming increasingly urgent. Day by day the
number of companies that need secure channels of communications increases, the number
of people who want confidentiality of information is skyrocketing and the list goes on. Of
these desires existing for a long time but otherwise in other forms, were born ideas,
theories, and research programs related to information security.
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2. The power of perception

In the specialized literature it is considered that the so-called classical approach to
security overlap with the realistic vision of security. In terms of perception "security
involves self-defense against external factors, visible, tangible. Among the problems
related to security perception are: visionary environmental degradation, altered images and
resistance to change of approaches on security. Identity, religion, ethnicity are fairly
common causes of a perpetual conflict in security. If you can’t justly analyze the impact on
the security of a particular group or state, you can make grave mistakes from the starting
point of your assessment, inducing a representation of issues other than the actual reality.

Under the risk perception concept, it is widely known that an increased factor of risk
is considered in the areas related to image, security culture, and false confidence.

Analyzing the above, people decide what is right and what is wrong based on trust.
Trust influences the perception of safety. Information transmitted most often is perceived
initially based on the transmission mode then according to its meaning, security perception
being influenced by what we see.

In conclusion, the perception of safety must be directly related to security culture,
the need for security, the standard security model and supported by all of us with the
confidence and trust that you show those around us.

3. The human factor

I would like to draw attention to one of the most important factors that endanger the
security: the human factor. The human factor is the main issue that we must address to
reduce the effects of insecurity. Most times, because of ignorance, carelessness, curiosity
or whatever, people do things they should not. In order to prevent such unpleasant and
undesirable situations we want a security program to take care of us when we are in times
of need.

I will particularly focus on the human factor in achieving information security.
Information security is a name... too general. First we need to understand the security
needs of a person.

The common need for security of a person generally refers to the following
examples:
 Protecting against corruption

Protecting against theft
Protection against attacks, etc.

It is hard to realize a security model but not impossible. Security model’s role is to
integrate all measures in a multilevel security context, with a set of principles and
processes for the information security environment.

I will illustrate a few security models:

- BRITISH MEDICAL ASSOCIATION MODEL - is a security model of
their patients' medical data. It provides both data security and people safety.

- CHINESE WALL MODEL - bring new perspectives on access to
information introducing the principle of separation of duties in various fields
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I don’t know what others are doing in this area, but I can say that information
security in Romania, from my point of view is more disorganized than others... something
like ... "we are more Catholic than the Pope" ... but without great results on this domain.

So far I discussed the human factor in information security’s security model, what
others do. Next step would be to cover the need for security awareness. Starting from
saying "small stump fell great oaks" I tend to say that examples mentioned (Protection
against corruption, theft, attacks), even though known by everyone, they are the ones that
give the most problems because of their simplicity.

I think people should be aware of security as something that "helps" not as
something that "stalks".

We talked before about the need for security awareness. Human behavior on
security is different from person to person so it is very difficult to identify a behavioral
standard. However I will give some examples of human behavior:

- Attitudes which may create uncertainty premises or persons information;
- Counter security abnormal events that can lead to corruption of people and

information.
From a specialized analysis, we can say that people or human factor is very easy to

handle, easy to be directed by what we actually do, feel or perceive. This shows that simple
things can often be very complicated and we need security measures in order to prevent the
possible corruption.

The results of studies show the following paradox: there is a huge gap between
awareness of security issues and identifying solutions to maintain a sense of normality in
security.

Participants identifying security issues and strategies that must be implemented or
addressed need to improve the measures taken in order to maintain confidentiality.
However, people fail to face problems because of the high rate of development of new
technologies.

A different aspect of human security is related to technologies, new and old,
modern or in desuetude.

Emergence and continued development of technologies at a high rate makes human
security to suffer, to be more vulnerable. Vulnerability can be estimated looking at the
large number of gadgets on the market. We should not say no to technology just so we can
feel secure, but we can study and take measures so it doesn’t harm us. For this we need to
know where the vulnerabilities are, which and how many measures we have to take to
achieve our secure environment.

We talked about consciousness, skills and still think security is a very complex
process. This process should identify a multitude of risks that threaten the human factor,
which can give you a feeling of the behavior of this factor in a proper security
environment.
Security must evaluate facts, and you should try to improve human behavior and always be
ready to meet technological innovations.

Like I said before we need to be constantly aware of the risks that we expose
ourselves to, consider all possibilities to ensure an almost complete security. I say almost
complete because in reality there is no perfectly secure, one hundred percent sure
environment.
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4. SECURITY CULTURE

To succeed we must get involved and support ongoing studies, improve our security
culture, to point out all risks and threats during analysis processes, because in order to get
efficient results we must constantly adapt our security system to all emerging risks.

A very simplistic explanation of security procedures fall prey and are not effective
because of the occult meaning associated with the word security, although the real meaning
nowadays is transparent and is a positive one, based on justice.
Therefore, when we talk about security culture of a people should consider the
implementation of democracy in that society and how competent state institutions working
in security have failed to awaken, in the population, the roles, duties, benefits and
expectations in order to achieve the individual security status.

Knowledge is power – and this is not a slogan used for justification, but simple
reasoning. With a more complete vision of the increasingly complex world we live in, each
can assume greater responsibilities, including the protection of personal existence;
everyone can better understand the role of state institutions called upon to provide security
and, consequently, may adopt a correct attitude in relation to them.

Security culture is a term that causes a real intellectual ecstasy to the military,
police, CIA officers, Secret Services, the intelligence and paramilitary, entities rooted in
this domain, converging towards “country security”.

Security is essential to life of individuals, communities and states. Virtually, the
security is needed and can be applied in any area of individual and social life.

Communication to promote a culture of security must include a variety of forms
and media. Also, the inadequate language, scientifically false, must be replaced with a
language understood by all, but it can be done only by both policy makers and citizens
alike!!

5. Conclusion

Reducing security risks requires the design and development of a safety culture that
takes into account the human factor, the deficiencies inherent in the people. Proactive
actions in addressing security can reduce the chances of success of "attacks", even if there
is no absolute guarantee of security.

Staff training on possible risks is a very useful means of increasing the awareness to
security needs.

Hoping to limit security risks caused by this primary vulnerability - the human
factor – it is mandatory to design rules, and more precisely, rules designed and
implemented so that it can not be easily bypassed or avoided by personnel.

The way ahead is not easy. To meet the challenges of the twenty-first century
requires the implementation of the concept safety culture, and significant financial efforts
from all. Moreover, it takes cooperation and solidarity of all members of the community to
safeguard the common values.

In conclusion, the human factor is directly responsible for creating insecurity, and
also is the main factor that can reduce, through its action the effect of threats and risks,
maintaining a climate of normality in human and information security. The wrong
perception of security is determined mostly by the human factor so the only one that can
solve situation remains the humans.

 339



THE HUMAN FACTOR IN INFORMATION SECURITY

References:

[1 ] http://www.humanfactorsinsecurity.com/

[2] http://www.google.ro/books - Managing the Human Factor in Information Security,

by David Lacey

[3] http://www.sri.ro/fisiere/protectia-inf-cls-ghid.pdf

[4] http://www.datasecurity.ro/?p=6

[5] http://www.securitatea-informatica.ro/securitatea-informatica/globalizarea-si-riscurile-

securitatii-informatiilor/

[6] http://www.securitatea-informatiilor.ro/modele-de-securitate/modelul-de-securitate-

bma-211.html

[7] http://www.arts.org.ro/pdf/cn2011/04_S.Arion.pdf

[8] http://securitatea-romaniei.blogspot.ro/p/romania-cultura-de-securitate-si.html -

Fragmente extrase din cartea lui Paul Carpen : Ferestre spre Securitate

[9] Chalk, P. (2000). Non-Military Security and Global Order. NY: Palgrave.

[10] Franck, T. & M. Glennon. Foreign Relations and National Security Law. Belmont,

West/Wadsworth, 1993.

 340


	CoDRM 2013 ToC.pdf
	2013.pdf
	01 CAYMAZ - DEFENSE ACQUISITION TRANSFORMATION THE TURKISH CASE (1).pdf
	02 Irakli Koridze - UTILIZATION OF MARGINAL COST OF WARFARE IN NATIONAL DEFENCE STRATEGY.pdf
	03 TurcanOleg_paper.pdf
	04 Simion Eduard Sabau.pdf
	05 Alexandru Ciobanu  - Cyberspace.pdf
	06 Bara Lucian.pdf
	07 Pasare Ionel Claudiu - Lucrare finala DRESMARA 2013.pdf
	08 Lumunita Cojocaru.pdf
	09 Raluca Apostol-Mates.pdf
	10 Sora Daniel WPS.pdf
	11 Ogigau FlorinUNDERSTANDING WIRELESS DOS ATTACKS.pdf
	12 Popa Brindusa.pdf
	13 Zibileanu Ionel.pdf
	14 Enache Costel.pdf
	15 Maior Alexandru.pdf
	16 Bela - Exp Log.pdf
	17 Pacuraru Dan.pdf
	18 Andries Cristian.pdf
	19 Geamanu Viorel Personnel motivation - factors and opportunities.pdf
	20 Visinel STEFAN.pdf
	Visinel Appendix 1 Operational Risk Management Worksheet.pdf
	20 Visinel STEFAN  - The importance and practicability of the ORM in the military flight line.pdf

	21 Dumitru Petrica.pdf
	22 Nedelcu Marian.pdf
	22 Nedelcu Marian - Defense Capability Planning Using Game Theory.pdf
	Nedelcu RESOURCE ALLOCATION.pdf

	23 Drugau Inocentiu.pdf
	24 Alexandrescu Mihai v6.pdf
	25 Cimpoiasu Constantin.pdf
	26 Furdui Daniel.pdf
	27 Hancu Madalin.pdf
	28 Olariu Radu probability - intermediate paper.pdf
	29 Pancu Mircea MILITARY DECISIONAL PROCESS.pdf
	30 Scurtu Remus Interpersonal confict to manage or not.pdf
	31 Tanasescu Daniel.pdf
	32 Rusu Gabriel.pdf
	33 N Baban - Intermediate paper.pdf
	34 Bota Marius Gheorghe Project Quality Management 23.05.pdf
	35 Iulian Bouleanu Intermediate - Spectrum management FV.pdf
	36 intermediate paper carapet.dan.pdf
	37 Chelu Marius reforma armatei. prezent si perspective_EN.pdf
	38 Intermediate paper LTC C Dedu Principles EU Def Strat.pdf
	39 Laurentiu DUMITRAS THE EVOLUTION OF CREW RESOURCE MANAGEMENT.pdf
	
	41 IVANOF INTERMEDIATE PAPER.pdf
	42 Intermediate paper Mosteanu.pdf
	43 Intermediate_paper_nuta_2013.pdf
	44 Lucrare intermendiara Otel Catalin.pdf
	45 POPA RADU_lucrare intermediara_Mai 2013.pdf
	46 lucrare intermediara ramba.pdf
	
	48 Stan Toma  DIAGNOSIS OF TRAINING NEEDS FINAL.pdf
	49 Intermediate paper Gheorghe STANCU.pdf
	50 Stoica intermediare.pdf
	
	52 Eugen SOARE.pdf
	53 Iordache Adrian.pdf
	54 Mariuta Doru.pdf
	55 Placinta Rares NATO challanges during economic crises.pdf
	56 Sarghe Danut.pdf


